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13th October 2016



Unit 1 Objective  To expose students to security management issues handled by Database System Administrators.



Learning outcome 



We expect clear understanding of basic security issues.



Advantages of Using Databases  Shared Access – …so that many users can use one common, centralized set of data.  Minimal Redundancy – Individual users do not have to collect and maintain their own sets of data.  Data Consistency – A change to a data value affects all users of that data value to avoid discrepancy.  Data Integrity – It helps track any accidental or malicious incorrect changes of data.  Controlled Access – …so that only authorized users are allowed to view or modify data values. 3



•



A dependable and trusted system should include: ◦ Confidentiality: No unauthorized disclosure of information ◦ Integrity: No accidental or malicious alterations of information have been performed (even by authorized entities) ◦ Availability: Accessible and usable upon demand for authorized entities ◦ Reliability: Continuity of service delivery ◦ Safety: Very low probability of catastrophes



•



Four types of security threats: ◦ Interception refers to the situation that an unauthorized party has gained access to a service or data. ◦ Interruption refers to the situation in which services or data become unavailable, unusable, or destroyed.



◦ Modifications involve unauthorized changing of existing data or tampering with a service. ◦ Fabrication refers to the situation in which additional data or activity are generated that originally did not exist.



◦ Interception  Transmission Channel: Reading the content of transferred messages  Database Object: Reading the data contained in an object



◦ Interruption  Transmission Channel: Preventing message transfer  Database Object: Denial of service



◦ Modification  Transmission Channel: Changing message content  Database Object: Changing an object's encapsulated data



◦ Fabrication



 Transmission Channel: Inserting messages  Database Object: Spoofing an object . Spoof is to imitate or exaggerate.



•



A security policy describes precisely which actions are allowed and which are prohibited.



•



To protect against security threats, we have a number of security mechanisms at our disposal:



◦ Encryption: Transform data into something that an attacker cannot understand (confidentiality). It is also used to check whether something has been modified (integrity). ◦ Authentication: Verify the claim that a subject says it is : verifying the identity of a subject. (username & password, cards, eye/retina scans, voice recognition, and fingerprints) ◦ Authorization: After Authentication; Determining whether a subject is permitted to make use of certain data in the system or services.



◦ Auditing: Trace which subjects accessed what, and in which way. Useful only if it can help catch an attacker. Log tray •



NB: Authorization makes sense only if the requesting subject has been authenticated.



Plaintext: The original form of the message that is sent is called the plaintext (P). • Ciphertext: The encrypted form of the plaintext is referred to as the Cipher text (C). • Cryptography: The field of study on data or information encryption (closing) and decryption(opening) techniques. •



•



Why Ciphertext is relevant? To prevent intruders/hackers ◦ Passive intruder only listens to messages in transmission ◦ Active intruder can alter messages before destination. ◦ Active intruder can insert messages before destination.



•



•



•



Symmetric (secret-key) system: Use a single key to (1) encrypt the plaintext and (2) decrypt the ciphertext. Requires that sender and receiver share the secret key. Asymmetric (public-key) system: Use different keys for encryption and decryption, of which one is private, and the other public. Hashing system: Only encrypt data and produce a fixedlength digest. There is no decryption; only comparison is possible. In simple terms you do not want the intruder to observe the whole format of the key; so you devide the key string/length into two. The authorised user may only need the short key and add it to the hidden key when message is received to view



Harvard ManageMentor: Organizing Your Presentation



 Case Study: Class Discussion 15minutes ATF Company ethically sacked their Database Administrator on sexual harassment; although there was no clear cut HR Policy on that issue. On Friday 3:30pm, the HR Director issued dismissal letter. Two days afterwards, the disgruntled employee logged-in to employer online database to compromise data integrity. Before Legal redress on the dismissal, employee used the unauthorized Access to add 10% increment to the annual salary figures recorded in the payroll system for the past 15-years of the employment contract to increase expected compensation. 1. Discuss the case in relation to Database compromises or threats 2. Propose mechanisms from different perspectives to protect future violations. 3. Who should answer the violations; HR, DBA or IT Head?
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Data Management & DBA Roles
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