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Abstract The rapid growth and exponential use of social network has become part of personal and professional life. In general, social networks are structures made of social entities (e.g., individuals) that are linked by some specific types of interdependency such as friendship, relationship, likeness, similarity. Most users of social media (e.g., Facebook, LinkedIn, MySpace, Twitter, Flickr, YouTube) have many linkages in terms of friends, connections, and/or followers. To provide the privacy of the social entities and their links, different anonymization techniques are used by the social network providers. This paper provides the detailed survey on different methods of anonymization provided by different social networks. Keywords: Social network; social computing; analysis; social media; security; graph.



Introduction Social networks are among the foremost widespread sites on the web since Internet has bred several varieties of information sharing systems [1]. As Alexa’s Top 500 Global Sites statistics (retrieved on May 2011) indicate, Facebook and Twitter, two popular online social networking services, rank at second and ninth place, respectively. A social network describes entities and connections between them. The entities are often individuals; they are connected by personal relationships, interactions, or flows of information. Social network analysis is concerned with uncovering patterns in the connections between
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entities. It has been widely applied to organizational networks to classify the influence or popularity of individuals and to detect collusion and fraud. Social network analysis can also be applied to study disease transmission in communities, the functioning of computer networks, and emergent behavior of physical and biological systems. Technological advances have made it easier than ever to collect the electronic records that describe social networks. However, agencies and researchers who collect such data are often faced with a choice between two undesirable outcomes. They can publish data for others to analyze, even though that analysis will create severe privacy threats, or they can withhold data because of privacy concerns, even though that makes further analysis impossible [2]. Similarly, researchers in the field of computer networking analyze internet topology, internet traffic and routing properties using network traces that can now be collected at line speeds at the gateways of institutions and by ISPs. These traces represent a social network where the entities are internet hosts and the existence of communication between hosts constitutes a relationship. However network traces (even with packet content removed) contain sensitive information because it is often possible to associate individuals with the hosts they use, and because traces contain information about web sites visited, and time stamps which indicate periods of activity. The challenges in protecting network trace data are being actively addressed by the research community [3]. Online social networking services, while providing convenience to users, accumulate a treasure of usergenerated content and users’ social connections, which were only available to large telecommunication service providers and intelligence agencies a decade ago Online social networking data, once published, are of great interest to a large audience: Sociologists can verify hypotheses on social structures and human behavior patterns; third-party application developers can produce value-added services such as games based on users’ contact lists; advertisers can more accurately infer a user’s demographic and preference profile and thus can issue targeted advertisements. As the December 2010 revision of Facebook’s Privacy Policy phrases it: “We allow advertisers to choose the characteristics of users who will see their advertisements and we may use any of the nonpersonally identifiable attributes we have collected to select the appropriate audience for those advertisements.” Due to the strong correlation to users’ social identity, privacy is a major concern in dealing with social network data in contexts such as storage, processing, and publishing. Privacy control, through which users can tune the visibility of their profile, is an essential feature in any major social networking service [4]. The most appropriate method to provide privacy for the users in publishing social network is anonymization, i.e., removing plainly identifying labels such as names, social security numbers, postal or e-mail addresses, but retaining the network structure The motivation behind such anonymization is that, by removing the “who” information, the utility of the social networks is maximally preserved without compromising users’
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privacy. In several high-profile cases, anonymity has been unquestioningly interpreted as equivalent to privacy [5].



Literature Survey This section describes the different anonymization techniques and its feasibility, optimality and privacy



Fig.1: Anonymization removing ID’s Method 1: A natural mathematical model to represent a social network is a graph. A graph G consists of a set V of vertices and a set E



V * V of edges. Labels can be attached to both vertices and edges to represent



attributes. The vertices in the above diagram represent the social network users and the edges represents the friendships, followers and likeness etc. The naive anonymization is to remove those labels which can be uniquely associated with one vertex (or a small group of vertices) from V. This is closely related to traditional anonymization techniques employed on relational data set [6]. As a person registers to different social networking services, her connections in these services, which relate to her social relationships in the real world, might reveal valuable information which the attacker can make use of to threaten her privacy.



Security breach This section describes an security compromise of the anonymized social graph. Let an undirected graph GT ={VT; ET } represents the target social network after anonymization. We assume that the attacker has an undirected graph GB={VB, EB} which models his background knowledge about the social relationships among a group of people, i.e., VB are labeled with the identities of these people. The motivating scenario demonstrates one way to obtain GB. The attack concerned here is to infer the identities of the vertices VT by considering structural similarity between the target graph GT and the background graph GB . Thus, the two graphs GT and GB are syntactically (the social connections) similar but semantically (the meaning associated with such connections) different. By reidentifying the vertices in GT with the help of GB, the attacker associates the sensitive semantics with users on the anonymized GT and, thus, compromises the privacy of such users. An Mr. Hare Ram Singh, IJRIT-339
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example of sensitive semantics is the private chat sessions, and their associated timestamps, in the motivating scenario. We assume that, before the release of GT, the attacker obtains (either by creating or stealing) a few accounts and connects them with a few other users (the initial seeds) in GT. Besides user IDs, the attacker knows nothing about the relationship between the initial seeds and other users in GT.



Fig. 2: A randomly generated graph



Feasibility Successful retrieval of GF from GT is guaranteed if GF exhibits the following structural properties: •



GF is uniquely identifiable, i.e., no subgraph H



GT except GF is isomorphic to GF. For example, in



Fig. 2, subgraph {v1, v2, v3} is isomorphic to subgraph {v1, v4, v5} because there is a structurepreserving mapping v1→ v1, v2→v4, v3→ v5 between them. Therefore, the two subgraphs are structurally indistinguishable once the vertex labels are removed. •



GF is asymmetric, i.e., GF does not have any nontrivial automorphism. For example, in Fig. 2, sub graph {v1; v2; . . . ; v5} has an automorphism v1→v1, v2→v3, v3→ v4, v4 → v5, v5→ v2. Therefore, even if we could locate VF = {v1; . . . ; v5} from GT{ v2; . . . ; v5} are indistinguishable once their labels are removed.



Method 2:



Fig. 3: A Social Network,G;Anonymization of G, Anonymization Mapping



The above diagram shows an example of social network graph G, anonymization of G and anonymization mapping. Definition 1 (Naive Anonymization) The naive anonymization of a graph G = (V,E) is an isomorphic graph, Gna = (Vna,Ena), defined by a random bijection f : V→Vna. The edges of Gna are Ena = {(f(x), f(x’))|(x, x’)



E}. Mr. Hare Ram Singh, IJRIT-340



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 5, May 2015, Pg.337-346



Achieving anonymity through structural similarity Intuitively, nodes that look structurally similar may be indistinguishable to an adversary, in spite of external information. A strong form of structural similarity between nodes is automorphic equivalence. Two nodes x, y



V are automorphically equivalent (denoted x



A y) if there exists an isomorphism from the graph



onto itself that maps x to y. Fred and Harry are automorphically equivalent nodes in the graph of Figure 3. Bob and Ed are not automorphically equivalent: the subgraph around Bob is different from the subgraph around Ed and no isomorphism proving automorphic equivalence is possible.



a. Graph



b.Vertex Refinement



c. Equivalence Classes Fig.4: Simple Graphs and degree of neighbors Vertex refinement queries We define a class of queries, of increasing power, which report on the local structure of the graph around a node. These queries are inspired by iterative vertex refinement, a technique originally developed to efficiently test for the existence of graph isomorphism. The weakest knowledge query, H0, simply returns the label of the node. (Since our graphs are unlabeled, H0 returns



ᶝ on all input nodes.) The queries are



successively more descriptive: H1(x) returns the degree ᶝof x, H2(x) returns the list of each neighbors’ degree, and so on. The queries can be defined iteratively, where Hi(x) returns the multiset of values which are the result of evaluating Hi−1 on the set of nodes adjacent to x: Hi(x) = {Hi−1(z1),Hi−1(z2) . . . ,Hi−1(zm)} where z1 . . . zm are the nodes adjacent to x. Example 1 Figure 4 contains the same graph from Figure 3 along with the computation of H0, H1, and H2 for each node. For example: H0 is uniformly



. H1(Bob) = {



,



,



,



}, which we abbreviate in the



table simply as 4. Using this abbreviation, H2(Bob) = {1, 1, 4, 4} which represents Bob’s neighbors’ degrees. Mr. Hare Ram Singh, IJRIT-341
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For each query Hi we define an equivalence relation on nodes in the graph in the natural way. (Relative equivalence) Two nodes x, y in a graph are equivalent relative to Hi, denoted x ≡Hi y, if and only if Hi(x) = Hi(y). Example 2 Figure 4(c) lists the equivalence classes of nodes according to relations ≡ H0 , ≡H1 , and ≡H2. All nodes are equivalent relative to H0 (for an unlabeled graph). As i increases, the values for Hi contain successively more precise structural information about the node’s position in the graph, and as a result, equivalence classes are divided. To an adversary limited to knowledge query Hi, nodes equivalent with respect to Hi are indistinguishable.



Method 3: Ana
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Fig. 5: A simple User’s data table In figure 5 a simple user’s data are provided which all are the in a social network and having some kind of relationship among each others. Now we have to anonymize the data given in the above diagram using a simple anonymization technique and we will divide the users into different groups and we will also anonymize the links between different users
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Fig. 6: Anonymize table from above table As it is shown in the above diagram all the names of the users have been replaced by blue or red colored ball based on the value of ages. Each user who/ she is less than 25 years old will be converted into red colored ball and remaining who all are greater than or equal to 25 will be replaced by blue colored ball.



Fig. 7: division of users into equivalence classes After anonymizing the users data we will analyze the link or relationship among different users. After analyzing the link we will divide the users into different equivalence classes.



Anonymization of Links: Now after anonymization of users of the social network we are going to anonymize the links between the users. To anonymize the links we have the following different methods: Original graph



Intact Link: In this method we can release the links between two clusters. Mr. Hare Ram Singh, IJRIT-343
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Partial link removal: In this method of link anonymization, we partially release the links between clusters.



Cluster-edge method: In this method the links between the nodes will no longer be existing. Only the links between the clusters will be existing which means some node links with some other nodes.



Constrained cluster-edge method: In this method there will be only one link between two clusters which means some node of one cluster is linked with some node of the other cluster.



All links removed: In this method of link anonymization all the links between both the clusters will be removed.
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