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Abstract—Now a days Malware detection is one of the challenging task. Modern malwares are often changes their runtime behaviors in each execution to tolerate against malware analyses and detections. Malware is software designed to damage a computer system, gather sensitive information or gain access to the private computer systems without the owner’s informed consent (e.g., viruses, backdoors, spyware, Trojans , and worms). Now a day’s malware writers try to avoid detection by using several techniques such as polymorphic, hiding and also zero day of attack. In order to overcome this issue, we propose a new algorithm for malware detection that combines signature technique and Ensemble clustering. Result from this is the new framework that design to solve new launce malware. IndexTerms— Signature-basedtechnique, Ensemble clustering, malware categorization.



I. INTRODUCTION Now a days the malware has presented a serious threat to the security of computer systems. Malware is unwanted software designed to gain unauthorized access, steal information, and disrupt normal operation without owner’s informed consent. Currently, the most important line of defense against malware is antivirus programs, such as Norton, MacAfee, and King soft’s antivirus. They are using signature-based method to recognize malware samples or threats in the products. Signature is a short string of bytes of information, which is unique for each known malware. Given a collection of malware samples, these venders first categorize the samples into families so that samples in the same family share some common traits, and generate the common string(s) to detect variants of a family of malware samples. Malware authors have been making malware which has resistance to analyses and detections. Due to this some of malware samples are not detected by detecting algorithms. The classic signature-based method always fails to detect variants of known malwares or previously unknown malwares, because the malware writers always adopt new techniques like obfuscation to bypass these signatures. Obfuscation is hiding the original meaning in the communication. In order to remain effective, it is of paramount importance for the antivirus companies to be able to quickly analyze variants of known malware and previously unknown malware samples. Signature-based and behavior-based approaches are Common approaches in malware detection and antivirus software, is the most widely used tool with which to detect malware. This paper, we propose a new algorithm which is combination of signature-based method and ensemble clustering that work to gather to detect malware samples and categorize those malware samples. The proposed frame work has three four modules such as signature-based detection , ensemble clustering , signature generator and malware categorization.The rest of the paper is organized is as follows. Section II is related work, Section III is presented by proposed frame work and finally, this paper concludes with an outlook to our future work.
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II.



RELATED WORK



Malware is defined as a software that performing actions that can be done by attacker without consent of the owner when executed. Each malware have specific characteristic, attack goal and propagation method. Five main categories of malware types are virus, trojan horse, worm, backdoors and spyware. A virus is a type of malware that, when executed, duplicates the content of codeby itself into other computer programs. when this replication succeeds, the affected areas are then said to be "infected". A computer worm is a standalone malware computer program that replicates itself in order to spread to other computers. Then it uses a computer network to spread itself and uses the security failures on the target computer to access it. A Trojan horse, is a hacking program that is a non-self-replicating type of malware which gains privileged access to the operating system. Back door is program that used by attackers to allow remote access and control which bypasses a normal security policies and procedures. The advertisements may be in the user interface of the software or on a screen presented to the user during the installation process. Spyware is a software that aids in gathering information about a person or organization without their knowledge and that may send such information to another entity.



Signature-based matching technique is one of the most popular approaches to malware detection . This technique was commercially applied by anti-virus or anti-spyware product in the market. Signature-based detection works by scanning the contents of computer files and cross-referencing their contents with the “code signatures” belonging to known viruses. A package of known code signatures is updated and refreshed constantly by the anti-virus software vendor. Although this technique is very popular and reliable for host-based security tool, there are some limitations on this technique need to be solved. The main problem with this technique is fails to detect new launch malware that known as zeroday malware attack . Certain number of computers must be infected before a new virus pattern can be captured and stored for future use . New variants of computer virus are of course developed every day and security companies now work to also protect users from malware that attempts to disguise itself from traditional signature-based detection. Virus creaters have tried to avoid their malicious code being detected by writing “oligomorphic“, “polymorphic” and more recently “metamorphic” viruses with signatures that are either disguised or changed from those that might be held in a signature directory. Jason was developed an Run-Time Malware Analysis System (RMAS). The framework consists of 3 modules: 1.Static Analysis module, that provides static information, such as files, antivirus reports, PE structure, file entropy, Packer Signature, and strings. 2. Dynamic Analysis module, which extracts the program behavior, by using a DLL, that will be added in every new thread created by the malware, and a kernel driver that intercepts system calls made by the malware. 3. Detection Engine, through a Database of dynamic signature can analyze the malware behavior, and after matching the behavior with the signatures in the database, it can produce an HTML report of the analyzed program. RMAS was developed to be a modular system, and when a new tool or module will be developed it could be plugged into the framework easily. it is also possible to detect unknown malwares on the basis at the low average similarity compared with the existing and already known ones. This possibility is due to the fully extensible detection engine that has been developed and to the new dynamic signature that could be added by the analyst, every time he detects a possible malware. Several analysis techniques for detecting malware have been proposed. Basically the difference between static and dynamic analysis is shown. In Dynamic Analysis (also known as behavioral-based analysis) the detection consists of information that is collected from the operating system at runtime (i.e., during the execution of the program) such as network access, system calls and files and memory modifications. In Static Analysis, information about the program or its expected behavior consists of explicit and implicit observations in its binary/source code. While being fast and best, static analysis techniques are less, mainly due to the fact that various obfuscation techniques can be used to evade static analysis and thus render their ability to cope with polymorphic malware limited. In the dynamic analysis approach the problems resulting from the various obfuscation methods do not exist, since the actual behavior of the file or code is monitored. However, this method is suffers from other disadvantages. First, it is hard to simulate the appropriate situation, in which the malware functions of the program will be activated. Second, it is not clear what is the required period of time needed to observe the appearance of the activity for each malware.
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Qingshan Jiang was developed malware detection based on CDCBF (Class Driven Correlation based Feature Selection) which can be applied for unbalanced data. This method combines the advantages from DSFS and FCBF algorithm, and concentrates on the specific requirements of malware detection for the corresponding improvement. Aimed at the unbalanced data feature selection problem, the DSFS algorithm thoughts is imported, that is, the corresponding important features are selected separately from malicious software and normal file, in addition, a method to automatically determine the proportion of positive and negative correlation is presented. After selecting positive correlation and negative correlation features, association metric is carried out to corresponding features in these two subsets, where the redundant features is filtered out. Through the set division, efficiency of the algorithm is improved, which also ensures features of different classification will not be filtered out because of their strong relevance.



This algorithm mainly aims at the binary classification problem, and it is positive classification related when the calculation result is positive (in this application malicious software is positive related) while negative for the negative classification. Again according to the various types of samples distribution in training set, the features with strong relevance to other features are selected respectively to compose several new feature subsets; In order to reduce redundant ones in the feature set, each feature subset employs association analysis based selection method, which extracts several most representative features from each subset to compose new feature set. Takahiro Kasama was developed malware detection Method by Catching Their Random Behavior in Multiple Executions. This detection method is slow as it requires multiple executions of an executable file and thus is not suitable for real-time detection, such as antivirus software. However there are several cases where our method can be useful. First, we input a sample (i.e. executable file) and the number of executions. There are trade-offs between accuracy and efficiency. Although accuracy will improve by increasing the number of executions, efficiency will also degrade because of increasing the inspection time.Second, we conduct dynamic analysis on the sample multiple times in the same sandbox environment so as to obtain the lists of API call sequence. Third, we generate a list of parameters used for predefined set of API calls. We regarded file-related behaviors (e.g. copy oneself, creation of file), registry-related behaviors (e.g.registration of Run key), and network-related behaviors (e.g.access to remote hosts) as possibly randomized behaviors,and selected the APIs and their parameters related to the behaviors. Here, the order of the API calls and their duplication are ignored.



III.



PROPOSE FRAMEWORK



Our propose framework is combination of two malware detection techniques which is signature-based technique and ensemble clustering technique. It was design to solve two malware detection challenges. First, how to detect new launched malware? Second, how to generate signature from malware infected file? Fig. 1 shows the three main components of our framework such as s-based detection, ensemble clustering and sbased generator.Here S-based detection will become the first defense from malware attack. Ensemble clustering will work as a second layer defense especially to detect new launched malware. After the new signature from the new launch malware was created, that signature will be use by signature-based detection technique. These three main components will work together as interrelated process in our propose framework.



S-BASED DETECTION



SIGNATURE GENERATOR



ENSEMBLE CLUSTERING



Figure 1.
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A.



S-based detection



Signature-based detection is one of the static analysis methods that commonly used on commercial antimalware software. This method checks the content of a file against a dictionary of virus signatures. A virus signature is the infection code. Finding a virus in a file is the same as saying you found the virus signature . This technique uses it characterization of the malicious code to decide that is malware of not through program inspection. Normally, each malware represented by one or more signature patterns which is unique to differntiate it. When a program is executed, anti-malware software will search through bytes of data stream. Thousands of signatures will be place on database and scanning process will look for each signature to compare with the program code that execute. Searching algorithm will be used for the purpose of comparing content of program code with the signature on database. Signature-based virus scanners identify known malware saved on the database. When a spyware or trojan horse is identified, it has some kind of a signature that gets saved on that database. If the malware then reappears, it can be identified as such using the string or signature and assigned to a specific virus. In this framework, signature-



based technique will be implementing as the first defense from malware attack that will infect computer operation. This technique was chosen because this type of technique was best in detecting well known malwares. Static analysis method has less run-time overhead compare with the dynamic analysis method. In order to improve the efficiency of computer operation, this technique was proposed in this framework. B.



Ensemble Clustering



Algorithm name: Ensemble Clustering Input : DataSets Output: Distance Matrix For i=0 to Max(V[n]) do For j=0 to Max(V[n]) do For k=0 to n do If V[k].elementAt(i)=V[k].elementAt(j) then C[i][j]+=1/n; End If D[i][j]=1-C[i][j]; End For End For End For 1. 2. 3. 4.



5.



n is the number of files(dataset), V[n] are the vectors holding the content of each file. max(V[n]) is the length of the longest vector, C[i][j] is the co-association matrix D[i][j] is the distance matrix.



C. S-based generator Signature is the string patterns which is unique to identify and characterize the malware. Currently, signature is creating by forensic experts after a new malware sample was founded. Signature will be creating based on the behavior of the malware. Each antimalware product must create their own signature and must be encrypted in order to avoid accessing error if more than one anti-malware products are install in one computer. Once a signature(combination of string bytes) has been developed, it is combined to the old signature database. Computer user will require an updated copy of signature into their antivirus database in order to be properly protected against the new malware threats. Basically signature pattern is 16 bytes and usually a long enough string to detect 16-bit malware code.



0410 B801 02CE 07BB 0002 33C9 8BD1 419C
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Signature generator captures the malware behavior that identifies and analyze by the GA detection module. The signature pattern will be generate and update it into malware database as signature for signature-based detection. This module was proposed in this framework in order to replace forensic expert’s tasks. IV. CONCLUSIONS In this paper, we have proposed a new framework for malware detection using combination signature-based technique and ensemble clustering. The framework will preserve computer system both well known or new malware attack. This is an important contribution because zero day malware attack can be identify using GA technique and signature will be create automatically by generator that can be used by signature detection for future reference. In order to improve efficiency and batter performance of computer operation, this research will be continue by implementing integrated tool that can integrate all three main component of this framework.



REFERENCES [1] S. Abu-Nimeh, D. Nappa, X. Wang, and S. Nair, “A comparison of ma- chine learning techniques for phishing detection,” in Proc. APWG eCrime Res. Summit, 2007, pp. 60–69. [2] D. Inoue, K. Yoshioka, M. Eto, Y. Hoshizawa, and K. Nakao, “Automated Malware Analysis System and its Sandbox for Revealing Malware’s Internal and External Activities,” IEICE Trans. Vol.E92D, No 5, pp.945-954, 2009. [3] Quist, D.A. and Liebrock, L.M. 2009. Visualizing compiled executables for malware analysis. International Workshop on Visualization for Cyber Security (VizSec), 27-32. [4] H. Toivonen, M. Klemetinen, P. Ronkainen, K. Hatonen, and H. Mannila, “Pruning and grouping discovered association rules,” in Proc.MlnetWorkshop Statist.,Mach. Learning, and DiscoveryDatabases, 1995, pp. 47–52 [5] H. Yin, et al., "Panorama: capturing system-wide information flow for malware detection and analysis," in Proceedings of the 14th ACM conference on Computer and communications security, 2007, pp. 116- 127. [6] Garfinkel T, Rosenblum M. A Virtual Machine Introspection Based Architecture for Intrusion Detection[C]. Proceedings of Network and Distributed System Security Symposium (NDSS'03), San Diego, California, USA. 2003: 1-16. [7] Guangzhi Qu, Salim Hariri and Mazin Yousif. “A New Dependency And Correlation Analysis for Features”. IEEE Transactions On Knowledge And Data Engineering, 2005, Vol. 17, No. 9. [8] M. Ester, H. P. Kriegel, J. Sander, and X. Xu, “A density-based algorithm for discovering clusters in large spatial databasewith noise,” in Proc. ACM Int. Conf. Knowl. Discovery Data Mining, 1996, pp. 226–231. [9] M. D. Preda, M. Christodorescu, S. Jha and S. Debrey, G. Eason, B. Noble, and I. N. Sneddon, “A semantics-based approach to malware detection,” ACM Trans. Program. Lang. Syst. 30, 5, Article 25, August 2008. [10] P. Wang, L. Wu, R. Cunningham, and C. C. Zou, “Honeypot Detection in Advanced Botnet Attacks,” International Journal of Information and Computer Security 2010, Vol.4, No.1, pp.30-51, 2010. [11] C. Willems, T. Holz, and F. Freiling, “Toward Automated Dynamic Malware Analysis Using CWSandbox,” Security & Privacy Magazine, IEEE, Vol.5, Issue 2, pp.32-39, 2007. [12] J. H. Lee, C. J. Lin, “Automatic model selection for support vector machines,” Technical Report, Department of Computer Science and Information Engineering, National Taiwan University, 2000 [13] C. C. Chang, C. J. Lin, “LIBSVM: a library for support vector machines,” Department of Computer Science and Information Engineering, National Taiwan University, 2001 [14] R. Topor and H. Shen, “Construct robust rule sets for classification,” inProc. 8th ACM SIGKDD Int. Conf. Knowl. Discovery Data Mining, 2001 pp. 564–569. [15] H. Yin, et al., "HookFinder: Identifying and understanding malware hooking behaviors," in Proceedings of the Network and Distributed Systems Security Symposium (NDSS), 2008. [16] P. Szor, The Art of Computer Virus Research and Defense: Addison-Wesley Professional, 2005. [17] Bryan D. Payne. Improving Host-Based Computer Security Using Secure Aactive Monitoring and Memory Analysis. PhD thesis, Georgia Institute of Technology, 2010. [18] M. Sharif, W. Lee, W. Cui, and A. Lanzi. Secure In-VM Monitoring Using Hardware Virtualization. In Proceedings of the 16th ACM Conference on Computer and Communications Security, November 2009. [19] Yanfang Ye, Qingshan Jiang, Weiwei Zhuang. Associative Classification and Post-processing Techniques using in Malware Detection System[C]. International Conference on Anti-counterfeiting, Security, and Identification (ASID 2008). GopiChand N, IJRIT



433



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 429- 434



[20] Yanfang Ye, Dingding Wang, Tao Li, and Dongyi Ye. IMDS: Intelligent malware detection system[C]. In Proccedings of ACM International Conference on Knowlege Discovery and Data Mining (SIGKDD), 2007, On page(s): 1043-1047. [21] K. Sugiyama, K. Hatano, M. Yoshikawa, and S. Uemura, “Refinement of TF-IDF schemes for web pages using their hyperlinked neighboring pages,” in Proc. 14th ACM Conf. Hypertext and Hypermedia, Aug.2003 pp. 198–207. [22] M. Apel, C. Bockermann and M. Meier, “Measuring Similarity of Malware Behavior,” SICK 2009 in IEEE Explorer, pp. 891-898, Oktober 2009. [23] G. McGraw and G. Morrisett, “Attacking malicious code: report to the Infosec research council,” IEEE Software, 17(5):33 - 41, Sept./Oct. 2000.



GopiChand N, IJRIT



434



























[image: A Framework for Malware Detection Using Ensemble Clustering and ...]
A Framework for Malware Detection Using Ensemble Clustering and ...












[image: A Generative-Discriminative Framework using Ensemble ... - Microsoft]
A Generative-Discriminative Framework using Ensemble ... - Microsoft












[image: A Generative-Discriminative Framework using Ensemble ... - Microsoft]
A Generative-Discriminative Framework using Ensemble ... - Microsoft












[image: Anomaly Detection for malware identification using ...]
Anomaly Detection for malware identification using ...












[image: large scale anomaly detection and clustering using random walks]
large scale anomaly detection and clustering using random walks












[image: A cluster ensemble method for clustering categorical data]
A cluster ensemble method for clustering categorical data












[image: Mobile Malware Detection using Op-code Frequency ...]
Mobile Malware Detection using Op-code Frequency ...












[image: Survey on Malware Detection Methods.pdf]
Survey on Malware Detection Methods.pdf












[image: A Framework for Minimal Clustering Modification via ...]
A Framework for Minimal Clustering Modification via ...












[image: A general framework of hierarchical clustering and its ...]
A general framework of hierarchical clustering and its ...












[image: data mining tools for malware detection pdf]
data mining tools for malware detection pdf












[image: Real-Time Detection of Malware Downloads via - UGA Institute for ...]
Real-Time Detection of Malware Downloads via - UGA Institute for ...












[image: Behavioral Clustering of HTTP-Based Malware and Signature ...]
Behavioral Clustering of HTTP-Based Malware and Signature ...












[image: A Framework for Real Time Detection of ...  - IJRIT]
A Framework for Real Time Detection of ... - IJRIT












[image: A Framework for Real Time Detection of ...  - IJRIT]
A Framework for Real Time Detection of ... - IJRIT












[image: A model-based framework for the detection of ...]
A model-based framework for the detection of ...












[image: data mining tools for malware detection pdf]
data mining tools for malware detection pdf












[image: A framework for visual-context-aware object detection ...]
A framework for visual-context-aware object detection ...












[image: Scalable Fine-Grained Behavioral Clustering of HTTP-Based Malware]
Scalable Fine-Grained Behavioral Clustering of HTTP-Based Malware












[image: A Framework for Outlier Description Using Constraint ...]
A Framework for Outlier Description Using Constraint ...















A Framework for Malware Detection Using Ensemble Clustering and ...






information or gain access to the private computer systems without the owner's informed consent (e.g., viruses, backdoors, spyware, Trojans. , and worms). Now a day's malware writers ..... [6] Garfinkel T, Rosenblum M. A Virtual Machine Introspection Based Architecture for Intrusion Detection[C]. Proceedings of Network and ... 






 Download PDF 



















 77KB Sizes
 1 Downloads
 278 Views








 Report























Recommend Documents







[image: alt]





A Framework for Malware Detection Using Ensemble Clustering and ... 

Static Analysis module, that provides static information, such as files, antivirus reports, PE structure, file entropy, Packer Signature, and strings. 2. Dynamic Analysis module, which extracts the program behavior, by using a DLL, that will be added














[image: alt]





A Generative-Discriminative Framework using Ensemble ... - Microsoft 

sis on the words occurring in the middle of the users' pass-phrase in comparison to the start and end. It is also interesting to note that some of the un-normalized ...














[image: alt]





A Generative-Discriminative Framework using Ensemble ... - Microsoft 

e.g. in text dependent speaker verification scenarios, while design- ing such test .... ts,i:te,i |Î›) (3) where the weights Î» = {ai, bi}, 1 â‰¤ i â‰¤ n are learnt to optimize ..... [2] C.-H. Lee, â€œA Tutorial on Speaker and Speech Verificationâ€�,














[image: alt]





Anomaly Detection for malware identification using ... 

merce or ebanking attracts criminals, who using sophisticated techniques, tries to introduce ... One of the most used approach is detecting and analyzing automated activity based on the .... After some test, we are unable to use this ... using a scri














[image: alt]





large scale anomaly detection and clustering using random walks 

Sep 12, 2012 - years. And I would like to express my hearty gratitude to my wife, Le Tran, for her love, patience, and ... 1. Robust Outlier Detection Using Commute Time and Eigenspace Embedding. Nguyen Lu ..... used metric in computer science. Howev














[image: alt]





A cluster ensemble method for clustering categorical data 

optimal partitioning kÙ‹iÙ‚ determined by each attribute Ai. X. (1) ... Ai 2 Vi, xj 2 Xg. So, we can combine the set of r ..... www.cs.umb.edu/~dana/GAClust/index.html.














[image: alt]





Mobile Malware Detection using Op-code Frequency ... 

privacy and security on smartphones are still ineffec- .... track the flow of privacy sensitive data, and monitor ..... tion of malware, while the 'Manhattan' and 'Eu-.














[image: alt]





Survey on Malware Detection Methods.pdf 

need the support of any file. It might delete ... Adware or advertising-supported software automatically plays, displays, or .... Strong static analysis based on API.














[image: alt]





A Framework for Minimal Clustering Modification via ... 

1https://sites.google.com/site/ .... We experiment with two real world data sets (social network ... ten found clustering simply puts most instances in one clus-.














[image: alt]





A general framework of hierarchical clustering and its ... 

Available online 20 February 2014. Keywords: ... Clustering analysis is a well studied topic in computer science [14,16,3,31,2,11,10,5,41]. Generally ... verify that clustering on level Li simply merges two centers in the clustering on level LiÐ�1.














[image: alt]





data mining tools for malware detection pdf 

data mining tools for malware detection pdf. data mining tools for malware detection pdf. Open. Extract. Open with. Sign In. Main menu. Displaying data mining ...














[image: alt]





Real-Time Detection of Malware Downloads via - UGA Institute for ... 

Mar 19, 2016 - toriously ineffective against malware code obfuscation [11], whereas URL blacklists can often be .... clients who voluntarily agree to share information about file download events. In addition, the data is .... if u shares the same URL














[image: alt]





Behavioral Clustering of HTTP-Based Malware and Signature ... 

using the TRE library [22]. All the experiments were performed on a 4-core 2.67GHz Intel Core-i7 machine with 12GB of RAM, though we never used more than ...














[image: alt]





A Framework for Real Time Detection of ... - IJRIT 

widely used social networking sites. ... profiles [7], [8] for confusing users, blacklisting URLs for security reasons [9], [10] and tools for reporting spam. [11].














[image: alt]





A Framework for Real Time Detection of ... - IJRIT 

Twitter is one of the famous OSN sites that provide a platform for virtual communities. ... hackers who will make use of the service for sharing malicious content. ... profiles [7], [8] for confusing users, blacklisting URLs for security reasons [9],














[image: alt]





A model-based framework for the detection of ... 

algorithm are presented in the form of free-response receiver operating characteristic .... The Hough domain of each ROI was thresholded to detect ... of-Gaussian filters to identify and create a likelihood map of ..... the authors' website.44. II.














[image: alt]





data mining tools for malware detection pdf 

data mining tools for malware detection pdf. data mining tools for malware detection pdf. Open. Extract. Open with. Sign In. Main menu.














[image: alt]





A framework for visual-context-aware object detection ... 

destrian detection in urban images using a state-of-the-art pedes- ... nation of this derived context priors with a state-of-the-art object detection ..... For illustration.














[image: alt]





Scalable Fine-Grained Behavioral Clustering of HTTP-Based Malware 

Aug 15, 2012 - ples that exhibit network activities produce HTTP traffic. 2 .... Figure 1: Overview of our new scalable behavioral malware clustering and network ...... â€œDistinct IPsâ€� reports the fraction of distinct source IP addresses that were














[image: alt]





A Framework for Outlier Description Using Constraint ... 

Department of Computer Science ... in general but a 6-foot tall eight-year-old certainly is. ... Problem 1 The General Outlier Description Problem. .... Define outlying degree (OD) of a point as sum of distances to its k nearest neighbors; look for .


























×
Report A Framework for Malware Detection Using Ensemble Clustering and ...





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Sign In






Email




Password







 Remember Password 
Forgot Password?




Sign In



















Information

	About Us
	Privacy Policy
	Terms and Service
	Copyright
	Contact Us





Follow us

	

 Facebook


	

 Twitter


	

 Google Plus







Newsletter























Copyright © 2024 P.PDFKUL.COM. All rights reserved.
















