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A New Framework for Conditionally Anonymous Ring Signature Shengke Zeng1∗ , Shaoquan Jiang1,2 1



School of Computer Science and Engineering University of Electronic Science and Technology of China Chengdu, China 611731 ∗ Corresponding author 2 Institute of Information Security Mianyang Normal University, Mianyang, China 621000 Email: {zengshengke, shaoquan.jiang}@gmail.com Conditionally anonymous ring signatures are a variant of ring signatures such that the anonymity is conditional: if a user is the true signer, then he can claim this through a confirmation protocol; if he is not the signer, he can prove this through a disavowal protocol. Hence, it can preserve the anonymity of a signer while reserving the right to trace it when necessary. The security of such a signature also requires that an innocent non-signer will not be framed as a signer. In this paper, we propose a new framework for this type of signature without a random oracle. Our construction can be realized under a general complexity assumption and has a simple structure. In contrast, previous works are based on non-standard assumptions or proven secure in the random oracle model. Keywords: Ring Signature, Non-interactive Zero-knowledge Proofs, Pseudorandom Functions



1. INTRODUCTION Conditionally anonymous ring signature scheme essentially is a variant of ring signature, where the diﬀerence is that the anonymity of the former is conditional: when it is necessary, the true signer of the signature can confirm this through a confirmation protocol; when a user did not sign a signature, he can prove this through a disavowal protocol. This primitive is motivated by the undeniable signature by Chaum and van Antwerpen [1, 2], where the signature is not publicly verifiable until a signer confirms that he is the real signer through a confirmation protocol. Conditionally anonymous ring signature scheme was first proposed by Komano et al. [3] (termed as “deniable ring signature”). It provides a more flexible control of privacy than a ring signature. A group signature (e.g., [4]) also has a similar property. However, it needs a group manager to achieve this. In addition, the group of a group signature is fixed from the beginning, which is not suitable for many applications where an ad hoc formulation of a group is desired. There are some related works in which the identity of the actual signer can be traced. Wu et al. [5] proposed a notion of ad hoc group signature. Their motivation is similar to a conditionally anonymous ring signature. They proposed schemes using the accumulator [6] and knowledge signature [7]. Liu et al. [8] proposed a revocable ring signature scheme, where the identity of the signer can be revealed by a set of authorities. Fujisaki [9, 10] proposed a traceable ring signature, where the identity of the signer can be identified only if he conducts a double signing on two diﬀerent messages with the same tag.



Therefore, the above known works that lie in conditionally anonymous framework are deniable ring signature of Komano et al. [3] and ad hoc group signature of Wu et al. [5]. Komano et al. [3] has a construction with interactive proofs for the confirmation and disavowal protocols. Their construction is in the random oracle model. The ad hoc group signature of Wu et al. [5] is based on a new hardness assumption in the random oracle model. Zeng et al. [11, 12] proposed a new conditionally anonymous ring signature scheme in the random oracle model but their confirmation and disavowal protocols are non-interactive. Very recently, Zeng et al. [13] constructs a concrete random oracle-free conditionally anonymous ring signature scheme which does not lie in the framework in this paper. The idea of their signing algorithm is as follows. The signer first generates a BB signature [14]. However, in order to protect the signer identity, his public key is in fact a committed BB signature verification key. Then, the signer further commits this public key again and uses a ring signature [15] to prove that the committed public key lies in a ring R and that it is also consistent with the computed BB signature. Our Contribution. In this paper, we propose a new framework for a conditionally anonymous ring signature. Our construction is provable secure without random oracles. It only uses the tools of pseudorandom functions and adaptive unbounded simulation-sound non-interactive zeroknowledge proof systems, both of which are known to exist under general complexity assumptions. Our confirmation and disavowal protocols are also non-interactive (as in [11, 12]). In this work, we prove that if there exists a
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pseudorandom function and adaptive unbounded simulationsound NIZK proof system, a conditionally anonymous ring signature without random oracles can be constructed. Hence, our framework can be realized under general complexity assumptions. We also note that [13] also has a random oracle-free construction. Their security holds under non-standard assumptions: strong DiﬃeHellman assumption and subgroup decisional assumption, while ours can be realized under a general complexity assumption (i.e., the existence of one-way function and trapdoor permutation, which are used to guarantee the existence of pseudorandom function and the existence of adaptive unbounded simulation-sound non-interactive zeroknowledge proof). But it should be pointed out that our scheme uses a generic NIZK (even instantiated using the concrete NIZK obtained from Appendix A and B) and is less eﬃcient than [13]. We leave it open to find a much more eﬃcient realization for our scheme. Organization. Section 2 introduces the preliminaries. Section 3 introduces the security formalization of conditionally anonymous ring signatures. Section 4 introduces our new conditionally anonymous ring signature scheme and gives the comparison with related works. Section 5 gives the security proofs of our construction and the last section is a conclusion.



knowledge (NIZK) proof system for NP-language L with



relation R if the following holds:



- Completeness. For any x ∈ L with witness w (i.e., (x, w) ∈ R) and any σ ∈ {0, 1}ℓ(λ) , Vσ (x, Pσ (x, w)) = 1 always holds. - Adaptive Soundness. For any adversary A, it holds that Pr[Vσ (x, π) = 1 : (x, π) ← A(σ), σ ← {0, 1}ℓ(λ) ] = negl(λ).



(1)



- Adaptive Zero-knowledge. For any PPT adversary A, there exists a PPT simulator M = (M1 , M2 ) such that the views of A from the following experiments are indistinguishable, where r is the random tape of A. ExpA (λ) σ ← {0, 1}ℓ(λ) r ← {0, 1}ν(λ) (x, w) ← A(σ; r) π ← Pσ (x, w) return (σ, π, r)



ExpM A (λ) (σ, tr) ← M1 (1λ ) r ← {0, 1}ν(λ) (x, w) ← A(σ; r) π ← M2 (x, σ, tr) return (σ, π, r)



2. PRELIMINARIES Notations. For a set S , x ← S randomly samples x from S ; negl : N → R denotes a negligible function: for any polynomial p(x), limn→∞ negl(n)p(n) = 0. M F(·) (x) means an algorithm M with an input x has an oracle access to F(·) (i.e., it can adaptively feed any input y to function oracle F(·) and in turn receive F(y)). PPT stands for probabilistic polynomial time. Algorithm A with input x and random tape r is denoted by A(x; r). 2.1.



Non-interactive Zero-Knowledge (NIZK) Proof System



A non-interactive zero-knowledge (NIZK) proof system [16] allows a prover P to convince a verifier V about the truth of the statement without revealing anything beyond the statement itself. For a NP language L, any x ∈ L has a witness w (not necessarily unique) that allows one to eﬃciently verify the membership of x. All such pairs (x, w) constitute a binary relation R. A NIZK proof system for L with relation R consists of a common random string σ, a prover P and a verifier V. Given (x, w) ∈ R , P takes as input (σ, x, w) and generates a proof π. V takes as input (σ, x, π) and outputs 1 if he accepts the proof; otherwise 0. Adaptive NIZK Proof System. In a NIZK proof system, if the statement x is chosen after the common random string σ is fixed, we call such a NIZK proof system adaptive. Formally, Definition 2.1 (Adaptive NIZK). A pair of PPT algorithms (P, V) is called an adaptive non-interactive zero-



As shown in [17], adaptive NIZK proof system can be constructed from any enhanced trapdoor permutation. Adaptive Unbounded Simulation-Sound NIZK. In the above adaptive zero-knowledge property, the game only allows to prove one statement. Usually, we need NIZK to remain zero-knowledge even after it adaptively proves many statements. This is called adaptive unbounded zero-knowledge. If we further wish to guarantee the soundness after the adversary sees many simulated proofs of false statements, then it is called adaptive unbounded simulation-soundness. In Santis et al. [18], a notion of adaptive unbounded simulation-sound NIZK captures the two properties and constructions of such a system are also provided in their paper under the existence of trapdoor permutation and existence of one-way function. It should be noted that one-time simulation-sound NIZK was first introduced in [19]. Definition 2.2 (Adaptive Unbounded Simulation-Sound NIZK). A pair of PPT algorithms (P, V) is an adaptive unbounded simulation-sound NIZK for NP-language L with relation R if the following holds: - Completeness. For any x ∈ L with witness w (i.e., (x, w) ∈ R) and any σ ∈ {0, 1}ℓ(λ) , Vσ (x, Pσ (x, w)) = 1 always holds. - Adaptive Unbounded Simulation-Soundness. There exists a PPT simulator S = (S1 , S2 ) such that for any PPT adversary A, we have Pr[Exp∗A (λ) = 1] = negl(λ), where Exp∗A (λ) is the following experiment.



A New Framework for Conditionally Anonymous Ring Signature



ring (or group) to sign a message anonymously. However, it diﬀers from a ring signature in that the anonymity is conditional: the true signer can confirm the ownership of the signature through a confirmation protocol while a non-signer can refute the ownership through a disavowal protocol. The formal syntax is as follows.



Exp∗A (λ) (σ, tr) ← S1 (1λ ) (x, π) ← AS2 (·,σ,tr) (σ) Let Q be the list of proofs generated by S2 for A return (x < L) ∧ [Vσ (x, π) = 1] ∧ (π < Q) - Adaptive Unbounded Zero-Knowledge. There exists a PPT simulator S = (S1 , S2 ) such that for any PPT adversary A, | Pr[ExpA (λ) = 1] − Pr[ExpSA (λ) = 1]| = negl(λ), where ExpA and ExpSA are the following experiments, ExpA (λ) σ ← {0, 1}ℓ(λ) return APσ (·,·) (σ)



ExpSA (λ) (σ, tr) ← S1 (1λ ) ′ return AS (·,·,σ,tr)



where S′ (x, w, σ, tr) = S2 (x, σ, tr). 2.2. Pseudorandom Function Pseudorandom function was introduced by Goldreich, Goldwasser and Micali [20] and constructed based on the existence of one-way function. Roughly speaking, pseudorandom functions are functions that cannot be distinguished from truly random functions, even if the distinguisher can access to function values of adaptive inputs. Formally, Definition 2.3. Let Ωλ be the set of all functions from {0, 1}ℓ1 (λ) → {0, 1}ℓ2 (λ) , where functions ℓ1 (λ) and ℓ2 (λ) are polynomially bounded. Function ensemble F = {Fk }k∈{0,1}λ ⊆ Ωλ is a family of pseudorandom functions if for any probabilistic polynomial time adversary M with access to a function oracle, it holds that [ ] Pr M Fk (·) (1λ ) = 1 : k ← {0, 1}λ [ ] − Pr M H(·) (1λ ) = 1 : H ← Ωλ = negl(λ).
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Definition 3.1. A conditionally anonymous ring signature consists of the following algorithms. Let the universe of members U = {1, · · · , χ}. - System Setup Setup(1λ ). Upon a security parameter λ, it outputs a system parameter param. - Key Generation KGen(param, i). Upon the parameter param and a user id i, output for user i a public key pki and a private key ski . - Signing Sign(ski , R, m). Upon a message m, a ring (that is, a set of public keys) R = (pk1 , · · · , pkn ) and a private key ski of a user i ∈ R, output a string σ as a signature for (R, m). Note for simplicity, we do not distinguish user i and its public key pki . - Verification Ver(m, σ, R). Upon a message m, a signature σ and a ring R, it decides if σ is valid. If yes, it outputs 1; otherwise 0. - Confirmation Conf(m, σ, R, k). This is the protocol for a user k ∈ R to convince a verifier that a signature σ is generated by him with respect to a ring R and a message m. Finally, the verifier either rejects or accepts the confirmation. Toward this, user k also uses skk as his auxiliary input. - Disavowal Disa(m, σ, R, k). This is the protocol for a user k to convince a verifier that a signature σ w.r.t. a ring R and message m is not signed by him. Toward this, he will use skk as his auxiliary input. Finally, the verifier either accepts or rejects his disavowal. 3.2. Oracles



(2)



From this definition, it is straightforward to prove the following which will be used later. Lemma 2.1. If F = {Fk }k∈{0,1}λ is a family of pseudorandom functions in Ωλ , then [ ] Pr M Fk1 (·),Fk2 (·) (1λ ) = 1 : k1 , k2 ← {0, 1}λ − [ ] Pr M H1 (·),H2 (·) (1λ ) = 1 : H1 , H2 ← Ωλ is negligible. 3. MODEL OF CONDITIONALLY ANONYMOUS RING SIGNATURE 3.1. Syntax A conditionally anonymous ring signature scheme is essentially a ring signature, where a signer can represent a



We now introduce some oracles that will be utilized in the security formalization later. O sig (i, m, R). This is Signing Oracle and i ∈ R. Upon this, a ring signature σ on (m, R) using ski is returned. Ocor (i). This is Corruption Oracle. Upon this, the secret key ski of member i is returned. OC/D (i, m, σ, R). This is Confirmation/Disavowal Oracle. Upon this, the oracle takes ski as its auxiliary input to interact with verifier to confirm or disclaim that σ is signed on (m, R) using ski . Note that, this oracle will first check if σ is valid on (m, R) before executing OC/D (i, m, σ, R). 3.3. Security Model We now introduce the security model for conditionally anonymous ring signature in [11, 12] that is in turn based on [3]. This model consists of four properties: anonymity, unforgeability, traceability and non-frameability. They are described as follows.
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Anonymity. Essentially, the anonymity requires that an adversary D cannot identify a signer of a signature σ with respect to a message m and a ring R, even if he asks the help of signing oracle, disavowal/confirmation oracle and corruption oracle. Of course, this should exclude the possibility of obvious identification (e.g., request each user in R to disavow σ or corrupt all users in R). Formally, this is captured in the following game (called an anonymity game) between D and a challenger:



At the end of game, A outputs a triple (σ∗ , m∗ , R∗ ) and plays the role of each k ∈ R∗ to execute the disavowal protocol with the challenger (toward this, he needs to corrupt all members in R∗ ). A succeeds if he succeeds in the disavowal for all k ∈ R∗ . Let Succtr (A) denote the success of A.



• •



Initially, D receives public key pkℓ for all ℓ ∈ U. D queries oracles O sig , Ocor , OC/D adaptively and receives these answers properly. D outputs (m∗ , R∗ , i0 , i1 ) as his challenge tuple, where i0 , i1 ∈ R∗ and both uncorrupted. Challenger takes b ← {0, 1}, computes with skib and returns a ring signature σ∗ to D. D can continue to query oracles O sig , Ocor and OC/D , except that OC/D (i s , m∗ , σ, R∗ ) for any σ and Ocor (i s ) for both s = 0, 1 remain not queried.



Non-Frameability. Non-frameability essentially means that if one did not produce a signature, then he should be able to clarify this using the disavowal protocol. In other words, no attacker can produce a signature and successfully claim that an uncorrupted user is the true signer. Formally, we consider the following game (called non-frameability game) between an adversary A and a challenger:



At the end of game, D generates a guess bit b′ ∈ {0, 1} and will be notified whether b′ = b. Denote Succanon (D) the anon event b′ = b. Define Advanon (D)] − 12 |. D (λ) = | Pr[Succ



Finally, A outputs a triple (σ∗ , m∗ , R∗ ) and uncorrupted k ∈ R∗ such that (k, m∗ , R∗ ) was never queried to oracle O sig . Then challenger uses skk to execute the disavowal protocol with A. A succeeds if the challenger fails in the disavowal. Let Succn f (A) denote the success of A.



•



•



Definition 3.2. A ring signature is conditionally anonymous if for any PPT distinguisher D, Advanon D (λ) is negligi-



ble in security parameter λ.



Unforgeability. Essentially, unforgeability requires it is infeasible for any forger F , under the help of signing, corruption and confirmation/disavowal oracles, to forge a signature σ on uncorrupted ring R∗ and a message m∗ . Of course, for this to be meaningful, (m∗ , R∗ ) was never queried to signing oracle. Formally, this is captured through the following game (called an unforgeability game) between F and a challenger: • •



Initially, F receives pkℓ for all ℓ ∈ U. F queries oracles O sig , Ocor , OC/D adaptively and receives these answers properly. Finally, F generates a forgery (σ∗ , m∗ , R∗ ). F succeeds if Ver(σ∗ , m∗ , R∗ ) = 1 and (m∗ , R∗ ) was never queried to O sig oracle and no ℓ ∈ R∗ is corrupted. Denote the success of F by Succu f (F ). Definition 3.3. A conditionally anonymous ring signature scheme is unforgeable, if for any PPT forger F , Pr[Succu f (F )] is negligible. Traceability. Traceability essentially means for any consistent (i.e., it passes the verification) ring signature, it is impossible that all the members of its ring R can deny generating it. In other words, if a signature is consistent, there must exist a ring member responsible for it, who can be identified in a disavowal protocol. Formally, we consider the following game (called traceability game) between an adversary A and a challenger: • •



Initially, A receives pkℓ for all ℓ ∈ U. A can query oracles O sig , Ocor , OC/D adaptively and receives these answers properly.



Definition 3.4. A conditionally anonymous ring signature scheme is traceable, if for any PPT adversary A, Pr[Succtr (A)] is negligible.



• •



Initially, A receives pkℓ for all ℓ ∈ U. A can query oracles O sig , Ocor , OC/D adaptively and receives these answers properly.



Definition 3.5. A conditionally anonymous ring signature is non-frameable, if for any PPT adversary A, Pr[Succn f (A)] is negligible. 4.



CONSTRUCTION



In this section, we present our new framework for a conditionally anonymous ring signature scheme. It does not use any random oracles. The main technical tools are pseudorandom function and non-interactive zero-knowledge (NIZK). The formal description is as follows. Setup. Take σ, θ ← {0, 1}ℓ(λ) as the system parameter, where ℓ(λ) is polynomial in the security parameter λ. Key Generation. Let F be a family of pseudorandom functions from {0, 1}∗ to {0, 1}λ with key space {0, 1}λ . Take si ← {0, 1}λ and compute vi = F si (0). Set vi as the public key for member i and si as his secret key. Signing. When member k wishes to sign message m on behalf of ring R = {v1 , v2 , · · · , vn }, he takes r ← {0, 1}λ , computes ω = F sk (R, m, r) and lets L be an NP language: { L , (R, m, r, ω) | ∃vk ∈ R, s.t. ω = Fw (R, m, r) } ∧vk = Fw (0) for some w



(3)



Let Pσ (x; w) be a non-interactive zero knowledge (NIZK) proof for x ∈ L with witness w and under common random string σ. He computes π = Pσ ((R, m, r, ω); sk ). The signature is (r, ω, π). Verification. Upon a signature (r, ω, π) on (R, m), verifier checks whether Vσ (R, m, r, ω, π) = 1, where Vσ (·) is the



A New Framework for Conditionally Anonymous Ring Signature verification algorithm for Pσ (·). He accepts if and only if this is consistent. Confirmation. When signer k wants to prove that he generated signature (r, ω, π) on (R, m), he does the following. Let Lc/d be an NP language: { Lc/d , (R, m, r, ω, vk ) | ω = Fw (R, m, r) ∧ vk = Fw (0) } (4) for some w Let Sθ (x; w) be a non-interactive zero knowledge (NIZK) proof for x ∈ Lc/d with witness w and under common random string θ. Member k computes πc/d = Sθ ((R, m, r, ω, vk ); sk ) and provides it to the verifier. Verifier accepts it if and only if πc/d is valid and vk ∈ R. Disavowal. When a member j wishes to prove that he did not generate a signature (r, ω, π) on (R, m), he computes ωdis = F s j (R, m, r) and πc/d = Sθ ((R, m, r, ωdis , v j ); s j ), and sends (ωdis , πc/d ) to the verifier. Verifier accepts the disavowal if and only if πc/d is valid and v j ∈ R and ωdis , ω. Remark 1. The existence of NIZK proofs for any NP languages was shown by Goldreich, Micali and Wigderson [21]. A more concrete proof for Lc/d (L) can be implemented in Appendix A, which is based on the NIWI and NIZK proofs proposed by Groth et al. [22, 23]. Note all these proofs are only for a single theorem. However, our scheme here requires an adaptively unbounded simulationsound NIZK. This can be obtained using the transformation proposed by Santis et al. [18]; See Appendix B. 4.1. Comparison Zeng et al. [13] constructed a concrete random oraclefree conditionally anonymous ring signature scheme, in which the security relies on non-standard assumptions (i.e., strong Diﬃe-Hellman assumption and subgroup decisional assumption). In contrast, our framework relies on the primitives of a pseudorandom function and an unbounded simulation-sound NIZK. From [20], the existence of one-way function assumption is suﬃcient to construct a pseudorandom function; and from [18], the existence of trapdoor permutation and one-way function is suﬃcient to construct an unbounded simulation-sound NIZK. Therefore, our framework can be realized under the general complexity assumptions (i.e., the existence of trapdoor permutation and existence of one-way function). In addition, our construction is a much simpler structure. In the eﬃciency point of view, as we use a generic NIZK proof (even instantiated using the concrete NIZK obtained from Appendix A and B), our scheme is less eﬃcient than theirs. So both schemes have the merit of existence. [3, 5, 12] also proposed a construction that is in the random oracle model (ROM). Our focus in this paper is a construction without a random oracle. Table 1 summarizes the comparison of our scheme with existing conditionally anonymous ring signature schemes, where our work in this table assumes the realization of pseudorandom function and unbounded simulation-sound NIZK under general complexity assumptions mentioned
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above. Desired properties in this table are marked in the bold style. 5.



SECURITY



Anonymity. Anonymity essentially states that no one can tell who is the actual signer of a ring signature (m∗ , r∗ , ω∗ , π∗ , R∗ ), even if he can access oracle OC/D , O sig and Ocor as long as challenge users (say, i0 , i1 ) are not corrupted and queries OC/D (ib , m∗ , σ, R∗ ) for any σ and b = 0, 1 are not issued. The anonymity in a single signature (m∗ , r∗ , ω∗ , π∗ , R∗ ) can be shown from zeroknowledge property which only certifies that one of R∗ is the signer but nothing else. However, since an attacker can access to O sig , Ocor and OC/D oracles, cares must be taken in order of a formal argument. Theorem 5.1. Our construction is anonymous if F is a pseudorandom function and Pσ and Sθ are adaptive unbounded simulation-sound NIZKs for L and Lc/d respectively. Proof. Let D be a PPT adversary against the anonymity. Let G0 be the anonymity game and Succ(G0 , D) be the success event of D in G0 . Let View(G0 , D) be the view of D in G0 which consists of random tape of D and his received messages from challenger (including oracles). Notice View(G0 , D) implies whether Succ(G0 , D) occurs. We need to show that Pr[Succ(G0 , D)] = 1/2 + negl(λ). Our strategy is to revise G0 into a sequence of games G1 , · · · , G4 and build the relation between the neighboring games and finally show that Pr[Succ(G4 , D)] = 1/2 + negl(λ). Game G1 . We revise G0 to G1 such that the challenger simulates common reference string σ and together outputs a trapdoor tr and later when it needs to generate π in the game, the challenger simulates it using tr. By reduction to adaptive unbounded zero-knowledge property of Pσ , we have Lemma 5.1. View(G0 , D) and View(G1 , D) are indistinguishable. Proof. Otherwise, assume it is violated by a distinguisher B. Then we can construct an adversary B′ to break the adaptive unbounded zero-knowledge property of Pσ as follows. Upon σ, B plays the challenger role of G0 and runs D with a random tape rand against it, except that σ is the provided one and whenever it needs to compute π = Pσ ((R, m, r, ω); sk ), he does the following: • He provides NP statement (R, m, r, ω) and witness skk to his NIZK oracle and in turn receives π (which is either simulated or generated using skk ) and he proceeds normally with this π. At the end of game, let msg be the list of messages D receives. Then, B′ runs the distinguisher B with input (rand, msg) and outputs whatever he does. Note that if the NIZK oracle is the zero-knowledge simulator, then (rand, msg) = View(G1 , D); if NIZK oracle is the real prover Pσ , then (rand, msg) = View(G0 , D). Hence, non-negligible advantage of B implies
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S. Zeng and S. Jiang TABLE 1. Comparison among Conditionally Anonymous Ring Signatures Conf: Confirmation protocol; Disa: Disavowal protocol Conf/Disa Non-interactive No Yes Yes Yes Yes



Scheme [3] [5] [12] [13] Ours



breaking adaptive unbounded zero-knowledge property of Pσ , contradiction!  Game G2 . We revise G1 to G2 with the following change: challenger simulates θ together with a witness tr′ and whenever it needs to compute πc/d , he uses tr′ to simulate it. Similar to Lemma 5.1, we have Lemma 5.2. View(G1 , D) and View(G2 , D) are indistinguishable. Game G3 . We revise G2 to G3 such that the challenger takes i′0 , i′1 randomly from U. If user i′0 or i′1 is corrupted or later (i′0 , i′1 ) is not the anonymity challenge pair (i0 , i1 ) chosen by D, abort the game (by default, Succ(D) is defined as 0 or 1 randomly); otherwise, it proceeds normally. Note that if the game proceeds normally upon corruption of user i′0 or i′1 , then later still (i′0 , i′1 ) , (i0 , i1 ) as challenge (i0 , i1 ) is never 1 corrupted. Hence, from Pr[(i′0 , i′1 ) = (i0 , i1 )] = χ(χ−1) , we have Lemma 5.3. | Pr[Succ(G2 , D)] − 1/2| 1)| Pr[Succ(G3 , D)] − 1/2|.



=



χ(χ −



Game G4 . We revise G3 to G4 such that challenger replaces functions F si′ (·) and F si′ (·) by random functions 0 1 f0 (·) and f1 (·) respectively. Lemma 5.4. View(G3 , D) and View(G4 , D) are indistinguishable. Proof. Otherwise, assume the conclusion is violated by a distinguisher B. Then, we construct a distinguisher B′ to break the pseudorandomness of F by violating Lemma 2.1. Given access to function oracles W0 (·) and W1 (·), B does the following. He plays the role of challenger in G3 to simulate G3 and runs D with a random tape rand against it, except that for c = 0, 1, he replaces F si′c (·) with the hidden challenge function Wc (·) and whenever it needs to compute F si′c (x) for some x, it queries x to its oracle Wc (·) to compute it. The remaining simulation is normal since it does not involve si′0 and si′1 . Indeed, O sig , answering a challenge query and OC/D needs si′c only through F si′c (·) evaluation; upon corruption of i′c , G3 will normally terminate (hence still not involving si′c ). Finally, B′ inputs the view of D to B and outputs whatever B does. From the simulation code, when Wc = F si′c for c = 0, 1, the simulation is distributed to G3 ; when Wc = Hc , c = 0, 1, the simulation is distributed to G4 . Hence, distinguishing



Security Assumption Standard Non-standard Standard Non-standard General



ROM Yes Yes Yes No No



the views of D in G3 and G4 implies violating Lemma 2.1, contradiction!  Lemma 5.5. Pr[Succ(G4 , D)] = 1/2 + negl(λ). Proof. Let ζ be the concatenation of random tapes of challenger and adversary D excluding ⟨b, f0 (R∗ , m∗ , r∗ ), f1 (R∗ , m∗ , r∗ )⟩. We will show that View(G4 , D) is perfectly and deterministically simulated from ζ and fb (R∗ , m∗ , r∗ ). As f0 (R∗ , m∗ , r∗ ), f1 (R∗ , m∗ , r∗ ) are uniformly random and independent of ζ, so is fb (R∗ , m∗ , r∗ ). Let f be a uniformly random function in Ωλ . Then Pr[b|ζ, fb (R∗ , m∗ , r∗ )] = Pr[b|ζ, f (R∗ , m∗ , r∗ )] = 1/2. Since View(G4 , D) is deterministic in ζ, fb (R∗ , m∗ , r∗ ), it follows that b is independent of View(G4 , D) too and the conclusion follows. It remains to show that View(G4 , D) is deterministic in ζ and fb (R∗ , m∗ , r∗ ). Let Q s be the total number of signing queries by D. Review the definition of oracle queries and we can see b is not used in the simulation other than fb (R∗ , m∗ , r∗ ). Hence, it suﬃces to show that simulator does not evaluate fc (R∗ , m∗ , r∗ ) for c = 0, 1 other than fb (R∗ , m∗ , r∗ ). This can be verified in 4 cases: Case 1. r∗ is distinct from r in all signing oracles with probability at least 1 − Q s /2λ as r in a signing oracle is taken uniformly random by challenger from {0, 1}λ . This implies that (R∗ , m∗ , r∗ ) is an input to fc (·) in any signing oracle with probability at most Q s /2λ , negligible! Case 2. In confirmation query (i, m, r, ω, π, R), challenger only makes confirmation for signature generated by the oracle. So (r, ω, π) is an output from a signing oracle. So it reduces to Case 1. Case 3. In a disavowal oracle query (i, m, r, ω, π, R), it must hold that (i, r, R, m) , (ic , r∗ , R∗ , m∗ ) for both c = 0, 1 by restriction of anonymity in the anonymity game. So no fc (R∗ , m∗ , r∗ ) for c = 0, 1 is evaluated in this oracle. Case 4. In corruption oracle, it obviously does not evaluate fc (·), c = 0, 1. In fact, it further is not allowed to corrupt i0 , i1 by definition. This completes our proof of lemma.







We are now back to the theorem proof. Collecting Lemmas 5.1-5.5, we immediately complete this anonymity



A New Framework for Conditionally Anonymous Ring Signature proof by noticing that the bit Succ(Gi , D) is contained in 



View(Gi , D).



Traceability. Traceability states that if an adversary generates a signature (m, R, sig), then there must exist i ∈ R that cannot pass the disavowal protocol. The traceability of our scheme can be easily reduced to the soundness of Pσ and Sθ . See the theorem below. Theorem 5.2. Our construction is traceable if both Pσ and Sθ have negligible soundness error. Proof. Otherwise, let A be an adversary that violates the traceability. Let (m∗ , R∗ , r∗ , ω∗ , π∗ ) be the output of A such that A can successfully run the disavowal protocol for every i ∈ R∗ . Firstly, it must hold that ω∗ = F si (r∗ , m∗ , R∗ ) for some i ∈ R∗ ; otherwise, (R∗ , m∗ , r∗ , ω∗ ) < L and hence the consistency of π∗ implies breaking the soundness of Pσ . However, this occurs only negligibly by assumption of Pσ . Secondly, if ω∗ = F si0 (r∗ , m∗ , R∗ ) for some i0 ∈ R∗ , then the fact that i0 passes the disavowal protocol (with ωdis,i0 , πc/d ), means ωdis,i0 , ω∗ = F si0 (r∗ , m∗ , R∗ ) (hence (R∗ , m∗ , r∗ , ωdis,i0 , vi0 ) < Lc/d ) but πc/d is consistent. This implies breaking the soundness of Sθ and hence occurs negligibly by assumption for Sθ . Thus, the success probability of A is negligible.  Non-frameability. This property ensures that no uncorrupted member would be framed if he did not sign. In our scheme, let (m∗ , R∗ , r∗ , ω∗ , π∗ ) be any consistent signature from adversary A. If member k ∈ R∗ is uncorrupted and did not produce (r∗ , ω∗ , π∗ ), he did not generate π∗ such that ω∗ is consistent with his secret key sk . By reducing to the pseudorandomness of F, this is also true if we replace F si with random function f . However, after this, (R∗ , m∗ , r∗ , f (r∗ , R∗ , m∗ )) is no longer in L as this requires that f (r∗ , R∗ , m∗ ) = F s (r∗ , R∗ , m∗ ) and f (0) = F s (0) for some s ∈ {0, 1}ℓ , negligible! So the consistency of π∗ implies breaking the soundness of Pσ , contradiction! Formally, Theorem 5.3. Our construction is non-frameable if Pσ and Sθ are adaptive unbounded simulation-sound NIZKs and F is a pseudorandom function. Proof. Otherwise, assume the conclusion is violated by an adversary A. Assume A outputs a signature (m∗ , R∗ , r∗ , ω∗ , π∗ ) and frames an uncorrupted user i∗ ∈ R∗ to be the true signer. We need to show that the probability i∗ fails in the disavowal protocol is negligible. Firstly, we assume ω∗ = F si∗ (r∗ , R∗ , m∗ ); otherwise, i∗ can always compute ωdis,i∗ = F si∗ (r∗ , R∗ , m∗ ) , ω∗ and, by the completeness of Sθ , successfully pass the disavowal protocol. Secondly, we assume i∗ is known; otherwise, it can always be guessed correctly with probability 1/|U|. Our actual proof is the sequence of game technique and let G0 be the real non-frameability game. Game G1 . We revise G0 to G1 such that the challenger simulates σ and θ with trapdoor trσ and trθ respectively and π in the signing oracle and πc/d in oracle OC/D are simulated. By unbounded adaptive zero-knowledge property, similar to
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Lemmas 5.1 and 5.2, we have Lemma 5.6. View(G0 , A) and View(G1 , A) are indistinguishable, where View(G, A) is the view of A in a game G. Game G2 . We revise G1 to G2 such that F si∗ (·) is replaced by a random function f (·). Lemma 5.7. View(G1 , A) and View(G2 , A) are indistinguishable. Proof. Notice that in games G2 and G1 , the secret key of si∗ is only used to evaluate F si∗ (·). Indeed, i∗ cannot be corrupted by restriction of non-frameability. In signing oracle with signer i∗ , π is simulated with trσ and ω is from evaluating F si∗ (r, R, m). In oracle OC/D with prover i∗ , πc/d is simulated with trθ . Thus, violating the lemma can be immediately reduced to breaking the pseudorandomness of F, contradiction!  Analysis of G2 . Based on the convention at the beginning of our lemma proof, A outputs (m∗ , R∗ , r∗ , ω∗ , π∗ ) with ω∗ = f (r∗ , R∗ , m∗ ) in order to frame some i∗ ∈ R∗ . Now O sig never computes f with input (r∗ , R∗ , m∗ ) as, otherwise, i∗ would be the signer who would have signed (m∗ , R∗ ), contradicting the restriction of nonframeability. This also implies that O sig never generates π for NP-statement (R∗ , m∗ , r∗ , f (r∗ , R∗ , m∗ )). Note that (R∗ , m∗ , r∗ , f (r∗ , R∗ , m∗ )) < L (ignore the 2−λ probability that f (r∗ , R∗ , m∗ ) = F s (r∗ , R∗ , m∗ ) and f (0) = F s (0) for some s). Hence, the consistency of π∗ implies breaking the soundness of Pσ , negligible! Thus, the frameability in G2 is negligible. As the frame event (i.e., i∗ fails in the disavowal) is contained in the adversary view, collecting the above two lemmas concludes our proof of theorem.  Unforgeability. This scheme is unforgeable if no forger F can forge a valid ring signature (r∗ , ω∗ , π∗ ) on (R∗ , m∗ ) after his queries to Ocor , O sig and OC/D , assuming that (m∗ , R∗ ) is not queried to O sig oracle and that no i ∈ R∗ is corrupted. Our proof idea is that, if F forges a valid ring signature (r∗ , ω∗ , π∗ ), he must compute F si (r∗ , m∗ , R∗ ) in order to pass π∗ (unless he breaks the soundness of Pσ which is impossible by its unbounded simulationsoundness). By reducing to the pseudorandomness of F(·), this F si can be replaced by a random function f (·). Note that (R∗ , m∗ , r∗ , f (r∗ , R∗ , m∗ )) < L, unless f (r∗ , R∗ , m∗ ) = F s (r∗ , R∗ , m∗ ) and f (0) = F s (0) for some s, which is negligible. It is easy work to check the oracles and conclude that, toward a forgery, F needs to compute a value of f which is computed by oracles, this is negligible as f is random. Theorem 5.4. Our construction is unforgeable if Pσ and Sθ are adaptive unbounded simulation-sound NIZKs and F is a pseudorandom function. Proof. Otherwise, there exists a forger F who violates this conclusion. Assume F ’s forgery is (m∗ , R∗ , r∗ , ω∗ , π∗ ) for uncorrupted ring R∗ . By the soundness of Pσ (on π∗ ), we can assume ω∗ = F si∗ (r∗ , R∗ , m∗ ) for some i∗ ∈ R∗ . The
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actual proof is also the sequence of game technique and let G0 be the real unforgeability game. Game G1 . We revise G0 to G1 such that the challenger simulates σ and θ with trapdoor trσ and trθ respectively and π in the signing oracle and πc/d in oracle OC/D are simulated. By unbounded adaptive zero-knowledge property (similar to proofs of lemmas 5.1 and 5.2), we have Lemma 5.8. View(G0 , F ) and View(G1 , F ) are indistinguishable, where View(G, F ) is the view of F in a game G. Game G2 . We revise G1 to G2 such that F si∗ (·) is replaced by a random function f (·). Lemma 5.9. View(G1 , F ) and View(G2 , F ) are indistinguishable. Proof. As our convention at the beginning of our theorem proof, i∗ ∈ R∗ . We first show that the use of si∗ in G1 is to only evaluate F si∗ (·) function. Indeed, as R∗ is an uncorrupted ring, the corruption of i∗ does not occur. In the signing oracle, ω from user i∗ is computed by evaluating F si∗ (·) and the subsequent π is simulated (especially without si∗ ). In oracle OC/D with prover i∗ , ωdis,i∗ is computed by evaluating F si∗ (·) function and πc/d is simulated with trθ . Also the diﬀerence between G1 and G2 is to replace F si∗ (·) with a random function f (·). Thus, violating the lemma can be immediately reduced to breaking the pseudorandomness of F, contradiction!  Lemma 5.10. Pr[Succ(G2 , F )] = negl(λ). Proof. Otherwise, we build an adversary B to break adaptive unbounded simulation-soundness of Pσ . Upon σ, B simulates G2 by playing the role of its challenger with F against it, except that σ is the provided one and that whenever it needs to compute π, he requests his NIZK oracle to compute it. The remaining simulation is normal as it does not use trσ which is the only diﬀerence between the simulated challenger by B and the real challenger in G2 . Finally, when F generates a forgery (m∗ , r∗ , ω∗ , π∗ , R∗ ), B outputs x = (R∗ , m∗ , r∗ , ω∗ ) and π = π∗ as his solution for breaking soundness of Pσ . Analysis of B. First, B did not evaluate f (r∗ , m∗ , R∗ ) before F does this. Indeed, as (m∗ , R∗ ) is not issued to signing oracle, the signing oracle never evaluates this; confirmation oracle only confirms the signature generated by signing oracle and hence it did not evaluate this either; the disavowal protocol evaluates this only if the input is a valid signature of form (m∗ , r∗ , ω, π, R∗ ) for ω∗ , ω, which again loops back to the forgeability problem itself (the loop can be broken by considering the first valid forgery occurred to the disavowal protocol or in the output and without loss of generality assume the current one is the first one). Second, if B did not generate f (r∗ , m∗ , R∗ ), then ω∗ = f (r∗ , m∗ , R∗ ) is valid with probability 2−ℓ as f is a random function. Thus, non-negligible success probability of F implies that, with non-negligible probability, x < L and π are consistent and hence that B succeeds non-negligibly, contradiction to the



soundness assumption for Pσ .







Come back to the theorem proof. The theorem follows  from Lemmas 5.8, 5.9 and 5.10. 6.



CONCLUSION
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APPENDIX A.



A NIZK PROTOCOL FOR LC/D WITH A PARTICULAR F



Let n = pq be a safe RSA composite. Let H be a group of order n and h be a generator of H. A hardness assumption called ℓ-Decisional Diffie-Hellman Inversion (ℓ-DDHI) is stated as follows. Definition A.1 (ℓ-DDHI Assumption). Given (h, hα , · · · , 1 h ) for a random α ← Zn , h α is indistinguishable from a uniformly random value in H. αl



Fw (x) is a function with secret w ∈ Zn and input x ∈ Zn . Jarechi et al. [24] showed that the following. 1



Lemma A.1. Fw (x) = h w+x is a pseudorandom function for x ∈ Zn if ℓ-DDHI assumption holds in H. function, our language {Regarding this pseudorandom } Lc/d 1 1 is (R, m, r, ω, v) | ω = h w+H(R,m,r) ∧ v = h w for some w . As H(x) is publicly computable, an NIZK proof for the membership to that for the membership in { in Lc/d is reduced } 1 1 ′ w+x w Lc/d = (x, ω, v) | ω = h ∧ v = h for some w . Note here we implicitly assume that H(0) = 0. As we only require H to be collision-resistant (to guarantee that H(R, m, r) will not repeat for all adversely generated (R, m, r)), it can be easily obtained from an arbitrary collision-resistant hash function H ′ by setting H(x) = H ′ (x) − H ′ (0). We thus focus on L′c/d from now on. Group H is arbitrary but with order n. We are concerned with H that is associated with a non-degenerate bilinear pairing eˆ : G × H → GT , where, for simplicity, G and GT are still of order n. Note from the elementary number theory, for any cyclic group H of order n = pq, we can decompose H = H p × Hq where H p has order p and Hq has order q. So we can write G = G p × Gq and H = H p × Hq . A crucial point is that if A ∈ G p and B ∈ Hq , then eˆ (A, B) = 1. Indeed, let g, h be the generators of G and H respectively and A = gqa , B = h pb . Then eˆ (A, B) = eˆ (ga , hb )n = 1. We introduce the subgroup decisional assumption which was stated in [25]. This extends from [26] (where G = H). Definition A.2 (Subgroup Decision Assumption). Let (n, G, H, GT , eˆ , g) be the pairing parameters above, where n = pq. The subgroup decision assumption states that it is hard to distinguish a random element in G (resp. H) from a random element in Gq (resp. Hq ). NIZK Proof for L′c/d High Level Description. As stated above, we consider a bilinear pairing mapping eˆ : G × H → GT , where
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groups G, H, GT are of safe composite order n. Let g, h be generators of G and H respectively. The pseudorandom 1 function is Fw (x) = h w+x for secret w ∈ Zn and input x ∈ Zn . 1 1 We need to show that ω = h w+x and ν = h w are consistent in w for known x. Our strategy is to use Groth-Sahai’s efficient NIZK proofs of commitments (that satisfy bilinear pairing product equations.) The idea is as follows: 1. Generate commitment d1 to ω, commitment d2 to v and commitment c0 to α = gw . 2. Generate Groth-Sahai NIZK proofs to show that d1 is a commitment of ω and d2 is a commitment of v. It needs to generate NIZK proofs to show 1·ω′ +δ·(−ω) = 0 for variable (ω′ , δ) and 1 · v′ + δ · (−v) = 0 for variable (v′ , δ), where ω′ is the committed value in d1 , v′ is the committed value in d2 and δ (actually δ = 1) is the committed value in c1 = g. 3. Generate Groth-Sahai NIWI proofs to show that ω′ committed in d1 , ν′ committed in d2 and α′ committed in c0 satisfy eˆ (α′ g x , ω′ ) = eˆ (g, h) and eˆ (α′ , ν′ ) = eˆ (g, h). Two equations are proven individually. Soundness idea is as follows. The proof uses common reference string (CRS) g1 ∈ G and h1 ∈ H. If we change g1 to be from Gq and h1 to be from Hq , the soundness changes only negligibly. However, under the change, a consistent verification implies that ω′p = ω p and ν′p = ν p . By Step 3, we have that eˆ (α′ g x , ω′ ) = eˆ (g, h). Let α′ = gw for some w. 1



1



Then, especially, ω′p = h pw+x . Similarly, ν′p = h pw . So ω, ν must be consistent in w and the soundness follows. Next, if we change g1 , h1 to be from G p and H p , we will 1



1



have ω′q = hqw+x and νq′ = hqw . Combining the two cases, we have that (x, X1 , X2 ) ∈ L′c/d . Zero knowledge follows from the fact that we can set up the common reference string (CRS) such that the commitment g can be opened as a commitment to 0. So 1 · ω′ + δ · (−ω) = 0 has a satisfiable solution (ω′ , δ) = (0, 0). This similarly holds for (ν′ , δ). Hence, we can simulate d1 , d2 , c0 as a commitment to 0 and NIZK proof of commitments in Step 2 can be simulated. In addition, our CRS trapdoor also allows us to rewrite the simulated d1 , d2 , c0 as a real commitment w.r.t. secret w′ . Using the witness in the rewritten d1 , d2 , c0 , we can generate a NIWI proof for pairing equation in Step 3. This NIWI diﬀers from the real proof in that it uses a diﬀerent witness from the real one (i.e., corresponding to w). However, since it is NIWI, adversary can not distinguish the change. Zero knowledge property follows. Now we formally describe and prove our protocol. Setup Choose two safe primes p, q and compute n = pq. Choose three multiplicative cyclic groups G, H and GT of orders n that are associated to a bilinear pairing eˆ : G × H → GT . g and h are random generators of G and H respectively. Choose y, z ← Zn and set g1 = gy , h1 = hz . Let crs = (G, H, GT , n, eˆ , g, h, g1 , h1 ) be the common reference string. The NIZK proof for L′c/d is as follows.



1



1



Common Input: X1 = ω = h w+x , X2 = v = h w and x. Auxiliary Input for Prover: w. Prove Prover does as follows: 1. Generate commitments to X1 , X2 , gw respectively: d1 = X1 h1s1 , d2 = X2 h1s2 , c0 = αgr10 , where s1 , s2 , r0 ← Zn and α = gw . 2. (a) Generate Groth-Sahai NIZK proofs [23]: s1 t1 1 π1 = h−t 1 , θ1 = g g1 for t1 ← Zn to prove that the committed value X1′ in d1 and the committed value δ in c1 = g = g1 g01 (here δ = 1) satisfying2 1·X1′ +δ·(−X1 ) = 0, where X1′ and δ are variables and 1, −X1 are constant coeﬃcients. Verification is according to Eq. (A.1); (b) Generate Groth-Sahai NIZK proofs [23]: s2 t2 2 π2 = h−t 1 , θ2 = g g1 for t2 ← Zn to prove that the committed value X2′ in d2 and the committed value δ in c2 = g = g1 g01 (here δ = 1) satisfying 1 · X2′ + δ · (−X2 ) = 0, where X2′ and δ are variables and 1, −X2 are constant coeﬃcients. Verification is according to Eq. (A.2); 3. (a) Generate Groth et al. [22, 23] NIWI proofs: r0 (w+x)s1 t3 3 π3 = h w+x h1s1 r0 h−t g1 for t3 ← Zn to prove 1 , θ3 = g that the committed value X1′ in d1 and the committed value α′ in c0 satisfy eˆ (α′ g x , X1′ ) = eˆ (g, h). Verification is according to Eq. (A.3); (b) Similarly (as the special case x = 0 of (a)), generate NIWI proofs: r0 ws2 t4 4 π4 = h w h1s2 r0 h−t g1 for t4 ← Zn to prove 1 , θ4 = g that the committed value X2′ in d2 and the committed value α′ in c0 satisfy eˆ (α′ , X2′ ) = eˆ (g, h). Verification is according to Eq. (A.4). The prover sends π = (d1 , d2 , c0 , π1 , θ1 , π2 , θ2 , π3 , θ3 , π4 , θ4 ) to the verifier. Verify



Verifier checks if ?



eˆ (g, d1 ) = eˆ (g, X1 )ˆe(g1 , π1 )ˆe(θ1 , h1 ) ?



eˆ (g, d2 ) = eˆ (g, X2 )ˆe(g1 , π2 )ˆe(θ2 , h1 ) ?



eˆ (c0 g , d1 ) = eˆ (g, h)ˆe(g1 , π3 )ˆe(θ3 , h1 ) x



?



eˆ (c0 , d2 ) = eˆ (g, h)ˆe(g1 , π4 )ˆe(θ4 , h1 )



(A.1) (A.2) (A.3) (A.4)



If all are consistent, verifier accepts π; otherwise, rejects. Lemma A.2. The completeness of this protocol holds. Proof. The completeness holds by inspection.







Lemma A.3. This protocol is adaptively sound. Proof. We show that if all πi ’s are consistent, then (x, X1 , X2 ) must belong to L′c/d . We will use the fact that for a group G = G p × Gq , we can write A ∈ G as A = A p Aq , where A p ∈ G p and Aq ∈ Gq . Further, if A = B for A, B ∈ G, then A p = B p and Aq = Bq . Thus, if (x, X1 , X2 ) < L′c/d , then for the unique 1



1



1



w in v = h w , either (X1p = h pw+x , X2p = h pw ) does not hold, or, 2 Note here a · Y stands for Y a in G, H and A + B stands for AB in G or H. We keep the notion for consistency with [22, 23] and also for ease of presentation.
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1



(X1q = hqw+x , X2q = hqw ) does not hold. W.O.L.G., assume 1 w+x



1 w



(X1p = h p , X2p = h p ) does not hold. Then, we show that Eq. (A.1-A.4) is consistent negligibly only. Otherwise, assume an adversary A renders it consistent non-negligibly. First of all, if h1 is taken from Hq instead of from H and g1 is taken from Gq instead of from G, then under the subgroup decision assumption, the probability that adversary still passes Eq. (A.1-A.4) changes negligibly only. Hence, under the attack of A, consistency of these equations holds still non-negligibly. In such a case, if we raise both sides of Eq. (A.1-A.4) to the power of q, then we conclude that eˆ (g p , d1p )=ˆe(g p , X1p ) eˆ (g p , d2p )=ˆe(g p , X2p )



(A.5) (A.6)



eˆ (c0p g xp , d1p )=ˆe(g p , h p ) eˆ (c0p , d2p )=ˆe(g p , h p )



(A.7) (A.8)



From Eq. (A.5)(A.6), we have d1p = X1p and d2p = X2p . Let ′ c0p = gwp for some w′ . Then Eq. (A.7) (A.8) implies that w′ +x w′ eˆ (g p , d1p )=ˆe(g p , h p ) and eˆ (g p , d2p )=ˆe(g p , h p ) respectively, 1 ′



which further respectively implies that d1p = h pw +x and 1 ′



1 ′



1 ′



d2p = h pw . Thus, X1p = h pw +x and X2p = h pw . On the 1



other hand, X2p = h pw . Hence, w = w′ (mod p). Hence, 1 w′ +x



=



1 w+x



1



1



(mod p). Hence, X1p = h pw+x and X2p = h pw . This 1



1



contradicts to the assumption that (X1p = h pw+x , X2p = h pw ) does not hold. The soundness follows.  Lemma A.4. This protocol has an adaptive zeroknowledge. Proof. Simulator S normally generates CRS and keeps the trapdoor (y, z). Upon (x, X1 , X2 ), he does the following. (I) S chooses random values s1 , s2 , r0 and defines d1 = h0 · h1s1 , d2 = h0 · h1s2 and c0 = gr10 . Note in the sequel, we also 0 1/y use the observation that g = g1/y 1 = g g1 is a commitment of 0 with randomness 1/y. (II) S uses the solution (X1′ , δ) = (0, 0) for equation 1 · X1′ + δ · (−X1 ) = 0 to generate Groth-Sahai NIZK proof s 1 t1 1 π1 = X1−r1 h−t 1 , θ1 = g g1 (for r1 = 1/y and t1 random in Zn ) that the committed value X1′ in d1 and the committed value δ in c1 = g = g0 gr11 satisfy 1 · X1′ + δ · (−X1 ) = 0. Note that we can easily verify (by using relation g = gr11 ) that π1 , θ1 , d1 satisfy Eq. (A.1). Similarly, use the solution (X2′ , δ) = (0, 0) for equation 1 · X2′ + δ · (−X2 ) = 0 to generate Groth-Sahai NIZK proof s 2 t2 2 π2 = X2−r2 h−t 1 , θ2 = g g1 (for r2 = 1/y and t2 random in Zn ) to prove that the committed value X2′ in d2 and the committed value δ in c2 = g = g0 gr12 satisfy 1 · X2′ + δ · (−X2 ) = 0. (III) s′



1



s′



Using trapdoor (y, z), rewrite d1 = h w′ +x h11 , d2 = ′



r′



h w′ h12 , c0 = gw g10 for a randomly chosen w′ ∈ Zn . After the rewriting, (d1 , d2 , c0 ) is the output at Step 1 of a real prover with witness (w′ , s′1 , s′2 , r0′ ). S then uses witness (w′ , s′1 , s′2 , r0′ ) to normally generate π3 , θ3 , π4 , θ4 at Step 3. As it is a real proof, the correctness is guaranteed. Zero knowledge property is shown as follows. First of all, from (III) (the case w′ = w), we know that d1 , d2 , c0 from 1
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(I) is a real commitment to X1 , X2 , gw with some witness (w, s′′1 , s′′2 , r0′′ ). Next, we claim that the simulated π1 = s1 t1 1 X1−r1 h−t 1 , θ1 = g g1 from (II) has the same distribution as −t′′



′′



t′′



the real proof π1 = h1 1 , θ1 = g s1 g11 . Indeed, if we take t1′′ = t1 + x1 r1 and s′′1 = s1 − x1 (where assume logh1 X1 = x1 ), we will see that both proofs are exactly the same. The identical distribution follows as (t1 , s1 ) and (t1′′ , s′′1 ) in both proofs are taken uniformly random. So the simulated commitments and the proof in (II) are according to the real distribution with witness (w, s′′1 , s′′2 , r0′′ ). So the final simulated proof diﬀers from the real distribution only in that the witness for d1 , d2 , c0 used in (III) is not the tuple (w, s′′1 , s′′2 , r0′′ ), which instead is the tuple (w′ , s′1 , s′2 , r0′ ). However, since the proof is NIWI (exactly taken from [22, 23]), the proof is witness indistinguishable. Zero knowledge property follows.  NIZK Proof for L in the Signing Algorithm Since the language L in the signing algorithm is the OR logic relation of Lc/d , it is easy to realize it using the standard approach: Let Pσ1 , Qσ2 be NIZK for L1 and L2 respectively. NIZK for L1 ∨L2 is as follows. Let ξ ∈ {0, 1}n be the common random string (this will be crs in our protocol for Lc/d ). Let input X = (X1 , X2 ) and either X1 ∈ L1 or X2 ∈ L2 . W.O.L.G. assume X1 ∈ L1 with witness x1 . Then simulate ξ2 with trapdoor τ2 . Then define ξ1 = ξ ⊕ ξ2 . Use τ2 to simulate a proof π2 that X2 ∈ L2 (although maybe X2 < L2 ). Use x1 to generate proof π1 for X1 ∈ L1 . π = (π1 , π2 , ξ1 ) is the proof for X. The NIZK properties can be shown easily, omitted here. APPENDIX B.



FROM ADAPTIVE NIZK TO ADAPTIVE UNBOUNDED SIMULATIONSOUND NIZK



Let L be an NP-language. Now we introduce a transformation by Santis et al. [18] that shows how to convert an adaptive NIZK into adaptive unbounded simulation-sound NIZK for L. Language L′ consists of tuple (x, u, V K, σ1 , σ2 ) such that at least one of the following three conditions hold: •x∈L • There exists s = s1 · · · sk with si ∈ {0, 1} and a1 · · · ak ∈ {0, 1}k , such that gi = C(si ; ai ) and u = f s (V K), where f is a given pseudorandom function, σ1 = g1 || · · · ||gk and C(b; r) is a commitment to bit b with randomness r. • There exists s ∈ {0, 1}k , such that σ2 = G(s), where G is a pseudorandom generator stretching k bits to 3k bits. L′ is an NP-language. We assume an adaptive NIZK Ξξ that proves a membership of L′ with common reference string ξ (which in turn can be constructed from NIZK proof for L using the approach similar to that for L in Appendix A). Setup



The reference string σ∗ = (σ1 , σ2 , ξ)



1. σ1 = g1 || · · · ||gk , where gi = C(si ; ai ) (a bit commitment to si with randomness ai ) and k is the security parameter.
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S. Zeng and S. Jiang 2. σ2 is a random binary string of length 3k. 3. ξ is the common reference string of Ξ.



Prove On input x ∈ L with witness w and the common reference string σ∗ = (σ1 , σ2 , ξ), prover does the following: 1. Obtain a one-time verification key / signing key pair (V K, S K) of a one-time signature scheme (S ign, Ver). 2. Let u be uniformly selected from {0, 1}k . 3. Use Ξξ with witness w to generate a NIZK proof π′ such that (x, u, V K, σ1 , σ2 ) ∈ L′ . 4. Output π = (V K, x, u, π′ , S ignS K (x, u, π′ )). Note that if σ∗ is chosen uniformly, then the proof π′ for (x, u, V K, σ1 , σ2 ) ∈ L′ really implies that x ∈ L as the probability that σ2 satisfies the third condition in L′ or σ1 satisfies condition two there is negligible. Verify On input σ∗ , x and π = (V K, x, u, π′ , S ignS K (x, u, π′ )), the verifier verifies S ignS K (x, u, π′ ) and checks the consistency of π′ . If both are valid, accept; otherwise, reject. Santis et al. [18] showed the adaptive simulationsoundness NIZK properties of the above protocol; see below. Lemma B.1. If Ξ is an adaptive NIZK proof for L′ , then the above protocol is an adaptive unbounded simulationsound NIZK argument for L, where C is the secure bit commitment and G(s) is a pseudorandom generator and f s is a pseudorandom function.
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unbounded simulation-sound NIZK for NP-language L with relation R if the following holds: - Completeness. For any x âˆˆ L with witness w (i.e.,. (x, w) âˆˆ R) and any Ïƒ âˆˆ {0, 1}â„“(Î»). , VÏƒ(x, PÏƒ(x, w)) = 1 always holds. - Adaptive Unbounded Simulation-Soundness. There exists a PPT simulator S = (S1, S2) such that for any. 
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