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A New Method for generation of common keys using Transcendental functions and Generalization of Diffie Hellman Protocol Rohit Pandharkar, Dr. Madhuri Joshi Dept of E&TC, College of Engineering Pune Abstract A generalized two-pass key agreement method, extending the Diffie Hellman algorithm to a completely generalized version is presented using the functional equations approach for function selection. Two functions, which satisfy the given set of conditions, are used to generate a public key, which is a function of private keys from both users without exchanging private keys publicly. Only two passes are required with two computations by each user. It offers a more general purview as compared to the other two pass protocols in use. The work brings forth possibilities for many ad hoc PKC systems wherein one can design a PKC depending on available computational abilities and security requirements.
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1) g(f(u),v)=g(f(v),u), note that, for this range of should be a subset of the domain [for ‘a’] of g(a, b) 2)and g(f(u),v)=g(f(v),u) f(u)*f(v)



f(x)



Step 2: Selection of Private keys u and v by users. Both the users, Alice and Bob, select their own private keys u, v respectively such that, 1.u, v both belong to the domain of f(x) and 2.u and v belong to the domain [for ‘b’] of g(a, b). Step 3:The two passes First Pass: Alice sends: f (u) to Bob. Second Pass: Bob sends: f (v) to Alice. Step 4: Key generation at both the ends Alice calculates g(f(u),v) and Bob calculates g(f(v),u).However, g(f(u),v)=g(f(v),u) from the function selection conditions. Thus, Alice’s key=Bob’s key.



1. Introduction



3. Attacking the scheme



The exemplary work in public key cryptography by Whitfield Diffie and Martin Hellman [11] brought in a revolution in the field of cryptography. Both session and ephemeral versions of Diffie Hellman protocol [Appendix 1] gave a promising key establishment over a non-secure channel without disclosing the user’s private keys. However the ephemeral Diffie-Hellman protocol is vulnerable to a man-in-the-middle attack. Also, in case of session key, the entities A and B both have to compute the same session key every time. Therefore, to get rid of the drawbacks of Diffie Hellman, the work presents a more generalized version of two-pass key agreement method based on functional equations making it possible to design tailor made public key cryptosystems.



It is momentous to elucidate possible attacks and how they fail to retrieve the key. It is quite obvious that attacks can be of following types: 1) Knowing any one of u, v. (Any one private key) 2) In finding inverse of g(f(u),v) or g(f(v),u). The simplest explanation for the failure of the attack is given by the fact that, while selecting the functions, we have imposed the conditions: f -1 L and g-1 M have infinitely many solutions, and g(f(u),v)=g(f(v),u) f(u)*f(v) Hence, computing u from f(u) or v from f(v) or key g(f(u),v)=g(f(v),u) from the knowledge of f(u)*f(v) is not possible.



2.Generalized 2-Pass-Key-Agreement Method Step 1: Selection of two functions The essence of the protocol is selection of two functions, which satisfy the given set of functional equations, conditions. Solve for functions L=f(x) and M=g(a, b) such that, f -1 L and g-1 M have infinitely many solutions.



4. A New Conditions



Solution



Satisfying



these



Note that, f(x)=(cos x + isin x) and g(a,b)= ab where a=f(x) satisfy the given conditions for function selection. As, (1) [cos –1 x ,sin -1 x ] and [cos –1 bx ,sin –1 bx ] both have infinitely many solutions over real domain. (2) (cos u + isin u)v =(cos v + isin v)u , note that, range of f(x) is a subset of



domain [for ‘a’] of g(a, b) (3) and (cos u + isin u)v =(cos v + isin v)u (cos u + isin u)*(cos v + isin v), when u, v 2 If u and v are integers, it can also be robustly proved that finding (u)*(v) with the knowledge of f(u) and f(v) reduces to solving the “closest vector problem” for solving for u and n, u=2(pi)n + a, where u and n are integers and pi and a are irrationals. The closest vector problem is known to be an NP hard problem. Even with the application of LLL algorithm, the computational complexity is fairly high, as the session key value exists for very little time.



5. Comparison with other protocols Generalization of the functions involved: A unique generalization [10] with the required conditions for the two-pass key agreement method differentiates the protocol from the other two pass protocols in use. Possibility of designing ad-hoc security protocols As can be seen, the selection of functions is totally left to the discretion of the users, hence, tailor-made cryptosystems can always be devised as per the computational abilities. For example, users, not having the computational abilities to calculate at high precision can resort to simpler solutions of f(x) and g(a, b) which fit into their system capabilities. For example, a user may not be able to raise Diffie hellman functions [(g x mod n) y mod n] to high power; however if he uses the f(x)=(cos x + isin x) and g(a,b)=ab he can work with uncompromised security even at lower computational ability.



6. Relevance to Practical Applications The key generation at both ends of the communication will obviously resemble that in Diffie Hellman algorithm, as the new cryptosystem is a complete generalization of the Diffie Hellman key agreement. Thus most of the Diffie Hellman Applications will be also possible with the new cryptosystem.



7. Conclusion and Further Research The paper gives a more generalized approach towards the design of key agreement methods. Thereby, making it possible to look out for the use of only such functions, which suit to the available level of computing efficiency offering uncompromised security at the same time. The first ever treatment for the required functions using the functional equations in the scenario of PKC spawns many probable PKC algorithms.



The area of further research is basically circled around the exploration of sets of more and more functions f(x) and g(a, b) which satisfy the given conditions.
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10. Appendix 1.Diffie Hellman Key Agreement [2]: The protocol is based on two system parameters p and g. Both of them are public and may be used by all the users in a system. Parameter p is a prime number and parameter g (usually called a generator) is an integer less than p, with the following property: for every number n between 1 and p-1 inclusive, there is a power k of g such that n = gk mod p.



Suppose Alice and Bob want to agree on a shared secret key using the Diffie-Hellman key agreement protocol. They proceed as follows: First, Alice generates a random private value a and Bob generates a random private value b. Both a and b are drawn from the set of integers. Then they derive their public values using parameters p and g and their private values. Alice's public value is ga mod p and Bob's public value is gb mod p. They then exchange their public values. Finally, Alice computes gab = (gb)a mod p, and Bob computes gba = (ga)b mod p. Since gab = gba = k, Alice and Bob now have a shared secret key k. The crux of the scheme is the discrete logarithm problem, which ensures security. It assumes that it is computationally infeasible to calculate the shared secret key k = gab mod p given the two public values ga mod p and gb mod p when the prime p is sufficiently large. Maurer has shown the equivalence of breaking the DiffieHellman protocol to computing discrete logarithms under certain assumptions.
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