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Abstract— In spite of lower resource utilization and bandwidth conservation, multicasting is not deployed widely. For commercial use, the Authentication, Authorization and Accounting (AAA) functionalities must be accommodated by extending the classical unsecured model of IP multicast. For this extension, there is a need for a flexible, scalable and easily adaptable policy framework for multicast access control. In this paper, a policy framework for multicast group access control has been proposed, which fully complies with the Multicast Security Framework and follows the IETF Policy Framework as well. For policy specification, the eXtensible Access Control Markup Language (XACML) and for carrying policy information, the Security Assertion Markup Language (SAML) have been used. An example access control policy has been developed using XACML for an on-line course, which will be multicast to the registered students.



I. I NTRODUCTION IP multicast is an efficient technology to deliver data to many recipients who may be geographically scattered in a wide area. It is considered as a bandwidth conservation technique with respect to unicast, especially when there are many recipients and large amounts of data are being sent. Though different types of applications, including video-conferencing, distance learning, software updates, etc., are able to take advantage of multicasting, its commercial deployment is still facing obstacles due to various security measures. To ensure revenue collection from the end users, we have to identify the end users and to keep records of the content used by them. To add AAA functionalities to the present multicast model, we have developed a framework [1], where the nearest Access Router (AR) of an end user will perform the AAA client behaviors. The end user or host informs the AR of its interest in receiving multicast traffic destined to a particular group using IGMP [2] (MLD [3] in case of IPv6). We have already extended the IGMPv3 protocol, and a new version, the Internet Group Management Protocol with Access Control or IGMP-AC [4] protocol has been designed to carry end user authentication data. For this architecture, a flexible policy framework is needed where the Group Owner (GO) will be able to specify multicast security policies that will be enforced at the Network Access Server (NAS). A policy is a set of rules that dictates the behavior and implementation of a system or service. Security policies specify the conditions to be fulfilled before allowing access to some restricted information or resources. These types of policies express formally the rules that must be enforced to



meet the security requirements of a system. The multicast group security policies provide the rules for the operations of the elements of a group. These policies can be divided into access control policy and data policy [5]. Access control policy deals with Group Member (GM) authentication, join, leave, billing, role delegation, etc. Data policy specifies the rules that protect multicast data such as integrity, authentication, key management, etc. In this paper, we have presented a policy framework for specifying the multicast access control policy. II. R ELATED WORK In the literature, different policy frameworks exist, among them, the IETF Policy Framework [6] is widely accepted by the research community. The framework is shown in Figure 1. It has mainly three components: policy enforcement point (PEP), policy decision point (PDP) and policy repository.



Fig. 1.



The IETF policy framework



A PEP, co-located with packet forwarding component (e.g., an AR), is responsible for enforcement of policy by executing necessary actions when it encounters a packet. A PDP produces policy decisions for itself or for other network elements that request such decisions. A policy repository is the location where the policies defined for a domain are stored. The policy management tool is an interface for the network manager to update policies located in policy repository. The IETF also standardized a query-response signaling protocol, Common Open Policy Service (COPS) [7], for the exchange of policy information between a PEP and a PDP. A PEP acts as a client and sends request to a PDP, which acts as a server.
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TABLE I C OMPARISON AMONG DIFFERENT POLICY FRAMEWORKS



Method GSAKMP XML Antigone DCCM



Data policy Yes Yes Yes Yes



Control policy Partially No Yes No



MGMS



Yes



No



Specification language



Policy protocol



Token based XML Not specified Cryptographic Context Negotiation Template GML



Specified Not specified Specified Cryptographic Context Negotiation Protocol Not specified



Multicast Security Policy is one of the functional areas of the Reference Framework [8] developed by the MSEC (Multicast Security) Working Group of the IETF. The Group Secure Association Key Management Protocol (GSAKMP) [9] further extends this framework by providing policy distribution, policy enforcement, key distribution, and key management for cryptographic groups. To define group policy GSAKMP uses policy tokens [10] extensively, which are issued and signed by the GO. In [5], XML is used to represent multicast data policies that fit within the MSEC Framework. An XML representation of policy that uses SIM-KM [11] for group key management has also been presented. Antigone [12] provides a flexible framework for secure group communication. It has a set of mechanisms through which the developers may select a policy that best addresses their security criteria and needs. These mechanisms are comprised of a number of micro-protocols. The Dynamic Cryptographic Context Management (DCCM) [13] system has been developed to provide security for a very large and dynamically changing group. In the DCCM system, group security policies are represented, negotiated, managed and configured. It also deploys One-way Function Tree (OFT) for key management. The Multicast Group Management System (MGMS) [14] with the aid of Group Management Language (GML) enforces group integrity by specifying group policy. The MGMS deals with membership set and member attribute, and does not consider integrity of multicast data. It can be used on top of IP multicast. By sending data in encrypted format, the authors assume that it will be possible to prevent unauthorized users from using IGMP to join the group. However, encryption of traffic can only establish the secrecy of group data. Denial of Service (DoS) and other attacks are still possible by replaying IGMP messages. A brief comparison among the different methods is shown in Table I. The key entities of the IETF Policy Framework [6] are PEP, PDP and policy repository, and the framework is based on the communication between the PEP and the PDP. It is evident that none of the methods has been constructed conforming to this framework [6], and there is no notion of PEP and PDP in these methods. Only Antigone has fully addressed access control policy for multicasting. The last three systems (i.e., Antigone, DCCM and MGMS) are basically “secure



Follow IETF Policy FW No No No No



Fits with MSEC FW Yes Yes No No



No



No



group communication” frameworks, and are independent of underlying IP protocol (i.e., unicast or multicast). None of them complies with the MSEC Framework for secure multicasting either. It can be concluded that a flexible, scalable, easily adaptable multicast access control policy architecture that follows the IETF Policy Framework is needed. III. P ROPOSED POLICY FRAMEWORK In this section, we have presented a set of requirements for the proposed policy framework, its different components, and the policy specification language and the policy protocol it will use. A. Design requirements We have identified the following requirements that our framework should satisfy: 1) The proposed policy framework will extend the architecture presented in [1] and [4]. 2) The entities defined in the MSEC Framework, i.e., the GO, the Group Controller/Key Server (GC/KS) and GMs should be present in the policy framework. 3) The IETF Policy Framework will be followed. 4) Dividing multicast policies into data and access control policies will help us to develop policies independently. Thus, our architecture will be able to deploy any group key management protocol. 5) No single policy specification language and protocol is suitable for every policy framework. A policy framework should not depend on any specification language or policy protocol. B. Policy framework The proposed policy framework is shown in Figure 2, where the AR will act as the PEP and the GC/KS will be the PDP. A host will send a GM’s authentication information using IGMP-AC [4] protocol to the AR. The AR, acting as a NAS (AAA client), will collect the authentication information, and will send this information to the AAA server (AAAS) using one of the AAA protocols. The interactions between a host and the AR, and between the AR and the AAAS are explained elaborately in [1] and [4]. For a failed authentication, a GM will not be allowed to receive any multicast data. On successful authentication only, the AAAS will send the AR the authorization and accounting information of the GM. The
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authorization information will depend on the application or content for which the end user had registered earlier. For example, a GM is subscribed for a football match that will be held on 1st January 2007 from 17:00 to 19:00. That GM will be allowed to receive multicast data for that period of time, on that specific date only. The accounting information will be the direction for the AR, how it will keep track of the GM (e.g., the duration of time or the amount of data). Thus, multicast control policy will be communicated from the AAAS to the AR, where the policy will be enforced.



precluding to use any other suitable policy specification language. XACML is an XML-based language for access control, which describes a policy specification language. It is also a query-response language to expresses a query (produced by a PEP) if a particular access should be allowed and the response (provided by a PDP) to that query. An OASIS standard [17] specifies how XACML queries and responses will be carried in SAML. IV. C ONTROL POLICY FOR MULTICAST APPLICATIONS In this section, we outline the functions of access control policies for some of the well-known multicast applications. The authentication policy is very straight-forward, whereas the authorization and accounting policies are hard to specify. Access control policy is composed of all these three types of policies, and is determined according to the needs of a specific application. A comprehensive list of multicast applications can be found in [18], in which, multicast applications are broadly divided into two categories: One-to-Many and Many-to-Many. A. One-to-Many (1toM) applications



Fig. 2.



Proposed policy framework



The role of the GC/KC has been explained in the MSEC Framework [8] and in [9]. It is responsible for the issuance and management of cryptographic keys by building, maintaining and distributing the keys. In a distributed architecture, more than one GC/KSs may exist. In Figure 2, a PDP will be colocated with a GC/KS. The AAAS will communicate with the PDP using one of the policy protocols (e.g., COPS [7]) that carries policy information. In the “pull” mode, the AAAS will request the PDP to assert a decision on a GM’s access control. However, in the “push” mode, the PDP may send unsolicited policy information (e.g., to ostracize a specific GM) to the AAAS. In both cases, the AAAS will convey the received policy information to the AR or NAS. In our design, the policy repository will store multicast security policies. It serves the same purposes as the policy server that is defined in the MSEC Framework. Our policy framework will assign some extra tasks to the AR, the AAAS and the GC/KS. Moreover, a number of messages should be communicated among these three entities. However, the whole load will be distributed in these entities, and the presence of more than one GC/KSs and AAASs will further minimize the overhead. C. Policy specification and protocol We are recommending the use of eXtensible Access Control Markup Language (XACML) [15] for policy specification, and Security Assertion Markup Language (SAML) [16] for the communication between a PEP and a PDP. We are not



1toM applications consist of a single sender and more than one simultaneous receivers. These applications are most popular and well-suited for IP multicast. 1) Audio/video streaming: A number of applications (e.g., Internet TV, distance learning) will benefit in audio/video streaming by using IP multicast. In general, authentication of a GM takes place during the joining process. For Internet TV, a GM may be authorized to view all the channels and any time of the day, or a GM may subscribe to a specific program that will be multicast on a specific day and time. Accounting policy will be specified according to the subscriptions. In distance learning, class lectures can be multicast during a previously announced time. Only the registered students will be able to receive such lectures. For such applications, authorization policy will be simple, and accounting policy is not even required. 2) Push media: News headlines, weather updates, sports scores are non-essential applications and require low bandwidth. For these applications, strict authentication of the GM is not necessary, and usually, there will be no authorization and accounting policies. B. Many-to-Many (MtoM) applications In MtoM applications, more than one GMs will simultaneously send multicast data, while all of them may receive data. Multimedia conferencing, chat groups, multi-player games are some of the examples of MtoM applications. 1) Multimedia conferencing: A conference may be comprised of audio, video and white-board, and different participants have different roles to play. For a corporate meeting, each of the GMs must authenticate his/her identity. A rolebased authorization policy should be specified to determine the speaker on a time slot. There may be no significance to accounting policy for a corporate meeting.
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2) Multi-player game: A multi-player game is a distributed and interactive application, which may have chat group capability. If subscription is free of cost, authorization and accounting policies are not required. Otherwise, an end-user has to prove his/her credit, and relevant authorization and accounting policy should be specified. V. A POLICY SPECIFICATION EXAMPLE IN XACML XACML, along with SAML, is being used widely for access control in different types of networks. It is flexible enough to express most of the needs of access control policy. It is also extensible to support new requirements. Hence, the developers can reuse their existing code to support policy language. For example, Sun Microsystems, Inc. has already implemented XACML using Java [19]. In this section, first, we discuss briefly the construction of XACML policy and the XACML policy framework. Then, an example policy for access control of an on-line course is presented. A. XACML policy framework



Fig. 4.



The XACML policy framework



subject, action and resource, and sends this request to a PDP. The PDP examines the request by retrieving policies (written in XACML) that are applicable to the received request. It determines the access control decision by evaluating the XACML rules and sends an XACML answer (any one of Permit, Deny, NotApplicable or Indeterminate) to the PEP, which can then allow or deny access by the requester. Although in first impression, an XACML encoded policy seems to have many redundant lines, the PDP applies an efficient parsing for evaluating XACML rules. Moreover, there exist a number of tools for developing XACML policies. B. Policy for an on-line course



Fig. 3.



Component of XACML policy



The skeleton of an XACML policy is shown in Figure 3. A rule, the most elementary unit of a policy, consists of a target, an effect and a condition. A target is a composition of resources, subjects, actions and environments to which a rule is applied. Effect and environment are not shown in Figure 3. Subjects may have more than one subjects, which are actors with specific attributes. Similarly, resources and actions may have multiple resources and actions, respectively. A resource may be data, a service or a system component. A condition further refines the applicability established by a target. A simplified overview of the XACML framework [20] is shown in Figure 4. In a typical XACML usage scenario, if a subject (e.g., multicast GM, work station) wants to take an action on a particular resource, it submits its query to the PEP (e.g., a host sends an IGMP join message to the AR). The PEP forms an XACML request based on the attributes of the



This is an access control policy for the on-line course, INTE290 (Computer Usage and Document Design) offered by Concordia University. We have made the following assumptions: • The course will be offered from September to December, 2006. • Each student will be provided with an email address (in the format of [email protected]) and password that he/she will use for authentication. • The multimedia presentation of the lecture will be multicast during the class hours. • The students will be able to receive a lecture through http://www.econcordia.ca/INTE290/lectures and are allowed to send any question in textual or voice format during the class hours. We need one 1toM multicast group for sending multimedia data of class lecture and another MtoM group for voice or text chat. The 1toM group should be allocated higher bandwidth and higher priority compared to the MtoM group. The policy shown in Figure 5 is only for the 1toM group that the students will join during class hours. VI. C ONCLUSION XACML is a standard access control policy language. In this paper, we have presented a new policy framework for multicast group access control based on XACML. The proposed architecture fully complies with the MSEC Framework and follows the IETF Policy Framework as well. Moreover, we
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have developed an access control policy for an on-line course, which will be multicast for the registered students. The work accomplished in this paper is a component of the architecture developed for multicast group access control in [1] and [4]. In future, we want to analyze inter-operability of all the entities and measure performance of the architecture. VII. ACKNOWLEDGEMENTS J.W. Atwood acknowledges the support of the Natural Sciences and Engineering Research Council of Canada, through its Discovery Grants program. S. Islam acknowledges the support of Quebec Government through its FQRNT scholarship program and of Concordia University. R EFERENCES
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XACML access control policy for an on-line course
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