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Abstract. During the boosting of networking multimedia applications in recent years, secure transmission of video streams becomes highly demanded by many hot applications, such as confidential video conference and pay-TV. In this paper, we present a quality-controllable encryption method for H.264 coded video streams. Our goal has been to provide an efficient way to scramble the video streams to prevent illegal users from plagiarizing. By making use of the property of H.264 specification that Intra coded blocks are divided into three different types with different sizes, our algorithm provides the flexibility of scrambling the video up to certain level, which may be manually specified by the user or automatically determined by the system according to the networking traffic condition. Our design ensures that even the deepest scrambling level adds trivial performance overhead to the standard H.264 encoding/decoding process.
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Introduction



During the development of multimedia and Internet technology and the steadily boosting of digital communication and entertainment, the secure transmission of multimedia data, in particular, the video streams, gains great attention from both the end users and the multimedia content providers. However, the Internet is still far from a secure transmission medium, especially its wireless part. It is necessary to use encryption technologies to protect the multimedia data from being plagiarizing during transmission. Unfortunately, the huge amount of multimedia data usually grabs most networking bandwidth and computing power and makes the adding of encryption protection even more challenging. This situation is particularly serious for the video streaming, which may be the far most intriguing multimedia service on the Internet.



In this paper, we present a highly efficient approach to encrypt H.264 video. Our goal is to hide part of the information from unauthorized users with low computational requirement and little bit-rate overhead. We achieve this goal, without losing the compression efficiency, by encrypting only the most critical part of the H.264 video stream. By making use of the property of H.264 that Intra coded blocks are divided into three different types with different sizes, our approach uses a high performance encryption method, the AES [1], to scramble the video content from low security level up to certain security level, which may be manually specified by the user or automatically determined by the system adapting to the networking traffic situation. According to the literature, our work is among the first attempts to provide quality-controllable video protection for H.264 video streaming. H.264 is the newest international video coding standard published by the ITU-T VCEG and the ISO/IEC MPEG. It aims at enhancing the compression performance and providing a network-friendly video representation [2]. In addition, H.264 has a lot of features in details to improve the compression efficiency and to make the video streams more robust to channel errors, such as variable block-size, multiple reference, weighted prediction and so on [8] [9] [10]. However, the standard does not include any guidelines about video encryption. This paper is organized as follows. Section 2 gives a brief introduction about previous work done in video encryption. Section 3 provides an analysis of the H.264 standard and figures out which features can be used to provide different security levels. The main introduction of our quality-controllable video encryption algorithm is presented in Section 4, and the experimental results are provided and discussed in Section 5. Section 6 in the last place gives the conclusion and future work.
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Previous Work in Encrypting Video



Although, because H.264 is newly proposed, most previous work on video encryption are for MPEG1, MPEG2 and MPEG4 video, a commonality that can be found from the following review is that, to achieve both of the effective encryption and efficient performance, all the encryption methods have to make good use of the features of video encoding schemes. Our method inherits this feature by selectively encrypting parts of the H.264 video streams. In [3], Tang presents a method of MPEG video encryption. By making use of the property of MPEG encoding, this method provides the flexibility of four levels of encryptions: (1) encrypting all headers, (2) encrypting all headers and I frames, (3) encrypting all I frames and all I blocks in P and B frames, and (4) encrypting all frames. Our method also provides multiple levels of encryption, but by exploiting other features of the video encoding scheme of H.264, in particular, the types and sizes of Intra coded blocks. In [4], Qiao and Nahrstedt present another encryption method for MPEG video, the VEA algorithm, which depends on the statistical features of the compressed video data. The VEA algorithm divides the video streams into chunks,



which are further separated into lists. Light weighted operation, the XOR operation, and highly efficient encryption algorithm, the DES algorithm, are used to compress certain parts of the lists. A third method for encrypting MPEG video was proposed by Shi and Bhargava in [5], whose basic idea is to use a secret key to randomly change the sign bits of all the DCT coefficients of MPEG video. Although, using very light weighted encryption, this methods does not provide high security, however, the algorithm is highly efficient for scrambling the video stream in real-time. In [6], Zhu et. al. discussed the scalable protection for MPEG4. By making use of the mechanism of fine granularity scalability (FGS), the authors proposed two novel encryption algorithms to adapt to the varying network traffic conditions. The first algorithm encrypts an FGS stream into a single access layer and preserves the original scalability and error resilience performance. The second algorithm encrypts an FGS stream into multiple quality layers divided according to PSNR and bit rates. Both the two algorithms enable intermediate stages to process encrypted data directly without decryption, so the algorithm preserves most adaptation capabilities of FGS. In [7], Shi et. al. proposed two techniques of selective encryption for the H.264 video. The first technique, the SEH264Algorithm1, groups the video data into five blocks: a block of the Sequence Parameter Set (SPS) and the Picture Parameter Set (PPS) of H.264, a block of intra coded frames, a block of the slice headers and the macro block headers of P slice and the DC coefficients, a block of all the ac coefficients and a block of motion vectors, and then encrypts the first three blocks only. The second technique, which is called SEH264Algorithm2, has the main idea of encrypting all the start codes in the bitstream which are used for synchronization.
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H.264 Overview



In this section, we introduce the necessary background knowledge about the H.264 standard that is closely related to video encryption work. The general coding structure of H.264, similar with earlier standards,uses the hybrid DPCM/DCT video codec model, which has also been used in H.261, H.263, MPEG1, MPEG2, MPEG4 Part2. Details about the hybrid DPCM/DCT model can be found in Figure 2 and 3 of [8] and Figure 3.50 and 3.51 in [10]. In this model, video encoding is applied sequentially, picture by picture, and for each picture, which is partitioned into one or more slices, encoding is applied to the slices independently. Each slice consists of a set of macroblocks, where, each is composed of one 16 × 16 luminance sample (Y) and two 8 × 8 chrominance samples (Cb and Cr) in the 4:2:0 chroma format [8] [9] [10]. Slices are categorized into three types: I (Intra) slice, P (Predictive) slice, and B (Bi-predictive) slice. In H.264/AVC standard, the macroblocks in I slices are compressed without any motion prediction which is similar in earlier standards. In P slices and B slices, the macroblocks can be compressed with or without motion prediction. When using motion prediction, the macroblocks in P slices



use one prediction, and, the macroblocks in B slices may use two predictions. For the decoding of Inter coded blocks need correctly decoded reference blocks, we can see that the Intra blocks which are compressed without motion predictions are the most important part in the H.264 bitstreams. If we encrypt all the Intra blocks, the Inter blocks (blocks with motion prediction) would result in incorrect decoding. Although the motion vectors and residual coefficients are unsecured, the adversary is still inadequate to construct the original picture because the reference blocks are not correct. For Intra macroblocks, spatial prediction is performed in H.264. To minimize the difference between the current block and previously encoded reference block, the 16×16 macroblocks are divided into three different block sizes: 16×16, 8×8, 4 × 4. Generally, blocks with smaller size, for example, 4 × 4, will offer better prediction efficiency than blocks with larger size, for example, 16 × 16, but will bring more overhead for mode decision bits. So it is suitable to use 16×16 blocks for smooth macroblocks while 4 × 4 blocks for fragmented ones. The 8 × 8 blocks are used as a compromise and they are newly added to the standard (see 8.3 in [9] for more details). For the chroma components of an intra coded macroblock, the two 8 × 8 blocks are also predicted from the previously encoded chroma samples and both use the same prediction mode. It is concluded that all the Intra blocks consists of four types of blocks: the Intra 16 × 16, 8 × 8, 4 × 4 luma blocks and 8 × 8 chroma blocks. We can encrypt different parts of them to gain different security levels.
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The Quality-Controllable Encryption Method of H.264



Basing on the discussion in Section 3, we can see that different parts of Intra blocks in H.264 can be encrypted to achieve the flexibility of different security levels. Although the motion vectors and residual coefficients of Inter blocks are not encrypted, the decoders still can not reconstruct the original block because the base data used as reference block can not be decoded correctly. However, the adversary may be able to tell the motion nature whether there is high or low motion from frame to frame. After studying the statistical behavior of the encoded H.264 bitstreams (c.f. Table 1), we can see that the frequency of occurrence of Intra 16 × 16 is much less than Intra 8 × 8 in most bitstreams, and the frequency of Intra 4 × 4 is the highest of all the three block types. Furthermore, the Intra coded chroma blocks are not critical, because the chroma component is not very important to HVS (Human Vision System). So we put Intra coded chroma blocks and Intra 16 × 16 blocks in a same group, and, Intra 8 × 8 and Intra 4 × 4 blocks are also organized as individual groups. The selection of encryption algorithm is another important issue in the framework of video encryption. There are several encryption algorithms that we can choose to encrypt video streams. In this paper, we select the AES algorithm and the ZIGZAG algorithm. The former one treats the pre-encoded data as bitstream and encrypts each 128 bits with a key, and the latter one applies ran-



Table 1. Statistical Analysis of H.264 bitstreams H.264 Video Name foreman qcif.264 container qcif.264 highway qcif.264 silent qcif.264 akiyo.264 container.264 highway.264 silent.264



Size 176 × 144 176 × 144 176 × 144 176 × 144 352 × 288 352 × 288 352 × 288 352 × 288



Length Intra16 × 16 Intra8 × 8 Intra4 × 4 400 frames 3.0% 15.7% 81.3% 300 frames 9.6% 30.3% 60.1% 2000 frames 7.8% 28.5% 63.6% 300 frames 2.0% 2.5% 95.5% 300 frames 19.2% 40.6% 40.2% 300 frames 15.3% 34.5% 50.3% 2000 frames 14.4% 49.3% 36.3% 300 frames 4.7% 15.3% 80.1%



dom permutation to the pre-encoded data before encryption. We develop our quality-controllable encryption method to provide four security levels: – Level 0: no encryption; – Level 1: encrypt all the Intra16 × 16 blocks and the DC coefficients of Intra coded chroma blocks with AES algorithm or ZIGZAG algorithm; – Level 2: encrypt all the Intra8 × 8 blocks with the same algorithm additionally; – Level 3: encrypt all the Intra4 × 4 blocks with the same algorithm additionally; Compared with the selective encryption algorithm developed for H.264 in [7], our quality-controllable encryption algorithm features the following advantages: – All the standard decoders can decode the bitstreams without crashing, but the picture quality depends on the encryption level. So only the decoder which has been modified according to the encryption algorithm and equipped with the encryption key can perform the decoding correctly. This is applicable to many applications. – The algorithm provides different security levels. This can be chosen and changed easily at the encoder. This feature enables the encoder to provide different picture qualities and is useful in some special application areas. – The algorithm brings little overhead in cost and efficiency. The results are presented in Section 5. This is useful when the decoder is running with limited computing capability and limited bandwidth.
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Experimental Results



We use JM (version 10.2) and x264 to test our algorithm. JM is the reference software of H.264 (see [11]), but the encoding speed of JM is quite slow, so we use x264, another open source encoder of h.264 whose encoding speed is much more faster (about 500 times generally), as a substitute (see [12]). Both the encoder and decoder are modified to apply the encryption and decryption algorithm. The two QCIF sized sequences, Foreman, and Container, were compressed with the default parameters of the encoder except that –8x8dct was added to



enable Intra 8 × 8 blocks. Figure 1 to Figure 4 show the results of encrypting foreman with AES algorithm at different security levels. Table 2 lists the summary of overhead in that condition. Figure 5 to 8 show the results of encrypting container with ZIGZAG algorithm at different security levels. Table 3 tells the summary of overhead in that condition. Table 2. Overhead of encrypting Foreman with AES algorithm foreman original level 1 level 2 level 3 PSNR(average) 37.64 35.84 34.74 29.92 Bit-rate(Kbps) 172.39 183.55 206.36 232.01 Encoding Time(fps) 75.64 61.08 57.97 52.42



Fig. 1. The original frame of foreman



Fig. 2. The level 1 encrypted with AES



Fig. 3. The level 2 encrypted with AES



Fig. 4. The level 3 encrypted with AES



From Figure 1 to Figure 8, we found that, the higher secure level reveals less information, both for AES and ZIGZAG algorithms. This is because that in most sequences the amount of Intra 4 × 4 blocks is much more than the other two types. So we should use level 1 and 2 to scramble the video sequences because the visual quality is still tolerable, and level 3 if we want to get the best encryption result. Accordingly, the overhead increases with the encryption level, that is another factor we should consider.



Furthermore, by comparing the AES and ZIGZAG algorithms, we found that the former gives better results while losing much in the compression efficiency. This is because that the correlation of DCT coefficients is heavily destroyed by the AES algorithm, whereas, it is only disturbed slightly by the ZIGZAG algorithm. However, from Table 2 we can see that the AES algorithm in level 3 brings 34% overhead in bit rate, which, may be not suitable for some applications with extreme requirement of real-time performance. Table 3. Overhead of encrypting Container with ZIGZAG algorithm Container original level 1 level 2 level 3 PSNR(average) 38.844 38.809 38.799 37.702 Bit-rate(Kbps) 56.18 56.93 57.30 57.62 Encoding Time(ms) 115.70 113.94 106.32 102.41



From Table 3 we can see that ZIGZAG in all encryption levels brings little overhead, measured by both bit rate and encoding time. So we suggest using ZIGZAG in applications that requires more on real-time performance but less on the extent of encryption, such as video conference and Video-On-Demand (VOD).



Fig. 5. The original frame of Container Fig. 6. The level 1 encrypted with ZIGZAG



Fig. 7. The level 2 encrypted with ZIGZAGFig. 8. The level 3 encrypted with ZIGZAG
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Conclusion and Future Work



In this paper, we present a quality-controllable encryption method for H.264 video streams. By making use of the feature of H.264 that the Intra coded blocks are divided into three types with different block size, Intra 16 × 16, Intra 8 × 8, Intra 4 × 4, our algorithm provides the flexibility of three different extents of encryption. In particular, we encrypt only the Intra 16 × 16 blocks and the DC coefficients of chroma blocks as the lowest security level, level 1, put also with the Intra 8 × 8 blocks under encryption results in level 2, encrypt all the three types of Intra blocks and the DC coefficients of chroma blocks in level 3. From the experiments results, we are confident with the adaptivity and applicability of the algorithm. The detailed qualitative experimental results listed in Section 5 are valuable on instructing the deployment of the algorithm on various applications with different requirements on the extent of encryption and encryption performance. Future work may include: encrypting more part of the bitstream to gain better security, extending our method to SI frames in the extended profile, reducing the overhead of the encryption algorithm.
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