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Abstract



Cloud computing is one of the computing styles in which dynamically scalable and often virtualized resource are provided as a service over the internet. The paper focus is on the aadhaar card authentication. The concept of biometrics is image data integrated along with cloud for secure data access. The existing system of credit card allows the user to do the transaction but there is no security measures the verify whether the user is authenticated or not. It has many security threats. The proposed model overcomes these security threats by using card biometrics along with the cloud which enhances the security measures. Card biometrics is one of the popular and effective approaches for prior authentication of users and protecting the information. The proposed method uses the card image that is given prior to the transaction to verify the authentication. The card is unique which enhances the security issues of the aadhaar card image and prevents forgery.



The registration of the new user is also included depending on the interest of the customer/user. The segmented part of the aadhaar card number from the card image is tested towards the card image stored in the cloud. Security is provided for both data and software for transaction, thus PAAS and IASS features of the cloud.



1. INTRODUCTION Many cards are used in our day to day life like credit card, petrol card, etc because of its ease of use. These cards are used in public places and hence it is exposed to many hidden risks behind it. The existing system in credit card usage over shops is very simple. When using the card, it only requires the card holder signature for verification, on the statement generated by the credit card terminal. This signature is verified only on a frequent time basis, (i.e.) only when the vendor produces these
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IJRIT International Journal of Research in Information Technology, Volume 3, Issue 1, January 2014, Pg. 54-64 statements in the bank. This signature can easily be forged or copied by anyone. This requires a major change for user authentication, in the existing system. The proposed system uses aadhaar card image for user authentication. This includes the scenario of requiring the user’s card number when using the card in shop. With the aadhaar card image retrieved the user identification is validated by matching it with the one stored in cloud along with card holder’s account details.



2. LEARATURE SUVEY Before implementing any system it is necessary to study the work carried out by the researchers in this direction. Many researchers developed system related to authentication and use of cloud technology, following papers describes the development of the technology till now. [1] K.govinda et.al. Developed a system for “Secure Data Storage in Cloud Environment Using Biometrics,”:- Authors had focused on cloud secure data storage, which has always been an important aspect of quality of service (QOS). To ensure the secure storage of user’s data in the cloud, they proposed an effective and flexible biometric authentication using face.



The



method to store user identification or personal data of the biometrics image in cloud environment. Biometrics contains new perspectives in security applications while supporting natural, user-friendly and fast authentication. Biometric identification considers individual physiological characteristics or typical behavioural patterns of a person to validate their authenticity. Compared to established methods of person identification, employing PIN-codes, passwords, magnet- or smart cards, biometric characteristics of the advantages include they are significant for each individual, Biometric systems function to identify individuals by matching a specific personal characteristic, the biometric identifier, with one previously recorded.



[2]



Fazal Noor, et.al. “Fingerprint Verification using Cloud Services with Message Passing Interface over PC Clusters,”:- In this paper authors introduced the fingerprint are matches or identifying using cloud services provides with the message passing system over pc cluster and Nowadays cloud-computing services are using in various organizations.



Peer-to-Peer (P2P)



networks can be used as a collaborative computing environment to solve computationally intensive problems. In this work, they have used a PC cluster to simulate a P2P network and present results of a computationally intensive image matching algorithm and Collective communications are used to transfer images to destination peers using a network. The communication to computation time ratio is calculated of transferring of fingerprint images of various sizes on the internet.



[3] Kenneth and B. Josef, et.al. “Localization of corresponding points in fingerprints by complex filtering”, - In this method they have introduced localization of fingerprint images by finding the corresponding points and using the complex filtering method so that from two fingerprints certain landmark points are needed. These should be automatically extracted with low misidentification rate.



Complex filters, applied to the orientation field in multiple resolution scales, are used to detect the



symmetric points. [4] J.liu, et.al “Direct minutiae extraction from gray-level fingerprint image by relationship examination,”:In this paper authors introduced the method of direct minutiae extraction from gray level fingerprint image and fingerprint features extraction using different levels. The hierarchical order at four different levels, namely, Level 1 (pattern), Level 2 (minutia points), Level 3 (pores and ridge contours), and Level 4 (oscillated pattern). [5] M.K.Hu, et.al “Visual pattern recognition by moment invariants,”- In their work authors provides the details of employing moment invariant functions as invariant global features of images in pattern recognition. In this study, a flexible recognition system that can compute the good features for high classification of 3-D real objects is investigated. For that object recognition, regardless of orientation, size and
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IJRIT International Journal of Research in Information Technology, Volume 3, Issue 1, January 2014, Pg. 54-64 position, feature vectors are computed with the help of nonlinear moment invariant functions. Representations of objects using two dimensional images that are taken from different angles of view are the main features leading us to our objective and the recognition performance of classifiers in conjunction with moment–based feature sets are introduced.



[6] Vijaya, et.al.



“Performance Measure of Local Operators in Fingerprint Detection”,:- In this paper authors developed a system to detect the edge of the fingerprint image. The Digital image processing encompasses processes whose inputs and outputs are images that extract attributes from images. In this paper they provided ’Performance measure of local operators in fingerprint detection’ aims at detecting the edges of fingerprint images. This method uses five local operators namely Sobel, Roberts, Prewitt, Canny and LoG.



[7] Chin-Chuan, et.al. “Personal authentication using palm-print features”,:- In this paper they have introduced user personnel authentication using the palm-print feature. A Biometrics-based authentication is a verification approach using the biological features inherent in each individual. They are processed based on the identical, portable, and arduous duplicate characteristics. In this paper, they proposed a scanner based personal authentication system by using the palm-print features. It is very suitable in many network-base applications. [8] Ahmed Obied, et.al.” How to Attack Biometric Systems in Your Spare Time”, They have developed a system to handle the attacks of Biometric systems in the spare time and they proposed and developed to provide better and stronger factor of authentication. [9] Lifeng Sha,et.al. “Improved fingercode for filterbank based fingerprint matching” In this paper they have introduced filterbank based fingerprint matching. FingerCode has been shown to be an effective representation to capture both the local and global information in a fingerprint. However, the performance of FingerCode is influenced by the reference point detection process, and the AAD features cannot fully extract the discriminating information in fingerprints. In this paper, they first proposed a new rotation invariant reference point location method, and then combine the direction features with the AAD features to form an oriented FingerCode. Experiments conducted on a large fingerprint database show that the proposed method produces a much improved matching performance. They have presented an improved method for filterhank-based fingerprint matching, which utilize both the AAD features and the direction features available in the fingerprints. Experimental results obtained from a large fingerprint database show that the addition of the direction features leads to a substantial improvement in the overall matching performance. Moreover, the proposed reference point location method is robust and rotation-invariant for fingerprint images.



3. PROPOSED SYSTEM Aadhaar Card Authentication System In the existing system the bank uses finger print biometric is used for authentication of the account holder during the transaction process, where as in the proposed system aadhaar card image is used for matching with the original aadhaar card image data stored in the cloud during the card usage.
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Fig 3.1 Authentication system Figure 3.1 shows the various components associated with the proposed system and also shows their relationship during the login process. The aadhaar card image is inputted as query image and number from the query image and also taken as input. The segmented part of the aadhaar card number and already segmented aadhaar card number stored in the cloud by bank server are compared, if there is a match then person is authenticated to perform the transaction otherwise person is not an authorised to perform the transaction. The feature of the image is directly stored in the database. The proposed method integrates the aadhaar card image with the system of the vendor where the software is hosted. The card number is given as input this image is sent to the cloud database of the bank via the bank server, where the respected aadhaar image of the holder is retrieved and it is sent back to the server. Then this aadhaar card image is then sent to the server for comparison, if there is a match, the transaction is continued else it is rejected. The Cloud Computing” is based on the security issues related to data access and data storage in cloud computing. The application focuses on the aadhaar card authentication. The biometrics of the aadhaar card image is integrated along with the cloud for secure data access and card has many security threats. The proposed model overcomes these security threats by using aadhaar card image of biometrics along with the cloud which enhances the security measures. The biometrics is one of the popular and effective approaches for prior user authentication and protecting the information. For example the banking system also uses this cloud environment because of individual user data is stored in cloud and user data is more secure.



Dataflow Diagram



The dataflow diagram shows the various components associated with the proposed system and also shows their relationship during the process flow system.
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Fig 3.2 Dataflow Diagram of the Proposed System



Figure-3.2 shows, Data flow diagram of the proposed model. The user valid aadhaar card image is gives to the input image of the system and that image need to do process, Pre-processing



The pre-processing includes following stage: 1. Conversion of colour image to gray level image 2. Noise removal 3. Normalization of image The image contains only raw data which must be analyzed further to gather the required data or information. Therefore, it is necessary to perform processing on the acquired image. The pre-processing of the given input image are analyse and need to do pre-processing , what the system need to provides such as conversion of colour image to gray-level, resize the image, noise detection and normalization of the image. These steps are needs for pre-processing of the input image in such manner which is system provides the pre-processed input image. Feature Extraction



The feature extraction has an impact on the efficiency of the classification and identification system. The transformation of the input data into a set of features and extraction of the meaningful information from document image is known as feature extraction. This data or information is stored in database which may be useful in future. Feature extraction involves simplifying the amount of resource required to describe a large set of data accurately. The main aim of the feature extraction is to extract a set of features which maximize the accuracy rate of the system. It is captures the different characteristics of the document. After the pre-processing of the input image in such manner of that image have two important features. The first one is captured image of rows and column size of the image and second one of important features of that image part only finding pixel
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IJRIT International Journal of Research in Information Technology, Volume 3, Issue 1, January 2014, Pg. 54-64 values in position are two features of the aadhaar card image by using complex filtering method. The complex filter is applied to ridge orientation field image to detect a reference point with the maximum curvature. The geometric and the moment features are extracted from the sub-ROIs region cantered at a reference point in the enhanced image. These invariant features from a region adjusted by its orientation field can improve the time-consuming alignment of transformation and rotation occurred at other methods. It also significantly reduces the effects from noise and nonlinear distortions, The features of the aadhaar card image data is prior of the user authentication of the personnel data and that data of the cards are stored in cloud in such manner. The features of the aadhaar card image personnel identification or security threats are stored in cloud individually and they had authenticated user for cloud environment and cloud server is maintaining the user stored their data and one or more user is able to store identification data and get the authenticated user of the cloud server but it depends on available data of the cloud server. If the available of the cloud server data then user is able to store their personnel identification data and get the authenticated user of the cloud server. Suppose the user need to access their stored data from cloud server and first they gives input card image to the system then that image is system provides the pre-processing and feature extraction of the card image. The user accessing data of the image and stored their data in cloud server are matches or comparison by using simple vector machine algorithms to finding the prior of the user authentication. If their data of the image matches successfully and it display like valid card or user is authenticated then the cloud server gives the permission to access their data otherwise it display the unauthentication page. If their data of the image not matches and user is unauthorised then cloud server gives the permission to register their valid card details and store it to cloud server then they are able to access their stored data from cloud server otherwise it exit. In the proposed method, aadhaar image is first pre-processed to enhance an original image by an enhancement method and it helps to localize the reference point. A unique reference point is determined on each image by the complex filtering methods, regardless of the type of aadhaar image; the complex filter is applied to ridge orientation field image to detect a reference point with the maximum curvature. The geometric and the moment features are extracted from the sub-ROIs region cantered at a reference point in the enhanced image. These invariant features from a region adjusted by its orientation field can improve the time consuming alignment of transformation and rotation occurred at other methods. It also significantly reduces the effects from noise and nonlinear distortions, and thus better preserves the local information. The contribution of this project is that the aadhaar card image recognition scheme is based on effective pre-processing method and the extraction of features from the card image and matching process to ensure authentication, thus it able to handle various input conditions encountered in the cloud computing communications.



Classification using Support Vector Machine (SVM):-



In simple vector machine (SVM) algorithms is used to provide a technique for automatically finding the parameter and real datasets are provided. For simple binary classification tasks they work by matching the training points into a high-dimensional feature space where a separating hyper plane can be found which has a maximal distance from the two classes of labelled points.



Support Vector machines implement complex decision rules by using a non-linear function to map training points to a high dimensional feature space where the labelled points are separable.



A separating hyper plane is found which maximizes the



distance between itself and the nearest training points and this distance is called the margin. The hyper plane is in fact
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IJRIT International Journal of Research in Information Technology, Volume 3, Issue 1, January 2014, Pg. 54-64 represented as a linear combination of the training points. Theoretical results exist from VC theory which guarantee that the solution found will have high predictive power in the sense that it minimizes an upper bound on the test error. In the proposed work, A SVM classifier is used to compare trained Aadhaar card against the test image of the complete Aadhaar and prominent results are obtained.



4. RESULTS AND DISCUSSION Data Set



We have collected adhar card images. These images are noisy which consist of test data and train data shown in table 1. Table 1: Statistical Information Dataset



Features



Segmented Training



Considered



Sample



Test Data



02



30



Train Data



02



30



Total



60



There are two main modules of the work. User Login Module This module allows user to access data from the cloud server. The user is authenticated from the cloud server and they need



to access their stored data from cloud server. To authenticate they need to go through the user login module and register their secure authentication data of the aadhaar card image. Figure-4.1 shows the user login module using authentication function. The authenticated user gives their authentication number of the card which is same number card image as given by the system. Once the user enters the aadhaar card number, system checks for authentication and gives the output accordingly.



Figure 4.1: User Login Form The user gives secure data as input to the system for identification. Program written using matlab function independently run in cloud server. The input given by the user access data from the system and execute the authentication function in cloud server and user data is analyzed and need to do pre-processing, for user authentication.
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If the user



accessing data and stored cloud data matches successfully the program displays valid card or authenticated user and cloud server will give permission to access their stored cloud data. Figure-4.3 shows the authenticated user module to display the authentication page.



Figure 4.3: Card Authentication process In user login module another user is not permitted to access the cloud data and suppose another user is giving invalid details of the authentication and the cloud server is receive the data from the user and it runs independently in cloud server. Figure-4.4 shows unauthenticated page if the user access data and cloud stored data does not match.



Figure 4.4: Unauthenticated process User Registration Module This module allows new user to register their valid card details and they need to get authentication from cloud server. It depends on the available contents of the cloud data. The new user registering their information about the aadhaar card details like name of user, card number and date of birth of the user etc. These card details are entered into the registration form and submitted to the system to store their data in created file. Figure-4.5 shows registration form for new users to register their valid card details.
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Figure 4.5: user registration form The new user entered data is stored in created file and system is checking user entered data is valid or not by using select query function which is user registered data of the card. Figure-4.6 shows selecting query which is user registered data of the card image.



Figure 4.6: select image from registered new user The new user registered card details are stored in created file and they have to select image which is registered details of the card image because system need to verify the user registered data and selected query image data to store their data in created file by using the template matching function. The selected query image is saved in created file of the cloud server and they get the authentication of the cloud server is done the completion of registration process. A new user completed the registration process, stored their data in created file of the cloud server. Once the registration is completed user will be authenticated by card number and image to access the stored data. The function runs in cloud independently and user access data and stored data are matched using support vector machine algorithms to match segmented part of the image and user accessing image and also match pixel values in position. The program is executed independently and match is successfully then displays card is valid or authenticated user. Figure-4.7 shows the completion of the new user registration process and they have authentication to access their stored data from cloud server.
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Figure 4.7: Execution of registration process system



5. CONCLUSION AND FUTURE WORK The incidences of aadhaar card frauds have increased with more card usage. The need of user is a dependable secure mechanism to reduce fraud in card usage. The current authentication systems were found to be rather inadequate. A system based on biometrics aadhaar card authorization integrated with cloud computing is being proposed and discussed from a technical perspective to emphasize its dependability. The obvious benefit of the proposed system includes reduced risk of authentication against card cloning, card theft and identity theft in the form of signature duplication and reduces forgery. As the proposed system overcomes the shortcomings of the existing credit card issue, it is viable in the immediate future. The future work is to encrypt the aadhaar image and store it in the cloud database rather than storing the aadhaar card image directly. The aadhaar card image is then decrypted when the card is used during the transaction process and the verification is done, thereby it reduces the storage space in the cloud database. Further works include the improvement of performance and to reduce the storage space.
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