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Abstract— In this paper, we suggest an extended security approach for Bluetooth’s point-to-multipoint communication. Bluetooth specification [1] defines the basic security measures like, key generation, authentication and encryption for a piconetwhich is the basic network unit of maximum 8 active Bluetooth devices. However, very little effort has been given so far on pointto-multipoint communication security in Bluetooth piconets. In this paper, we unleash a Bluetooth piconets security flaw in pointto-multipoint communication based on the master-key generation/re-generation process, for which, we suggested an appropriate prevention scheme. We analyze all possible alternative measures that can be taken before the master-key generation process starts in a master node and then we end up with an appropriate resolution. Our proposed solution expands the point-to-multipoint security and, is compatible with the existing Bluetooth Specification. Keywords- Bluetooth Piconet, Master node, Master key, Link key



I.



INTRODUCTION



Bluetooth is one of the most promising and a highly emerging wireless technology that provides robustness, low power-consumption and low cost for short-range communication purpose. Bluetooth is the code name for an alliance between mobile communications and mobile computing companies to develop a short-range communications standard that allows wireless data communications among almost any device to another device within ranges of about 10 meters to 100 meters [2]. Bluetooth operates in the 2.45 GHz unlicensed ISM band. In order to reduce the interference among BT nodes and nodes using other technologies that operate in the same band such as IEEE 802.11b, Frequency-hopping spread spectrum (FHSS) technology is adopted. To setup a connection between two BT devices, one of those acts as master while the other node becomes a slave of that master node. A one-hop BT network is defined as a piconet where there can be at most 8 active BT nodes at a time- one is the master node and the rests are slave nodes. Two or more piconets form a Bluetooth network named Scatternet. All nodes under a piconet share the same channel (a frequency-hopping sequence) and that must be determined by the unique ID and clock value of the master. Bluetooth technology however, opened a new horizon of small-network applications like video conferencing, multiparty file sharing, remote input devices, audio-visual applications, interactive games and software distribution. Day by day the range of



Bluetooth applications is growing in parallel with the enhancement of computers performance, application versatility and the Bluetooth technology itself. All these applications mentioned above are highly vulnerable to security threats as Bluetooth works on the unlicensed radio frequencies. Though, security issues have been already specified for the communication of Bluetooth devices, a number of security challenges as mentioned in [6], are limiting many more potential applications and thus, limiting the promise of Bluetooth technology; secure point-to-multipoint communication is one of them. We found that during multicasting, if a malicious node is detected in a piconet, it’s possible for a master node to discard the existing master-key and to generate a new master-key for a secured communication session. But somehow, under some particular conditions, it’s still possible for that malicious node to calculate the newly established master-key. Using that master-key, the evil node can easily eavesdrop on multicast data. For secure point-to-multipoint communication, we have suggested some preventive measures by which it’s possible to protect the multicast data from being eavesdropped. We organized the rest of our paper in the following manner: Section II briefly outlines the Bluetooth security basics. Section III scrutinizes the mentioned security flaw in Bluetooth pointto-multipoint communication. The possible resolution and discussions are illustrated in section IV. Finally, section V concludes the paper. II.



BLUETOOTH SECURITY BASICS



Bluetooth provides two different kinds of secure communications, the first one is pair-wise communication and the second one is point-to-multipoint communication. At first we look at the different types of secret keys that are defined in the Bluetooth Specification [1], and then we shall highlight the secure point-to-multipoint communication in Bluetooth devices. A. Key Management in Bluetooth Piconets Basically, two kinds of secret keys are defined in Bluetooth piconets: link key and encryption key. A link key in a Bluetooth communication is either a semi-permanent or a temporary key which can be one of an initialization key, a unit key, a combination key, and a temporary master key [1]. An encryption-key, on the other hand, is used for encrypting the



user data by using the current link key during the transfer. Fig. 1 illustrates the Bluetooth security key types. These above key types are defined as follows. Link keys: The link key is a 128 bit random number, shared between two or more nodes and directly used in the authentication procedure. A semi-permanent link key may be stored in non-volatile memory as it can be re-used after the current session while the temporary link key will never be used after the current session. The current link key is the link key that is being used currently [1]. Now, we briefly define the four above mentioned types of link keys.



key to all of its slaves. This key acts as a common link key for all connections in a piconet during a multicasting or broadcasting. B. A Closer Look at Bluetooth Point-to-Multipoint Communication Security When an application requires more than one slave to listen to its payload, each slave must be addressed separately, which will cause unexpected loss of node capacity and again, a node is not capable of switching between two or more encryption keys in real time [1]. Thus, master may want to use a common link key (master key) for several slaves, rather than using different link key for individual one. To create a master link key that will replace the current link key during a data transfer session, first the master node will generate two 128-bit random numbers (RAND1, RAND2) and set the numbers at the input of the E22 algorithm to generate the 128-bit master key, Kmaster. Kmaster = E22 (RAND1, RAND2, 16)



Figure 1. Different key types in Bluetooth devices
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Initialization key, Kinit: The initialization key is required when two devices come to communicate with each other for the first time. This key is generated using E22 algorithm [1], which uses the PIN code (maximum 128 bits, PIN code is either entered by the user or established by the manufacturer), the unique Bluetooth device address, BD_ADDR of the claimant device, the length of the PIN code (in octets), and a random number IN_RAND. This initial key shall be used mainly for Unit key exchange. Unit key, KA: This key is generated when a BT device is first switched on. It is then stored in the corresponding device and changed rarely. This unit key is used as a link key between two BT devices during the communication and the current application determines which of the two devices will provide the unit key as their link key. Normally, the device with the restricted memory provides the unit key for that communication. Combination key, KAB: A combination key is a preferable choice for the link key [3]. Two devices generate different random numbers and those numbers are exchanged under the protection of current link key. The combination key is a semi-permanent key which is the combination of these two exchanged random numbers and is generated in both devices separately. Once the combination key is established, devices discard their old shared link key. Master key, Kmaster: A master key is a temporary link key used for point-to-multipoint communication services in a Bluetooth piconet. The master node generates the master key and securely distributes the



(1)



Now, a third random number, RAND3 will be generated by the master node and delivered to each slave which, along with the current link key K, will be used by both of the master and slave to generate a 128-bit overlay by using the E22 algorithm. OVL = E22 (K, RAND3, 16)



(2)



Suppose a multicast operation in a Bluetooth piconet is underway where the master node sends the data to all multicast group members. All the group members are sharing the same master key with the master node as their current link key. Mean while, let us consider that a malicious node has just been detected which was one of the multicast group members inside the piconet. The master device would certainly rule out that malicious node, cancel the existing master link key, and would like to generate a new master key as the malicious node has the possession of the old one. Again, every time a slave goes out of the piconet, master key should be regenerated by the master device and the existing slave nodes; so that no old slave can have the current master link key and thus, no one can eavesdrop on the multicast communication among the legal nodes. The master will send the bitwise XOR of the overlay and the master key Kmaster to each of its slaves. As the slave nodes also calculate the overlay, they can easily recalculate the Kmaster from the information received from the master node. The mutual authentication process will follow next using the newly generated master key. Every individual slave that wants the multicast-service must be managed this way separately by the master in a piconet. Fig. 2 summarizes the procedure.



every individual link, the master key would become the current link key after it has been generated in the piconet.



Figure 2. Generation and distribution of a master key.



The master node issues a command to all of its authenticated slave nodes to replace their respective current link key by the (temporary) master key. The master then generates and distributes a common random number (EN_RAND) to all participating slaves, using which along with the new master key; each slave generates a new encryption key for the encryption of data. The encryption algorithm also uses a COF value that simply comes from the BD_ADDR of the master device. The encryption key is generated by E3 algorithm in each slave in the following fashion: KC = E3 (Kmaster, EN_RAND, COF)



(3)



As soon as all the slave nodes have the necessary data, the master can securely communicate in the piconet using the encryption key which has been derived from the new temporary link key (master key). All allowed slaves can listen to the master multicast payloads. The master node may ask all its slaves to discard the temporary master key and to roll back to old link keys at the same time. III.



As mentioned in the previous section, to provide a new master key (say, Kmaster-new), the master device will generate a couple of random numbers (RAND1, RAND2) which will be fed to the E22 key-generation algorithm. Then, the master device generates the third random number, RAND3 and sends it to each individual slave. When a slave node recalculates the overlay value by the E22 procedure, it uses the existing link key- which is, in this case, the compromised master key Kmaster. The master node itself then generates the overlay, thus, the XOR value of the overlay and newly derived Kmaster-new is transmitted to the slave. As described earlier, the slave receives that XOR value and calculates the new key, Kmaster-new by simply applying XOR operation with its own calculated overlay value. Fig. 3 depicts the procedure more clearly.



A POTENTIAL SECURITY ATTACK IN POINT-TOMULTIPOINT COMMUNICATION



Suppose a multicast operation in a Bluetooth piconet is underway where the master node sends the data to all multicast group members. All the group members are sharing the same master key with the master node as their current link key. Mean while, let us consider that a malicious node has just been detected which was one of the multicast group members inside the piconet. According to the Bluetooth core specification [1], the master device would certainly rule out that malicious node, cancel the existing master link key, and would generate a new master key as the malicious node has the possession of the old one. Again, every time a slave goes out of the piconet, master key should be regenerated by the master device and the existing slave nodes; so that no old slave can have the current master link key and thus, no one can eavesdrop on the multicast communication among the legal nodes. As soon as a master key is generated in a piconet, it replaces all the existing link keys for a session. That means, for



Figure 3. Re-generation of the master key. The E22 algorithm uses Kmaster value as the current link key for the generation of overlay, as Kmaster replaced the previous link key immediately after being generated. The random numbers RAND1, RAND2 and RAND3 are all newly generated numbers by the master node.



Now, the slave node which is detected as malicious and has been ruled out of the piconet also has the possession of the old master key Kmaster, as it (the old master key) has been being used as the current link key during the new master key generation process. Using the old master key Kmaster as the current link key, the malicious node now, can easily calculate the overlay value and the new master key Kmaster-new as both of RAND3 and C values are sent in clear text. Once a discarded malicious node comes to have the possession of the new master key, it can derive the encryption key by equation (3) using Kmaster as the current link key, a random value EN_RAND and COF. The EN_RAND value is generated by the master node and sent to the slaves in clear text. The COF value is derived from the master’s BD_ADDR. This way an illegal node can easily get the new master key Kmaster-new and can listen to the entire payloads which were directed only for the multicast members nevertheless, the node is no more a member of that multicast group.



IV.



SECURING BLUETOOTH POINT-TO-MULTIPOINT COMMUNICATION



One possible solution to mitigate the problem described in the previous section is- if the master device wants, it can send a message to all the slave nodes asking to roll back to their old link keys simultaneously. Each slave node would then deploy its old link key that was prior to the master key Kmaster. If that is the case, the above mentioned attack is not likely to take place. However, point-to-multipoint communication in Bluetooth piconet is still not quite flawless. We shall now discuss about the link key that should be used for the secured communication between the nodes before the deployment of the master key. In order to make the multicast operation flawless, we have three different options for prior link keys, like wise, to use: •



master node’s unit key



•



slave’s unit key and



•



combination keys



Using master node’s unit key as the link key: If the unit key of the master device is used as the link key prior to the masterkey generation and deployment process, the following problem may occur: A notorious node which was previously a legal member of the multicast group in the piconet, might have shared the masters unit key as its link key. Now, if an existing legal node shares the same key as the link key, the notorious node will be able to derive the new master key, simply by using that link key (master’s unit key) as shown below. Note that the other parameters like, RAND3 and C values are always sent by the master device in clear text. OVL = E22 (KM, RAND3, 16); where KM is master nodes unit key. Kmaster-new = OVL ⊕ C. Thus, using the new master key the notorious node can generate the encryption key and then listen to the multicast data. So, it’d not be a good idea to use the master’s unit key as the link key for any communication, particularly if multicast operation is needed in the piconet. One possible solution is to cancel the entire link keys in which master node’s unit key was used prior to the master key generation. The piconet should then, manage another link key for each link which could be either the slave’s unit key or the combination key. Using slave’s unit key as the link key: The unit key of a node is generated, the first time when the device is turned on [3], using a randomly chosen number and the device address (BD_ADDR). This unit key can be used as a link key during the communication. If two Bluetooth devices are involved in a communication with each other, one node must be the master and the other node is slave in a piconet. Thus, a slave’s unit key can only be shared by the master node of a piconet and by no one else, provided that in a Bluetooth piconet a master will hardly become a malicious node. Then, for a malicious slave node it’s almost impossible to get the possession of the other slave’s unit key.



In a multicast operation, if unit keys of all slaves are defined as the corresponding link keys prior to the master key deployment, a malicious node (slave) will never succeed to get that link key, and so, it will not be able to calculate the new master key Kmaster-new after the old master key Kmaster is discarded. Using the combination-key as the link key: Although a combination key is generated through the equal participation of two different devices, yet it has some security limitations. The combination key generation procedure E21 [1] requires the use of current link key between two nodes. This current link key could again be the unit key of the master node. In that case, the similar attack as mentioned in the scenario “Using master’s unit key as the link key” may take place. Any slave having prior communication with the master device, might have the possession of the unit key of master depending upon its link key being the master’s unit key. As the other necessary parameters (e.g. CA, CB) for a combination key are sent to a valid node (having master’s unit key as the link key) in clear text, the notorious node may store those parameters in its memory and later can calculate the combination key of the other link, using which it can again derive the master key for the new point-to-multipoint communication session. In the above discussion we outlined some possible security flaws for different link key types to be deployed prior to generating the master key. It’s clear that among the three alternatives, the slave’s unit key is the most preferable choice in terms of secured point-to-multipoint operation in a Bluetooth piconet. However, in a communication of two nodes, if one node is memory restricted, generally the unit key of that node is used as the link key. We must be careful about using memory restricted devices, so that, by no means, such node can initiate the connection to become the master node itself. Otherwise, all its slaves will have the possession of the unit key of the master node which may become dangerous in terms of secure point-tomultipoint communication. To ensure the security of point-tomultipoint communication of Bluetooth in context of the discussed security limitations, we suggest the master-key generation procedure to be changed into the following form of Fig. 4; where corresponding slave node’s unit key is used for the generation and distribution of the master-key.



Figure 4. The modified procedure of master-key generation and distribution. The Overlay is generated using the corresponding slave’s master key Kslave.



V.



CONCLUSION AND FUTURE DIRECTION



In this paper, we explored secured point-to-multipoint communication for Bluetooth piconet. We have shown that for a secured point-to-multipoint communication in a piconet, it’s important for each individual master-slave link to have a link key which is the unit key of the slave node. Our proposed solution does not require any alteration of the basic security protocols, rather requires only the deployment of the slave’s unit key as the link key prior to master key generation. Thus, it is compatible with the existing security protocols defined in the Bluetooth Specification. The main intention of this paper is to focus on a security flaw with point-to-multipoint communication in a Bluetooth piconet and to provide possible solutions for that. We have a plan to extend this for multicasting in scatternets with more security features. Our future work includes the research on the inter piconet authentication for secure communication, study and research on applying different distributed key management approaches for Bluetooth scatternets. We also want to work on securing the inter-piconet gateways for multi-hop communications in Bluetooth scatternets. As a matter of fact, we envision establishing a complete security infrastructure for Bluetooth scatternets for inter piconet peer-to-peer and multicast communications. REFERENCES [1] [2]
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