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Definition Indicates how well the public approves of a technology in daily life Confirming that someone is who they claim they are The process of checking a user’s credentials to indicate what information he or she is allowed to access The automated use of physiological or behavioral characteristics to determine and verify identity [10] Function that is used to compare two iris codes and compute a Hamming Distance. For example, 1 XOR 1 = 0, 1 XOR 0 = 1, 0 XOR 1 = 1, 0 XOR 0 =0 Indicates the level of difficulty required to circumvent or fool a system into accepting an impostor Measures how easy it is to acquire a biometric for processing Measures the separation between two distributions accounting for the means and standard deviations. Is independent of how liberal or conservative the acceptance threshold is [9] Independent measures of variation used to distinguish one iris from another Occurs when a unique biometric template is added to the existing database The point at which FRR equals FAR. A small the ERR indicates a good balance in the sensitivity of the system. Measures the percent of imposters being incorrectly accepted as genuine users Measures the percent of genuine users being incorrectly rejected as imposters The number of bits that need to be changed to convert one bit string into another The process of determining who someone is Term created by Daugman [3] to describe the digital template representing an image of the iris. Also equivalent to digital template or digital byte code Indicates the achievable accuracy, speed and robustness of a biometric technology Indicates how well a biometric resists the effects of aging Used by Ma [7] to distinguish a clear iris image from those that are blurred, out-of-focus, or occluded A mechanism that allows a user to authenticate once to a system and grants authorization to all computers where he or she has proper access to. The user’s credentials follow the user around the system, which eliminates the need to re-authenticate each time a new part of the system needs to be accessed Indicates how well a biometric separates one person from the other Indicates how common a biometric is found in each person
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AN EVALUATION OF IRIS BIOMETRICS



Abstract The iris is a highly accurate form of biometric identification. It is a complex and unique organ that is composed of many intricate features that remain unchanged over time. Technologies using the iris as a form of identification have shown great promise. The process of identifying and enrolling a user to a system is quick and non-invasive, and involves taking a digital photograph of the eye. The captured image is then converted into a 512-byte code that is stored in a database for later comparison. Authentication is an even faster process that simply requires another photo to be taken, converted into a code template, and compared to those previously stored in the database. The process of converting digital iris images and converting them into byte codes was patented by Dr. John Daugman in 1989. Some techniques that have been developed since then to refine this process include: increasing the accuracy of template comparisons by choosing only the clearest image of the eye for conversion, as well as examining only the most unique parts of the iris. As such, systems using iris biometric identification can, with very high confidence levels, correctly confirm a user’s identity. Iris authentication can be used in a variety of situations ranging from access control to identification in airports and ATM machines. As the costs for iris and other biometric systems decline, the practicality of their widespread use becomes more feasible. However, one major obstacle facing the rapid introduction of such systems is the willingness of the general public to accept biometric identification as a valid and safe process. Trust and the understanding of biometric technologies need to develop among the general public to help biometric authentication gain widespread social acceptance.



Introduction There are three general ways in which individuals can identify themselves: what they know, what they have, and who they are. Traditional authentication techniques have centered on requiring users to submit passwords or codes as forms of identification. The problem with passwords is that they can be forgotten, lost, or



stolen. Users often choose passwords that are easy to remember, which in turn make them susceptible to being easily guessed. Social engineering attacks can also lead to someone inadvertently giving away a password. Two ways to strengthen the traditional password is to force users to change it often and require strong passwords that include a combination of alphabetical characters, numbers, and punctuation marks. This requirement, however, makes passwords difficult to remember, which leads people to write them down. As a result, the chance of the password being stolen increases. The second form of identification includes providing an artifact such as a driver’s license or passport. The problem here is that these forms of identification can be shared, stolen, lost, or forgotten. The third form of identification involves using human physiological or behavioral characteristics. Biometrics is “the automated use of physiological or behavioral characteristics to determine and verify identity” [10]. Various physiological biometrics include: fingerprints, irises, hand and finger geometry, face geometry, ear shape, retinas, odor, thermal face, hand vein patterns, nail beds, DNA, and palm prints. Examples of behavioral biometrics are: signatures, voice, keystroke, and gait. Each biometric exhibits a varying level of uniqueness. One of the most distinguishable human features is the iris. The human iris is the colored tissue surrounding the pupil, and contains around 266 visible patterns [6]. It lies behind the cornea, is protected by the eyelid, and is located in front of the lens [4]. Formed of elastic connective tissue, layers of pigment, muscle and ligaments, it allows the pupil to dilate and thus controls the amount of light that enters the eye [4]. Figure 1 illustrates the frontal view of the human eye and depicts the pupil and iris. The pattern variability among irises of different people is enormous; each individual has a unique iris, even the left and right eye of an individual and those between twins are different [3]. Irises are so unique that the statistical probability of two irises being exactly the same is estimated at 1 in 1072 [12]. The structure of the human iris is completely formed by the time an infant is eight months old [4], and remains relatively unchanged through age [6]. The pattern of an iris is comprised of a combination of arching ligaments and fibers, furrows, ridges, crypts, rings, corona, freckles, striations, rifts, pits, serpentine vasculature, and a zigzag collarette [3] and [12].



1



AN EVALUATION OF IRIS BIOMETRICS patterns in a database. Iris images are not stored, rather only the unique data template called the iris code is. The iris code is a digital representation of the iris image and is created when a user first enrolls in the system and each subsequent time a user authenticates to the system. This is done because of changes in the user’s positioning and distancing from the authentication systems, as well as other varying environmental factors [10]. After the iris code of the authenticating image is created, it is then compared to those stored in the existing database, and a decision is then made to determine whether or not the system recognizes the user.



Figure 1: Frontal View of the Human Eye [8]



In 1987, ophthalmologists Aran Safir and Leonard Flom patented the idea of using the iris for identification [4]. In 1989, then Harvard professor John Daugman patented several iris recognition algorithms. Over time, Daugman’s algorithms, which are presently owned by Iridian Technologies, have been refined, implemented, and tested in many systems. Studies have shown iris recognition technologies are fast, non-invasive, easy to use, and very reliable, and thus show the potential for widespread use. Section 1 of this paper details the method of iris identification and authentication. Section 2 provides an evaluation of the reliability of iris biometrics. Section 3 discusses the commercial introduction and use of biometric technologies. Section 4 concludes the paper by providing a discussion on the obstacles facing the widespread implementation of iris biometric systems.



1. Methods Iris biometric technologies measure the patterns of the various features of the iris and their spatial relationships among each other. The color of the iris is not used in identifying it. Figure 2 shows a general schematic diagram of the iris recognition process. Three important features of an iris authentication system are: the lighting system, positioning system, and the physical capture system [7]. During the process, an image of the eye is acquired, adjusted for processing, converted into a digital byte code, and matched against the existing



Figure 2: Schematic diagram of iris recognition process [6]



In general, a camera targets the head of the person authenticating, zooms in on the user’s iris, and takes a digital photo [2]. Negin et al. [8] describe the general layout of an iris authentication system, which can be seen in figure 3. One component of the setup is a wide-field-of-view (WFOV) camera used to find the face and eye of the user. The WFOV uses real-time image processing hardware to produce images of depth maps of the user’s head and eyes. The image is then used to adjust the narrow-field-of-view (NFOV) camera in a position to capture an image of the user’s eye. A pan-tilt mirror is used to direct the NFOV camera’s optical axis in line with one of the user’s eye. The image is then used by the computer to be converted into the iris code. The other component of the system is a gaze director. The gaze director is a light emitting diode (LED) that is used to direct and orient the user to properly position him or herself with both of the cameras. The user looks at the LED to correctly position the eye to be viewed by the cameras.
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AN EVALUATION OF IRIS BIOMETRICS



Figure 3: Multiple Camera System [8]



Daugman’s method [3] uses his algorithms and imaging systems that capture pictures of irises between 80 and 130 pixels. It also uses monochrome Charge Coupled Device (CCD) cameras and most of the imaging is completed without active pan/tilt cameras. Instead, the tests use visual feedback from a mirror or video image that enable users to position their eyes within the field of view of a single narrow-angle camera [3]. The user stands two to five inches away from the camera and looks at an LED to ensure that the camera focuses on the iris [4]. The narrow-angle camera uses real-time image focus assessments by examining the middle and upper frequency bands of the 2-D Fourier spectrum of each image frame. A coarse-to-fine algorithm is then used to determine the center coordinates of the iris with single pixel accuracy [3]. Images captured with less than fifty percent of the iris visible are deemed inadequate for examination and are discarded [3]. Daugman's method uses a pseudo polar coordinate system so that varying factors such as the distance of the eye from the camera, the size of the pupil, the location of the iris within the image, and angle of illumination do not affect the accuracy of the algorithms [4]. An iris code is then computed from the image using software that implements Daugman's algorithms, and is stored either on a smart token or in a database. In the process, 2048 bits of data and an additional 2048 masking bits are used to produce a 512 byte iris code template [4]. Figure 4 depicts an iris code for the pictured eye. When a user attempts to authenticate to the system again, the iris code is computed again and compared against those stored in the database or on the smart token. The process of converting the digital image into the iris code begins with using Laplacian and Gaussian filters to capture the various scales, or



distinguishing structures resulting from the overall shape of the iris. At each scale there are different structures that correspond to fine details that make each iris distinct. The result is an evaluation of the degree of match between the two images. Normalized correlation is the matching operation used which accounts for variations in the images and yields four goodness-of-match values, or correlation coefficients. These four values vary and range from 0.5 to 0.9 [6]. A correlation coefficient of one indicates a perfect match between the one acquired and the one being compared to from the database. The technique also blocks non-relevant image data such as stray eyelashes. A slight variation to Daugman’s method was presented by Negin et al. [8]. Negin introduces the idea of an iris code that is obtained from the iris image from a set of Gabor wavelets. Similar to the Laplacian and Gaussian filters, the Gabor wavelets are filters that extract information from a signal at different locations and scales. Gabor wavelets optimize the resolution of the image in the frequency domain.



Figure 4: Iris Code (top left corner) of Pictured Eye [13]



Pereira and Veiga [9] propose a technique for improving Daugman’s method of iris recognition. Whereas Daugman’s approach uses the entire iris in the identification process, Pereira and Veiga propose using only certain regions of the iris where the features are the most distinct. The goal is to improve the reliability of the recognition system by choosing only the most distinctive regions of the iris. Pereira and Veiga introduce the concept of decidability. They define decidability as the “measure of the separation taking into account the mean and the standard deviation of two distributions that is independent of how liberal or
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AN EVALUATION OF IRIS BIOMETRICS conservative the acceptance threshold used” [9]. The higher the decidability level, the greater separation of comparison between iris codes generated from the same iris and different iris, which allows for more accurate recognition [9]. Pereira and Veiga’s technique divides the entire iris region into three distinct ring regions. Each of the regions is examined separately from each other. The two regions closest to the pupil, or the internal and central rings, result in a high level of decidability due to the larger concentration of distinctive features within the regions. Pereira and Veiga determined that the outermost ring has a lower level of decidability due to the possible interference with eyelids and eyelashes. Their tests found that the accuracy of the system’s performance is affected by selecting points for identification within certain regions of the iris rather than using a uniform selection of points along the entire iris region. They found that if specific regions of the iris, especially those regions closest to the pupil were used for comparison, then the system’s reliability increases. Pereira and Veiga suggest a method of improving their method even further by locating specific pixels within a region that contains the most distinctive details of the iris in order to create a more accurate template from the iris image [9]. Ma et al. [7] introduce a method to ensure that a clear image of the eye is taken and used for processing. Ma’s experiment used 213 subjects and 2,317 image sequences. The process used a near infrared light to illuminate the face of a user standing four centimeters away from a sensor and camera. The camera produced 8-bit gray images with a resolution of 320x280 pixels. In the experiment, Ma purposefully collected 982 clear images, 475 blurred images, 431, occluded images, and 429 defocused images. Examples can be found in figure 5. The results were a 99.43 percent correct recognition rate with a ninety-five percent confidence interval [7]. Ma’s experiment composes of four different processing steps: image quality assessment and selection, image processing, feature extraction, and iris matching. In the initial step, multiple images are taken of the user’s iris because a single image might be out-of-focus, blurred due to motion, or occluded by the eyelid or eyelashes. To address this issue, Ma introduces a concept called the quality descriptor. An equation is used to compute a value for the quality descriptor based on a given image. The



quality descriptor is used to discriminate between a clear iris image from those that are blurred, out-offocus, or severely occluded. An acceptable quality descriptor level is chosen beforehand and any image out of the sequence of images taken whose quality descriptor exceeds the benchmark is chosen as a candidate for processing. The second phase entails processing the image, localizing and normalizing the iris image, and enhancing the image. The process is completed in the same manner as Daugman [3], and attempts to minimize the influence of outside factors such as irregular illumination and camera-to-eye distances. The next stage in Ma’s process is the feature extraction. Like Pereira and Veiga [9], Ma concludes that the regions of the iris closest to the pupil provide the most useful texture information for recognition. Ma’s approach defines these areas as regions of interest and only uses those regions for processing. The final step is iris matching, which is completed like Daugman’s [3] method.



Figure 5: Clear Image (a), De-Focused (b), Blurred (c), Partially Occluded (d). [7]



Ganeshan [6] describes the process of iris recognition of composing of three steps. The first is image acquisition, followed by localizing the iris from the image and extracting the iris pattern to compare with the database of existing entries. Image acquisition begins with the system capturing images of the iris typically between 100 and 200 pixels from the distance of fifteen to forty-six centimeters using a 330-mm lens [6]. The image acquisition process begins by capturing an image of the iris in addition to the surrounding areas of the eye. This is shown in figure 6. The localization process involves extracting the image of the eye from the rest of the image. Several steps are involved. The first, which is illustrated in figure 7, involves forming a circular contour around the iris. The next step of the localization process, shown in figure 8, involves moving the circular contour so that it is concentric with the pupil. This is accomplished through point image processing [6]. The third step of localization and alignment removes the eyelid and eyelashes
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AN EVALUATION OF IRIS BIOMETRICS from the image. An illustration can be found in figure 9. The final step of Ganeshan’s process involves converting an image like figure 9 into an iris code using Daugman’s algorithms and using it for pattern matching with other templates from the database.



Figure 8: Circular Contour Concentric with Circular Pupil [6]



Figure 6: Original Iris Image [6]



Figure 9: Localized and Aligned Iris Image with Eyelid Removed [6]



Figure 7: Formation of Circular Contour around Iris [6]



The iris code of the acquired image and those from the database are compared using a Hamming Distance measurement. The Hamming Distance measures how similar two iris codes of 512 bytes are by comparing the number of matched bits of the code. If two bits are alike, the system assigns a zero value for that pair comparison; otherwise the system assigns a one value [12]. Two identical iris codes result in a Hamming distance of zero while two perfectly dissimilar codes have a Hamming distance of one. After all of the bits are compared, the number of disagreeing bit-pairs is divided by the total number of bit comparisons which results in the Hamming Distance. According to Negin et al. [8], a Hamming distance variation of 0.32 can reliably differentiate authentic users from imposters. In general, the entire process of
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AN EVALUATION OF IRIS BIOMETRICS identification takes about two seconds. This time varies, however, based on the processor speed and the size of the database. Figure 10 enumerates the execution speeds of various stages in the iris recognition process on a 300-MHz RISC Processor.



Figure 10: Execution Speeds of Various Stages in Iris Recognition Process on a 300-MHz RISC Processor [3]



2. Performance Evaluation: Reliability and Social Acceptance In a study, Daugman [3] examined the left and right irises of 324 individuals. He concluded that the distribution of Hamming Distances of these eyes were statistically indistinguishable from those of unrelated eyes. Daugman, like Negin, suggests that in order to correctly identify people by their iris patterns with a high confidence level then an acceptable Hamming Distance can be as high as 0.32. Daugman's algorithms use the Boolean XOR operation to compute the Hamming Distance by comparing iris codes. The comparison of the iris codes can be accomplished extremely quickly because the XOR operations can be completed in parallel and thus makes iris recognition ideal for large-scale applications [4]. In fact, Daugman’s algorithms allow for the comparison of 100,000 iris images per second on a 300-MHz CPU [3]. The key to Daugman's algorithms is the test for statistical independence. The test passes when two iris codes from different eyes are compared and fails when two iris codes from the same eye are compared [4]. Daugman’s algorithms have been implemented in software used in both commercial and test systems by companies such as British Telecom, Sandia Labs, U.K. National Physical Lab, Panasonic, LG, Oki, EyeTicket, Sensar, Sarnoff, IBM, SchipholGroup, Siemens, Sagem, IriScan, and



Iridian Technologies. According to Daugman, all testing organizations reported a false match rate of zero in their tests, some of which involved millions of iris pairings [3]. There are two error rates that are important in evaluating biometric techniques. The first is the false acceptance rate (FAR), which is the proportion of access attempts by unauthorized individuals who are successfully authenticated. The second is the false rejection rate (FRR), which is the proportion of access attempts by valid users who are rejected. A dilemma arises because both of these error rates are dependent on each other; as one rate increases, the other decreases [2]. Because of the interconnectedness of these two rates, if the system is more liberal in accepting users, then more imposters and valid users will be accepted. On the other hand, if the system is very strict, then more imposters will be prevented from using the system but more valid users will also be denied. Thus, there is a tradeoff between how willing an implementation is going to accept a FAR and FRR [8]. Figure 11 illustrates the relationship between the FAR and FRR. At a Hamming Distance of 0.28 the system will exhibit a very low FAR and a very high FRR. On the other hand, at a Hamming Distance of 0.37, the system will exhibit a very high FAR and a very low FRR. The point at which the FAR and FRR are equal is the Equal Error Rate (EER). This point can be observed in figure 11 at a Hamming Distance of 0.342. It is ideal for a system to have a Hamming Distance threshold at the EER because it will balance the sensitivity of acceptance and rejection. Depending on the accepted confidence threshold unique to the authentication system, a match or non-match result is then given.
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Figure 11: Hamming Distances and Error Probabilities [12]



Roizenblatt’s [10] study examined the effects of eye surgery and authentication success. The study used LG’s IrisAccess 2000 and involved fifty-five patients. Of the fifty-five, twenty-eight were right cataractous and twenty-seven were left cataractous eyes. In addition, none of the patients had ever undergone any ocular surgery and did not have any ocular diseases. After enrolling, all of the users were given three authentication trials. The patients then underwent eye surgery. One month after the procedure the users were again authenticated. Roizenblatt’s study found that cataract procedures can change the iris texture and can render iris pattern recognition infeasible or increase the probability of falsely rejected users. As a result, he recommends that users who undergo intraocular procedures reenroll with biometric iris recognition systems. According to Yun [13], the iris biometric compares very well to other forms of biometric authentication. Two advantages of iris identification are that it is more accurate and reliable than other forms of verification such as fingerprint scans, and does not require that the user come into contact with the authenticating machine [2]. Figure 12 compares several biometrics with each other against several categories. The first category is universality. Universality describes how common a biometric is found in each individual. Uniqueness is how well the biometric separates one individual from another. Permanence measures how well a biometric resists aging. Collectability explains how easy it is to acquire a



biometric for measurement. Performance indicates the accuracy, speed, and robustness of the system capturing the biometric. Acceptability indicates the degree of approval of a technology by the public in everyday life, and circumvention is how easy it is to fool the authentication system. Yun ranks each biometric based on the categories as being either low (L), medium (M), or high (H). A low ranking indicates poor performance in the evaluation criterion whereas a high ranking indicates a very good performance. The iris performs at a ‘high’ level in universality, uniqueness, permanence, performance, and circumvention. It performs a ‘low’ on acceptability, which might mean it is difficult to convince users that they are not causing damage to their eyes while using iris authentication systems. The iris biometric scores a ‘medium’ on collectablility because it does require the user to exhibit a moderate amount of cooperation with the system for both the enrollment and authentication process. However, the iris scan can be completed without the user having to come into physical contact with any part of the system [2].



Figure 12: Comparison of Biometric Technologies [13]



Coventry et al. [2] have researched how users perceive biometric authentication in the context of automatic teller machines (ATM). They used a variety of sources such as focus groups and surveys, functional prototype testing, lab-based usability evaluations, and field trials to collect their data. There were several conclusions found. First, there is general lack of understanding of how a biometric works [2]. Consumers have difficulty believing that biometric technologies can be successful and worry that image capture could be cumbersome and that they may not be able to access money at a critical time because of a
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AN EVALUATION OF IRIS BIOMETRICS machine failure. People also have a general lack of trust of the security of biometrics, believing that it is easy for the technology to be subject to fraud. The research also found that users are concerned about the potential for misuse of the biometric data collected, and are also generally worried about the potential health risks involved in biometric technologies. For example, some believe that retinal scans may be harmful to the eye. Coventry et al. found that before consumers used a biometric authentication scheme they expressed a general, negative attitude towards using it. However, after a successful experience with the technology their attitudes changed to a more positive view [2].



3. Commercial Introduction and Use Securing electronic data is an important issue for any individual or company. One method of securing information is to restrict who has access to it. Some important aspects of access control include: identification, authentication, authorization, and accountability. Identification is the process of determining who someone is. Authentication is verifying someone’s identity. Authorization is the process of checking a user’s credentials to indicate what information they are allowed to access. Accountability monitors and records all activities of an authenticated user so that a user can be held accountable for his or her actions [11]. The purpose of access control is to protect the confidentiality, availability, and integrity of data [11]. A biometric technology such as iris recognition can easily eliminate or complement the standard login password for individual authentication to a computer. Two-factor authentication requires users to provide two different types of identification, and is recognized as being stronger than simply providing one type. Examples of using iris recognition for computer authentication are Iridian’s PrivateID and KnoWho software packages for Microsoft Windows. The software supports single sign-on and enables biometric authentication to be integrated into enterprise class applications. Iridian supports an implementation of single sign-on with Computer Associates (CA) eTrust Single Sign-on, which works in conjunction with Iridian’s PrivateID and



KnoWho Authentication Server. Single Sign-on is a mechanism which allows a user to authenticate once to a system and is granted authorization to all computers where he or she has proper access to. The user’s credentials follow him or her around the system and eliminate the need to re-authenticate each time a new part of the system needs to be accessed. PrivateID is used with a camera device to capture the iris image. KnoWho then generates an iris code and compares it with iris codes stored in either an SQL or Oracle database, depending on the server platform. CA’s eTrust Single Sign-on client allows iris recognition plug-in modules for authentication. The eTrust server provides the central repository for storing credentials. Other Iridian technologies include Iris Authentication Agent for Netegrity Siteminder v1.0, SecureSuite 3.1, and SecureSuite 2.3 [4]. Panasonic offers multiple cameras used for capturing iris images. One of the cameras is the compact BM-ET300 Authenticam. The Authenticam mounts on the wall and is capable of enrolling two irises simultaneously. It monitors access and entry status and can be used for offices, factories, and airports. LG Electronics manufactures the LG IrisAccess 3000 for Windows users and ICU3000 for Linux platforms. IrisAccess is an easy-to-use, one-eye auto-focus camera that operates at a distance of three to ten inches from the iris. The ICU3000 is a server-based product [4]. OKI markets a camera called IrisPass with two options. The first is the WG model. It is a gate control system that is appropriate for vaults, data centers, storage facilities, and other areas where physical access must be controlled. The other model is IrisPass-h, and is used with handheld devices to control computer login access for Windows. In 1998, Nationwide Building Society (NBS), a bank in Swindon, Wiltshire, introduced iris recognition to replace PIN numbers in ATMs. The system tested by Nationwide allowed a person’s iris code template to be stored either in a central database or on a smart card. The NBS was tested for six months with 1,000 participants before it went into regular service in 1998. In the study it was found that 91% of the participants preferred iris identification over using a PIN or signature verification [8]. The survey also found that nearly 100% of the users found iris identification to be a reliable, secure, and acceptable form of
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AN EVALUATION OF IRIS BIOMETRICS identification. In each of those three criteria areas, iris identification outperformed PIN and signature verification [8]. As of 2000, twelve pilot programs were being implemented with banks in Europe, Asia, and the Americas [8]. In 2000, the Flughafen Frankfurt Airport in Germany and the Charlotte/Douglass Airport in Charlotte, NC tested the EyePass system developed by EyeTicket. In the tests, passengers were registered and identified using EyePass. In Charlotte, US Airways flight staff was also enrolled. In June of 2001, the U.S. Congress requested $2.75 million to expand the program at the Charlotte/Douglas International [4]. At the time of the request, over 300,000 iris recognitions had been performed with 100% accuracy and no security breaches [4]. EyePass continued to perform well and was fully functional at Charlotte/Douglas by April of 2003. EyeTicket also offers a completely automatic passenger service called JetStream that has been installed at London’s Heathrow Airport [4]. The JetStream service is a collection of enrollment stations, and a central database that are compatible with a local server that is capable of running Windows, Linux, or UNIX [5]. The EyeTicket website claims that JetStream “expedites processing and reduces total cost to airlines, while substantially increasing security” [5]. It also states that JetStream performs at its highest level under demanding airport conditions. The comprehensive system also features an interactive touch screen user interface, barrier turnstile controls, and multiple camera stations. In April 2002, in a partnership with Schiphol Group of Amsterdam, IBM introduced an airport security access system using iris recognition that was based on an Automatic Border Passage system that Schiphol Group deployed at Amsterdam Airport Schiphol [4]. The system is designed to be used by passengers and by airport staff for secure access to restricted airport areas. At the Schiphol airport, the Border Passage system uses the LG2200 camera and smart cards to record the passenger’s iris template and then verify their identity at the gate [4]. The verification procedure substitutes for the standard manual passport checks and takes about ten to fifteen seconds [4]. In Ryhope, England, the Venerable Bede School uses iris recognition in lieu of ID cards for its students. In the fall of 2003, the school implemented Impact from the Scottish company



CRB Solutions. The Impact system integrates an iris recognition camera into a cashless catering system so that students are identified, and their meals are automatically charged to an account. The iris recognition devices are also employed to allow students to borrow library books and to restrict access to certain areas in the school [4]. On July 6, 2005, as part of the joint Canada-U.S. “smart border” program, an airport iris scanning system called CANPASS-Air was installed in the Edmonton International Airport. In the system, passengers who wish to participate pay $50 for a one-year membership, which must be renewed every year, and are allowed to bypass custom and immigration lines. The system is used for the eight non-stop hubs to and from Edmonton and various United States locations. It is hoped that the new system will streamline the boarding process for the approximately 500,000 annual travelers that fly between Edmonton and the United States [1]. CANPASS-Air is only available to permanent residents of Canada and the United States. Application forms are checked against Canadian law enforcement databases to determine a user’s eligibility [1]. The system is also available in Calgary, Halifax, Montréal, Toronto, Vancouver, and Winnipeg and will soon be implemented in Ottawa.



4. Obstacles and Conclusion In an age where people are growing more concerned about what personal information is being collected about them such as names, social security numbers, phone numbers, and addresses, it may be even more difficult to convince users that their personal biometric information is not going to be misused in any way. For example, if an iris authentication system is developed for use in American airports, then the Federal Aviation Administration is likely to be in charge of maintaining the database containing the iris codes. This database would have to be available to all airports within the United States. A problem with this is the scalability of the system. The database would have to scale with ever-fluctuating number of people who fly. Since some people do not fly very often, there would have to be a way for the system to decide when to eliminate an iris code from the database and differentiate between someone who is deceased from someone who does
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AN EVALUATION OF IRIS BIOMETRICS not fly very frequently. This problem, however, might be alleviated by requiring users to reenroll often. The Hamming Distance is used as a score that is compared to a confidence threshold specific to the particular authentication machine [10]. These rates vary for different manufacturers of biometric authentication technologies. Additionally, different institutions may have varying levels of acceptance for the differences in Hamming Distances. For example, one banking branch may exhibit a more stringent screening process than another. In this case, a user, who may ordinarily be able to access an ATM using his or her own branch with lenient authentication policies may not be able to authenticate using another branch’s ATM with a more stringent regulation. Furthermore, a Hamming Distance of equal value between both branches may have two different meanings as each one may be using different hardware and software product configurations. If the reliability of products is to be compared with each other, then a best practice standard is needed to validate the measures of comparison. One problem is that such a standard is still lacking [13]. A problem, however, arises from the attempt to standardize an acceptable level of difference between two Hamming Distances. If a common hardware and software system implementation is used across systems then it may be more susceptible to attacks. Systems that are tested in controlled lab experiments with cooperative users might result in different outcomes than in live settings with inexperienced and uncooperative users [2]. Also, in general, biometric systems still have some problems dealing with large variations among populations [2]. Although current systems can handle a user wearing glasses or contact lenses [12], another issue with general biometric authentication is that some users do not possess the required biometric. An example might be those with a missing eye who attempt to authenticate using an iris scan. In addition, some systems require some level of user cooperation. Thus, these systems might not be suitable for young children. Additionally, because most biometric technologies are patented, it is very expensive for companies to license their implementation and use [11]. In general, the costs of iris authentication systems are high and not compact [13]. Technologies using the iris for biometric authentication show promise. The iris is an



extremely durable physiological biometric that can, with a high degree of certainty, correctly identify an individual. However, the technologies using iris authentication face many obstacles to the widespread implementation. One of the most daunting hurdles is social acceptance. It has been shown that there is a general lack of knowledge among the public about biometric authentication in general. For biometrics to gain adequate social acceptance among the general public will have to be educated about the technology. This can be accomplished through courses taught in schools, colleges, and universities. Both technical and policy courses such as those centering on national security regulations should include discussions on how biometric technologies work and how they are used. Another form of education might be at technology trade shows in which interested individuals of the private and public sectors attend to attain the latest information about new technologies. Demonstrations can be held to illustrate how easy and non-invasive it is to use biometric authentication systems, and in particular those using the iris. The private business sector can begin introducing new biometric authentication procedures slowly in the workplace to replace the current standard use of passwords. A slow introduction may be necessary to gain adequate support. This might be accomplished via a voluntary system for example within a bank. Users may be given an option when signing up for a new account to enroll in an iris biometric database. The problem with a voluntary, slow introduction is that if there are not enough users, then the cost may be prohibitive enough not to warrant the implementation of the system. However, in such a situation, it is important that the users have a good experience with the system especially during their first uses. This is the case because word-of-mouth about a good experience with a biometric system may help to speed the social acceptance. It may also be useful to introduce employees to multifactor authentication in which biometric information is used. Burgeoning biometric technologies face a social hurdle. People are generally opposed to the existence of a centralized database in which all personal information is kept. If biometric technologies are to succeed in gaining widespread social acceptance, there must be a way for only certain personal information to be made available
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AN EVALUATION OF IRIS BIOMETRICS depending on the situation at hand. It will also be difficult to get people to change their behavior. For example, showing picture identification when going to an airport has become ingrained in any traveler who flies often. Users will need to clearly see how biometric systems will benefit them. If they are able to feel that new systems will be faster and more convenient to use while increasing their level of perceived safety, then they might be willing to at least try it. Citizens will also need to be convinced of the integrity of biometric systems and be assured that their privacy will not be breached due to the misuse of personal information or a lack of proper protection for safeguarding it. Users will also factor in the monetary costs of paying for new systems as well as other costs and benefits such as a faster screening process at an airport or the increased feeling of safety due to the higher level of confidence in properly identifying an individual using biometrics. Another issue is finding alternative methods of identification that are adequately equivalent to the one being used. For example, if iris authentication is being used and the user trying to authenticate to the system is missing an eye then an alternative form of identification must be used. However, if this person uses a fingerprint scan instead, one cannot be certain with the same level of confidence of the individual’s identity. Thus, standards will have to be created that address two issues. The first will handle the aforementioned dilemma: will it be acceptable, for instance, to accept a fingerprint scan in addition to a picture ID in lieu of an iris scan? The second issue is standardizing the acceptance threshold, hardware, and software used by systems across domains. An example is the health care industry. Biometric technologies might be used to restrict access to a patient’s information. However, differing standards may be used in hospitals, drug stores, and outpatient services. An example of standardization within a domain might be the network of airports in the United States. There exists varying levels of security depending on the airport. The question is whether it will be appropriate for the Federal Aviation Administration to attempt to standardize all airport identification procedures using biometric authentication. The issue is that there might not be, for example, a reason to scrutinize the identity of passengers in a rural airport in South Dakota the same way passengers are identified flying into and out of John F. Kennedy International Airport in



New York. Thus, if picture identifications are still being used in the rural airport in South Dakota to identify passengers, there is a possibility that the network is more vulnerable in that area to security breach than in other areas using stronger identification systems. Thus, if a federal regulation is instituted, the software, hardware, and acceptable margins of error (Hamming Distance thresholds) will have to be standardized. This standardization could make it easier for hackers to make the system fail. Users may also still need to carry identification in case the system fails. Another problem is protecting the database containing the biometric data. In the airport example there will need to be a centralized database that stores all user data. This database will have to be highly protected because if the database is compromised then all data in the database is no longer valid. Therein lies a problem with biometric data templates. Once the data template is stolen, another one cannot be made for the individual. Data templates are encoded slightly different each time a user authenticates to the system, but remain essentially the same depending on the accepted level of error. Further research should examine the effects of other eye surgeries besides cataract surgery on the ability of iris biometric systems to accurately authenticate users. It would also be useful to obtain accurate and concrete cost implementation figures of current iris authentication systems currently in use in order to evaluate the costs of future systems.
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