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UNIT 1. Communications/Network Protocols



ST E3ATR3D020 00AB - 20



OBJECTIVES a. Identify basic facts about communications/network protocols. INTRODUCTION Before you look at all the devices and methods that make up the world of networking, a basic understanding of fundamental operations must be learned. This chapter will look at basic facts about Communications / Network Protocols.



INFORMATION Obj. 1a. IDENTIFY BASIC FACTS ABOUT COMMUNICATIONS/NETWORK PROTOCOLS. Protocols A protocol is a standard method to enable communication between processes (potentially running on different machines). It is a collection of rules and procedures to be observed for issuing and receiving data over a network. In other words, a protocol is an agreed upon format for transmitting data between two network devices. A network protocol defines rules and standards for communication between network devices. There are several protocols according to how the communication is expected to occur. Network protocols include mechanisms for devices to identify, and make connections with each other, as well as formatting rules that specify how data is packaged into messages to be sent and received. Some protocols also support message acknowledgement and data compression which is designed for reliable, high-performance network communication. Hundreds of different computer network protocols have been developed and designed for specific purposes and environments. Various protocols, for example, will specialize in the exchange of files (File Transfer Protocol FTP); others may be used simply to manage the status of transmission and errors, as is the case with Internet Control Message Protocol (ICMP). On the Internet, the protocols used belong to a suite (or family) of protocols, or a collection of linked protocols. The Internet Protocol family contains a set of related network protocols. This widely used suite of protocols is called the Transmission Control Protocol/Internet Protocol (TCP/IP). Connection-Oriented Communication In connection-oriented communication, there is guaranteed delivery of the information or data. If any data is not received by the destination device, it is resent by the sending device. This is a means of transmitting data in which the devices at the end points use a preliminary protocol to establish an end-to-end connection before any data is sent. An analogy would be a phone call: you dial the telephone number and establish a connection before you begin talking (sending data). Most connection oriented protocols are reliable network services that provide guarantees that data will arrive in the proper sequence, however, they place a greater demand on bandwidth. An example of a reliable protocol is Transmission Control Protocol (TCP) which is a commonly used internetworking protocol that will be discussed later in this unit. Connectionless-Oriented Communication Connectionless-oriented communication is also known as datagram communication. It is a means where data is sent from one end point to another without prior arrangement, and no guarantees are provided. The device at one end of the communication transmits data to the other, without first



1-2 ensuring that the recipient is available and ready to receive the data. In connectionless-oriented protocols, problems with data transmission may require resending the data several times. Connectionless-oriented communication places less demands on bandwidth than connection-oriented. It is popular in applications such as streaming audio and video where a small number of dropped packets might not represent a problem. International Organization for Standardization (ISO)/ Open System Interconnection (OSI) Model International Organization for Standardization (ISO) International Organization for Standardization (ISO) is the world's largest developer of standards. ISO is not an acronym for the organization's full name in either official language. Rather, the organization adopted ISO based on the Greek word isos, meaning equal. The organization's founders chose ISO as the universal short form of its name. ISO is a network of the national standards institutes of 157 countries, based on one member per country, with a Central Secretariat in Geneva, Switzerland, that coordinates the system. ISO is a nongovernmental organization: its members are not, as is the case in the United Nations system, delegations of national governments. Nevertheless, ISO occupies a special position between the public and private sectors. The most famous standard developed by ISO is the seven-layer OSI Reference Model for connecting different types of computer systems. The OSI Model Today’s networks function using a variety of different devices, such as routers, switches, bridges and hubs, (Figure 1-1) built by numerous manufacturers, and many different protocols. Even more amazing is that with all these factors involved it still only takes milliseconds to send a message across a large network. In order for all of these products to work in harmony, somebody had to come up with some standards for everybody to use. In 1977, the International Organization for Standardization (ISO) recognized the special and urgent need for standards for various information networks and decided to create a new subcommittee for Open Systems Interconnection. This committee developed a conceptual model that took into account hardware interfaces, software interfaces, and the protocols that defined how network entities relate to each other. Not surprisingly, the model became known as the Open Systems Interconnection (OSI) model in 1984. This has become an international standard and serves as a guide for networking. Manufactures adhere to the OSI reference Figure 1-1. Today’s Network model when they design network products. It provides



1-3 manufacturers a description of how network hardware and software work together in a layered fashion to make communications possible. The OSI Model Relationship Table 1-1 shows the following relationships: x OSI model layers x Data units used at a given layer x Functional Responsibilities x Protocols (Examples column) x Network devices relationship to the OSI model and Protocol
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Table 1-1. OSI Model Relationships Layered architecture The OSI reference model architecture divides network communication into seven layers. Each layer covers different network activities, equipment, and protocols. Layering specifies different functions and services as data moves from one computer through the network cabling to another computer. After a given layer performs its function, it passes information to the layer below it. It then expects that layer to deliver its service. It works similar to the postal service. After you address a letter and place it in the mailbox, it is expected that the postal service will deliver it. How it is delivered is not important to you, the sender, as long as the service of delivery is performed.



1-4 Relationships among OSI Reference Model Layers Each layer (Fig 1-2) provides services to the next-higher layer and shields the upper layer from the details of how the services below it are actually implemented. At the same time, each layer appears to be in direct communication with its associated layer on the other computer. This provides logical, or virtual, communication between peer layers, as shown in Figure 1-2. Communication takes place between adjacent layers actually only on one computer. Software implements network functions according to a set of protocols at each layer. Before data is passed from one layer to another, it is broken down into units of information, which are transmitted as a whole from one device to another on a network. At each layer, software adds additional formatting or addressing to the Figure 1-2. OSI Model Layers data, which is needed for the data to be successfully transmitted across the network. At the receiving end, the data passes through the layers in reverse order. A software utility at each layer reads the information on the data, strips it away, and passes the data up to the next layer. When all data units are finally passed up to the application layer, the addressing information has been stripped away and the data is in its original form, which is readable by the receiver. With the exception of the lowest layer in the OSI reference model, no layer can pass information directly to its counterpart on another computer. Instead, information on the sending computer must be passed down through each successive layer until it reaches the physical layer. The information then moves across the networking media (cable or wireless) to the receiving computer and up that computer’s layers until it arrives at the corresponding layer. The following sections describe the purpose of each of the seven layers of the OSI reference model, and identify the services that each provides to adjacent layers. Beginning at the top of the stack (layer 7, the application layer), we work down to the bottom (layer 1, the physical layer). Application Layer Layer 7, the topmost layer of the OSI reference model, is the application layer. This layer relates to the services that directly support user applications, such as software for file transfers, database access, and e-mail. The information unit at this level is called a message. Data to be sent across the network enters the OSI reference model at this point and exits the OSI reference model's application layer on the receiving computer. The lower layers support the tasks that are performed at the application layer. Presentation Layer Layer 6, the presentation layer, defines the format used to exchange data among networked computers, in other words it defines how data is presented. Think of it as the network's translator. When computers from dissimilar systems—such as IBM, Apple, and Sun—need to communicate, a certain amount of translation and byte (8 bits) reordering must be done. Within the sending computer, the presentation layer translates data from the format sent down from the application layer into a commonly recognized, intermediary format. At the receiving computer, this layer translates the intermediary format into a format that can be useful to that computer's application layer. The



1-5 presentation layer is responsible for converting protocols, translating the data, encrypting the data, changing or converting the character set, and expanding graphics commands. The presentation layer also manages data compression to reduce the number of bits that need to be transmitted. The data unit for this layer is the message. Session Layer Layer 5, the session layer, allows two applications on different computers to open, use, and close a connection called a session. (A session is a highly structured dialog between two workstations.) The session layer is responsible for managing this dialog, such as will each computer take turns or can they send and receive data at the same time. It performs name-recognition and other functions, such as security, that are needed to allow two applications to communicate over the network. The data unit for the session layer is the message. Transport Layer Layer 4, the transport layer, provides an additional connection level beneath the session layer. The transport layer ensures that packets are delivered error free, in sequence, and without losses or duplications. At the sending computer, this layer repackages messages, dividing long messages into more manageable parts called segments. This process ensures that packets are transmitted efficiently over the network. At the receiving computer, the transport layer opens the segments and reassembles the original messages, and, typically, sends an acknowledgment that the message was received. If packets do not arrive error-free, this layer is responsible for requesting retransmission. The transport layer provides flow control and error handling, and participates in solving problems concerned with the transmission and reception of packets. Network Layer Layer 3, the network layer, is responsible for addressing messages and translating logical addresses and names into physical addresses. It specifies how addresses are assigned and how packets of data are forwarded from one network to another. It determines which path the data should take based on network conditions, priority of service, and other factors. Routers operate at this level because they direct information to the correct location based on the type of routing protocol. The primary data units at the network layer are the packets and datagram. Data-Link Layer Layer 2, the data-link layer, sends data frames from the network layer to the physical layer. (A data frame is an organized, logical structure in which data can be placed.) It controls the electrical impulses that enter and leave the network cable. This layer is responsible for the link between two devices on the same network. Items such as switches and bridges operate at this level and send network data based on information such as the Media Access Control (MAC) address. The MAC Address is a unique identifier assigned to most network adapters, or network interface cards (NICs), by the manufacturer as a universally administered identification. Figure 1-3, next page, shows a simple data frame, which is the primary data unit for the data-link layer. In this example, the sender ID (normally a MAC address) represents the address of the computer that is sending the information; the destination ID (also normally a MAC address) represents the address of the computer to which the information is being sent. The control information is used for frame type, routing, and segmentation information. The data is the information itself. The frame is read by the level 2 devices, such as a switch, bridge or switching hub.



1-6 The data-link layer is responsible for providing error-free transfer of these frames from one computer to another through the physical layer. This allows the network layer to anticipate virtually error-free transmission over the network connection. The cyclical redundancy check (CRC) provides this error detection and verification to ensure that the data frame is received correctly. Physical Layer Layer 1, the bottom layer of the OSI reference model, is the physical layer. This layer transmits the unstructured, raw Bit stream over a physical medium (such as the network cable). The physical layer is totally hardwareFigure 1-3. Simple Data Frame oriented and deals with all aspects of establishing and maintaining a physical link between communicating computers. The physical layer also carries the signals that transmit data generated by each of the higher layers. This layer defines how the cable is attached to the Network Interface Card (NIC). For example, it defines how many pins the connector has and the function of each pin. It also defines which transmission technique will be used to send data over the network cable. Data Packets and the OSI Reference Model Data packets are assembled and disassembled according to the OSI reference model (Figure 1-4). The packets-creation process begins at the application layer of the OSI reference model, where the data is generated. Information to be sent across the network starts at the application layer and descends through all seven layers. At each layer, information relevant to that layer is added to the data. This information is used by the corresponding layer in the receiving computer. For example, the data-link layer in the sending computer will add information to be read by the data-link layer in the receiving computer. The goal is correctly reassembled data by the receiving computer.



Figure 1-4. Packet Assembly and Disassembly Process



1-7 Memorizing the OSI Reference Model Memorizing the layers of the OSI reference model and their order is very important. Two ways to help you recall the seven layers of the OSI reference model are shown in Table 12. Department of Defense Standards Protocol
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Physical Processing Please In 1957 the United States formed the Advanced Research Projects Table 1-2. Memorizing the OSI Reference Agency (ARPA) within the Model Department of Defense (DOD) to establish U.S. lead in areas of science and technology. The formation of this agency was part of the U.S. reaction to the then Soviet Union’s launch of Sputnik, the first artificial earth satellite. The research done by ARPA lead to the development of a packet-switched network called the ARPANET. The first ARPANET link was established between the University of California at Los Angeles and the Stanford Research Institute on October 29, 1969. The ARPANET became the technical core of what would become the Internet, and a primary tool in developing the technologies used. In 1972, ARPA was renamed the Defense Advanced Research Projects Agency (DARPA). Up to this point most communication networks only allowed communication between the stations on their network. DARPA sponsored the development of the Transmission Control Protocol and Internet Protocol (TCP/IP) and by January 1983, TCP/IP protocols became the only approved protocol on the ARPANET. TCP/IP would allow diverse computer networks to interconnect and communicate with each other. Several other branches of the U.S. government, such as the National Aeronautics and Space Agency (NASA), National Science Foundation (NSF) and the Department of Energy (DOE) became involved in internet research and started to develop a successor to the ARPANET. In the mid 1980s, these agencies developed the first Wide Area Networks using TCP/IP. Transmission Control Protocol (TCP) TCP is one of the main protocols in TCP/IP networks. TCP enables two computers to establish a connection and exchange streams of data in the form of message units. It is a connection-oriented communication protocol which provides sequencing and acknowledgement of delivery of data packets. TCP operates at the Transport layer of the OSI model. Internet Protocol (IP) IP is the basis for all addressing on TCP/IP networks and provides a connectionless-oriented network layer protocol. For devices to communicate on the network, they must be configured with a valid IP address. IP operates at the Network layer of the OSI model. TCP/IP Suite TCP/IP is not really a protocol, but a suite of protocols that has become the dominant standard for internetworking. Its name, for example, already refers to two different protocols, TCP (Transmission Control Protocol) and IP (Internet Protocol). There are several other protocols related to TCP/IP like Simple Network Management Protocol (SNMP), Hyper Text Transfer Protocol (HTTP), File Transfer



1-8 Protocol (FTP), Simple Mail Transfer Protocol (SMTP) and User Datagram Protocol (UDP) – just to name a few. TCP/IP architecture can be seen on Figure 1-5.



Figure 1-5. TCP/IP architecture As you can see, TCP/IP has four layers. Programs talk to the Application layer. On the Application layer, you will find Application protocols such as SMTP (for e-mail), FTP (for file transfer) and HTTP (for web browsing). Each type of program talks to a different Application protocol, depending on the program purpose. After processing the program request, the protocol on the Application layer will talk to another protocol from the Transport layer, usually TCP. TCP rides on top of Internet Protocol (IP) which is why it is called TCP/IP (TCP over IP). TCP segments are passed inside the payload section of the IP packets. IP handles addressing and routing and gets the packets from one place to another, but TCP handles the actual communication between hosts. The transport layer is in charge of getting data sent by the upper layer, dividing them into segments and sending them to the layer below, Internet. In addition, during data reception, this layer is in charge of putting the packets received from the network in order (because they can be received out-of-order) and checking if the contents of the packets are intact. The Internet layer correlates to the OSI Model Network Layer. It has the IP (Internet Protocol), which gets the segments received from the Transport layer and adds virtual address information, i.e. adds the address of the computer that is sending data and the address of the computer that will receive this data. These virtual addresses are called IP addresses. Then the packet is sent to the lower layer, Network Interface. The Network Interface, which correlates to the OSI Model Data-Link and Physical Layer’s, will get the packets sent by the Internet layer and send them over the network (or receive them from the network, if the computer is receiving data). Terms found in Figure 1-5 are: Hyper Text Transfer Protocol (HTTP) A protocol that allows you to browse Web sites using a Web browser. HTTP operates in the Application, Presentation, and Session layer of the OSI model. It defines how messages are



1-9 formatted, transmitted, and what actions Web servers and browsers should take in response to various commands. HTTP e-mail is accessed via a Web site, and your inbox actually resides on a server that is hosted by the provider of the e-mail Web site, such as Microsoft. File Transfer Protocol (FTP) File Transfer Protocol provides an interface and services for file transfer between computers across the internet. FTP operates in the Application, Presentation, and Session layer of the OSI model. It does not transfer e-mail messages. Simple Mail Transfer Protocol (SMTP) SMTP is used to transfer e-mail messages and attachments from a sending computer to a receiving computer. This protocol is built into the e-mail client and e-mail server software. SMTP operates in the Application, Presentation, and Session layer of the OSI model. Domain Name System (DNS) DNS provides a friendly name to IP address on the internet. It lets you use a name rather than numbers to refer to host computers. For example, when you type in google.com into the Web browser, a DNS server somewhere on the internet actually resolves www.google.com into the IP address such as 216.239.61.100. Routing Information Protocol (RIP) A dynamic routing protocol used in local and wide area networks. Of Internet interior routing protocols, RIP is probably the most widely used. Simple Network Management Protocol (SNMP) A set of protocols created to permit remote monitoring and management of devices and hosts. SNMP operates in the Application, Presentation, and Session layers of the OSI model. Examples are packet sniffers which can monitor and log the individual packets that travel along your network. Packet sniffers can watch for specific types of problems and provide analysis of the packet. User Datagram Protocol (UDP) A connectionless protocol, the UDP, is not responsible for end-to-end transmission of data. Unlike TCP, however, UDP does not establish an end-to-end connection. The service provided by UDP is an unreliable service that provides no guarantees for delivery and no protection from duplication. TCP attempts to send the data and to verify that the destination host actually receives the data. UDP does not provide any communications security and is best used to send small amounts of data for which guaranteed delivery is not required and minor packet loss can be tolerated. UDP is used when speed is the primary importance, such as Internet phone, real-time video conferencing, streaming audio and video, and online games. Address Resolution Protocol (ARP) ARP operates at the Network layer of the OSI model and is used to discover where an individual IP address is physically located. Other terms commonly used when referring to TCP/IP are:



1-10 Dynamic Host Configuration Protocol (DHCP) DHCP is a protocol for assigning dynamic IP addresses to devices on a network. With dynamic addressing a device can have a different IP address every time it connects to the network. In some systems, the device's IP address can even change while it is still connected and operating. Dynamic addressing simplifies network management of IP addresses and configuration because the software keeps track of IP addresses rather than requiring an administrator to manage the task. This means that a new computer can be added to a network without the hassle of having to manually assigning it an IP address. Carrier Sense Multiple Access with Collision Detection (CSMA/CD) CSMA/CD is a contention protocol that allows hosts to contend for network access. CS = Carrier Sense – all devices listen before transmitting. MA = Multiple Access – multiple devices can access the network. CD = Collision Detection – rules to manage data collisions. Computers on the network listen to the network and wait until the line is clear. When the line is clear they can transmit data. If a collision occurs on the network, all stations will ignore the message and each station that wants to transmit will wait a random amount of time and then attempt to transmit again. IPv4/IPv6 addressing On a network the IP address can be assigned to a computer as it joins the network by a special server called the Dynamic Host Configuration Protocol (DHCP) server or it can be assigned statically by a network administrator using the appropriate application program. The IP addressing method is used throughout the entire Internet community. Its popularity is due to the wide acceptance and use of Transmission Control Protocol/ Internet Protocol (TCP/IP). Currently, IP is the most widely used protocol on the Internet. As such, the IP addressing method is the official addressing method for the Internet. Again, a valid IP address allows devices on a network to communicate. Our IP addressing discussion will be centered on IPv4 and IPv6. IPv4 An IP address identifies both the individual node (device) and the network to which the node is attached. IPv4 addresses are four sets of 8 binary bits (four OCTETS or BYTES) for a total of 32 bits. The IP address is often represented by a decimal conversion of each byte separated by a "period", for example 216.239.61.100. Each IP address has specific components and follows the same format. Each TCP/IP network is assigned a 32-bit logical address that is divided into two main parts: the NETWORK NUMBER and the HOST NUMBER. Network Number - The network number identifies a specific network, and must be assigned by Internet Assigned Numbers Authority (IANA) if the network is to be part of the Internet. Network numbers can be obtained from authorized representatives of the Internet Assigned Numbers Authority (IANA) or Online Service Providers, which have obtained blocks of numbers from one of the authorized representatives of IANA. Host (Node) Number – The host number identifies a specific host (or node) on a network and is assigned by the local network administrator.



1-11 Dotted Decimal Notation – Every IPv4 address contains 32 binary bits. Dotted Decimal notation is used to represent a binary IP address in a more user-friendly manner. The notation uses the combination value of each bit that is turned on (represented by a “1”), in each byte or octet and adds them together. This is done for each octet individually; octet values are never added together. The 32-bit binary address of 11010001 00011111 01001011 00100011 is represented as 209.31.75.35. This format is known as dotted decimal notation. As you can see, dotted decimal notation representation is easier to write and to remember than binary representation. The minimum value for any given octet is zero (represented by 00000000) and the maximum value for any given octet is 255 (represented by 11111111). Figure 1-6 compares binary, decimal, and dotted decimal notations of an IP address. Binary Decimal Dotted Decimal



11010001 00011111 209 31 209.31.75.35



01001011 75



00100011 35



Figure 1-6. Binary, Decimal, and Dotted Decimal Notation of 209.31.75.35 IPv4 classes There are five classes of IPv4 addresses: Class A through E. Class D and E addresses are reserved for broadcast and research networks. By looking at the first octet of an IP address in either its decimal or its binary form, you can easily identify the “class” of the address. In the decimal version, the number of the first octet tells you immediately which class address is used. In the binary version, the first bit or bits in the first octet— the high-order (left most) bits--tell you the address class. Class A Address - Class A addresses are used for large networks, such as General Electric Company, IBM and the U.S. Postal Service. A zero (0) in the first bit of the first octet, identifies the address class, and the next seven bits, identifies the network number. The last 24 bits are used to identify the node number. There are 126 Class A networks (addresses 1-126), with 16,777,214 hosts on each network. Figure 1-7 provides a sample Class A address in both binary and dotted decimal notation. Octet values of 0 and 127 are reserved for special use. Format Binary Form DDN Form



Network 00100000 32.



Node 00101110 10110101 10110100 46. 181. 180



Figure 1-7. Sample Class A Address Breakdown Class B Address - Class B addresses are used for intermediate sized networks. The first two bits (10) identify the Class B address and, together with the next fourteen bits, identify the network number. The last sixteen bits identify the node number. There are about 16,384 possible Class B networks (addresses 128-191), with potentially 65,534 hosts on each network. Figure 1-8 provides a sample Class B address in both binary and dotted decimal notation. Format Network Node Binary Form 10100000 10101011 10111010 11010110 DDN Form 160. 171. 186. 214



Figure 1-8. Sample Class B Address Breakdown



1-12 Class C Address - Class C addresses are used for small networks with about 250 nodes. The first three bits (110) identify the address class and, together with the next twenty-one bits, identify the network number. The last eight bits identify the node number. There are about 2,097,152 Class C networks (addresses 192-223), with 254 possible hosts on each network. Figure 1-9 provides a sample Class C address in both binary and dotted decimal notation. Format Binary Form DDN Form



Network 11010000 01010101 10101011 208. 85. 171.



Node 01110101 117



Figure 1-9. Sample Class C Address Breakdown Class D Address - Class D addresses (addresses 224-239) are reserved for multicast (designated recipients) addressing. The first four bits (1110) identify the address class and, together with the rest of the address, identify the network number. Multicast is a membership addressing function that has no host field. Figure 1-10 provides a sample Class D address in both binary and dotted decimal notation. Format Binary Form DDN Form



Network 11100000 10101011 224. 171.



10111010 11010110 186. 214



Figure 1-10. Sample Class D Address Breakdown Class E Address - Class E addresses (addresses 240-254) are reserved for research and development. The first four bits (1111) identify the address class and, together with the rest of the address, identify the network number. Figure 1-11 provides a sample Class E address in both binary and dotted decimal notation. Octet value 255 is reserved for special use. Format Network Binary Form 11110000 10101011 DDN Form 240. 171.



10111010 11010110 186. 214



Figure 1-11. Sample Class E Address Breakdown As shown above, the first few bits in the string of binary digits that comprise the address identify the class of an IP address. This means that each class uses different amounts of octets to identify the network portion of the address. This information is illustrated in Figure 1-12. Class A Class B Class C



Network Node 1 octet 3 octets Network 2 octets Network 3 octets 32 Bit IP Address



Node 2 octets Node 1 octet



Figure 1-12. Breakdown of Class A, B, and C Addresses



1-13 IPv6 It is projected that IANA’s pool of IPv4 unallocated addresses will be exhausted by 2011. IP version 6 (IPv6) is the new version of the Internet Protocol, designed as the successor to IPv4. IPv6 has a much larger address space than IPv4, which provides flexibility in allocating addresses and routing traffic. The extended address length of 128 bits, which is four times as large as IPv4 addresses, can support up to 3.4 X1038 addresses and will provide plenty of IP addresses for the next decades. IPv6 addresses will provide globally unique addresses to billions of new devices such as PDA’s, cellular devices, and wireless systems that will be manufactured in the future. IPv6 addresses are typically composed of two logical parts: a 64-bit network prefix, and a 64-bit host ID, see Figure 1-13.



Figure 1-13. IPv6 Address The address is an eight-part (4 digit) hexadecimal address separated by colons (“:”). Each part can equal a 16-bit number and is eight parts long, thus providing a 128-bit address length (16 X 8 = 128). Each 4 digit hexadecimal notation (hexquad) is treated as a separate number as seen in Figure 1-14. Part 1 2 3 4 5 6 7 8



Binary (16 bits) 1111111011011100 1011101010011000 0111011001010100 0110010000100000 1111111011011100 1011101010011000 0111011001010100 0110010000100000



Hex FEDC BA98 7654 3210 FEDC BA98 7654 3210



Figure 1-14. IPv6 Hex notation Putting the eight parts together we have an IPv6 address, which would be written as: FEDC: BA98:7654:3210:FEDC:BA98:7654:3210. Often an IPv6 address will have a long substring of all zeros therefore, one such substring per address can be abbreviated by “::”. Also up to three leading “0” per hexquad can be omitted. Therefore the IPv6 address of (FE80:0000:0000:0000:0000:0000:0000:0001) can be abbreviated as FE80::1. This is the compressed representation of an IPv6 address.



1-14 IPv6 address types IPv6 addresses are classified into three broadcast methods, Unicast, Multicast and Anycast. Unicast is communication between a single host and a single receiver (one-to-one). Multicast is communication between a single host and multiple receivers (one-to-many). Anycast communication is between a single host and the nearest member of the anycast group (one-to-nearest). The network itself plays the key role in anycast by routing the packet to the nearest destination by measuring network distance. Ports (IP) Each protocol in the TCP/IP suite communicates on a particular channel, called a port, and is identified by a port number. The TCP layer requires a port number to be assigned to each message. This way it can determine the type of service being provided. Please be aware that these "ports" are not ports that are used for serial and parallel devices, or ports used for computer hardware control. These ports are merely reference numbers used to define a service. IANA controls the assigning of ports for specific services. There are some ports that are assigned, some reserved and many unassigned which may be utilized by application programs. For example, File Transfer Protocol (FTP) is port number 21, Simple Mail Transfer (SMTP) is port number 25 and Hyper Text Transmission Protocol (HTTP) is port number 80. There are a total of 65, 535 TCP (virtual) ports, which are divided into three ranges: Well Known Ports are those in the range of 0-1023, Registered Ports are those in the range of 1024-49,151 and Dynamic or private ports are those in the range of 49,152-65,535. Ports are used to make a connection between computers, for example a computer being used as a web server must bind its web server applications to a port, usually HTTP port 80. When a remote computer wishes to access the web server it will access it through this port. Once the connection is made the computer being used as a web server will sent its web pages to the remote computer and when done will disconnect the connection. Summary Connection-oriented and Connectionless-oriented are two means of sending information or data. One is a guaranteed delivery method and the other sends data without prior arrangement and no guarantees of delivery. The International Organization for Standardization (ISO) is the world’s largest developer of standards and its most famous standard is the seven-layer OSI Reference Model for connecting different types of computers systems. The seven-layers (Application, Presentation, Session, Transport, Network, Data Link, and Physical) have become an international standard and serves as a guide for networking. The Department of Defense (DOD) established the Defense Advanced Research Projects Agency (DARPA) which led to the development of the Transmission Control Protocol and Internet Protocol (TCP/IP). TCP/IP is a suite of protocols that govern the standard for internetworking. TCP/IP has four layers: Application, Transport, Internet and Network Interface. Remember a protocol is the system of rules and procedures that regulates communication between two or more devices on a network. Protocols such as File Transfer Protocol (FTP) which provides and interface for file transfer and Simple Mail Transfer Protocol (SMTP) which is used to transfer e-mail are examples of these rules and procedures. An IP address identifies both the individual device and the network to which the device is attached. IPv4 addresses are represented as four sets of 8 binary bits for a total of 32 bits and are divided into five classes of A through E.



1-15 IPv6 is a new version of the Internet Protocol, designed as the successor to IPv4. IPv6 address length is 128 bits which will provide more flexibility in allocating addresses and routing traffic than IPv4. Each protocol in the TCP/IP suite communicates on a particular channel, called a port. There are a total of 65,535 TCP ports, which are divided into three ranges: Well Known Ports, Registered Ports, and Dynamic or private ports.



1-16 Read Unit 1 and answer the following questions on a separate sheet of paper. Do not write in this book. 1. The __________ type of communication is a means of transmitting data where a connection is established before any data is sent and guarantees delivery of that information or data. 2. What type of communication does the device at one end of the communication transmit data, without ensuring the recipient is ready to receive the data? 3. Connectionless-Oriented communication is also known as ______ communication. 4. What are some popular applications of connectionless-oriented communications? 5. What is the International Organization for Standardization (ISO) most famous standard? 6. What are the seven layers of the OSI reference model? 7. The ______ layer of the OSI reference model relates to the services that directly support user applications. 8. Which layer of the OSI reference model provides flow control and error handling, and participates in solving problems concerned with the transmission and reception of packets? 9. The layer of the OSI reference model that defines how data is presented and is responsible for converting protocols, translating the data and encrypting the data is the __________ layer. 10. What layer of the OSI reference model is responsible for addressing messages and translating logical addresses and names in to physical addresses? 11. A _________ is a highly structured dialog between two workstations. 12. The ______ layer of the OSI reference model allows two applications on different computers to open, use, and close connection. 13. Which layer of the OSI reference model is responsible for the link between two devices on the same network? 14. The physical layer receives _________ frames from the data Layer. 15. Name two ways to help recall the seven layers of the OSI reference model. 16. What is a suite of protocols that has become the dominant standard for internetworking? 17. Which part of TCP/IP enables two hosts to establish a connection and exchange streams of data in the form of messages units? 18. TCP is a connection-orientated communication protocol which provides ______ and ________ of delivery of data packets.



1-17 19. What are the four layers of TCP/IP? 20. What protocol defines how messages are formatted, transmitted, and what actions Web servers and browsers should take in response to various commands? 21. What is the purpose of Simple Mail Transfer Protocol (SMTP)? 22. Which protocol is created to permit remote monitoring and management of devices and hosts? 23. The protocol that provides a friendly name to IP address on the internet is _________. 24. What protocol assigns an IP address to computers as they are started up on the network? 25. _____ is a connectionless protocol which is not responsible for end-to-end transmission of data. 26. ARP operates at the Network layer of the OSI model and is used to discover where an individual ____________ is physically located. 27. Which protocol provides an interface and services for file transfer between computers across the internet, but does not transfer e-mail messages? 28. Computers must have a valid ___ address for devices to communicate on the network. 29. How is an IPv4 addresses represented? 30. What are the two main parts an IPv4 address is divided into? 31. Which part of the IPv4 address identifies a specific network and must be assigned by IANA? 32. To represent a binary IP address in a more user-friendly manner __________ is used. 33. Which class of IPv4 address has network addresses of 1-126? 34. What IPv4 class is used for small networks? 35. Which class of IPv4 address has network addresses of 128-191? 36. Class D addresses are reserved for ________ addressing and have network addresses of ___________. 37. Which IPv4 class is identified by the first two bits (10)? 38. The IPv4 class reserved for research and development is class_____. 39. Which IP version is a new version designed as the successor to IPv4? 40. An IPv6 address is ____ bits long. 41. An IPv6 address is composed of a ______ prefix and ______ID.



1-18 42. An IPv6 address is written as an eight-part (4 digit) _________ address separated by colons. 43. What type of representation is it when a IPv6 address is abbreviated, such as FB40::1? 44. What are the three broadcast methods of IPv6? 45. Which TCP ports ranges is 0-1023? 46. What is the range of Registered Ports? 47. There are a total of ________ TCP ports.



UNIT 2. Network Types



ST E3ATR3D020 00AB - 20



OBJECTIVES a. Identify basic facts about network types. INTRODUCTION A network is defined as a collection of computers or digital devices interconnected together to share resources. In this section you will be introduced to the terminology associated with the types of networks, and the way networks are connected and operate. INFORMATION Obj. 2a. IDENTIFY BASIC FACTS ABOUT NETWORK TYPES Wired Networks A wired network uses some form of cabling as the connection method. This could be coaxial cable, twisted pair cable, or fiber optical cable. A Local Area Network (LAN) (Figure 2-1) is a small network usually confined to a single building, or group of buildings (normally doesn’t exceed two kilometers). Each node (individual computer) in a LAN must have its own CPU. Users share the resources of a single processor or server and use the LAN to communicate and share information.



Figure 2-1. Local Area Network



A Metropolitan Area Network (MAN) (Figure 2-2) is designed to cover the geographic area the size of a town or city. A MAN can interconnect several LAN’s by bridging them with a backbone. The MAN may be called by other names. On a College campus, it may be called a Campus Area Network (CAN). An Air Force Base network might be referred to as a Base Area Network (BAN).



Figure 2-2. Metropolitan Area Network



2-2 Wide Area Network (WAN) Figure 2-3 is a geographically dispersed network that can cover across the country or worldwide. It may be privately owned or rented, but usually denotes inclusion of public (shared) networks. Example: World Wide Web (WWW), commonly referred to as the Internet, is a global network. Wireless Wireless networks provide the flexibility of movement, and spares the expense of installing a lot of cables. A wireless network can be an extension of a wired LAN, using a transceiver known as the Access Point (AP) (Figure 2-4). A temporary wireless network can also be set up directly between devices without the need of an access point. A directly connected wireless network is called an Adhoc network (Figure 2-5).



Figure 2-4. Wireless Access Point



Figure 2-3. Wide Area Network



Figure 2-5. Wireless Ad-hoc Network



The wireless network is named in the same fashion as the wired network. A wireless network can be a Wireless Local Area Network (WLAN), a Wireless Metropolitan Network (WMAN) or a Wireless Wide Area Network (WWAN). A very small wireless network, such as a network between Bluetooth devices is referred to as a Wireless Personal Area Network (WPAN). Virtual Private Network (VPN) A virtual private network (VPN) is a network in which connections appear to be private, but actually uses a public data network, such as the Internet. Many organizations have users located remotely or even mobile that requires access to the private network. The traditional solution is to lease a dedicated line or use modems to provide dial-up connections. Either one of the traditional methods can become very costly. A solution that is often more economical is to provide both offices connectivity to the Internet. Then, using the Internet as the medium, the two offices can communicate. The danger in doing this, of course, is that there is no privacy on this channel, and it's difficult to provide the other office access to “internal” resources without providing those resources to everyone on the Internet. VPNs provide the ability for two offices to communicate with each other in such a way that it looks like they're directly connected over a private leased line. The VPN session between them,



2-3 although going over the Internet, is both convenient and private. It is convenient because each can see the others' internal resources and yet private because resources are not exposed to the entire world. A VPN will create a private connection on a public network through a process called tunneling. The data is encrypted using the Internet Protocol Security (IPSec) protocol to provide secure communications. By using a VPN, remote WAN connections can be established from any location that has Internet access. Video Teleconference A videoconference (also known as a video teleconference) is a set of interactive telecommunication technologies which allow two or more locations to interact via two-way video and audio transmissions simultaneously. It has also been called visual collaboration and is a type of groupware. It differs from videophone in that it is designed to serve a conference rather than individuals. Videoconferencing uses telecommunications of audio and video to bring people at different sites together for a virtual meeting. This can be as simple as a conversation between two people in private offices (point-to-point) or involving several sites (multi-point) with more than one person in large rooms at different sites. Besides the audio and visual transmission of meeting activities, videoconferencing can be used to share documents, computer-displayed information, and whiteboards. Topologies The topology of a network refers to the way the network is connected and how it communicates. There are two types of topologies. The Physical Topological refers to the physical interconnection of network devices. Logical Topology is how the information is passed through the network. Physical Topology Physical Topology is applicable to networks in which the devices are connected with some type of cable transmission medium (or media). It is the physical (geographic) layout of the network devices and their interconnections. The bus, the star, the mesh, the ring, and the tree are common physical topologies (Figure 2-6). There are also hybrid topologies that combine two or more of the physical topologies.



Figure 2-6. Physical topologies



2-4 Bus Topology The simplest form of a physical bus topology consists of a trunk (main) cable [the bus] with only two end points. When the trunk cable (may be referred to as the ‘Backbone’) is installed, it is run from area to area or device to device close enough that all devices can be connected to it with short drop cables and T-connectors. (Figure 2-7) Computers communicate using addresses. In the bus topology, data is arranged in packets and frames, addressed, and sent to all computers simultaneously. The computer with the correct address accepts the packet, while all other computers will disregard it. Any station can send a frame at any time although only one station at a time can do so; otherwise, data collisions will occur, thus disrupting data transmissions. Bus Topology is also known as a linear bus which can be described in two different categories: Regular Bus and Local Bus. Regular Bus (Figure 2-8) uses one long cable (normally thicknet) as the central backbone. Short cables (drop cables) are attached to the backbone via cable taps to split the electrical signal. Drop cables are then connected to the Network Interface Card (NIC). Local Bus (Figure 2-9) uses a backbone made of short thinnet cable lengths attached to T-connectors at regular intervals. Each T-Connector is then directly attached to the NIC. Both ends of the backbone (cable) must be terminated with resistive end connectors (terminators, Figure 2-10), to absorb data packets as they travel on the media. This will prevent Signal Bounce which causes reflected signals. A cut or broken cable creates two non-terminated ends (open ends); this will most likely cause Signal Bounce and shut down the network. The bus employs a passive topology. An extension of cables in a bus requires using a Repeater to amplify or regenerate the signal strength. Signal strength is distorted by transmission loss, such as attenuation, and therefore must be overcome by amplification of the signal strength during transmission.



Figure 2-7. BUS Topology



Figure 2-8. Regular Bus



Figure 2-9. Local Bus



Figure 2-10. Resistive End Connectors



2-5 A Barrel Connector may be used for extending coax cables, however; it is a passive device so the signal will weaken as it passes through the device. Advantages of a Bus Topology: x Requires less total cabling than a star topology. x Typically the cheapest topology to implement. x Easy to connect a computer or peripheral to a linear bus. x Well suited for temporary networks that must be set up in a hurry. x Relatively easy to install, extend, and maintain for small networks. Disadvantages of a Bus Topology: x Limited cable length and number of stations. x Performance degrades as additional computers are added. x Difficult to troubleshoot if the entire network shuts down. x Terminators are required at both ends of the bus (backbone cable). x A break in the Central Backbone cable (bus) shuts down the entire network. Star Topology The star topology (Figure 2-11) is probably the most common form of network physical topology being used. It uses a central node, called a hub or a switch, to connect peripheral nodes. The hub offers a common connection for all stations on the network. All transmissions go thru the central hub which retransmits the data to all peripheral nodes on the star network simultaneously, including the originating node. Central hubs are easy to install and manage but bottlenecks can occur because all data must pass thru the hub. Normally it is implemented using unshielded twisted pair (UTP).



Figure 2-11. Star Topology



Advantages of Star Topology: x Easy to expand. x More suited for larger networks. x Easy to monitor and troubleshoot. x Can accommodate different types of cabling. x Allows any node to communicate with any or all other nodes. x Central hubs are relatively easy to install, expand, maintain and manage. Disadvantages of Star Topology: x Requires large amounts of cable. x Can be expensive depending on size of the network. x Failure of the hub or switch will isolate all attached nodes. x Bottlenecks can occur because all data must pass thru the hub or switch.



2-6 Ring Topology Ring Topology (Figure 2-12) uses a single cable to connect peripheral nodes in a circle. The ends of the cable, normally twisted pair or fiber-optic, are not terminated as in the bus topology. The signal travels around the circle to each station, sequentially, in a clockwise direction. Ring topology will go down completely if there is a break in any of the lines. The ring employs an “active” topology. The signal, traveling in one direction, passes through each station while each station acts as a repeater to increase the signal strength before passing it to the next station. Failure of one station, however, will shut down the network. Another variation of the Ring is wired as a Star, but instead of using a hub or switch, a device known as a multi-station access unit (MAU) is installed. The signals are transferred sequentially from one station to the next through the MAU. (See Figure 2-13).



Figure 2-12. Ring Topology



Advantages of Ring Topology: x All stations have equal access x Growth of system has minimal impact on performance x Performs better than a star topology under heavy network load



Figure 2-13. Multi-station Access



Disadvantages of Ring Topology: x Complex x Expensive x A break in any of the lines shuts down the entire network



Mesh Topology A mesh topology (Figure 2-14) network offers superior redundancy and reliability. Mesh topology is highly advanced. Its purpose is to interconnect two or more sizeable LANs. In a mesh topology, each device is connected to every other device by separate cabling. This configuration provides redundant paths throughout the network so that if one cable fails, another will take over the traffic. While ease of troubleshooting and increased reliability is a definite plus, these networks are expensive to install because they require a lot of cabling. If attempted within a Personal Computer network, this also requires multiple NICs installed in each computer. Often, a mesh topology will be used in conjunction with other topologies to form a hybrid topology. The most common example is a network of intermediate network devices, such as routers.



Figure 2-14. Mesh Topology



2-7 Advantages of Mesh Topology: x Greater fault tolerance. x Maintains stability, privacy, and safety. x Point-to-point links make fault identification and fault isolation easy. Disadvantages of Mesh Topology: x Very hard to administer (large scale) and manage because of many connections. x Very expensive (the larger the network, the more expensive the cables and interfaces needed to connect).



Figure 2-15. Tree Topology Tree Topology The tree topology (Figure 2-15) combines characteristics of linear bus and star topologies. The Tree topology is comprised of groups of starconfigured workstations, called segments, connected to a linear bus backbone. It is described as a tree simply because it has a main trunk with multiple branches, like a tree! Tree topologies allow for the expansion of an existing network, and enable users to configure a network to meet their needs. A transmission from any station propagates throughout the medium and can be received by all other stations. Failure of a transmission path within a distribution node (switch/hub) will result in isolating two or more workstations from the rest of the network. The tree network topology is ideal when the workstations are located in groups, with each group occupying a relatively small physical region. An example is a military base in which each building has its own star network, and all the central computers are linked in a base-wide system. It is easy to add or remove workstations from each star network. Entire star networks can be added to, or removed from, the bus. If the bus has low loss and/or is equipped with repeaters, this topology can be used in a WAN configuration. Advantages of a Tree Topology: x Allows for later expansion. x Point-to-point wiring for individual segments. x Supported by several hardware and software vendors. x Can lose one or more segment without affecting the rest of the network. Disadvantages of a Tree Topology: x If the backbone breaks, network shuts down. x Difficult to configure. x Overall length of each segment is limited by the type of cabling used. x Synchronization must be maintained before and during data transmission.



2-8



Figure 2-16. Hybrid Topology Hybrid Topologies The Hybrid Topology (Figure 2-16) scheme combines multiple (two or more different network physical topologies) into one large topology. The hybrid network is common in large wide-area networks. Because each topology has its own strengths and weakness, several different types can be combined for maximum effectiveness. If the resulting combination topology fails to meet one of the basic topology definitions, it becomes a Hybrid Topology. Instances occur where two basic network topologies, when connected together, can still retain the basic network character, and therefore not be a hybrid network. Two hybrid topologies widely used by larger Ethernet networks are the star tree (Figure 2-17) and star bus (Figure 2-18) topologies.



Figure 2-17. Star Tree Topology



Figure 2-18. Star Bus Topology



Logical Topologies Bound to network protocols, the Logical Topology is the way the network operates or how the data travels or moves through the network. It determines the communication system. A network can have a logical topology, also referred to as Signal Topology that is different from its physical topology. The two most common logical topologies are the Logical Bus and the Logical Ring. x Logical Bus Topology uses the same circuits to transmit and receive data. x Logical Ring Topology uses one set of wires to transmit data but different wires to receive.



2-9 Logical Bus Topology In the Logical Bus Topology each time a device on the network has data for another device; the sending device broadcasts the data to the entire network. The various devices hear it and look to see if the data is for them. If so, they keep the data. If not they ignore the data. Ethernet is the best known example of a logical bus network and allows for physical bus, physical star, or physical tree topologies. Ethernet is a contention-based network technology, meaning all devices contends (or competes) for the right to transmit data. In an Ethernet environment all systems listen to the media, waiting for the opportunity to gain access to the media. If more than one transmits at the same time then there will be a collision and both computers will wait a random amount of time and retransmit. Since only one system can be transmitting at any given point in time, Ethernet uses an access method (protocol) known as Carrier Sense Multiple Access with Collision Detection (CSMA/CD). CSMA/CD originates at the Data Link layer of the OSI model and is implemented at the Physical layer. With CSMA/CD (Figure 2-19) all computers on the network (Multiple Access) check the cable for traffic (Carrier Sense) before attempting to transmit a frame of data. Data is sent only if the station does not "sense" any data being sent by other devices Should two or more devices attempt to put data on the network, a collision occurs. How all the devices on the network detect the collision (Collision Figure 2-19. Collision Detection Protocol Detection) and how they respond when a collision occurs is also defined within the IEEE 802.3 rules of CSMA/CD. Logical Ring Topology In Logical Ring Topology access to the network is controlled through the use of a token. The token acts like a ticket, enabling its owner to send a message across the network. There is only one token for each network, so there is no possibility that two computers will attempt to transmit messages at the same time. When a station wants to transmit, it takes the access token; modifies it into a data token, attaches an address, and then sends the data token around the ring. The token travels along the ring, via the MAU, until it reaches the desired address. The receiving computer acknowledges receipt with a return message to the sender. The sender removes the data token from the ring and puts a new access token onto the ring for use by another computer. Protocol specifications mandate how long a device may keep the token, how long it can transmit, and how to generate a new token if one isn’t circulating. IEEE 802.5 defines the rules of a token ring LAN. Summary Networks are defined by several different factors. The network sizes are defined by terms such as LAN, MAN, and WAN to identify the network size. Networks may be wired or wireless. We also looked at the VPN and Video Teleconferencing technologies. Topology defines the way networks are connected and communicate.



Read Unit 2 and answer the following questions on a separate sheet of paper. Do not write in this book. 1. A small network usually confined to a single building or group of buildings is a ______. 2. A geographically dispersed network that can cover across the country or worldwide is known as _______. 3. A ______ is designed to cover a geographic area the size of a town or city. 4. A wired network can provide wireless connection through a _____. 5. A very small network utilizing wireless devices such as Bluetooth. 6. This network appears private, but actually uses a public network. 7. A VPN is not secure and does not offer any privacy. T/F 8. What is the protocol that encrypts VPN? 9. Which technology allows two-way video and audio transmission between two or more locations? 10. What types of data may be shared over video teleconference? 11. The way information is passed through the network is the _________ topology. 12. The geographic layout of the network devices and their interconnections is known as ___________. 13. Bus physical topology requires what to be installed on both ends of the backbone cable? 14. Which topology uses a central point called a hub or switch? 15. What components used in star topology can cause bottlenecks? 16. Which active topology uses each station as a repeater? 17. This topology offers superior redundancy and reliability. 18. What topology combines the characteristics of linear bus and star topologies? 19. Which topology fails to meet one of the basic topology definitions? 20. What are the two most common logical topologies?



2-11 21. In logical ring topologies, workstations can only transmit when they have the _________. 22. This topology is bound to network protocols. 23. Logical bus topology commonly uses an access method called ________. 24. What acts as a ticket, enabling the owner to send a message across the network? 25. What does the acronym CSMA/CD mean?



UNIT 3. Software



ST E3ATR3D020 00AB - 20



OBJECTIVES a. Identify basic facts about computer software. INTRODUCTION Computer software is a general term that describes computer programs. At the simplest level, Software is the language of a computer. Like human language, there are many different computer languages. It consists of carefully-organized instructions and code that programmers write in a language the computer hardware can understand and act upon. INFORMATION Obj. 3a. IDENTIFY BASIC FACTS ABOUT COMPUTER SOFTWARE SOFTWARE Software is a generic term for organized collections of computer data and instructions that cause the computer hardware to perform specific operations. It can be difficult to describe software because it is "virtual," that is, not physical like computer hardware. The hardware of a computer system, by itself, is useless. It must be given “what to do” directions in the form of programs. These programs are called software; ``soft'' because it is relatively easy to change both the instructions in a particular program as well as which program is being executed by the hardware at any given time. Software consists of lines of code written by computer programmers that have been compiled into a computer program. When installed, software programs are stored as binary data that is copied to a computer's hard drive. Since software is virtual and does not take up any physical space, it is much easier (and often cheaper) to upgrade than computer hardware. Software contains the programs that instruct the computer on what to do, the configuration files where important system information is stored, and user files which hold the end result of the computers' functions. Software includes: x Protocols - An agreed-upon set of rules for transmitting and storing data (as discussed earlier) x An Operating System x Network Operating System (NOS) x Application programs x Infectious and Malicious Software x Maintenance and Security software Software is often divided into two separate categories: Systems software Instructions that provides basic, non-task-specific, functions of the computer system. Generally, system software consists of an operating system and some fundamental utilities such as disk formatters, file managers, display managers, text editors, user authentication (login) and management tools, as well as networking and device control software. If the operating system is the only software installed on the computer, then the computer can be powered on, yet nothing can be done with it. Application software These are the programs that perform real work for users and allow them to interface with the



3-2 computer to accomplish specific tasks (examples: word processors, spreadsheets, and database management programs). A software suite, such as Microsoft Office, may consist of several related, but independent applications (Word, Excel, and Access) that have a common user interface (Outlook) or interchangeable data formats. Software packages (programs) automate elements of policy-based management. In other words, the networking software sets and controls priorities for the use of network resources. There are several software features that we will look at in this section: x x x x x x x x



Operating System (OS) Network Operating System (NOS) Client software Server software Server types Application software Software interfaces Network Instructions / Software code



OPERATING SYSTEM (OS) Before we get too deep into the network portion of the software, we need to define what the Operating System (OS) does. The OS is the set of instructions responsible for managing the computer hardware. As a general rule, the user does not interact directly with the OS. The user interacts with an application, which in turn talks to the OS, which then tells the hardware what to do. Without an operating system, software programs cannot run properly, if at all. The OS is what allocates memory, processes tasks, accesses disks and peripherals, and serves as the user interface. OS software controls the operation of a computer, directs the input and output of data, keeps track of files, and controls the processing of computer programs. The roles of the OS include: managing the functioning of the computer hardware, running the applications programs, serving as an interface between the computer and the user, and allocating computer resources to various functions. Operating systems provide security by preventing unauthorized access to the computer's resources. Many operating systems also prevent users of a computer from accidentally or intentionally interfering with each other. The security policies that an operating system enforces range from none in the case of a video game console, to simple password protection for hand-held and desktop computers, to very elaborate schemes for use in high-security environments. Today, there are hundreds of operating systems available for special-purpose applications, including specializations for mainframes, robotics, and manufacturing. The choice of operating system determines to a great extent the number and type of application programs the computer system can run. If your operating system were to stop working then all applications running on that computer would also come to a halt. UNIX UNIX (or Unix) is an operating system developed to operate on a wide range of computer systems. Its code can be compiled for just about any available platform. It is used on single user PCs, networked PCs, Servers, or Main Frames. UNIX however, is not a single operating system; it refers to a family of operating systems. The strength of UNIX is its portability across multiple vendor hardware platforms, vendor independent networking, and the strength of its application programming interface. In 1969, the UNIX operating system was developed in AT&T’s Bell Labs. In 1974, UNIX became the first operating system written in the C programming language. Partly because it was not a proprietary operating system that is owned by any one of the leading computer companies and



3-3 partly because it is written in a standard language which embraced many popular ideas, UNIX became the first open or standard operating system that could be improved or enhanced by anyone. Universities and scholars adopted UNIX and began to make modifications and additions to the system. As a result, many different versions of UNIX have evolved. No matter your version of UNIX you use, you'll interact directly with the operating system through a programming component known as a “shell”. Files are the basic unit for storing and manipulating a collection of logically related information known as data. The UNIX operating system was the first to develop a file structure using directories and path names that allowed quicker search time and access of files. By providing the path to where a file was located, the operating system avoided having to sequentially search through the entire system, instead it went directly to the location of the file. Linux The name "Linux" comes from the Linux kernel or operating system kernel (the kernel is the part that makes all other programs run), originally written in 1991 by Linus Torvalds. A Linux-based system is a modular Unix-like, multitasking, multiuser, 32 and 64 bit operating system for a variety of hardware platforms and licensed under an open source license. It derives much of its basic design from principles established in UNIX during the 1970s and 1980s. The primary difference between Linux and many other popular contemporary operating systems is that the Linux kernel and other components are free and open source software. Linux is not the only such operating system, although it is the best-known and most widely used. Version 1.0 of the Linux kernel was released in March, 1994. Since then, the kernel has gone through many development cycles, each culminating in a stable version. Each development cycle has taken between one to three years and has involved redesigning and rewriting large parts of the kernel to deal with changes in hardware (for example, new ways to connect peripherals, such as USB) and to meet increased speed requirements as people apply Linux to more and more systems. Windows Over the past two decades, Microsoft Windows products have evolved from a single, one-sizefits-all desktop operating system into a diverse family of operating systems and mobile technologies. In 1983 Microsoft announced the development of Windows, a graphical user interface (GUI) for its own operating system (MS-DOS) that had shipped for IBM PC and compatible computers since 1981. The term Windows collectively describes any or all of several generations of Microsoft operating system products. Microsoft has taken two parallel routes in its operating systems. One route has been for the home user and the other has been for the professional IT user. The dual routes have generally led to home versions having greater multimedia support and less functionality in networking and security, and professional versions having inferior multimedia support and better networking and security. Windows 2000 is a line of operating systems produced by Microsoft for use on business desktops, notebook computers, and servers. Windows 2000 introduced many of the new features of Windows 98 and Windows 98 SE into the NT line. It was the successor to Windows NT 4.0, and is the final release of Microsoft Windows to display the "Windows NT" designation. Four editions of Windows 2000 were released: Professional, Server, Advanced Server, and Datacenter Server. Additionally, Microsoft sold Windows 2000 Advanced Server Limited Edition and Windows 2000 Datacenter Server Limited Edition. In 2001, it was succeeded by Windows XP for desktop systems and Windows Server 2003 for servers. Microsoft began work on Windows Vista in May 2001, five months before the release of Windows XP. It is intended to be a technology-based release, to provide a base to include advanced technologies, many of which are related to how the system functions and thus not readily visible to



3-4 the user. Improved security was a primary design goal for Vista. Windows Vista ships in six editions. These are roughly divided into two target markets, consumer and business. In 2008, it was announced that Windows 7 would also be the official name of the next release Microsoft Windows operating system. The company has publicized the features of multi-touch support, a redesigned Windows Shell with a new taskbar, a home networking system called HomeGroup, and performance improvements. Microsoft claims the relationship between Vista and Windows 7 indicates that Windows 7 will be an improved version of Vista. Macintosh Macintosh, commonly shortened to Mac, is a brand name which covers several lines of personal computers designed, developed, and marketed by Apple Inc. The Macintosh was introduced on January 24, 1984; it was the first commercially successful personal computer to feature a mouse and a graphical user interface rather than a command line interface. Network Operating System (NOS) NOS software enhances the basic operating system by adding network features. The network operating system software acts as the command center, enabling all of the network hardware and all other network software to function together as one cohesive, organized system. In other words, the network operating system is the very heart of the network. The network operating system coordinates the activities of multiple computers to keep the network running smoothly. The most important job of a network operating system is to provide file service for the attached computers. This allows information retrieval and usage and the storage of data in a shared environment. A NOS manages the other resources shared by the network. The NOS in general, is a collection of computer programs that may provide file services, print services, web hosting services, E-mail services, network routing services, virtual computing services, network traffic management services, routing services, naming services, authentication services and/or firewall services. UNIX and Linux were early integrators of the NOS into the OS package. Microsoft started this integration with Windows 95. Other operating systems with built-in NOS include: Novell Netware, Microsoft Windows NT, Microsoft Windows 2000, Microsoft Windows XP, and Sun Solaris. NOSs can be further divided into client software and server software. Some Linux software packages provide the capability for use as either a client or server. Microsoft, as a general rule, markets the software packages separately as with Windows XP (client) and Windows 2003 server. Client Software The client is the user's machine, which contains the user interface (Windows, Mac or Linux) and can perform some or all of the application processing. Client software resides in a user's desktop or laptop computer, PDA or cell phone. A piece of software is considered client software if it initiates TCP connections. Unlike server software, client software does not need to run continuously. Client software is usually activated by a user to connect to a server and obtain some information or perform some action. Examples of client software services would be: web clients, email clients. Server Software Server Software listens to a TCP port for connections and accepts and services those connections. When a connection arrives, the server processes the connection and then listens for the next connection. Serving is a passive role. Typically servers never initiate connections themselves, though they might act in a client role to access the information they serve (as in web proxy servers). Examples of server software: webservers, news servers, mail servers, DNS servers.



3-5 A server is a combination of hardware and software that manages network resources. For example, a file server is a computer and storage device dedicated to storing files. Authorized users on the network can store files on the file server. A print server is a computer that manages one or more printers and provides print services to authorized network users. In general this gets the print job off the client computer quickly, which frees up the client computer resources for other applications. A database server is a computer system that processes database queries. On multiprocessing operating systems, however, a single computer can execute several programs at once. A server in this case could refer to the program that is managing resources rather than the entire computer. If a Server fails, it affects all network users. Servers can be broadly classified as either Dedicated or Non-Dedicated. Dedicated Server A dedicated server is a single, stand-alone, self sufficient computer in a network specifically reserved for serving the needs of the network. For example, some networks require that one computer be set aside to manage communications between all the other computers. Another example of a dedicated server could be a computer that only manages printer resources for the network. Below is a list of some of the different types of servers that might be found functioning as dedicated servers in a network: x



x x x



x x



x x



x



Application servers - Sometimes referred to as a type of middleware. They occupy a large chunk of computing territory between database servers and the end user, and they often connect the two. Audio/Video servers - Used to bring multimedia capabilities to Web sites by enabling them to broadcast streaming multimedia content. Chat servers – Function to enable a large number of users to exchange information in an environment similar to Internet newsgroups that offer real-time discussion capabilities. File Transfer Protocol (FTP) server - One of the oldest of the Internet services, making it possible to move one or more files securely between computers while providing file security and organization as well as transfer control. Mail servers - Almost as ever-present and crucial as Web servers, they move and store mail over corporate networks (via LANs and WANs) and across the Internet. Proxy servers - Normally reside between a client program (typically a Web browser) and an external server (typically another server on the Web) to filter requests, improve performance, and share connections. Telnet server - Enables users to log on to a host computer and perform tasks as if they're working on the remote computer itself. Web server - Serves static content to a Web browser by loading a file from a disk and serving it across the network to a user's Web browser. This entire exchange is mediated by the browser and server talking to each other using HTTP. Domain controller - A server on a Microsoft Windows or Windows NT network that is responsible for allowing host access to Windows domain resources. The domain controllers are the centerpiece of the directory service known as Active Directory. It stores user account information, authenticates users and enforces security policy for a Windows domain.



3-6 x



The Dynamic Host Configuration Protocol (DHCP) server - eases the administrative burden of assigning specific static addresses to each device on a network by automating the assignment of IP addresses, subnet masks, default gateway, and other IP parameters.



Dedicated servers are normally associated with Client/Server Networks (domains). Creating or setting up a dedicated server may require a specialized software package. With smaller organizations that may have limited resources, some functions may be combined in a dedicated server. For instance, the file server and print server might be combined to become the file and print server, yet remain self-sufficient in its role as a dedicated server. Non-Dedicated Server A non-dedicated server can be used (operated) as a workstation as well as a server. This type of setup is normally known as a Peer-to-Peer LAN (Network). Using this method does not require any one machine to be a dedicated, high-performance server; service by a peer-to- peer LAN is often cheaper for this reason. Operations of a non-dedicated server must divide its workload between its application work and its server work. There is an increased likelihood of a server failure being caused by running both server and application software simultaneously. Failure of the server function can also be caused by the user’s application becoming locked or frozen. APPLICATION SOFTWARE Application software is any tool that functions and is operated by means of a computer, with the purpose of supporting or improving the software user's work. Typical application software applications are broken down into six types: word processor, spreadsheet, multimedia, database application, electronic mail and presentation graphic software. Word Processor Used for the production (including composition, editing, formatting, and possibly printing) of any sort of printable material. Desktop publishing systems are used for creation of text documents. Examples are Microsoft Word, Apple Pages and Corel Word Perfect. Spreadsheet Application Application Software that simulates a paper spreadsheet or worksheet in which, columns of numbers is summed for budgets and plans. It appears on screen as a display of multiple cells that together make up a grid consisting of rows and columns, each cell containing either alphanumeric text or numeric values. Spreadsheets are frequently used for financial information because of their ability to re-calculate the entire sheet automatically after a change to a single cell is made. Examples are: Microsoft Excel, Lotus Symphony or Spreadsheet 2000. Multimedia Multimedia is used to describe electronic media devices used to store and experience multimedia content. It also represents the convergence of text, pictures, video and sound into a single form. Media player is a term typically used to describe computer software for playing back multimedia files. Most software media players support an array of media formats, including both audio and video files. Some media players focus only on audio or video and are known as audio players and video players respectively. These media players usually focus on providing a better user experience as they are specifically tailored toward the media type. Examples are: Windows Media Player, QuickTime, MPlayer and Winamp.



3-7 Database Application A Database Management System (DBMS) is computer software that manages databases. Another way to look at a database is a structured collection of information organized in such a way that a computer program can quickly select desired pieces of stored data. You may think of a database as an electronic filing system. The software program allows access to information that is sorted and organized into reports. One type of network server, the Domain Controller, uses a giant database to keep track of user, group, and resource information throughout the network. Examples are: Microsoft Access, FileMaker Pro, Paradox, and MySQL. Electronic Mail (E-mail) Messaging software systems tend to be the most utilized application programs in organizations. Electronic mail or e-mail makes it possible to exchange messages through a local or worldwide communication network such as the Internet. Electronic mail is considered the "killer app" of the Internet, with approximately 7.3 billion messages sent and received every day. It is a fast, flexible, and reliable means to transmit messages over communications networks. The messages can be entered from the keyboard or electronic files stored on disk. Some electronic-mail systems are confined to a single computer system or network, but others have gateways to other computer systems, enabling users to send electronic mail anywhere in the world. Examples are: Thunderbird 2, Endora, Microsoft Outlook Express, and Netscape Mail. Presentation Graphic Software Presentation Graphics Software is a product group that offers users the ability to create, display and store multimedia information for presentations, speeches and business communication. A type of software that gives the user an enormous amount of easy control over the information displayed. The software includes functions for creating various types of charts and graphs and for inserting text in a variety of fonts. Most systems enable you to import data from a spreadsheet application to create the charts and graphs. Examples are: Microsoft's PowerPoint, SmartDraw, Keynote and Lotus's Freelance Graphics. SharePoint As organizations grow, so does their amount of files. It soon becomes difficult to keep track of the multiplying documents and their locations. SharePoint overcomes this by allowing you to store and locate your files in a central site. Sharing work files through email is a cumbersome process. SharePoint, by Microsoft, eliminates this by allowing files to be stored in one location, allowing easy access for authorized members. SharePoint is an enterprise information portal that can be configured to run Intranet, Extranet and Internet sites. It allows connection and collaborative technologies among people, teams and expertise. Collaborative technologies built into SharePoint software are tools that enable people to interact with other people within a group more efficiently and, in many cases, more effectively. This includes familiar tools like email discussion lists and tele-conferencing. Typically, SharePoint is used by small teams, projects and companies. SharePoint Server is designed for individuals, teams and projects within a medium to large enterprise portal. Windows SharePoint Services, commonly referred to as WSS, allows teams to create Web sites for information sharing and document collaboration. By using WSS, organizations can scale to thousands of sites within an organization. By specifying security settings, storage policies, auditing policies and expiration actions for records (in accordance with compliance procedures) you can help ensure your sensitive information can be controlled and managed effectively.



3-8 INFECTIOUS AND MALICIOUS SOFTWARE Viruses and worms are the best-known types of malicious software (malware). They are known for the manner in which they spread, rather than any other particular behavior. Originally, the term computer virus was used for a program which infected other executable software, while a worm transmitted itself over a network to infect numerous computers. Today, the words are often used interchangeably. Some however, draw the distinction between viruses and worms by saying that a virus requires user intervention to spread, whereas a worm spreads automatically. This means that infections transmitted by email, which rely on the recipient opening an attachment to infect the system, are classed as viruses. Malware Malware is software designed to infiltrate or damage a computer system without the owner's informed consent. The expression is a general term used by computer professionals to mean a variety of forms of hostile, intrusive, or annoying software or program codes. Many computer users are unfamiliar with the term, and often use "computer virus" for all types of malware, including true viruses. Software is considered malware based on the perceived intent of the creator rather than any particular features. Malicious Software Infectious programs, created with malicious intent have been present from the time software came into existence. It is best known for the manner in which they spread, rather than any other particular behavior. Malware includes: computer viruses, worms, Trojan horses, most rootkits, spyware, dishonest adware, crimeware and other malicious and unwanted software. Malware is not the same as defective software, that is, software which has a legitimate purpose but contains harmful program bugs. As much malware was produced in 2007 as in the previous 20 years altogether. The greater share of malware programs have been written with a financial or profit motive in mind. Malware's most common pathway from criminals to users is through the Internet, by email and the World Wide Web. Spyware Since 2003 or so, the most costly form of malware in terms of time and money spent in recovery has been the broad category known as spyware. In the field of computing, the term spyware refers to a broad category of malicious software designed to intercept. Spyware programs are commercially produced for the purpose of gathering information about computer users, showing them pop-up ads. Pop-up ads or popups are a form of online advertising on the World Wide Web intended to increase web traffic or captures, or altering web-browser behavior for the financial benefit of the spyware creator. For instance, some spyware programs redirect search engine results to paid advertisements. Others often called "stealware”, refers to types of software that effectively transfers money owed to a website owner to a third party. It accomplishes this by overwriting affiliate marketing codes so that revenue goes to the spyware creator rather than the intended recipient. It is possible for a malware creator to profit by simply stealing from the person whose computer is infected. Some malware programs install a key logger. Keystroke logging is a diagnostic used in software development that captures the user's keystrokes, which copies down the user's keystrokes when entering a password, credit card number, or other information that may be useful to the creator. Although spyware is known to be a program that monitors a user’s activity, its function extends far beyond the original perception. It has the ability to collect personal information, but can also corrupt an operating system by downloading additional applications. These additional applications can modify the function of a web browser, blindly redirecting a user to another infectious website, or actually stealing advertising profits from a user. Spyware can modify the settings of an operating system, reduce connection speed, alter homepages, or cause total loss of the internet and other applications.



3-9 Computer Viruses Computer viruses are well-named: their behavior bears a striking resemblance to how real-life biological viruses work, and the ways of dealing with them can be quite similar as well! A biological virus infects a host (a creature), using it as a vehicle for life. Computer viruses are bits of computer programming, or code, that hide in computer programs or on the boot sector of storage devices. The primary purpose of a virus is to reproduce itself as often as possible and thereby disrupt the operation of the infected computer or the program. Once activated, a virus can be a simple annoyance or completely catastrophic in its effect. It reproduces rapidly; one of its primary goals is to spread to other creatures and thereby perpetuate itself. It also tends to move from person to person and eventually, months later, comes back to re-infect the same people again. Computer viruses work in the same way, including the way they tend to go around from PC to PC and then occasionally return to re-infect months or years later. Viruses are written by people with intent to do harm and are classified into two categories, based on how they propagate themselves: Boot-sector and File Infector Virus. Boot-sector Virus The first type, called a “boot-sector virus,” resides in the first sector of a disk or USB drive. When the computer is booted, the virus executes. It controls the boot sequence and determines which partition the computer boots from. A boot sector virus is extremely dangerous. Once the boot code on the drive is infected, the virus will be loaded into memory on every startup. From memory the boot virus can spread to every disk that the system reads. A common method of transmitting viruses from one computer to another is through the distribution of copied data whether by CD or USB drive. Each time a new disk or drive unit is inserted and accessed, the virus replicates itself onto the new drive. Any disk can cause infection if it is in the drive when the computer boots up. The virus can also be spread across networks from file downloads and from e-mail file attachments. File Infector Virus The second type of virus is known as a “file infector.” Also known as parasitic viruses, file infectors operate in memory and usually infect executable files, usually .COM or .EXE files. Such a virus attaches itself to a file or program and activates any time the file is used. When the program is loaded, the virus is loaded as well. Other file infector viruses arrive as wholly-contained programs or scripts sent as an attachment to an e-mail note. Various subcategories of file infectors exist. Companion Virus A companion virus is so named because it uses the name of a real program—its companion. Instead of modifying an existing file, it creates a new program which (unknown to the user) is executed instead of the intended program. A companion virus activates by using a different file extension from its companion. For example, suppose we decide to start a program called “wordprocessor.exe.” When the command is given to execute the application, a virus named “wordprocessor.com” will execute in its place. It is able to do so because a .com file takes priority over an .exe file. Macro Virus A macro virus is written as a macro (a set of instructions that is represented in an abbreviated format) for a specific application. Popular applications, such as Microsoft Word, are targets for these viruses. When the user opens a file that contains the virus, the virus attaches itself to the application and then infects any other files accessed by that application. Macro viruses are macros that selfreplicate.



3-10 Polymorphic Virus The polymorphic virus is one of the more complex computer threats. It is so named because it changes its appearance every time it is replicated. During the process of infection, it creates slightly modified, fully functional copies of itself. This type of computer virus has the capability of changing its own code, allowing the virus to have hundreds, sometimes thousands, of different variants, making it much more difficult to notice and/or detect. Stealth Virus A stealth virus attempts to hide from detection. It conceals the changes it makes. This is done by taking control of system functions that interpret files or system sectors. When an antivirus program attempts to find it, the stealth virus tries to intercept the probe and return false information indicating that it does not exist. Virus Propagation Just as computer viruses do not create themselves; neither do they spread through the air unaided. Some kind of exchange between the two computers must take place before transmission can occur. In the early days of computing and viruses, the principal source of infection was through the exchange of data on floppy disks. One infected computer in an organization could easily infect all the computers in the organization, merely by a single user passing around a copy of the latest screensaver program. In our more modern day, file transfer is accomplished by the use of flash drives (i.e.; thumb, pocket, cruzer, pen, key, jump or simply USB drive). The proliferation of LANs and the growth of the Internet have opened many new pathways to rapidly spreading viruses. Now, virtually any computer in the world can be connected to any other computer in the world. As a consequence, the creation of viruses is also on the rise. In fact, some virus creators provide easy-to-use software containing directions for how to create a virus. A common method of spreading a virus is through e-mail services. After an e-mail message containing the virus is opened, it attaches itself to the computer and can even send itself to names in the computer’s e-mail address book. Usually, the virus is located in an inviting attachment to an email message. Convincing unsuspecting victims to activate a virus is a goal for virus writers. This is often accomplished by packaging the virus in an enticing cover. It appears to perform a desirable function but in fact performs undisclosed malicious functions that allow unauthorized access to the host machine. Such a virus is known as a “Trojan horse.” To attract users, it is presented in the guise of something familiar, safe, or intriguing. Remember that any means by which computers exchange information provides a potential path for a virus to be transferred. Consequences of a Virus A virus can cause many kinds of harm to a computer; the creativity of its creator is the only limitation. All viruses cause some degree of harm by wasting resources, that is, filling a computer's memory or, like SQL Slammer, clogging networks with copies of itself. The effects of viruses may cause data to be lost, but some are designed specifically to delete files or issue a physically harmful series of instructions to hard drives. Such viruses are termed destructive. National security may also be threatened by computer viruses and similar software objects. During the ILOVEYOU virus incident in May 2000, the U.S. Department of Health and Human Services was disrupted for many hours. An official at the U.S. Department of Defense stated that so many personnel had to be shifted from their primary responsibilities to deal with ILOVEYOU that if the incident had continued much longer, reservists would have had to be called up. January 2007: Storm Worm is identified as a fast spreading email spamming threat with a subject line about a recent weather disaster in Europe. By around June 30th it had infected 1.7 million



3-11 computers, and then grew to between 1 and 10 million computers by September 2007. The following list describes some common symptoms of computer virus infection: x x x x x x x



The computer will not boot. The data is scrambled or corrupted. The computer operates erratically. A partition is lost. The hard drive is reformatted. Programs suddenly open and close without your help. Warnings and error messages are displayed at unusual times.



The most common symptom of virus infection in a network is one or more misbehaving workstations. Security programs: Security programs are applications designed to protect computer data from compromise. Computer security is the process of preventing, detecting and response to unauthorized use of, or access to, your computer. x x x



Prevention Measures help you to stop unauthorized users (also known as "intruders") from accessing any part of your computer system. Detection helps you to determine whether or not someone attempted to break into your system, if they were successful, and what they may have done. Response is defined by knowing the value of your data and the impact upon day-to-day operations if specific systems become unavailable or compromised. Recovery actions may cover the range from simple upgrade of protections to notification of legal authorities, counter-attacks, and the like. Steps of the response phase may include items such as: define the attack, inform users of the attack, contain the intrusion, identify the source, notification of all interested parties (to include legal authorities) and compiling detailed repair reports for the entire affected system. Always learn from your mistakes and find ways to patch the holes.



Security programs include: x Virus Protection Anti-virus software is your systems protection against viruses. Your system can contract Viruses from bulletin boards, e-mail attachments, etc. Anti-virus programs look at the contents of each file, searching for specific patterns that match a malicious profile - called a virus signature - of something known to be harmful. For each file that matches a signature, the anti-virus program typically provides several options on how to respond, such as removing the offending patterns, quarantining the file, or deleting the file. x



Anti-spyware: Any software that covertly gathers user information through the user's Internet connection without his or her knowledge, usually for advertising purposes, is probably Spyware. Antispyware prevents spyware from collecting information about the user.



x



Firewall: All messages entering or leaving your network should pass through a firewall. A firewall can be a specialized software program, or a specialized physical hardware device, which



3-12 inspects network traffic passing through it, and denies or permits passage based on a set of well defined rules. Firewalls can be implemented in hardware, software, or both. The basic task of a firewall is to regulate some of the flow of traffic between computer networks of different trust levels. This is accomplished as it examines each message and blocks those that do not meet the specified security criteria. A good firewall system will not only block unauthorized users from accessing the internal network, but can also block internal users from a “need to know” about the mission or resources of the secure network. SUMMARY This objective has covered information to briefly explain the concepts of Computer Software. Remember that Computer software is a general term that describes computer programs and is at the simplest level considered as the language of a computer. Various types of software are available to fit a variety of conditions and circumstances both for the Air Force and your personal use. Whether the software fits into the category of Operating Software or Application Software, it consists of carefully-organized instructions and code that programmers write in a language the computer hardware can understand and act upon. As you perform your specific duties as a member of the Air Force, rest assured you will have ample opportunity to be exposed to a variety of computer software types. As you are trusted with the use of Air Force computer equipment, you also inherit the responsibility to maintain the equipment according to the rules and instructions provided for you.



3-13 Read Unit 3 and answer the following questions on a separate sheet of paper. Do not write in this book. 1. _________ is a generic term for organized collections of computer data and instructions that cause the computer hardware to perform specific operations. 2. _________ contains instructions that provide basic, non-task-specific, functions of the computer system. 3. Programs that do real work for users are known as _________. 4. What software enhances the basic operating system by adding network features? 5. What allocates memory, processes tasks, accesses disks and peripherals, and serves as the user interface? 6. _________became the first open or standard operating system that could be improved or enhanced by anyone. 7. _________are the basic unit for storing and manipulating a collection of logically related information known as _________. 8. _________is an operating system that is a modular Unix-like, multitasking and multiuser. 9. The term _________collectively describes any or all of several generations of Microsoft operating system products. 10. It was the first commercially successful personal computer to feature a mouse and a graphical user interface rather than a command line interface. 11. Which operating system coordinates the activities of multiple computers to keep the network running smoothly? 12. A piece of software is considered _________software if it initiates TCP connections. 13. A piece of software is considered _________software if it listens to a TCP port for connections and accepts and services those connections. 14. A _________is a combination of hardware and software that manages network resources. 15. What type servers are normally associated with domains? 16. The operation of a _________server must divide its workload between its application work and its server work.



3-14 17. _________software is any tool that functions and is operated by means of a computer, with the purpose of supporting or improving the software user's work. 18. Corel Word Perfect is an example of application software used as a _________. 19. _________are frequently used for financial information. 20. A specific type of application software that is used to describe electronic media devices used to store and experience multimedia content. 21. May be thought of as an electronic filing system. 22. A fast, flexible, and reliable means to transmit messages over communications networks. 23. Software that gives the user an enormous amount of easy control over the information displayed. 24. ______is designed to infiltrate or damage a computer system without the owner’s informed consent. 25. _________is an enterprise information portal that can be configured to run Intranet, Extranet and Internet sites. 26. Viruses and worms are the best-known types of _________. 27. Malware is not the same as ____________. 28. The primary purpose of a virus is to _________ itself as often as possible and thereby disrupts the operation of the infected computer or the program. 29. A _________virus is extremely dangerous. 30. File infectors operate in memory and usually infect _________files. 31. Commercially produced programs for the purpose of monitoring and collecting information about computer users are known as _________. 32. A common method of spreading a virus is through _________services. 33. The most common symptom of virus infection in a network is______________________. 34. _________helps you to determine whether or not someone attempted to break into your system. 35. _________ prevents spyware from collecting information about the user. 36. _________are used within the base network to protect secure Air Force local area networks.
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OBJECTIVES a. Identify basic facts about Data Terminal Equipment/Data Communications Equipment (DTE/DCE). b. Identify basic facts about multiplexing. INTRODUCTION Data terminal equipment/data communications equipment is the machinery used to make up a network. The different machines used in a network are predicated on the type of network and the number of host or users. In this section, we will look at modems, converters, gateways, switches, bridges, routers, encryption devices and communication mediums. Lastly, we will look at the uses of a multiplexer. INFORMATION Obj. 4a. IDENTIFY BASIC FACTS ABOUT DATA TERMINAL EQUIPMENT/DATA COMMUNCIATIONS EQUIPMENT (DTE/DCE)



Direction of Data Flow



Modem Analog



Digital



Analog data is demodulated into a digital signal by the receiving modem for the computer node.



Figure 4-1. Modulation/Demodulation functions in a pair of Modems Modems The goal of a modem is to permit terminal-to-computer and computer-to-computer communications over an analog telephone line, Figure 4-1. Modems convert digital data into analog data at the transmitting end and convert analog data back into digital data at the receiving end. The main reason for converting digital data to analog data is so that the information can be sent over longer distances. These two processes are called modulation and demodulation. The word modem is derived from these two words. A modem is a Modulator/Demodulator. If two machines (such as computers, data terminals, or facsimile machines) are communicating over a telephone line, the computer or terminal at both ends must be equipped with a modem. Modems are considered "transparent" since the signals into the first modem (the input) are identical to the demodulated signals (the output) from the second modem.



4-2 Converters Converters are used in a wide area of applications within the communications world. There are many types of converters that perform various functions relating to signal passing and signal conversion from one form to another. Some of the more common examples are: binary code to voltage levels, voltage levels to binary code or even binary code to light pulses. We will discuss three types of converters: analog to digital (A/D), digital to analog (D/A), and the network media converter. The A/D converter changes analog signals to a digital (binary) representation. The process is known as digitizing and is a must if analog signals are to be handled, stored or manipulated by a computer system. Input signals to a distant modem are in analog form. The modem uses an A/D converter to change the various voltage levels into a binary representation of the voltages. Sound cards and digital cameras are other devices that use an A/D converter. The D/A converter change a set of digital binary numbers into a specific voltage proportional to the binary value. For example, the compact disk reads digital information from the disk. Before you can hear the music or other intelligence from the disk it has to be changed to analog. Thus, the purpose of a D/A converter is to convert digital signals into analog signals. Network media converters connect various types of cables that exist within a network. They receive data from one type of cable and convert the signal for transmission onto another type of cable. Typical uses for network media converters are to connect newer cables that support faster data speeds to older slower networks. One example would be to provide a connection from Gigabit Ethernet to a 10 Base T network. Gateways A gateway acts as a translator (converter) between workstations or networks that use different operating systems, communication protocols, data format structures, or network hardware architectures by enabling the nodes to communicate with different types of networks or devices. For example, you might have a LAN consisting of IBM compatibles that need to communicate with a network made up of Apple Macintosh computers. A gateway would enable you to share files between systems.
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Figure 4-2. Layers of the OSI model used by a Gateway A gateway is either a computer system with a gateway software package installed or a programmable device designed for a specific function. A gateway repackages (translates) information to match the destination system. While gateways function at all layers of the OSI model, their operation is centered at the Application and Presentation layers. Some examples of gateways include: IBM Host Gateway An IBM host gateway connects workstations into the mainframe network that would otherwise not recognize the workstation. With an IBM host gateway, workstations appear as IBM 3270 (dumb) terminals to the mainframe host. E-Mail Gateway E-mail gateways translate messages from one vendor's messaging application to another vendor's application.



Figure 4-3. Switch connecting LAN segments Switches



Switches are devices that filter packets between LAN segments (Figure 4-3) and are used in physical Star and Tree topologies. Each physical port is logically a separate segment of the LAN, also referred to as a Collision Domain. Using switches in a network will greatly reduce or eliminate collisions on a network. They do this by remembering the MAC address or addresses that are at each port and forward packets directly to the port which in turn reduces the delivery time of the message. Since the MAC address is the OSI layer 2 (Data-link) address, the switches are considered layer 2 devices. Switches are fast because they switch using hardware (as opposed to software). Many types of switches exist: LAN switches, ATM switches, and various types of WAN switches. We’ll focus mainly on LAN switches here. LAN switches provide collision-free, highspeed communication between network devices. Switches can be grouped by their switching techniques: Store-and-forward



4-4 The entire packet is received and placed into the buffer memory, where an error check is performed, and the packet is sent to the proper port for delivery. A store-and-forward switch has a small delay associated with it because the entire frame is stored in memory while an error check on the frame is performed. If no errors are found, the frame is forwarded to its destination. If the CRC (Cyclic Redundancy Check) computation does not match the CRC in the frame, the frame will be discarded. Cut-through Cut-through switching does not perform a CRC check or store the entire packet. As soon as the address is received into the buffer, the frame is directed to the proper port for delivery without being checked for errors. Since the switch is not required to check every frame that it passes, it can switch data very quickly, resulting in minimal delay time. Fragmentfree Fragmentfree is sometimes referred to as modified cut-through. The switch checks the first 64 bytes of a frame for fragmentation before forwarding the frame to the proper port for delivery.



Figure 4-4. Bridge connecting two LANs Bridges A bridge is a device that connects two or more LAN segments to effectively make those segments one logical network, as shown in Figure 4-4. With a bridge, the two segments do not have to be the same type of topology, i.e. Ethernet and token-ring. Bridges provide filtering and forwarding services. The bridge performs the functions of forwarding frames (or packets) of data based on examination of the MAC address of the destined node. The bridge will examine the destination MAC address of the packet. It then forwards the packet to the other segment if the destination host is not on the same segment as the sending host. Only messages destined for other segments cross an active bridge. If the message is destined for a client on the same segment, the message does not cross the bridge. Since bridges look at MAC addresses, they operate at layer 2 of the OSI model, the Data Link layer.
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Routers Routers operate at the OSI Network layer (layer 3) and are used to connect two or more network segments or networks, as shown in Figure 4-5.



Figure 4-5. OSI Layers of the Router Instead of using the MAC address of the client to filter traffic, as in a switch or bridge, a router uses the network address information found in the Network layer area of the data packet. When this address information is obtained, the router uses a list of known network addresses called a “routing table” to determine where to forward the packet. The router accomplishes this by comparing the packet’s network address to the entries in the routing table. If a match is found, the packet is sent to the appropriate route; if no match is found, the data packet is usually discarded or sent to another router for processing. Routers can support dynamic path assignment. The capability of dynamically assigning different paths permits routers to use alternative paths if needed (for example in the event a communications circuit becomes inoperative). Moreover, because of this capability, routers are able to perform a dynamic load balance of communications traffic when alternative routes are available between networks. This capability can also reduce or eliminate congestion by breaking up data and sending it out multiple paths. Since every packet has the same addressing information, they will be routed to the same destination. Encryption/COMSEC Devices (Data and Voice) The Air Force has information requiring protection. We need to be able to communicate and transfer this information, while still maintaining protection of it. Cryptography is the process of concealing the meaning of a message rather than its existence. Data that can be read and understood without any special measures is called plaintext. Disguising plaintext in such a way as to hide its meaning is called encryption. Encrypting plaintext results in unreadable gibberish called ciphertext. Decryption is the reverse process, changing ciphertext back into plaintext. Encryption/COMSEC devices are used to convert plaintext into ciphertext in order to transmit data and voice signal over a network. Once received at the destination the ciphertext is converted back to plaintext by using Encryption/COMSEC devices. The Air Force uses encryption in all secure telecommunications. Most data is encrypted several times by different devices as it passes through an Air Force network. There are four types of telecommunications we encrypt.
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Wideband Encryption Wideband Communications is data from many different types of equipment. Encryption is done by hardware devices. The data is encrypted in order to be carried securely over leased lines, satellite, microwaves or radio signals. Narrowband Encryption Narrowband Communications is information from telephones. Encryption is done by hardware devices. The data is encrypted in order to be carried securely over leased lines, satellite, microwaves or radio signals. Bulk Encryption Bulk Communications is obtained by combining multiple signals, such as data and/or voice lines, onto one line. Encryption is done by hardware devices. The data is encrypted in order to be carried securely over leased lines, satellite, microwaves or radio signals. Network Encryption As you can see throughout the Air Force network there are multiple points of hardware based encryption. Network encryption includes all of the previous types, plus the use of software encryption.



Communication Mediums Communication mediums are the means or ways information travels from one location to another. Impairments in transmitted media can distort the transmission signal. This can create bit errors in digital signals and distortion of analog signals. Communication mediums can be guided or unguided. x



Guided/Bound Media: The physical environment (typically a cable) through which data travels as it moves from one component or device to another. A LAN using coaxial cable, twisted-pair cable, and/or fiber optic cable is using guided media. Impairments in guided transmission lines can create distortion, which degrades the analog and digital signal quality.



x



Unguided/Unbound Media: Unguided transmissions are wireless. They have no physical constraints confining the signal to a set path. Atmospheric conditions can impair your wireless transmission, degrading both analog and digital signal quality.



Guided/Bound Media Coaxial cable, twisted pair, and fiber optic cable are forms of guided media. x



Coaxial Cabling (COAX) COAX has a solid center conductor, surrounded by an insulating spacer that is surrounded by a grounded shield of braided wire, foil or both. The shield minimizes electrical and radio frequency interference. The entire assembly is covered with an insulating and protective outer layer. Although more expensive than standard telephone wire, it has a wide bandwidth capable of carrying many data, voice, and video conversations simultaneously. Ethernet, the most widely installed LAN technology specified in the IEEE 802.3 standard, uses various types of cabling.
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Thicknet (Refer to Figure 4-6): 10mm (thick), 50-Ohm, COAX cable used in Ethernet 10Base5 networks. Known as thicknet is typically a bright color, i.e. yellow, and is marked with black bands every 2.5 meters to indicate proper placement of the transceiver, called a Media Access Unit (MAU). The MAU’s are attached by a process called tapping; a hole is drilled in the cable to allow electrical contact. The transceivers are non-intrusive taps – connection can be made without disrupting traffic.



Figure 4-6. THICKNET x



Thinnet (Refer to Figure 4-7): Thinnet is 5mm (thin), 50-ohm, COAX cable used in Ethernet 10Base2 networks. Also known as Thin Ethernet, or Cheapernet, Thinnet cable is cheaper, lighter, more flexible, and easier to install than Thicknet, however; Thinnet cable transmission characteristics are not as good. MAU’s are connected to Thinnet cable using BNC TConnectors.



Figure 4-7. THINNET x



Twisted-Pair Cable Twisted-pair is the most common media for network connectivity. The twisted-wire configuration limits signal degradation from electromagnetic interference (EMI) and radio frequency interference (RFI). Twisted-pair cable has precise specifications governing the number of twists or braids permitted per meter. Twisted-pair is a copper, wire-based cable that can be either shielded or unshielded.



x



Shielded twisted-pair (STP) STP cable combines the techniques of shielding and twisting of wires to protect against signal degradation. STP contains four pairs of wire. Each pair of wire is twisted together a precise number of turns per meter. Each pair is then wrapped, as a pair, in insulating metallic foil. The four insulated pairs are then wrapped together in metallic braid or foil called the jacket;



4-8 the jacket contains four pairs of wires. Specified for use in Ethernet network installations, STP reduces electrical noise both within the cable (pair-to-pair crosstalk) and from outside the cable (EMI and RFI). Token Ring network topology uses STP cable.



Figure 4-8. Unshielded Twisted Pair x



Unshielded Twisted-Pair (UTP) UTP has become the most economical (by default most popular) choice among networking cables, Figure 4-8. In most cases, UTP cable is implemented using very cheap, modular telephone-type connectors such as the RJ-11 (two pair, common telephone) and the RJ-45 (four pair, data) connectors. Telephone-type modular connectors are inexpensive and easy to install, serving to further reduce the cost of UTP cabling systems. UTP contains eight insulated wires. Two insulated wires are twisted together, a precise number of turns per meter, to form a pair. The American National Standards Institute (ANSI) specifies categories of UTP in terms of data rates they can sustain. The categories describe the medial as well as the types of connectors to be used. These categories are: x



CATEGORY 1



Voice-grade telephone wire Not suitable for data transmission



x



CATEGORY 2



Certified for data transmission up to 4 Mbps (IBM Token Ring Standard)



x



CATEGORY 3



Certified for data transmission up to 10 Mbps (Ethernet Standard)



x



CATEGORY 4



Rated for data transmission up to 16 Mbps (IBM Token Ring Standard)



x



CATEGORY 5(e)



Rated for data transmission up to 100 Mbps (Fast Ethernet Standard) Cat 5(e) enhanced upon Cat 5, minimizing crosstalk



x



CATEGORY 6



Rated for data transmission up to 1000 Mbps (Gigabit Ethernet Standard)
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Fiber Optic Cabling Technology converts electrical signals into optical signals. Optical signals are transmitted through a thin glass fiber. These signals are converted back into electrical signals at the receive end. Because transmissions are light-based instead of electrical based, fiber is immune to all types of EMF monitoring because there is no EM radiation. There are two types of fiber-optic cable.



Figure 4-9. Multi-mode fiber x



Multi-Mode Fiber (MMF) Multi-mode fiber Figure 4-9, typically has a core diameter of 50 to 100 microns. This relatively large core allows many modes, or paths, of light to propagate down the optic path producing good coupling from inexpensive couplers, connectors, and LED light sources. Two types of multimode fiber exist; graded and stepped. Multi-mode fiber supports longer segment lengths than twisted-pair wire. Multi-mode fiber can support segment lengths as long as 2000 meters for 10 and 100 Mbps Ethernet, and 550 meters for 1 Gbps Ethernet.



Figure 4-10. Single-mode fiber. x



Single-Mode Fiber (SMF) Single mode fiber, shown in Figure 4-10, uses a glass fiber that is approximately 10 microns in diameter and permits a single mode of light to be propagated using expensive lasers as the light source. Single-mode fiber can support much longer segments than any other guided media.



x



Unguided/Unbound Media Unguided/unbounded media is wireless. The lack of physical cabling to tie down the location of a node on a network enables the network to be much more flexible. The most commonly used wireless media are light transmissions and radio waves:



x



Light Transmissions Uses lasers to transmit and receive network signals. Since laser transmissions use a focused beam of light, they require a clear line of sight and precise alignment between the devices. This offers some security due to the limited area from which a signal can be monitored. Unbound light



4-10 transmissions are easily interrupted by atmospheric conditions such as rain, fog, and snow which can degrade the quality of both analog and digital signals, however; light transmissions provide a relatively secure transmission medium when guided medium cannot be used. x Radio Waves Radio waves may be Terrestrial Transmissions, Land-based, or Space-Based. Transmission signals originate from a land-based system, but are bounced off satellites. The larger the broadcast range of Space-Based transmissions, the more susceptible they become to being monitored. Radio waves used for networking purposes are typically microwave frequencies in the 1–20GHz range. Atmospheric conditions can interfere with radio waves degrading the quality of both analog and digital signals. Radio wave signals can be fixed frequency or spread spectrum in nature. a) Fixed Frequency Signals: The information you wish to transmit is superimposed onto an RF carrier, which increases power and range. The resulting modulated wave is transmitted. Security of transmissions is poor. Once the carrier frequency is known, fixed frequency signals are easy to monitor and/or jam. b) Spread Spectrum Signals: The transmit signal frequency varies as the RF carrier frequency varies. This reduces noise interference. Using multiple frequencies also makes the signal more difficult to disrupt, however; while the signal does vary through a range of frequencies, this range is typically a repeated pattern. Once an attacker determines the timing and pattern of the frequency changes, they are in a position to jam or monitor transmissions. Advantages of Unguided Media x x



Mobility. There is no physical cabling to tie down the location of a node on a network; a portable computer can truly be portable. Moving a wireless node is easy compared to the large amount of labor required to add or move cabling in a guided or bound type of network.



Disadvantages of Unguided Media x x x



Security: Security is poor. More susceptible to interception and monitoring. Distortion and Interference: Susceptible to interference and distortion from lights, electronic devices and atmospheric conditions. Speed: Slower speed than guided media LAN’s.



Obj 4b. IDENTIFY BASIC FACTS ABOUT MULTIPLEXING Multiplexers A multiplexer is a communications device that combines several data or voice signals for transmission over one single medium. A multiplexer’s primary purpose is to save on communications cost. Many devices within a LAN would be connected to the multiplexer, which inturn would combine their signals to be sent out on a high-speed network connection, such as shown in Fig 4-11, next page. In essence, the concentrator combines all node connections into a single



4-11 network connection. This effectively results in the total bandwidth of the network being shared among all nodes connected to the concentrator. In general, the more nodes connected, the poorer the performance. Multiplexers also provide error correction and data security. Since a multiplexer operates by taking individual data and transmitting it as data frames, there is an error detection and retransmission scheme built into the multiplexer. This ensures the integrity of data. Error correction is so vital in many data transmission types, such as graphic data and program transmission, that many muxes are used mainly for their error correction capabilities. The other benefit is data security (not encryption), which is achieved by the fact that the individual data streams are formatted into a single communication line on one end of the link and then broken up into individual components on the other end. Someone wishing to “tap” into a muxed signal must have the link protocol, the individual channel assignment and the data formats. The term “multiplexing” means either combining (multiplex) many different signal into one serial digital data stream (transmit) or to split apart (demultiplex) serial digital data into many different signals (receive).



Figure 4-11. Multiplexed Network Wave Division Multiplexing Wave division multiplexing combines several different data signals onto a single fiber optic cable. Because light of different frequencies do not interfere with each other, using several frequencies allows transmission of several different data signals simultaneously. The several signals are converted into different light frequencies that are within the frequency spectrum of the multiplexing equipment. The signals are multiplexed (combined) by use of an optical combiner. Once combined, they are applied to the fiber optic cable and sent to the demultiplexer. A light splitter is used to split the light into many channels. Each channel uses a frequency sensitive filter to pass only signals of a particular light frequency. The filtered signals are sent to a receiver where it is converted to its original format. Time Division Multiplexing (TDM) TDM involves the distribution of multiple signals in the time domain, a digital process. Analog signals are sampled and converted to digital bit streams through the use of analog-to-digital (A/D) converter. The process of converting the analog signal into an encoded digital value is referred to as



4-12 pulse code modulation (PCM). The TDM technique combines data streams by assigning each stream a different time slot in a set. TDM repeatedly transmits a fixed sequence of time slots over a single transmission channel. Each user is assigned a specific time slot, and no other user can transmit during that time. If a user has a lot of data to send, it can only send during its time slot, and must stop when it is over, even if other time slots are empty. If a user has nothing to send, it’s time slot stays empty and is wasted. Figure 4-12 represents a pair of TDM muxes each with n ports connected via one trunk. Initially, port 1 will be assigned one time slot on which it will transmit utilizing the entire bandwidth on the trunk. In turn, port 2 will follow taking up one time slot to transmit over the trunk. This process will continue sequentially until all n ports have had a chance to transmit during their allocated time. Finally, after port n has consumed its time slot, port 1 will initiate the process all over again.
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Figure 4-12. Input lines into a multiplexer SUMMARY In this objective we covered data terminal equipment and data communications equipment. Modems and converters are devices that convert or change signals in order to ensure proper transmission. The role of gateways, switches, bridges and routers and their functions with respect to message transmission through the network was discussed. Also, encryption devices and their role in information protection were covered. Under communications mediums we discussed the hardware needed to send signals from source to destination. Types of hardware used as communication mediums, and advantages and disadvantages of unguided media were covered. Communications signals whether digital or analog can be combined into time frames and sent across a communications medium by use of a multiplexer. Multiplexers are used by many applications where signals can be combined and transmitted through a common medium. Telephone companies have used multiplexers for years and as the demand for fast, economical and reliable communications increases multiplexers will continue to grow in capabilities and numbers.



4-13 Read Unit 4 and answer the following questions on a separate sheet of paper. Do not write in this book. 1. ___________ convert digital data to analog signals for transmission over a telephone line. 2. Which converter changes analog signals to a digital (binary) representation? 3. The _____________________ converter converts a set of binary numbers into a specific voltage proportional to the binary number. 4. ____________ __________ converters connect various types of cables that exist within a network. 5. A _____________ acts as a translator between two computers or networks that use different operating systems. 6. __________ filter packets between LAN segments. 7. Switches read the __________ address of each packet and forward the packet to the correct port. 8. The switching technique that checks the first 64 bytes of a frame for fragmentation before forwarding the frame is called ____________. 9. The switching technique that stores the packet and performs an error check is the ________ ___ _________. 10. A __________ connects two or more LAN segments to make those segments one logical network. 11. Bridges forwards frames (or packets) of data based on the __________ _________ of the destined node. 12. If the MAC address of the destined node is on the same segment, the data __________ cross the bridge. 13. Routers operate at what layer of the OSI reference model? 14. A router uses the __________ __________ information found in the network area of the data packet to determine where to forward a packet. 15. What devices are able to perform a dynamic load balance of communications traffic when alternative routes are available between networks? 16. Wideband encryption devices encrypt data from ____________. 17. Narrowband encryption devices encrypt information from ___________. 18. Bulk encryption is a _____________ line obtained by combining multiple signals.



4-14 19. Coaxial cable, twisted-pair cable, and/or fiber optic cable are examples of _________ __________. 20. Coaxial cable used in Ethernet 10Base5 networks is known as ___________. 21. Coaxial cable used in Ethernet 10Base 2 networks is known as ___________. 22. The two types of twisted pair cable are ____________ and _____________. 23. Shielded twisted pair (STP) cables are __________ to reduce noise both from inside and outside the cable. 24. ___________ is the most popular type of network cable. 25. Category ___________ UTP is not suitable for data transmission. 26. Category ___________ UTP is rated for data transmission speeds up to 100Mbps. 27. Fiber optic cables are immune to all types of EMF monitoring. (T/F) 28. Which guided media supports the longest segment length? 29. Two types of unguided media are ____________ and ___________. 30. One problem with light transmissions is __________ conditions, such as fog, can degrade the signal. 31. Freedom of movement or ___________ is an advantage of unguided/unbound media. 32. Three disadvantages of unguided/unbound media are ___________, ___________, and __________. 33. TDM involves the distribution of __________ signals in the time domain. 34. A multiplexer combines several ________ or __________ signals for transmission over one single medium. 35. The primary purpose of using a multiplexer is to save on _____________ ___________. 36. Multiplexers use an error detection/correction scheme to ensure the ____________ of the transmitted data. 37. In order to “tap” into a multiplexed signal a person would have to know ______________, ___________, and _________________. 38. Wave division multiplexing combines several different data signals onto a single ___________ ___________ cable. 39. Light signals are multiplexed by an ___________ _____________.



4-15 40. The demultiplexer uses a _____________ ____________ to split the light into many channels. 41. Time division multiplexing (TDM) involves the distribution of multiple signals in a time domain. (T/F) 42. Time division multiplexing (TDM) transmits a fixed sequence of time slots over a __________ transmission channel. 43. Each user in TDM is assigned a specific __________ __________. 44. If a user has no data to send using TDM, the user time slot __________ __________.
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5-5 Obj 5b. IDENTIFY BASIC FACTS ABOUT NETWORK WARFARE FUNDAMENTALS Control Systems (Supervisory Control and Data Acquisition (SCADA)) Networks SCADA are computer-based systems that are used by many infrastructures and industries to remotely control sensitive processes and physical functions that once had to be controlled manually. SCADA systems are employed to control, manage, and monitor large complex systems. SCADA systems are used to operate and manage industrial functions, infrastructure functions and various facilities functions. These functions are controlled by black boxes operating through a network. Anyone capable of accessing the network can cause damage through the use of cyber attack. Examples of industrial functions include, but are not limited to: oil and gas refinement, chemical engineering and other types of manufacturing. Infrastructure applications include, but are not limited to, management of public and private infrastructures such as a city light system, water processing and chlorination, electrical distribution and generation, oil and gas pipeline flows and routing systems. SCADA facility type systems include, but are not limited to, those which operate a facility such as a complex security system, heating, ventilation and air conditioning, or those supporting facilities such as large buildings, ships, and aircraft both public and private. Tactical Data Link (TADL) Networks Tactical Data Links, formerly known as Tactical Digital Information Links (TADILs), were developed in conjunction with digital computers to permit Joint and Coalition forces to exchange information across a digital interface. Early versions of TADLs were designed to enable eight-bit computers to share near-real-time surveillance and command data among functionally supporting units in the performance of their missions. A newer version Link 16 was developed as a modernized, replacement upgrade to support 16-bit requirements. The AF currently employs Link 16 aboard its AWACS, JSTARS, and other aircraft and in its ground-based Air and Space Operations Center (AOC) and other ground-based platforms. Because these are digital systems operating on networks, any cyber terrorist with the proper equipment can attack these systems and cause various degrees of damage. Network Exploitation Capabilities In our previous discussion on SCADA we begin to realize that a cyber terrorist with the proper knowledge and equipment can attack our networks and cause damages. These damages could range from a minor irritation such as disabling an ATM machine to a major event such as shutting down an electrical power grid. An attacker can perform test and analysis of commercially-available products to develop a means of exploitation. The attacker can then extract information from a functional network. Once an attacker extracts mission relevant data, it can be analyzed offline for further vulnerabilities. The attacker can then choose the proper time to attack to manipulate both data and application processes. Our nation’s critical infrastructures are composed of public and private institutions in the sectors of agriculture, food, water, public health, emergency services, government, defense industrial base, information and telecommunications, energy, transportation, banking and finance, chemicals and hazardous materials, and postal and shipping. Cyberspace is composed of hundreds of thousands of interconnected computers, servers, routers, switches and fiber optic cables that allow our critical infrastructures to work. At the core of the information infrastructure is the internet, once a system where scientists shared research with no intention of abuse. The same internet now connects millions of other networks allowing most of the nation’s essential services and infrastructures to work. These computer networks also control physical objects such as electrical transformers, trains, pipeline pumps, chemical vats, radars, and stock markets all of which exist beyond cyberspace.
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OBJECTIVES a. Identify basic facts about cyber security. INTRODUCTION Cyber security is a major concern to present and future development. Cyber Space is now a warfighting domain which must be protected. In this section we will discuss the vulnerabilities of the cyber domain, Identity Management and wireless system security. Obj. 6a. IDENTIFY BASIC FACTS ABOUT CYBER SECURITY Cyber Vulnerabilities Networks are the war fighter’s greatest resource. These resources range from getting instant information from satellites and UAVs, to being able to pin point a location using GPS. An unmanned aerial vehicle can be controlled and provide intelligence to an office on the other side of the world. But our greatest asset is also our greatest weakness. Any system connected to the World Wide Web can be accessed from a computer anywhere else in the world. An outside cyber attack could be impossible to trace to the source of the attack. Others will do their best to penetrate our networks and exploit our weaknesses. A few of the more common types of threats are detailed below. Denial-of-Service (DoS) DoS attacks are probably the nastiest, and most difficult to address. These are the worst, because they're very easy to launch, difficult (sometimes impossible) to track, and it isn't easy to refuse the requests of the attacker, without also refusing legitimate requests for service. The premise of a DoS attack is simple: send more requests to the machine than it can handle. DoS attacks, which come in many forms, are explicit attempts to block legitimate system access by reducing system availability. Toolkits are available in the underground community that make this an easy process simply by running a program and telling it which host to blast with requests. The attacker's program makes a connection on some service port, perhaps forging the packet's header information that says where the packet came from, and then dropping the connection. If the host is able to answer 20 requests per second, and the attacker is sending 50 per second, obviously the host will be unable to service all of the attacker's requests, much less any legitimate requests (hits on the web site running there, for example). Some things that can be done to reduce the risk of being stung by a denial of service attack include: x x x



Not running your visible-to-the-world servers at a level too close to capacity Use packet filtering to prevent obviously forged packets from entering into your network address space. Keeping up-to-date on security-related patches for your hosts' operating systems.



Unauthorized Access Unauthorized access can refer to a number of different sorts of attacks. The goal of these attacks is to access some resource that your machine should not provide the attacker. For example, a host might be a web server, and should provide anyone with requested web pages. However, that host



6-2 should not provide command shell access without being sure that the person making such a request should get it, such as a local administrator. Executing Commands Illicitly It is undesirable for an unknown and un-trusted person to be able to execute commands on your server machines. There are two main classifications of the severity of this problem: 1. Normal user access 2. Administrator access A normal user can accomplish a number of objectives on a system (such as read files, e-mail them to other people, etc.) that an attacker should not be able to do. This might, then, be all the access that an attacker needs. On the other hand, an attacker might wish to make configuration changes to a host (perhaps changing its IP address, putting a start-up script in place to cause the machine to shut down every time it's started or something similar). In this case, the attacker will need to gain administrator privileges on the host machine. Destructive Behavior Among the destructive sorts of break-ins and attacks, there are two major categories: Data diddling and data destruction. Data Diddling. Data diddling occurs when an attacker changes entries in records. Data diddling is likely the worst sort of attack, since the fact of a break-in might not be immediately obvious. Perhaps the attacker is toying with the numbers in your spreadsheets, or changing the dates in your projections and plans. Maybe they are changing the targeting coordinates on a missile system, or changing medical records. In any case, rare is the situation when you'll come in to work one day, and simply know that something is wrong. An accounting procedure might turn up a discrepancy in the books three or four months after the fact. Trying to track the problem down will certainly be difficult, and once that problem is discovered, how can any of your numbers from that time period be trusted? How far back do you have to go before you think that your data is safe? Data Destruction. Some attackers like to delete things. In these cases, the impact on your computing capability and consequently the mission can be equal to a fire or other disaster causing your computing equipment to be completely destroyed. Vulnerability Preventive Measures Reducing vulnerabilities can be resource intensive. Accordingly, our national efforts to identify and correct vulnerabilities must be accomplished in a cost effective and systematic manner. The United States must reduce vulnerabilities in four major components of cyberspace, including: 1. 2. 3. 4.



The mechanisms of the Internet Digital control systems/supervisory control and data acquisition systems Software Physical security of Cyber Systems and Telecommunications



These four areas have broad implications for the majority of the Nation’s critical infrastructures. Initiating efforts to eliminate vulnerabilities in these important areas will reduce the weakness of critical infrastructure services to attack or compromise.



6-3 Secure the Mechanisms of the Internet The development and implementation of the processes for securing the Internet are responsibilities shared by its owners, operators, and users. Private industry is leading the effort to ensure that the core functions of the Internet develop in a secure manner. As appropriate, the federal government will continue to support these efforts. The goal is the development of secure and robust mechanisms that will enable the Internet to support the Nation’s needs now and in the future. This goal will include: x x x



Securing the protocols on which the Internet is based Ensuring the security of the routers that direct the flow of data Implementing effective management practices



Secure the Protocols. Essential to the security of the Internet infrastructure is ensuring the reliability and secure use of three key protocols: x x x



The Internet Protocol (IP) The Domain Name System (DNS) The Border Gateway Protocol (BGP)



Improve Internet Routing. Routers on the Internet share a number of design characteristics that make them relatively easy to disable, especially through denial-of service (DoS) attacks. These attacks are designed to overwhelm a router’s processing capability. Internet routing can be substantially improved by promoting increased use of address verification and out-of-band management. One of the largest weaknesses of our current Internet Infrastructure is the inability to identify the source of DoS attacks. Strengthened source address verification can give this ability. In computing, out-ofband management involves the use of a dedicated management channel for device maintenance allowing a system administrator to monitor and manage servers and other network equipment by remote control. This dedicated management channel will allow system administrators to access devices during DoS attacks that would otherwise be inaccessible. Improve Management. Much improvement can be made in the security of the Internet infrastructure if the best management practices for the Internet are widely employed. This includes the data that flows through the Internet and the equipment that supports it. This can be accomplished by: x x x



The adoption of improved security protocols The development of more secure router technology The adoption by Internet Service Providers of a “code of good conduct”



Foster Trusted Digital Control Systems / Supervisory Control and Data Acquisition Systems Over the last 20 years, many industries in America have completely transformed the way they control and monitor equipment by making use of digital control systems (DCS) and supervisory control and data acquisition systems (SCADA). DCS/SCADA are computer-based systems that are used by many infrastructures and industries to remotely control sensitive processes and physical functions that once had to be controlled manually. DCS and SCADA are present in almost every sector of the economy including water, transportation, chemicals, energy, and manufacturing and many others. Increasingly, DCS/SCADA systems use the Internet to transmit data rather than the closed networks used in the past. Disruption of these systems can have significant consequences for public health and safety. However, securing these systems is complicated by various factors.



6-4 First, adding security requires investment in systems and in research and development that companies cannot afford on their own. Such research may require the involvement of multiple infrastructure operators or industries. Second, current technological limitations could hinder the implementation of security measures. For example, DCS/SCADA systems are typically small and self-contained units with limited power supplies. Security features are not easily adapted to the space or power requirements. In addition, these systems operate in real time and security measures could reduce performance or impact the synchronization of larger processes. Reduce and Remediate Software Vulnerabilities A third critical area of national exposure is found in the many flaws that exist in critical infrastructure due to software vulnerabilities. New vulnerabilities emerge daily as use of software reveals flaws that malicious actors can exploit. Currently, approximately 3,500 vulnerabilities are reported annually. Corrections are usually completed by the manufacturer in the form of a patch and made available for distribution to fix the flaws. Improve Physical Security of Cyber Systems and Telecommunications Reducing the vulnerability of the cyber infrastructure includes lessening the impact that can occur when key physical links are destroyed. The impact of such attacks can be amplified by cascading impacts through a variety of dependant infrastructures. Due to the dependant infrastructures, systems that appear to have nothing to do with each other can impact each other because of a shared physical links. These can affect the economy as well as the health and welfare of citizens. Some examples might include: x x x



A train derailed in a Baltimore tunnel and the Internet slowed in Chicago. A campfire in New Mexico damaged a gas pipeline and IT-related production halted in Silicon Valley. A satellite spun out of control hundreds of miles above the Earth and affected bank customers could not use their ATMs.



Cyberspace has physical manifestations: the buildings and conduits that support telecommunications and Internet networks. These physical elements are designed and built to create redundancy and avoid single points of failure. Therefore if one physical link goes down, another can pick up the work load. Nonetheless, the carriers and service providers are encouraged to independently and collectively continue to analyze their networks in order to strengthen reliability and intentional redundancy. Identity Management The goal of identity management is to secure our cyber information thus ensuring four objectives: 1. Authentication and Identification: Verifies that you are who you say you are. 2. Data Integrity: Alerts the recipient of unauthorized modification during transmission, storage, and processing. 3. Non-Repudiation: A person who digitally signs an e-mail message or document cannot later deny having conducted the transaction. A digital signature is as legally binding as a hand written signature. This provides accountability. 4. Confidentiality: Protects data from unauthorized review.



6-5 The Air Force meets the goal of Identity Management through the use of the DoD Public Key Infrastructure (PKI) and Common Access Card (CAC). The PKI framework revolves around the issuance of certificates through the use of a privatepublic digital key pair, and supports a digital signature and encryption process. Imagine sending a postcard, written in pencil, through the U.S. Postal Service. It can be intercepted, read, and even changed, all without the sender’s knowledge. In a way, that is how we send information through the internet, with no protection. When a digital signature is applied, it is similar to writing the postcard in ink and signing your name. It can still be intercepted and read, but it cannot be changed easily, and the recipient knows who sent it. Digitally signing and encrypting the message is equivalent to writing the postcard in ink and putting it inside a special envelope. No one can easily read it, or change it, during transmission. A digital signature is accomplished through the use of certificates. A PKI certificate is the digital representation of a physical (paper) certificate. Whereas “physical” certificates (driver’s license, passport, ID card, etc) authorize owners the use of specific services, “digital” certificates identify you and provide access to PKI security services. A certificate binds an individual’s identity to their public key. You are issued three types of certificates: 1. Identity Certificate – identifies you to network devices and applications such as web servers and system domains. The corresponding private key to your ID certificate is used to digitally sign DoD documents and verify your identity to networks and applications, which facilitates authentication, non-repudiation, and non e-mail digital signature. 2. E-mail Signature Certificate – contains your public key that is used to verify the digital signature on e-mail messages. Your corresponding private key is used to digitally sign your e-mail, which facilitates authentication, non-repudiation, and e-mail digital signatures. 3. E-mail Encryption Certificate – contains your public key, used by others to encrypt email. Your corresponding private key is used to decrypt e-mail and any attachments, which facilitates greater security and confidentiality. Encryption under PKI is accomplished through the use of Public Key Encryption. The privatepublic key pair consists of two simultaneously generated keys using an irreversible mathematical process, making it virtually impossible for anybody to determine the mathematical bond between the two. Each key represents a digital, computerized code uniquely tied to a user’s identity. The two keys are exclusively paired with one another and neither key can be derived from the other. The Private Key is safeguarded by the owner and is protected by a 6-8 digit personal identification number (PIN). It allows a user to place their digital signature on documents and outgoing e-mail and decrypt any encrypted incoming e-mail. For PKI supported applications and enabled private web server, users authenticate their identities with their private key prior to being granted access. This enhances access control to an organization’s sensitive information. Unlike the Private Key, the Public Key is distributed freely. It is used to encrypt e-mail messages, and it is attached to electronic transactions so that the recipient may easily verify the sender’s identity. Your certificates and private keys are loaded onto a common access card (CAC) and are protected by the PIN. A CAC contains one or more integrated circuit chips, a magnetic strip, bar codes, and photo ID. In addition to standard ID purposes, the CAC may be configured for building and security access as well as PKI-enabled applications. The first time you use an Air Force network you will load your PKI certificates into your computer. Once your certificates are loaded, you simply slide



6-6 your CAC into a smartcard reader that will be attached to your computer, and enter your PIN. You must protect your CAC at all times from access by other people. After all, you wouldn’t leave your ATM card and pin number lying on your desk. You must also take the necessary steps to post your public key to the Global Access List (GAL). Having completed these actions, you will be ready to use applications that are public key enabled, such as e-mail. Identity certificates are valid for three years and e-mail certificates are valid for two years, after which they must be reissued. Each time you transfer to another base, your e-mail certificates must be reissued to match your new e-mail address. Wireless Security Wireless networks have great advantages over wired networks when it comes to functions like mobility and flexibility. But along with these advantages comes several unique security risks. Without the proper security, anyone can intercept wireless traffic, or gain access into your wireless network. Below are some guidelines to help keep a wireless network secure. Change Default Administrator Passwords (and Usernames) At the core of most wireless networks is an access point. To set up these pieces of equipment, manufacturers provide Web pages that allow owners to enter their network address and account information. These Web tools are protected with a login screen (username and password) so that only the rightful owner can enter the network address and account information. However, for any given piece of equipment, the logins provided are simple and very well-known to hackers on the Internet. Change the login settings immediately. Turn on Encryption All wireless equipment supports some form of encryption. Encryption technology scrambles messages sent over wireless networks so that they cannot be easily read by humans. Several encryption technologies exist for wireless today. Naturally you will want to pick the strongest form of encryption that works with your wireless network. However, the way these technologies work, all wireless devices on your network must share the identical encryption settings. Therefore you may need to find an encryption setting that is common to all wireless devices. Change the Default SSID Access points use a network name called the Service Set Identifier (SSID). Manufacturers normally ship their products with the same SSID set. For example, the SSID for Linksys devices is normally "linksys." True, knowing the SSID does not by itself allow hackers to break into your network, but it is a start. More importantly, when someone finds a default SSID, they see it is a poorly configured network and are much more likely to attack it. Change the default SSID immediately when configuring wireless security on your network. Don't, however, change the SSID to reflect your main names, divisions, missions or products. That can make you a more interesting target when someone sees you have a server named after jet fighters or submarines. If your naming is interesting enough, it may attract hackers who are willing to put in the additional effort to break your encryption keys. Disable SSID Broadcast In wireless networking, the wireless access point typically broadcasts the network name (SSID) over the air at regular intervals. This feature was designed for businesses and mobile hotspots where wireless clients may roam in and out of range. In the home, this roaming feature is unnecessary, and



6-7 it increases the likelihood someone will try to log in to your home network. Fortunately, most wireless access points allow the SSID broadcast feature to be disabled by the network administrator. Enable MAC Address Filtering Each wireless device possesses a unique identifier called the physical address or MAC address. Access points keep track of the MAC addresses of all devices that connect to them. Many such products offer an option to key in the MAC addresses of authorized devices that restricts the network to only allow connections from those devices. Do this, but also know that the feature is not as powerful as it may seem. Hackers and their software programs can fake MAC addresses easily. Do Not Auto-Connect to Open Wi-Fi Networks Connecting to an open wireless network such as a free wireless hotspot or your neighbor's router exposes your computer to security risks. Although not normally enabled, most computers have a setting available allowing these connections to happen automatically without notifying you (the user). This setting should not be enabled except in temporary situations. Assign Static IP Addresses to Devices Most networkers gravitate toward using dynamic IP addresses. DHCP technology is indeed easy to set up. Unfortunately, this convenience also works to the advantage of network attackers, who can easily obtain valid IP addresses from your network's DHCP pool. Turn off DHCP on the access point, set a fixed IP address range instead, and then configure each connected device to match. Use a private IP address range (like 10.0.0.x) to prevent computers from being directly reached from the Internet. Enable Firewalls on Each Computer and the Router Modern network routers contain built-in firewall capability, but the option also exists to disable them. Ensure that your router's firewall is turned on. For extra protection, consider installing and running personal firewall software on each computer connected to the router. SUMMARY In this unit we saw that all of our Cyber systems are vulnerable to attack and having/practicing cyber security is a MUST! Attacks on our control of Cyber Space can range from denial-of-service to changing data entries through data diddling. The preventative measures/mechanisms we employ to prevent attackers from breaching our cyber systems could be as simple as improving internet routing, improved management, and/or using PKI/CACs. Remember, most hackers/attackers gain access to our Cyber System through exploiting system user who only follows the rules sometime!



6-8 Read Unit 6 and answer the following questions on a separate sheet of paper. Do not write in this book. 1. ______________________ attacks occur when more requests are sent to a machine (host) than it can handle. 2. ______________________attacks allow access to some resources that your machine should not provide to the attacker. 3. Executing commands illicitly occurs when a(n) ___________ and ____________ person executes commands on a server. 4. The two types of destructive behavior are ______ _______ and _______ ___________. 5. The destructive behavior where the attacker changes entries in records is known as _______ __________. 6. The destructive behavior where the attacker deletes files is known as _______ _________. 7. Securing the mechanisms of the internet include _______________, ____________ and ________________. 8. Which mechanism’s goal for securing the internet ensures the reliability and security of three key protocols? ___________________________. 9. Which mechanism’s goal for securing the internet promotes increased use of address verification and out-of-band management? 10. What benefit is gained by improving address verification? 11. Which vulnerability preventive measure incorporates reducing the number of software vulnerabilities? 12. The identity management objective that alerts the recipient of unauthorized modification to cyber information is called __________ ____________. 13. What goal of identity management protects data from unauthorized review? 14. What goal of identity management verifies you are who you say you are? 15. How does the Air Force meet the goals of identity management? 16. Which PKI certificate identifies you to the network? 17. Which PKI certificate contains your public key that is used to verify the digital signature on the email messages? 18. Which PKI certificate contains your public key used to encrypt e-mail?



6-9 19. How is your private key protected? 20. What is the purpose of a common access card? 21. Why is it important to change an (SSID) service set identifier? 22. Why is it important to change administrator passwords and user names on a wireless Web page? 23. Which wireless network security guidelines supports keying in the MAC address of authorized devices? 24. Why is enabling DHCP a bad idea on a wireless network?



UNIT 7. Network Fault Isolation Techniques
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OBJECTIVES a. Given equipment, perform network fault isolation techniques IAW the PC checklist. b. Identify principles of network management. INTRODUCTION Regardless how well a network is designed, all networks will suffer failures. Some failures may be minor and affect only one user, while some failures may take down the whole network. Obj. 7a. GIVEN EQIPMENT, PERFORM NETWORK FAULT ISOLATION TECHNIQUES IAW THE PC CHECKLIST INFORMATION Network Error Detection Network impairments are brought to our attention two different ways; discovered and reported. Discovered problems are the most desirable scenario and involve only network administrators and maintenance personnel. Network administrators are able to remotely monitor network status through the use of software. Network management software, such as HP Open View and CISCO Works, allows network administrators to control and monitor multiple networked systems and applications. This gives the administrator/maintainer the ability to predict problems. For example, by monitoring the network it is possible to predict that a user’s hard drive is going to fail before the user experiences any problems. The hard drive data can be saved to a network server and maintenance can replace the failing hard drive with minimal downtime. This is definitely a “best case scenario” for troubleshooting and restoration. Reported problems are when the user experiences some type of equipment or network failure and contacts the Help Desk. The Help Desk will take the user’s information and contact the maintenance work center for repair action. Network Error Correction Repairs are best done in an orderly, systematic fashion. Below are some steps to simplify the repair process. Collect basic outage information Check the physical site Software fault isolation Documentation Collecting Basic Outage Information The first step in collecting information is to contact the user who reported the outage. Help Desk should have a point of contact and telephone number on the work order. Find out the extent of the problem (what has been affected), what problems the end user is experiencing, and what the computer was doing when the problem occurred. Ask affected users several questions as you begin the troubleshooting process. “When was the last time it worked?” Have they used it recently or has it sat dormant for a period of time? This question is particularly pertinent to hardware problems. “What changes have been made since the



7-2 last time it was used?” Have there been any new hardware or software additions? Has anything on the network been rearranged? When you have talked to the users, check your documentation to find out how the network usually operates. When you know what is normal for the network, you can compare that performance with what is happening. As you can see, communication with the user is a major part of this first step. You need to be calm and a good listener. Maintain your professionalism and military bearing. The better you communicate with the people who use the network, the easier troubleshooting becomes. Also, remember that users may be upset about their deadlines and responsibilities. Try to be reassuring. Checking the Physical Site A national survey of information system maintainers determined that cables cause 70 percent of outages. This means that paying attention to the physical network environment is of the utmost importance. When you arrive on scene, use all your senses to detect the presence of a physical problem. Sight, sound, smell, touch and even taste can give you indicators pointing to the cause of the outage! Some of the most effective troubleshooting methods seem to be the most simple. For example, you are tasked to respond to a user whose monitor has lost picture. The user states the monitor had been working until this morning. You arrive to find the power LED is on but amber. Being the consummate troubleshooter, you decide to check the video cable and discover the connector to the video card is loose. After reconnecting the cable, you reboot the computer and picture is restored! The user now states that it must have happened when the night shift rearranged the shop furniture. Simple! The following is a short list of checks to use upon arrival to the physical site: x x x



Lights and Indicators—what is normal for the system? What will cause an alarm? Cables and Connectors—Is the cable connected? Is the cable the right type? Switches and Jumpers—Is the equipment configured properly?



Not all work orders are going to be as easy as the one above. Many will involve coordination between the onsite maintainer and the network administrators. Some will involve removal of the online equipment for more in depth troubleshooting back in the maintenance shop. Software Fault Isolation Software fault isolation involves checking the configuration files of the online network equipment. Great care must be taken when checking configuration files to not compound the problem. Becoming very familiar with equipment operating systems and configuration files is paramount. If you don’t know what the proper configuration is, fixing the problem is going to be extremely difficult! Troubleshooting flow charts are very helpful fault isolation tools. If a workstation is having problems connecting to the network there are some simple items to examine: x x x x



Check the network adapter Check the IP configuration Try to “ping” yourself and other workstations Using the “tracert” command



Check the Network Adapter In the Network Connections window, examine the status of your network adapter:



7-3 x



Connected. Your computer is properly connected to your modem, router, or wireless network, but there is a problem between your router and the Internet.



x



Disabled. Someone has manually disabled the network adapter. To fix the problem, rightclick the adapter, and then click Enable.



x



Unplugged. Your computer cannot detect the connection to your modem or router.



x



Not connected. Your computer cannot connect to your wireless network. This could be caused by a bad cable, or the wrong type of cable (ISP) may be connected. This could also be caused by a faulty NIC or a bad port on the switch.



x



Limited or no connectivity. Your computer is properly connected to your modem, router, or wireless network, but your router is misconfigured or there is a problem between your modem and the Internet.



Check the IP Configuration Check that the workstation has a good IP address and subnet mask. When using Microsoft systems, the command “ipconfig” is a useful tool for examining the IP configuration of the computer. At the command prompt screen enter “ipconfig /all”. The /all option will provide complete information such as the DNS server, DHCP server, and physical address. Figure 7-1 is an example of the ipconfig /all command. If you are working on a Microsoft product, the item listed as the physical address is the MAC address.



Figure 7-1. “ipconfig /all” output screen



7-4 When checking the ipconfig, if the computer has no IP configuration, then the NIC is possibly disabled. An IP address of 0.0.0.0 usually indicates that a static address was assigned, but that a specific address is not available on the network. An IP address of 169.254.x.y is assigned by the Automatic IP Addressing (ARIPA) function. This is a local only address that is assigned when the computer is trying to obtain a dynamic IP address, but cannot locate a DHCP server. Network Flow Control Try to “ping” yourself and other workstations The ping utility initiates a small communication packet to test network connectivity. The communication packet is an Internet Control Message Protocol (ICMP) Echo request. When a machine receives an echo request it responds with an echo reply. When the ping utility gets an echo reply back from the remote device it displays the response (Figure 7-2).



Figure 7-2. A successful ping test Some firewalls will block the ping utility, so prior to doing this test it is recommended to temporarily disable the firewalls on the machine. An unsuccessful ping is shown is Figure 7-3.



Figure 7-3. An unsuccessful ping test The first step in testing with the ping utility is to ping 127.0.0.1. The IP address 127.0.0.1 is a reserved address used for local loop back testing. This will test the TCP/IP configuration and the NIC of the workstation.



7-5 If the loop back test is successful, then ping the IP address of the machine as shown by the ipconfig command. This will verify that the computer is connected to the network. Next, ping the IP address of the default gateway shown in the ipconfig. This will test the router configuration and connectivity devices. Then perform another test by using the ping command to ping a different workstation. This will test the network connectivity through the router. The ping command can also be used to test the DNS services. Instead of entering an IP address, try to ping a hostname. A successful ping shows that the DNS services are able to translate the name into an IP address. In the Figure 7-4 the ping command was sent to host name KEE332WK9223003. DNS translated the host name into IP address 131.22.111.210.



Figure 7-4. Ping test by hostname Using the “tracert” command The trace route command is useful for testing the individual segments (or hops) between two locations. It will show the route the packet has taken and the time between the hops. (Figure 7-5). By using this utility you can identify a segment that is slowing down the network.



Figure 7-5. Trace route utility Transmission Impairments Eventually a piece of network equipment will fail and have to be removed from service. The quick restoration of service that piece of equipment provided is going to become your next priority. You need to know what you have available to restore communication. Let’s look at some solutions for restoring network service.



7-6 Hot Spares A “Hot Spare” is a system or piece of equipment that is already physically installed in the network. Optimally these systems are pre-configured and only need to be brought on line. Powering on the system or installing a cable patch may be necessary. Having and following a standard procedure for activating the hot spare is extremely important. Cold Spares Cold spares, also simply called “spares”, are not pre-installed into the operational network. Spares can consist of complete systems to individual components such as circuit cards or hard drives. Replacing a network component with a cold spare obviously takes a little more time. You must ensure that the settings on the spare equipment are correct for the network. Documentation As you learned all maintenance actions must be documented. An accurate and detailed history can help you with current problems and prevent even larger problems in the future. Documenting your actions as you perform them not only helps prevent future problems it allows another technician to step in and quickly relieve you at the end of your normal duty hours. You must document your actions. If you don’t, you will be staying after your shift to provide turn-over information to the next shift technician. Obj. 7b. IDENTIFY PRINCIPLES OF NETWORK MANAGEMENT Concept Network Management can be defined as the ability to have a single point of control to accomplish the activities required to manage a network. The goal of Network Management is to ensure network reliability and minimize network maintenance expenses. When properly implemented, a network management system can result in: x x x x x



Reduced downtime of network systems and devices Quick detection and correction of network problems without disrupting the network The ability to monitor data to anticipate problems (predictive) The ability to log information for historical analysis (gather data) The ability to perform an action when some pre-defined event or situation has occurred



Responsibilities Network management activities are broken into five areas by International Organization of Standards (ISO). This is known as the OSI Network Management, sometimes referred to as the FCAPS model: Fault Management Configuration Management Accounting Management Performance Management Security Management



7-7 Fault Management The goal of fault management is to detect, isolate, correct and log faults that occur in the network. Fault management is concerned with detecting network faults, logging this information, contacting the appropriate person, and ultimately fixing a problem. A common fault management technique is to implement an SNMP-based network management system, such as HP OpenView, to collect information about network devices. In turn, the management station can be configured to make a network administrator aware of problems (by email, paging, or on-screen messages), allowing appropriate action to be taken. Configuration Management The goals of configuration management are to gather/set/track configurations of the devices. Configuration management is concerned with monitoring system configuration information, and any changes that take place. This area is especially important, since many network issues arise as a direct result of changes made to configuration files, updated software versions, or changes to system hardware. A proper configuration management strategy involves tracking all changes made to network hardware and software. Examples include altering the running configuration of a device, updating the IOS version of a router or switch, or adding a new modular interface card. While it is possible to track these changes manually, a more common approach is to gather this information using configuration management software, such as CiscoWorks 2000. Accounting Management Accounting management is the ability to account for the resources consumed in a system. Whether the system is strictly for internal corporate use or a public commercially-available service, it is important to know who is consuming what resources. Resources which must be accounted for include bandwidth on communication links or routers, storage space on servers or computational effort. Usage accounting is important for capacity management (staying ahead of the demand curve) as well as for cost allocation and billing purposes. Oftentimes, capacity shortfalls hasten systems failures and service outages. Using accounting management in tandem with security management can be used to detect and prevent fraudulent system usage. Performance Management The goals are to both plan the future network, as well as, determine the efficiency of the current network. Performance management is focused on ensuring that network performance remains at acceptable levels. This can be accomplished by gathering regular network performance data such as network response times, packet loss rates, link utilization, and so forth. This information is usually gathered through the implementation of an SNMP management system, either actively monitored, or configured to alert administrators when performance moves above or below predefined thresholds. Actively monitoring current network performance is an important step in identifying problems before they occur, as part of a proactive network management strategy. Security Management The goal of security management is to control access to assets in the network. It uses firewalls to monitor and control external access points to one's network. Security management is not only concerned with ensuring that a network environment is secure, but also that gathered security-related



7-8 information is analyzed regularly. Security management functions include managing network authentication, authorization, and auditing, such that both internal and external users only have access to appropriate network resources. Other common tasks include the configuration and management of network firewalls, intrusion detection systems, and security policies such as access lists. Summary An effective Network Management System will cover five distinct responsibility areas in order to ensure network reliability and minimize network expense. Fault Management, Configuration Management, Accounting Management, Performance Management, and Security Management. All five of these areas are necessary to keep the network operating and secure.



7-9 Read Unit 7 and answer the following questions on a separate sheet of paper. Do not write in this book. 1. The two ways network outages are brought to our attention are _______and _______. 2. Which network impairment detection is the “best case scenario? 3. The first step in collecting information is to _______. 4. Which command is a useful tool for verifying the IP configuration of the computer? ______ 5. This command initiates an echo request to test network connectivity.______ 6. The “tracert” command will show what two things? 7. A system or piece of equipment that is already physically installed in the network is called a _______. 8. _______ also simply called “spares”, are not pre-installed into the operational network. 9. The goal of network management is to ensure network __________ and minimize network ______________. 10. What are the five results from a properly implemented network management system? 11. List the five network management areas as defined by the International Organization of Standards. 12. The goal of fault management is to ________, __________, ________ and _______ faults that occur in the network 13. ________ Management is concerned with detecting network faults. 14. Monitoring system configuration information and any changes that take place is the concern of ____________ Management. 15. Gathering network performance data to determine the efficiency of the current network describes what management function? ___________ 16. ____________ Management is the ability to account for the resources consumed in a system. 17. This management function uses firewalls to monitor and control external access points to one’s network. __________ 18.



___________ management and _________ management work in tandem to detect and prevent fraudulent system usage?



G-1 Glossary of Terms A Anti-spyware: Prevents spyware from collecting information about the user Anti-virus software: Your systems protection against viruses Application layer: The topmost layer of the OSI reference model, Layer 7 Application servers: A type of middleware Application software: Programs that perform real work for users and allow them to interface with the computer to accomplish specific tasks ARP: Address Resolution Protocol, operates at the Network layer of the OSI model and is used to discover where an individual IP address is physically located ARPA: The Advanced Research Projects Agency, formed in 1957 within the Department of Defense (DOD) to establish U.S. lead in science and technology Audio/Video servers: Used to bring multimedia capabilities to Web sites by enabling them to broadcast streaming multimedia content Authentication and Identification: Verifies that you are who you say you are B BAN: Base Area Network Boot-sector virus: Resides in the first sector of a disk or USB drive, controls the boot sequence and determines which partition the computer boots from Bridge: A device that connects two or more LAN segments to effectively make those segments one logical network Bulk Communications: A multiplexed line obtained by combining multiple signals, such as data and/or voice lines, onto one line, encryption is done by hardware devices Bus Topology: The simplest form of a physical bus topology consists of a trunk (main) cable [the bus] with only two end points C CAC: Common Access Card CAN: Campus Area Network Chat servers: Function to enable a large number of users to exchange information in an environment similar to Internet newsgroups that offer real-time discussion capabilities Class A address: One of Five IPv4 address classes; is used for large networks Class B address: One of Five IPv4 address classes; is used for intermediate sized networks Class C address: One of Five IPv4 address classes; is used for small networks Class D address: One of Five IPv4 address classes; reserved for multicast addressing Class E address: One of Five IPv4 address classes; reserved for research and development Client software: Considered client software if it initiates TCP connections, it resides in a user's desktop or laptop computer, PDA or cell phone Client: The user's machine COAX: Has a solid center conductor, surrounded by an insulating spacer that is surrounded by a grounded shield of braided wire, foil or both Communication mediums: The means or ways information travels from one location to another Companion virus: Uses the name of a real program, modifies an existing file, creates a new program which (unknown to the user) is executed instead of the intended program, activates by using a different file extension from its companion Computer viruses: Bits of computer programming, or code, that hides in computer programs or on the boot sector of storage devices.



G-2 Confidentiality: Protects data from unauthorized review Connectionless-oriented communication: Known as datagram communication, no guarantees of delivery are provided Connection-oriented communication: Guaranteed delivery of the information or data Converters: Perform various functions relating to signal passing and signal conversion from one form to another Counterintelligence: Information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage or assassinations conducted by or on behalf of foreign governments or elements thereof, foreign organizations, or foreign persons, or international terrorist activities Counterpropaganda: Identifies activities and counter adversary propaganda and expose the adversary attempts to influence friendly populations and military forces situational understanding Cryptography: The process of concealing a message rather than its existence CSMA/CD: Carrier Sense Multiple Access with Collision Detection, a contention protocol that allows hosts to contend for network access Cut-through: Switching that does not perform a CRC check or store the entire packet, as soon as the address is received into the buffer, the frame is directed to the proper port for delivery without being checked for errors Cyberspace: A domain characterized by the use of electronics and the electromagnetic spectrum to store, modify and exchange data via networked systems and associated physical infrastructures D DARPA: The Defense Advanced Research Projects Agency, renamed from ARPA in 1972 Data diddling: Occurs when an attacker changes entries in records Data Integrity: Alerts the recipient of unauthorized modification during transmission, storage, and processing Data-Link layer: Layer 2 of the OSI reference model DBMS: Database Management System, computer software that manages databases Decryption: Changing ciphertext back into plaintext Dedicated server: A single, stand-alone, self sufficient computer in a network specifically reserved for serving the needs of the network Defensive mission: To protect friendly forces and vital interests from adversary cyberspace attack Detection: Helps to determine whether or not someone attempted to break into your system, if they were successful, and what they may have done DHCP server: Assigns specific static addresses to each device on a network by automating the assignment of IP addresses, subnet masks, default gateway, and other IP parameters DHCP: Dynamic Host Configuration Protocol, a protocol for assigning dynamic IP addresses to devices on a network DNS: Domain Name System, provides a friendly name to IP address on the internet Domain controller: A server on a Microsoft Windows or Windows NT network that is responsible for allowing host access to Windows domain resources Dotted Decimal notation: Used to represent a binary IP address in a more user-friendly manner E EA: Electronic attack, deceives and disrupts the enemy integrated air defense system and communications as well as enables the destruction of these adversary capabilities via lethal strike assets E-mail gateway: Translate messages from one vendor's messaging application to another vendor's application



G-3 E-mail: Electronic mail makes it possible to exchange messages through a local or worldwide communication network such as the Internet Encryption/COMSEC devices: Used to convert plaintext into ciphertext in order to transmit data and voice signal over a network Encryption: Disguising plaintext in such a way as to hide its meaning EP: Electronic protection, primarily the defensive aspect of EW that is focused on protecting personnel, facilities, and equipment from any effects of friendly or adversary employment of electronic warfare that might degrade, neutralize or destroy friendly combat capability EW: Electronic Warfare, any military action involving the use of electromagnetic or directed energy to manipulate the electromagnetic spectrum or to attack an adversary Exploitation: Enabling operations and intelligence collection capabilities conducted by the use of the computer networks to gather data from target or adversaries automated information systems or networks F Fiber Optic Cabling: A thin glass fiber allowing Optical Signals to be transmitted through from one device to another File Infector Virus: A parasitic viruses that operates in memory and usually infect executable files, usually.COM or .EXE files File Transfer Protocol (FTP) server: Makes it possible to move one or more files securely between computers while providing file security and organization as well as transfer control Firewall: A specialized software program, or a specialized physical hardware device, which inspects network traffic passing through it, and denies or permits passage based on a set of well defined rules Fixed Frequency Signals: Information transmitted is superimposed onto an RF carrier, which increases power and range however, security is poor Fragmentfree: Sometimes referred to as modified cut-through, the switch checks the first 64 bytes of a frame for fragmentation before forwarding the frame to the proper port for delivery FTP: File Transfer Protocol, provides an interface and services for file transfer between computers across the internet G Gateway: Acts as a translator (converter) between workstations or networks that use different operating systems Guided/Bound Media: The physical environment (typically a cable) through which data travels as it moves from one component or device to another H Host number: Identifies a specific host (or node) on a network and is assigned by the local network administrator HTTP: Hyper Text Transfer Protocol, allows you to browse Web sites using a Web browser Hybrid Topology: Combines multiple (two or more different network physical topologies) into one large topology I IBM host gateway: connects workstations into the mainframe network that would otherwise not recognize the workstation



G-4 IFO: Influence of operations, the employment of capabilities to affect behaviors, protect operations, communicate commander’s intent and project accurate information to achieve desired effects across the cognitive domain International Organization for Standardization (ISO): The world's largest developer of standards IP: Internet Protocol, the basis for all addressing on TCP/IP networks and provides a connectionlessoriented network layer protocol IPv4: An IP address identifies both the individual node (device) and the network to which the node is attached IPv6: A new version of the Internet Protocol, designed as the successor to IPv4 L LAN: Local Area Network, a small network usually confined to a single building or group of buildings (normally doesn’t exceed two kilometers) Layer 1: The bottom layer of the OSI reference model, The Physical Layer Layer 2: The data-link layer of the OSI reference model Layer 3: The network layer of the OSI reference model Layer 4: The transport layer of the OSI reference model Layer 5: The session layer of the OSI reference model Layer 6: The presentation layer of the OSI reference model Layer 7: The topmost layer of the OSI reference model, the application layer Layered Architecture: Specifies different functions and services as data moves from one computer through the network cabling to another computer Light Transmissions: Uses lasers to transmit and receive network signals. Because laser transmissions use a focused beam of light, they require a clear line of sight and precise alignment between the devices Linux: Comes from the Linux kernel or operating system kernel (the kernel is the part that makes all other programs run Local Bus: Uses a backbone made of short thinnet cable lengths attached to T-connectors at regular intervals Logical Bus Topology: Each time a device on the network has data for another device; the sending device broadcasts the data to the entire network Logical Ring Topology: Access to the network is controlled through the use of a token Logical Topology: The is the way the network operates or how the data travels or moves through the network and is bound to network protocols M MAC Address: A unique identifier assigned to most network adapters, or network interface cards (NICs), by the manufacturer as a universally administered identification. Macintosh: Commonly shortened to Mac, is a brand name which covers several lines of personal computers designed, developed, and marketed by Apple Inc Macro virus: Written as a macro (a set of instructions that is represented in an abbreviated format) for a specific application Mail servers: Move and store mail over corporate networks (via LANs and WANs) and across the Internet Malware: Software designed to infiltrate or damage a computer system without the owner's informed consent MAN: Metropolitan Area Network, designed to cover the geographic area the size of a town or city Mesh topology: Offers superior redundancy and reliability, is highly advanced, used to interconnect two or more sizeable LANs



G-5 MILDEC: Military Deception misleads or deceives the perception of adversaries, causing them to act in accordance with friendly objectives MMF: Multi-mode fiber, typically has a core diameter of 50 to 100 microns, allowing many modes, or paths, of light to propagate through the optic path producing good coupling from inexpensive couplers, connectors, and LED light sources Modem: Converts digital data into analog data at the transmitting end and convert analog data back into digital data at the receiving end Multimedia: Used to describe electronic media devices used to store and experience multimedia content Multiplexer: A communications device that combines several data or voice signals for transmission over one single medium N Narrowband Communications: Information from telephones, encryption is done by hardware devices NetA: Network Attack, the employment of network-based capabilities to destroy, disrupt, or corrupt information resident in or transmitting through networks Network encryption: Includes all the types of physical encryption, plus the use of software encryption. Network layer: Layer 3 of the OSI reference model Network number: Identifies a specific network, and must be assigned by Internet Assigned Numbers Authority (IANA) Non-dedicated server: Can be used (operated) as a workstation as well as a server Non-Repudiation: Anyone who digitally signs an e-mail message or document cannot later deny having conducted the transaction since a digital signature is as legally binding as a hand written signature, this provides accountability NOS: Network Operating System, software that enhances the basic operating system by adding network features O Offensive cyberspace missions: Deny, degrade, disrupt, destroy, or deceive an adversary’s cyberspace capability Open Systems Interconnection (OSI) model: An international standard, serving as a guide for networking since1984, by providing a description of how network hardware and software work together in a layered fashion to make communications possible Operating System (OS): The set of instructions responsible for managing the computer hardware Ops Defensive Measures: All defensive measures are designed to detect, identify, intercept and destroy or negate enemy forces attempting to penetrate an attack through cyberspace OPSEC: Operations Security, the activity that helps prevent our adversaries from gaining and exploiting critical information P Physical Attack: Utilizes traditional kinetic means to physically destroy or otherwise adversely affect a target Physical layer: Layer 1 of the OSI reference model Physical Topology: Applicable to networks in which the devices are connected with some type of cable transmission medium (or media) PKI: Public Key Infrastructure



G-6 Polymorphic Virus: A computer virus that has the capability of changing its own code, allowing the virus to have hundreds, sometimes thousands, of different variants, making it much more difficult to notice and/or detect Port: A particular channel, identified by a port number Presentation Graphics Software: A product group that offers users the ability to create, display and store multimedia information for presentations, speeches and business communication Presentation layer: Layer 6 of the OSI reference model Prevention Measures: Helps to stop unauthorized users (also known as "intruders") from accessing any part of your computer system Protocol: A standard method which enables communication between processes Proxy servers: Normally reside between a client program (typically a Web browser) and an external server (typically another server on the Web) to filter requests, improve performance, and share connections PSYOP: Psychological Operations, seeks to induce, influence, or reinforce the perceptions, attitudes, reasoning, and behavior of foreign leaders, groups and organizations in a manner favorable to friendly national and military objectives by targeting the mind of the adversary Public affairs: Operations used to assess the information environment in areas such as public opinion and to recognize political, social, and cultural shifts R Radio waves: May be Terrestrial Transmissions, land-based, or Space-Based, used for networking purposes and are typically microwave frequencies in the 1–20GHz range. Regular Bus: Uses one long cable (normally thicknet) as the central backbone Response: Defined by knowing the value of your data and the impact upon day-to-day operations if specific systems become unavailable or compromised Ring Topology: Uses a single cable to connect peripheral nodes in a circle, the ends of the cable are not terminated as in the bus topology RIP: A dynamic routing protocol used in local and wide area networks. Of Internet interior routing protocols, RIP is probably the most widely used. Routers: Used to connect two or more network segments or networks, operates at the OSI Network layer (layer 3) S SCADA: Supervisory Control and Data Acquisition, computer-based systems that are used by many infrastructures and industries to remotely control sensitive processes and physical functions that once had to be controlled manually Server Software: Listens to a TCP port for connections and accepts and services those connections Session layer: Layer 5 of the OSI reference model SharePoint: Allowing you to store and locate your files in a central site SMF: Single mode fiber, using a glass fiber that is approximately 10 microns in diameter and permits a single mode of light to be propagated using expensive lasers as the light source, can support much longer segments than any other guided media SMTP: Simple Mail Transfer Protocol, used to transfer e-mail messages and attachments from a sending computer to a receiving computer SNMP: Simple Network Management Protocol, a set of protocols created to permit remote monitoring and management of devices and hosts Software: A generic term for organized collections of computer data and instructions that cause the computer hardware to perform specific operations



G-7 Spread Spectrum Signals: The transmit signal frequency varies as the RF carrier frequency varies, reducing noise interference Spreadsheet Software: Application Software that simulates a paper spreadsheet or worksheet in which, columns of numbers are summed for budgets and plans Star topology: Uses a central node, called a hub or a switch, to connect peripheral nodes Stealth virus: Attempts to hide from detection by concealing the changes it make Store-and-forward: The entire packet is received and placed into the buffer, where an error check is performed, and the packet is sent to the proper port for delivery STP: Shielded twisted-pair (four pair) cable that combines the techniques of shielding and twisting of wires to protect against signal degradation by wrapping each pair, in insulating metallic foil, then the four insulated pairs are then wrapped together in metallic braid or foil called the jacket Switches: Devices that filter packets between LAN segments, used in physical Star and Tree topologies System Software: Instructions that provides basic, non-task-specific, functions of the computer system T TADL: Tactical Data Links, developed in conjunction with digital computers to permit Joint and Coalition forces to exchange information across a digital interface TCP/IP: Not really a protocol, but a suite of protocols that has become the dominant standard for internetworking TCP: Transmission Control Protocol, one of the main protocols in TCP/IP networks TDM: Time Division Multiplexing, a digital process involving the distribution of multiple signals in the time domain Telnet server: Enables users to log on to a host computer and perform tasks as if they're working on the remote computer itself Thicknet: 10mm (thick), 50-Ohm, COAX cable used in Ethernet 10Base5 networks, is typically a bright color, i.e. yellow, and is marked with black bands every 2.5 meters to indicate proper placement of the transceiver, called a Media Access Unit (MAU) Thinnet: 5mm (thin), 50-ohm, COAX cable used in Ethernet 10Base2 networks, also known as Thin Ethernet, or Cheapernet, Thinnet cable is cheaper, lighter, more flexible, and easier to install than Thicknet Topology: Refers to the way the network is connected and how it communicates Transport layer: Layer 4 of the OSI reference model Tree topology: Combines characteristics of linear bus and star topologies Twisted-Pair Cable: The most common media for network connectivity U UDP: User Datagram Protocol, a connectionless protocol, is not responsible for end-to-end transmission of data Unauthorized Attacks: The goal of these attacks is to access some resource that your machine should not provide the attacker Unguided/Unbound Media: Transmissions that are wireless, having no physical constraints confining the signal to a set path UNIX: An operating system developed to operate on a wide range of computer systems



G-8 UTP: Unshielded Twisted-pair, containing eight insulated wires with two insulated wires twisted together, a precise number of turns per meter, to form a pair and has become the most economical choice among networking cables V Video teleconference: A set of interactive telecommunication technologies which allow two or more locations to interact via two-way video and audio transmissions simultaneously Virus Propagation: Some kind of exchange between two computers taking place allowing a virus to spread VPN: Virtual Private Network, a network in which connections appear to be private, but actually use a public data network, such as the Internet W WAN: Wide Area Network, a geographically dispersed network that can cover across the country or worldwide Wave division multiplexing: Combines several different data signals onto a single fiber optic cable Web server: Serves static content to a Web browser by loading a file from a disk and serving it across the network to a user's Web browser Wideband Encryption: Done by hardware devices, data is encrypted in order to be carried securely over leased lines, satellite, microwaves or radio signals Windows: Collectively describes any or all of several generations of Microsoft operating system products Wireless network: Provide the flexibility of movement, and spares the expense of installing a lot of cables Word Processor: Used for the production (including composition, editing, formatting, and possibly printing) of any sort of printable material
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