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Chapter (1) 1. Introduction 1.1 What is Bluetooth? Bluetooth is a low cost, low power, short range radio technology, originally developed as a cable replacement to connect devices such as mobile phone, handsets and portable computers. This link offers a Direct , secure , fast & reliable digital transmission of both voice & data.(cable replacement ) By enabling a standardized wireless communication between any electrical device, Bluetooth has created the notion of a personal area network, a kind of close range wireless network that looks set to revolutionize the way people interact with information technology landscapes around them. No longer do people need to connect, Plug into, install, enable, or configure anything to anything else. Through an ubiquitous standardized communication subsystem, devices will communicate seamlessly. One does not need to know where's one's cellular phone is, or even if it is switched on. As soon as the web browser appears on the laptop computer screen, a link is established with the phone the internet service provider is connected to, and the user is surfing the web. The Bluetooth specifications is open, global specification defining the complete system from radio right up to the application level. The protocol stack is usually implemented partly in hardware and partly as software running on a microprocessor, with different implementations partitioning the functionality between hardware and software in different ways



1.2 Bluetooth strengths 1-Low Cost : with Bluetooth chips reaching 5$ each. And no licensing fees From Ericsson, as Ericcson set it for free 2- Tiny :



3- low-power consumption : • •



1 mW for class 3 ( Range of 10 meters ). 10 mW Extended Class 1( Range of 100 meters) 3 % of the power compared to that of the modern mobile



4-It works all over the world : Operates on ISM radio band. (Industrial ,Scientific & Medical band) Which is an : - Unlicensed band. - -
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- Globally available ( 2.4 GHz ). 5-Supports point-to-point &Point-to-Multi point communication.



6- High Security : It allows authentication & encryption. 7- Protection against interference. : Uses frequency-hopping spread spectrum Technology at 1600 hop/s 8-Support of Time critical Connections : By also supporting a Synchronous link ( in addition to The Asynchronous link)



1.3 Bluetooth's origin Bluetooth started in 1994, when Ericsson Mobile Communications began a study to examine alternatives to the cables that linked its mobile phones with accessories. The study looked at using radio links. Radio isn't directional, and it doesn't need line of sight, so it has obvious advantage over infra-red links previously used between handsets and devices, there were many requirements for the study, including handling both speech and data, so that it could connect phones to headsets and computing devices. Out of the study the Bluetooth specification was born. The specification is named after Harald Blatand (Blatand is Danish for Bluetooth) Harald was a tenth century Danish Viking King who united and controlled Denmark and Norway. The name was adopted because Bluetooth wireless technology is expected to unify the telecommunications and computing industries.



1.4 The Bluetooth SIG The Bluetooth special interest group SIG is a group of companies working together to promote and define the Bluetooth specification.The Bluetooth SIG was founded in February 1998 by the following group of core promoters • Ericcson Mobile Communication • Intel Corp. • IBM Corp. • Toshiba Corp. • Nokia Mobile Phones. Soon joined by • Microsoft • Lucent • 3Com • Motorola In may 1998, the core promoters publicly announced the global SIG and invited other companies to join the SIG as Bluetooth adopters in return for a commitment to support the Bluetooth specifications. the core promoters published version 1.0b of the Bluetooth specifications in July 1999.Now the number of companies Members in the SIG are over 2000 member.



- -
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1.5 The Bluetooth Physical Layer: Bluetooth devices operate at the 2.4 GHz range in the globally available license free ISM band. This band is reserved for the general use by Industrial, Scientific, and Medical applications, which obey a basic set of power and spectral emission and interference specifications. This means the Bluetooth has to be robust as there are a great many existing users and interferers of this shared spectrum. The operating band is divided into 1Mhz-spaced channels, each signaling data at 1MHz. The modulation scheme used is GFSK (Gaussian Frequency Shift Keying). After each packet, both devices retune their radio to a different frequency, effectively hopping from channel to channel using an efficient Frequency Hopping Spread Spectrum technique. Each Bluetooth slot lasts 625 µsec. The radio power is one of three classes (1mW, 2,5mW and 100mW), which provide an operation that ranges of approximately 10 m, 20m, and 100; the lowest power gives 10 m range, and the highest power up to 100m.



1.6 Applications and Profiles Bluetooth is aimed to produce convenient, reliable, cost effective, low power, short range voice and data communications. At its most basic, Bluetooth wireless technology replaces a cable , this makes it suitable for short range connections between a variety of mobile devices, such as: • Mobile cellular phones to PSTN through an access point • Mobile cellular phone to notebook PC • Mobile cellular phone to a headset • LAN access points for laptops and palmtops • Communication between laptops and palmtops. The Bluetooth specifications includes a profiles document. Each profile describes how a particular application can be implemented. The specifications provides profiles for all of the connections listed above.



- -
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Chapter (2) 2. Bluetooth Radio Specification



2.1 Introduction: The Bluetooth is a transceiver device operating in the globally available, unlicensed ISM band situated at 2.4 GHz. This band is reserved for general use by Industrial, Scientific, and Medical (ISM) applications, which obey a basic set of power and spectral emission and interference specifications such as defined by the ETSI ETS 300-328 in Europe or the FCC CFR47 Part 15 in the United States. The ISM band is occupied by a plethora of other RF emitters, ranging, from wireless applications such as short range proprietary techniques (car security, cordless headphone, etc.) and standardized WLAN (Wireless Local Area Networking) applications (IEEE 802.11) to random noise generators such as microwave ovens and sodium vapor street lamps, which contribute signification to the noise floor. As a result, the 2.4 GHz band is not a terribly stable or reliable medium. However, the band's worldwide availability ensures widespread acceptance of Bluetooth. To cope with the hostile environment presented by the ISM band, Bluetooth specifically employs several techniques: frequency hopping, adaptive power control, and short data packets.



2.2 Frequency Bands and Channel Arrangement: The Bluetooth system is operating in the 2.4 GHz ISM band. The majority of countries around the world the range of this frequency band is 2.4000 2.4835 GHz, this is unlicensed band. Some countries have national limitations in the frequency range, so in these countries using a special frequency hopping algorithms. We noted that products implementing the reduced frequency band would not work with products implementing the full band. The Bluetooth SIG has launched a campaign to overcome these difficulties and reach total harmonization of the frequency band and to date has had success with Japan and Spain and positive reaction in France. The situation at this time is described in table 1 and France is due to release the full ISM band in 2003. Country US & Europe France



Frequency Lower Guard Upper Guard Available Range (GHz) Band Band Channel 2.4000-2.4835 2 MHz 3.5 MHz 79 2.4465-2.4835 7.5 MHz 7.5 MHz 23 Table 1: ISM Band Availability by Geographical Location



2.3 Frequency Hopping It is always possible for radio channel to become temporarily blocked by an interference source; this is quite likely in the busy ISM band. Although Bluetooth provides a retransmission scheme for lost data packets, it is altogether more efficient and provides a retransmit the data on a new channel, which is unlikely to also be blocked. Indeed, the algorithm employed to calculate the hop sequence ensures the maximum distance between adjacent hop channels in the sequence (as will be seen in the hop selection in the Baseband specification). The ISM band itself is generally - -
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about 80 MHz wide. Bluetooth protocol chaps this up into about 79 individual channels, with a little bit of guard band on each side. This makes channels that are about 1 MHz wide. Note that the Bluetooth Specification includes a special frequency-hopping pattern to provide provisions for compliance with national limitations like in France. The frequency range for France is 2.4465 - 2.4835 GHz and the corresponding RF channels are f = 2454 + k MHz, where k= 0, ..., 22.



2.4 Power Emission and Control The requirements stated in this section are given as power levels at the antenna connector of the equipment. FCC (Federal Communications Commission) regulations permit transmit power up to dBm in the ISM band without spread spectrum operation. For high power emissions, a spread spectrum scheme must be adopted. Through the use of frequency hopping, Bluetooth is able to operate at up to 20 dBm, allowing a range of up to 100m. Power Class



Maximum Output power



1



100mW (20dBm)



2 3



2.5mW (4dBm) 1mW (0dBm)



Minimum Output power1



Power Control



Mandatory: +4dBm to 20dBm Optional: -30dBm to 4dBm 0.25mW (-6dBm) Optional: -30dBm to 4dBm Optional: -30dBm to 4dBm Table 2: Transmitter power classes 1mW (0dBm)



Rang 100m 5-10m



Three power classes are defined in the Bluetooth specification as shown in table 2. Power Class 3 is the most common scheme adopted by manufacturers and of course is the lowest power consumption option. Power Class 1 has a mandatory requirement for power control, while Classes 2 or 3 make this optional. Although, for minimum power consumption; power control is always preferable. Power control operates by a receiver monitoring the Received Signal Strength Indication (RSSI) and sending Link Manager Protocol (LMP) control commands back to the transmitter, asking for their transmit power to be reduced if the RSSI value is higher than the strictly necessary to maintain a satisfactory link. Should the RSSI value drop too low, then the receiver may request the power to be increased. The specification requires power to be controlled in steps of 2dB to 8dB, while RSSI measurements must be accurate to ± 4dB at -60dBm, with minimum range of operation -60 dB Note that power class 1 must not be used for sending packets from one device to another if the receiving side of a connection does not support the necessary messaging for power control of the sending side (i.e. RSSI measurements and related messages). In this case, the transmitter should comply with the rules of a class 2 or class 3 transmitters. Also note that if a class 1 device is paging or inquiring very close to another device, the input power could be larger than the requirement in 4.5 Maximum usable levels. This can cause the listening device to fail to respond. It is therefore useful to page and inquire as well using transmission according to power class 2 or class 3.



2.5 Transmitter Characteristics: The Transmitter characteristic can be included a there objects as the following: 1. Modulation Characteristics 1



. Minimum output power at maximum power setting. - -
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2. 3. 4.



Symbol Timing Spurious Emissions Radio frequency Tolerance



2.6 Modulation Characteristics: The operating band of 83.5 MHz is divided into 1 MHz spaced channels, each signaling data at 1 M symbols per second so as to obtain the maximum available channel bandwidth. With the chosen modulation scheme of GFSK (Gaussian Frequency Shift Keying), this equates to 1 Mbps. A binary one is represented by a positive frequency deviation, and a binary zero is represented by a negative frequency deviation as shown in the figure 1. Fig 1 Actual Transmit Modulation



To obtain the most efficient use of bandwidth while still maintaining acceptable error probability, the digital bit stream is modulated using GFSK with a BT product of 0.5 and a modulation index of between 0.28 and 0.35. The BT product is the product of adjacent signal frequency separation . A BT product of 0.5 corresponds to the minimum carrier separation to ensure orthogonality (i.e., no cross-correlation) between signals in adjacent channels. The modulation index represents the strength of the peak frequency deviation (fd) and can be expressed as 2fdT, where T is the symbol duration. This translates to a frequency deviation range of 140 kHz to 175 kHz. The Bluetooth specification gives 115 kHz as an absolute minimum deviation. GFSK employs a Gaussian filter to smooth the frequency transitions so that the modulated carrier frequency changes smoothly with a Gaussian shaped envelope. This maintains continuous phase of the carrier frequency and reduces the emitted spectral side-lobes, allowing better spectral efficiency and less intersymbol interference. The Gaussian filter acts on the transmit bit stream and may be implemented in the radio as an analog filter, carried out in the digital part of the baseband using a FIR filter implemented as a Linear Feedback Shift Register (LFSR), or as part of a modulation. The zero crossing error is the time difference between the ideal symbol period and the



- -
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2.7 Symbol Timing



the clock which is driving the baseband symbol processing logic must be accurate over all operating conditions and its operating life to this figure. With modern quartz crystal technology, this is not terribly demanding, and indeed, due to the easy availability of accurate 13 MHz references for GSM cellular phone applications, does not impose a large cost burden on a Bluetooth enabled product. The result of this requirement is that over the longest transmitted packet DH5 the worst case error in the phase of the last symbol as determined by the worst case receiver oscillator will be: 40 × 2870 µs = 0 .12 µs 1000000



which is less than one-eighth of a symbol period. During the next reception, the symbol timing will be resynchronized. For this reason, very simple timing recovery schemes are possible for Bluetooth without necessarily needing to continuously track the on-air data burst.



2.8 Spurious Emissions: The spurious emission, in-band and out-of-band, is measured with a frequency hopping transmitter hopping on a single frequency; this means that the synthesizer must change frequency between receive slot and transmit slot, but always returns to the same transmit frequency. It partition into two groups as: i. In band Spurious Emission ii. Out of band Spurious Emission



i.



In-band Spurious Emission: Within the ISM band the transmitter shall pass a spectrum mask, given in table 3. The spectrum must comply with the FCC 20dB-bandwidth definition and should be measured accordingly. In addition to the FCC requirement an adjacent channel power on adjacent channels with a difference in channel number of two or greater an adjacent channel power is defined. This adjacent channel power is defined as the sum of the measured power in a 1 MHz channel. The transmitted power shall be measured in a 100 kHz bandwidth using maximum hold. The transmitter is transmitting on channel M and the adjacent channel power is measured on channel number N. The transmitter is sending a pseudo random data pattern throughout the test. Frequency offset



Transmit Power -20 dBm -20dBm



M −N = 2 M −N ≥3



-40dBm Table 3: Transmit Spectrum Mask



Note that if the output power is less than 0dBm then, wherever appropriate, the FCC's 20 dB relative requirement overrules the absolute adjacent channel power requirement stated in the table 3. - -
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Exceptions are allowed in up to three bands of 1 MHz width centered on a frequency which is an integer multiple of 1 MHz. They must, however, comply with an absolute value of 20 dBm.



ii.



Out of Band Spurious Emission: The measured power should be measured in a 100 kHz bandwidth as shown in table 4. Frequency Band Operation mode Idle mode 30 MHz 1 GHz -36 dBm -57 dBm 1 GHz 12.75 GHz -30 dBm -47 dBm 1.6 GHz 1.9 GHz -47 dBm -47 dBm 5.15GHz 5.3 GHz -47 dBm -47 dBm Table 4: Out of Band Spurious Emission



2.9 Simple RF Architecture There are various alternative radio system architectures such as zero IF or direct conversion, heterodyne or single bit modulation, multi-bit IQ sample modulation using lookup tables, and even direct transmit modulation onto the transmit synthesizer. However, in this section, we consider a simple single bit modulation heterodyne radio as an illustration of the various components that constitute a typical Bluetooth RF system. The block diagram in Figure 3 shows such a typical radio system. The control signals (TxOn, PaOn, VcoOn, RxOn) are timing strobes derived from an intra slot time base by comparing against preset time values, together with a receive / transmit selection signal (Rx/nTx), which indicates whether to receive or transmit in the current slot. Data is clocked into the transmit path bit-serially (TxData) under control of the baseband transmit clock (TxClk) derived directly from the time base. On receive, data is clocked into the baseband from the radio (RxData) under control of the receive clock (RxClk). RxClk may be provided either by the radio or it can be derived within the baseband. In either case, a clock recovery circuit is required. As explained previously, this does not need to be a complicated mechanism due to the (PLL) is typically used. The Bluetooth channel number (ChanNo) must be provided by the baseband to the RF channel synthesizer, which produces the exact earner frequency to use in the IF mixer. The channel frequency required is 2402 + ChanNo MHz. Turning on the various sections in the radio is controlled by the time base. A number of time base values referenced to the start of a slot are preset within the baseband and these control signals to the RF system, which power up or down various sections of the .radio during receive or transmit operations. Typically, the following signals are used: VcoOn, TxOn, PaOn, and RxOn to enable the synthesizer, transmit path, power amp, and receive path, respectively. Frequency selection is communicated to the RF device by simply passing the frequency hopping generated channel number. To support reduced hop schemes in different countries, an offset may need to be added to the frequency hop channel as shown in Table 3.



- -
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Fig 3: The typical Block diagram of Bluetooth Radio



- -
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Chapter 3 3. BlueTooth Baseband 3.1



Introduction



In the Bluetooth protocol stack the OSI Physical layer is represented by the radio and the baseband. The radio interfaces between the on-air channel medium and the digital baseband, which formats the date supplied by the Link Controller (LC) for robust and reliable transmission. The baseband is responsible for the channel coding and decoding and low level timing control and management of the link within the domain of a single data packet transfer. In the layer above the baseband, the Link Controller (LC) is responsible for carrying out link level operations over several data packet durations in response to higher level commands from the Link Manager (LM). The LC will manage the packet by packet process of establishing the link.



3.2 The BlueTooth Device Address Each Bluetooth device has a 48 bit address known as the Bluetooth Device Address (BD_ADDR). This is used as a seed in some of the serial bit processing operations, and in particular for the derivation of the access code. The BD_ADDR is split into three main parts: Non-significant Address Part (NAP), Upper Address Part (UAP), and the Lower Address Part (LAP) as follows: NAP[15:0] = BD_Addr[47:32] Used to initialize the encryption. UAP[7:0] = BD_Addr[31:24] Used to initialize the HEC, CRC, and for FH. LAP[23:0] = BD_Addr[23:0] Used for SYNC word generation and FH



3.3 Masters, Slaves and Piconets Bluetooth is a Time Division Multiplexed (TDM) system, where the basic unit of operation is a slot of 625 µs duration. During connection mode, all transmit or receive operations occur in 1, 3, or 5 slots (a packet). In preconnection operation modes (inquiry, paging, or scanning), transmit and receive can occur in half slots. The Bluetooth system provides a point-to-point connection (only two Bluetooth units involved), or a point-to-multipoint connection where the channel is shared among several Bluetooth units. Two or more units sharing the same channel form a piconet.



- -
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Each Bluetooth device may be either a Master or a slave at any one time for a single Piconet where One Bluetooth unit acts as the master of the piconet, whereas the other unit(s) acts as slave(s). Up to seven slaves can be active in the piconet. ( many more slaves can be synchronized to the master ) , these roles are defined as follows : •



MASTER = the device which initiates an exchange of data and then controls the channel access.



•



SLAVE



= the device(s) which responds to the Master.



During communication the Slave devices will utilize the timing of their Master and hop in synchronization. Each device will hop once per packet. This is a fundamental part of the bluetooth system and provides several important features, namely, Security, and Reliability. Multiple piconets with overlapping coverage areas form a scatternet where each piconet has its own hopping channel. Slaves can participate in different piconets on a time-division multiplex basis. In addition, a master in one piconet can be a slave in another piconet. As mobile devices move around, they can easily move out of the range and lose contact with the Piconet. Each link has a supervision timeout, which ensures that such links are closed down. The ability of device to move around makes a Bluetooth piconet very different from a traditional wired network. Because it is much more dynamic, network participants can be changing constantly. This makes the normal network administrator function far too cumbersome for administration functions such as network configuration and adding new member. It is for this reason that such -



3.4 System Timing Like many communications protocols, Bluetooth synchronizes most operations to a real time clock. The bluetooth clock is a 28 bit count which is reset to zero at power up and free runs thereafter, incrementing every half slot, i.e. 312.5 µs. Every device has its own Native clock that controls the timing and operation of that device. The native clock is referred to as CLKN. If a device is operating as a slave, then its timing must be exactly synchronized with its master. Synchronization correctly the hop channel numbers. To synchronize to the master, a slave must add an offset clock value to its own native clock (CLKN) to derive a new clock value (CLK) which is an estimate of There is one other clock value defined in Bluetooth , namely, CLKE, which is derived by adding another offset to CLKN. It is used by the master to create an estimate of the CLKN in a slave device. This is used when establishing a connection with a slave before the slave is synchronized to the master. In the normal connection mode, the master transmission shall always start at even numbered time slots (master CLK1=0) and the slave transmission shall always start at odd numbered time slots (master CLK1=1). Due to packet types that cover more than a single slot, master transmission may continue in odd numbered slots and slave transmission may continue in even numbered slots. All timing diagrams shown in this chapter are based on the signals as present at the antenna.



3.4.1



MASTER/SLAVE TIMING SYNCHRONIZATION - -
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The piconet is synchronized by the system clock of the master. The master never adjusts its system clock during the existence of the piconet: it keeps an exact interval of Mx625 µs (where M is an even, positive integer larger than 0) between consecutive transmissions. The slaves adapt their native clocks with a timing offset in order to match the master clock. This offset is updated each time a packet is received from the master: by comparing the exact RX timing of the received packet with the estimated RX timing, the slaves correct the offset for any timing misalignments. Note that the slave RX timing can be corrected with any packet sent in the master-to-slave slot, since only the channel access code is required to synchronize the slave. The slave TX timing shall be based on the most recent slave RX timing. The RX timing is based on the latest successful trigger during a master-to-slave slot. The slave shall be able to receive the packets and adjust the RX timing as long as the timing mismatch remains within the ±10 µs uncertainty window. The master TX timing is strictly related to the master clock. The master shall keepan exact interval of Mx1250 µs (where M is a positive integer larger than 0) between the start of successive transmissions; the RX timing is based on this TX timing with a shift of exactly Nx625 µs (where N is an odd, positive integer larger than 0). During the master RX cycle, the master will also use the ±10 µs uncertainty window to allow for slave misalignments. The master will adjust the RX processing of the considered packet accordingly, but will not adjust its RX/TX timing for the following TX and RX cycles. During periods when an active slave is not able to receive any valid channel access codes from the master, the slave may increase its receive uncertainty window reception resumes. Timing behaviour may differ slightly depending on the current state of the unit. In the connection mode, the Bluetooth transceiver transmits and receives alternately, see Figure 1 and Figure 2. In the figures, only single-slot packets are shown as an example. Depending on the type and the payload length, the packet size can be up to 366 µs. Each RX and TX transmission is at a different hop frequency. For multi-slot packets, several slots are covered by the same packet, and the hop frequency used in the first slot will be used throughout the transmission



Figure 1: RX/TX cycle of Bluetooth master transceiver in normal mode for single-slot packets



The channel hopping frequencies are indicated by g(m). After transmission, a return packet is expected Nx625 µs after the start of the TX burst where N is an odd, positive integer. N depends on the type of the transmitted packet. To allow for some time slipping, an uncertainty window is defined around the exact receive timing. During normal operation, the window length is 20 µs, - -
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which allows the RX burst to arrive up to 10 µs too early or 10 µs too late. During the beginning of the RX cycle, the access correlator searches for the correct channel access code over the uncertainty window. If no trigger event occurs, the receiver goes to sleep until the next RX event. If in the course of the search, it becomes apparent that the correlation output will never exceed the final threshold, the receiver may go to sleep earlier. If a trigger event does occur, the receiver remains open to receive the rest of the packet. The current master transmission is based on the previous master transmission: it is scheduled Mx1250 µs after the start of the previous master TX burst where M depends on the transmitted and received packet type. Note that the master TX timing is not affected by time drifts in the slave(s). If no transmission takes place during a number of consecutive slots, the master will take the TX timing of the latest TX burst as reference. 5µ RX timing drifts, so will its TX timing. If no reception takes place during a number of consecutive slots, the slave will take the RX timing of the latest RX burst as reference. Figure 2: RX/TX cycle of Bluetoot h slave transceiv er in normal mode for singleslot packets.



3.5 Physical Channels 3.5.1



Definition



The channel is represented by a pseudo-random hopping sequence hopping through the 79 or 23 RF channels. Channel is divided into time slots where each slot corresponds to an RF hop frequency. Consecutive hops correspond to different RF hop frequencies. The nominal hop rate is 1600 hops/s.



3.5.2



Time Slots



which master and slave can transmit packets alternatively using Time Division Duplex (TDD) scheme. Also Bluetooth is a frequency Division Multiplexed (FDM) system where it used frequency hopping. - -
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Note: In some pre-connection operations (Paging, inquiry,.) transmit and receive can sometimes occur in half slots. The master shall start its transmission in even-numbered time slots only, and the slave shall start its transmission in odd-numbered time slots only. The time slots are numbered according to the Bluetooth clock of the piconet master. The slot numbering ranges from (0 to 227 - 1 ) and is cyclic with a cycle length of 227 .



• 3.5.3



Note t device to switch between transmission and receiving modes. Master/Slave Timing and Synchronization



As mentioned earlier, every Bluetooth device has an internal system clock, known as a native clock (CLKN), which determines the transceiver timing for that device. CLKN is never adjusted or turned off. Piconet synchronization is determined by the master's clock of the piconet (CLK). CLK is identical to the master's native clock, CLKN. Each slave in the piconet adds a timing offset to their own native clock to synchronize with the master clock. To maintain piconet synchronization, the timing offsets of the slave clocks are updated regularly each time a packet is received from the master.



•



When a master pages another device it must synchronize to the CLKN of the paged device by adding an estimated timing offset to its own native clock (CLKN). The estimated clock (CLKE) is then an approximation of the CLKN of the paged device.



- -
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The master's transmission (TX) timing is determined by the master clock (CLK) and is based on the



The master's receiver (RX) timing is based on the master's transmission (TX) timing with a shift of misalignments during a slave-to-master transmission.



The slave's RX timing is based on the last successful reception of packets during a master-to-slave time slot. The slave's transmission (TX) timing is based on the most recent slave RX timing and is



- -
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3.6 Physical Links The physical link is what goes over the physical channel in terms of data streams. Between the master and the slave(s), two link types have been defined : -Oriented (SCO) link -Less (ACL) link



3.6.1



SCO Link



A SCO link provides a symmetric link between Master and Slave with reserved channel bandwidth and regular periodic exchanges of data in the form of reserved slots. Thus the SCO link provides a circuit-switched connection where data is regularly exchanged, and thus intended for time bounded information such as audio.



Each SCO link occurs at 64 Kbps, which is telephone quality audio. The SCO link reserves where the master will send SCO packets at regular intervals, the so-called SCO interval TS C O (counted in slots) to the slave. SCO data will be



- -
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exchanged every Tsco slots .The master can support up to three SCO links to the same slave or to different slaves. A slave can support up to three SCO links from the same master, or two SCO links if the links originate from different masters. The SCO link is established by the master sending an SCO setup message via the Link Manager (LM) protocol. This message will contain timing parameters such as the SCO interval TS C O and the offset DS C O to specify the starting slot. In normal operation conditions, the master will transmit SCO packets to the slave at regular intervals (TSCO). The slave is always allowed to respond with a SCO packet in the reserved response slots. The Master is not allowed to transmit elsewhere in the reserved slots. An exception is a broadcast LMP message, which takes precedence over SCO link data.



3.6.2



ACL link



An ACL link exist between a Master and a Slave as soon as a connection has been established. A Master may have a number of ACL links to a number of different Slaves at any one time, but only one link can exist between any two devices. The ACL link provides a packet-switched connection where data is exchanged sporadically as and when data is available from higher up the stack. The choice of which slave to transmit to and receive from is up to the master on a slot by slot basis. Most ACL packets facilitate error checking and retransmission to assure data integrity. A Slave may only respond with an ACL packet in the next Slave-to-Master slot if it has been addressed in the preceding Master-to-Slave slot. The ACL links carry data to and from the L2CAP and LMP layers. All user data is sent through L2CAP and passed to the baseband as L2CAP packets. Configuration and control of the links is carried out by the Link Manager (LM) and the associated command and control data is passed to the baseband as LMP packets. For ACL links, the reception must have occurred in the master-to-slave slot directly preceding the current slave transmission.



The following are the main features of the ACL links: • ACL links are typically used for data transmission. •



ACL links support symmetrical or asymmetrical, packet-switched, point-tomultipoint connections .



•



Only a single ACL link can exist between a master and a slave on a piconet. - -
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•



For ACL links, 1-time slot, 3-time slot, and 5-time slot packets have been defined.



•



Peak asymmetric data rate is 723.2 Kbps.



•



In the slots not reserved for SCO links, the master can exchange packets with any slave.



•



A slave is permitted to return an ACL packet in the slave-to-master slot if and only if it has been addressed in the preceding master-to-slave slot. If the slave fails to decode the slave address in the packet header, it is not allowed to transmit.



•



For most ACL packets, packet retransmission is applied to assure data integrity.



•



ACL packets not addressed to a specific slave are considered as broadcast packets and are read by every slave.



3.7 Bluetooth Packet Structure 3.7.1



Introduction



This section introduces the different types of packets that are used for communicating over interdevice ACL and SCO links. Every packet consists of an access code, a header and a payload. The access code is used to detect the presence of a packet and to address the packet to a specific device. The header contains all the control information associated with the packet and the link, such as the address of the Slave for which the packet is intended. Finally, the payload contains the actual message information such as might be sent from L2CAP or LM or data.



- -
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Packets transmitted by the master or the slave may extend over up to five time slots ( Multi-slot packet ) where the RF hop frequency shall remain fixed for the duration of the packet. For a single packet, the RF hop frequency to be used is derived from the current Bluetooth clock value. For a multi-slot packet, the RF hop frequency to be used for the entire packet is derived from the Bluetooth clock value in the first slot of the packet where the hop frequency applied shall be the hop frequency as applied in the time slot where the packet transmission was started. Using a longer length packet allows higher data rates (All packets have the same header and control data overhead and so multi-slot packet are more data efficient ) at the cost of reliability. Errors or Interference to cause a packet to be rejected are more likely to occur during one single long packet on the same channel than in every single one of a number of shorter packets on different channels.



Different packet types have been defined, packets may consists of : 1- Access code only packets( shortened ). 2- Access code-header. 3- Access code-header-payload.



3.7.2



Access Code



During a connection when a link is active, the access code identifies the packet as being to or from a Thus the access code - -
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identifies all packets exchanged on the channel of the piconet, since all packets sent in the same piconet are preceded by the same channel access code, derived from the Bluetooth device address . In other modes of operation, a special device address may be used, for example, during inquiry to produce the Inquiry Access Code (IAC).



3.7.2.1 Access Code Types



There are three different types of access codes defined used for Bluetooth different operating mode : •



Channel Access Code same piconet.



• specific device. •



Inquiry Access Code (IAC):



- -
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•



General Inquiry Access Code (GIAC): It is used by all devices during the inquiry 0x9E8B33.



•



Dedicated Inquiry Access Code (DIAC): reserved and used by a specific set of devices (e.g. printers and cellular headsets).



The Access Code consists of : § § §



Preamble ( 4 bits ) Sync word ( 64 bits ) Trailer ( 4 bits )



Preamble •



The preamble is a fixed zero-one pattern of 4 symbols of either 1010 or 0101, depending whether the LSB of the following sync word is 1 or 0, respectively, used to detect the edges of the received data, so as to form a known 5 bit sequence , this gives the clock recovery circuit only 5 micro seconds to create a reliable clock signal to clock in the remainder of the data.



Sync Word The sync word is a 64-bit code word derived from a 24 bit address (LAP) • • •



for the GIAC and the DIAC, reserved, dedicated LAPs are used; for the DAC, the slave unit LAP is used.



When a receiver of the Bluetooth unit correlates against its expected Sync word , it will find a strong peak exactly when the reference sync word and received sync word line up. Other non matching sync words will feature no such peak . Trailer



- -
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•



The trailer is a fixed zero-one pattern of four symbols. The trailer sequence is either 1010 or 0101 depending on whether the MSB of the sync word is 0 or 1, respectively.



•



The trailer together with the three MSBs of the sync word form a 7-bit pattern of alternating ones and zeroes . • The trailer is appended to the sync word as soon as the packet header follows the access code. This is typically the case with the CAC, • The trailer is used in the DAC and IAC when these codes are used in FHS packets ( frequency hopping synchronization packets) exchanged during page response and inquiry response procedures ( see channel access section ). 3.7.3



Packet Header



Packets can include a 54-bit header, containing master-to-slave link control information and consists of 6 fields: 3- bit active member address 4-bit type code 1-bit flow control 1-bit acknowledge indication 1-bit sequence number 8-bit header error check The total header, including the HEC, consists of 18 bits and is encoded with a rate 1/3 FEC ( Forward Error Correction Code ) resulting in a 54-bit header. Note that the AM_ADDR and TYPE fields are sent with their LSB first.



LSB 3 AM-ADDR



4 TYPE



1



1



1



FLOW ARQN SEQN



- -
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MSB HEC
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AM_ADDR AM_ADDR is the active member address, is used by the master to distinguish between active devices (slaves) participating in a piconet where each slave is assigned a temporary 3-bit address to be used when it is active. • • •



The AM_ADDR of the slave is used in both master-to-slave packets and in the slave-tomaster packets. 3 bit field is sufficient for 7 slaves. An AM_ADDR of zeros is reserved for broadcasting packets from the master to the slaves. Slaves that are disconnected or parked give up their AM_ADDR. A new AM_ADDR has to be assigned when they re-enter the piconet.



TYPE The 4-bit TYPE code specifies the type of packet transmitted and the number of time slots the packet occupies.( 16 packet types ) Important to note is that the interpretation of the TYPE code depends on the physical link type associated with the packet. First, it shall be determined whether the packet is sent on an SCO link or an ACL link. Then it can be determined which type of SCO packet or ACL packet has been received. As the TYPE code reveals how many slots the current packet will occupy. This allows the non-addressed receivers to refrain from listening to the channel for the duration of the remaining slots. FLOW FLOW, this indicator is used to control the flow of packets on an ACL link. • • •



When the RX buffer for the ACL link in the recipient is full and is not emptied, a STOP indication (FLOW=0) is returned to stop the transmission of data temporarily.( STOP signal only concerns ACL packets.). When the RX buffer is empty, a GO indication (FLOW=1) is returned. When no packet is received, or the received header is in error, a GO is assumed implicitly.



ARQN ARQN, is an acknowledgement indicator that is used to inform the source (transmitting device) of a successful transmission of payload data. • • • •



If the reception was successful, an ACK (ARQN=1) is returned, ( ACK=acknowledge ) Otherwise a NAK (ARQN=0) is returned. When no return message regarding acknowledge is received, a NAK is assumed implicitly. The success of the reception is checked by means of a cyclic redundancy check (CRC) code.



SEQN - -
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SEQN, this indicator is used in conjunction with ARQN to support the retransmission of packets. The SEQN bit provides a sequential numbering scheme to order the data packet stream. For each new transmitted packet that contains data with CRC, the SEQN bit is inverted. This is required to filter out retransmissions at the destination; if a retransmission occurs due to a failing ACK, the destination receives the same packet twice. By comparing the SEQN of consecutive packets, correctly received retransmissions can be discarded. HEC The Header-Error-Check is used to provide error-checking on the header. It is simply a CRC function performed on the header. The HEC allows a recepient to ignore the remainder of a packet following the failure of the HEC. ( details in error correcting code section ).



3.7.4



Payload Format



Packets can also include a payload of variable length (0-2745 bit), containing data and voice information. Two field types are found in the payload: •



A data (asynchronous) field.



•



A voice (synchronous) field.



Where there is ACL packets which only have the data field , and the SCO packets only have the voice field with an exception of the Data-Voice ( DV ) packets which will be described in the packet types section which have voice and data. 3.7.4.1 Voice field The voice field has a fixed length and no payload header is present. For the High Quality Voice (HV) packets, the voice field length is 240 bits; (Exception for the Data voice (DV) packet the voice field length is 80 bits. No payload header is present. ). 3.7.4.2 Data field The data field consists of three segments: a payload header, a payload body, and possibly a CRC code (only the AUX1 packet does not carry a CRC code). The Payload Header consists of: • • • •



2-bit L_CH indication: specifies the logical channel, 1-bit FLOW indication, controls the flow on the logical channels 8-bit payload length indicator . undefined 4 bits reserved for future use & shall be set to zero.



The Payload body includes the user information and has variable length (0-2712 bits). The length of the payload body is indicated in the length field of the payload header.



- -
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The Cyclic Redundancy Check (CRC) code is a 16-bit code which is a very powerful but easily implemented technique for error-checking. 3.7.5



Bluetooth Packet Types



Earlier in this section it was shown that the TYPE field in the packet header specifies the type of packet transmitted and the number of time slots the packet occupies. The packet types depend on the type of physical links (SCO and ACL) in which they are used. The packet types are divided into 4 segments (groupings):



• • •



Segment 1 is reserved for the 4 control packets common to all physical link types Segment 2 is reserved for packets occupying1 time slot (SCO and ACL) Segments 3 & 4 are reserved for ACL packets occupying 3 and 5 time slots respectively



DESCRITION :



3.7.5.1 SCO PACKETS 72 bits Access Code



54 bits Header



240 bits Payload



At present, SCO packets are defined for Segment 1 and Segment 2 only and are transmitted on synchronous (voice) links. Three SCO high quality voice (HV) packets are defined for 64kbit/s speech transmission. One SCO packet (DV) is a combined voice/data packet and transmits data at 57.6 kb/s.



- -
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SCO packets are used on the synchronous SCO link. The packets do not include a CRC and are never retransmitted. SCO packets are routed to the synchronous I/O (voice) port. The SCO packets defined so far are typically used for 64 kb/s speech transmission. HV1 packet • • • • •



The HV1 packet carries 10 information bytes. The bytes are protected with a rate 1/3 FEC. No CRC is present. The payload length is fixed at 240 bits. There is no payload header present. HV packets are used for transmission of voice and transparent synchronous data HV stands for High-quality Voice. The voice packets are never retransmitted and need no CRC. An HV1 packet can carries 1.25ms of speech at a 64 kb/s rate. An HV1 packet has therefore to be sent every two time slots (T SCO =2).



HV2 packet • • •



The HV2 packet carries 20 information bytes. The bytes are protected with a rate 2/3 FEC. No CRC is present. The payload length is fixed at 240 bits. There is no payload header present. An HV2 packet carries 2.5ms of speech at a 64 kb/s rate. An HV2 packet has therefore to be sent every four time slots (T SCO =4).



HV3 packet • • •



The HV3 packet carries 30 information bytes. The bytes are not protected by FEC. No CRC is present. The payload length is fixed at 240 bits. There is no payload header present. An HV3 packet carries 3.75ms of speech at a 64 kb/s rate. An HV3 packet has therefore to be sent every six time slots (T SCO =6).



DV packet



- -
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• • •



The DV packet is a combined data - voice packet. The payload is divided into a voice field of 80 bits and a data field containing up to 150 bits. The voice field is not protected by FEC. The data field is encoded with a rate 2/3 FEC. If necessary, extra zeroes are appended to assure that the total number of payload bits is a multiple of 10 prior to FEC encoding.



•



Since the DV packet has to be sent at regular intervals due to its synchronous (voice) contents, it is listed under the SCO packet types. • The voice and data fields are treated completely separate. The voice field is handled like normal SCO data and is never retransmitted; that is, the voice field is always new. The data field is checked for errors and is retransmitted if necessary. 3.7.5.2 ACL PACKETS ACL packets are defined for all 4 segments and are transmitted on asynchronous links. A total of 7 ACL packets are defined for transmitting user data or control information. The three medium rate data (DM) packets and three high rate data (DH) packets contain a CRC code and can be retransmitted if necessary. For example, DH5 transmits data at 723 kbit/s and at 57.6 kbit/s in the return direction. ACL packets are used on the asynchronous links. The information carried can be user data or control data. Including the DM1 packet, seven ACL packets have been defined. Six of the ACL packets contain a CRC code and retransmission is applied if no acknowledgement of proper reception is received(except in case a flush operation is carried out.) The 7th ACL packet, the AUX1 packet, has no CRC and is not retransmitted.



8 or 16 bits Payload Header



0-2712 bits



16 bits



Payload Data



CRC



- -
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DM1 packet • • • •



•



The DM1 packet is a packet that carries data information only. DM stands for Data The payload contains up to 18 information bytes (including the 1-byte payload header) plus a 16-bit CRC code. The DM1 packet may cover up to a single time slot. The information plus CRC bits are coded with a rate 2/3 FEC which adds 5 parity bits to every 10-bit segment. If necessary, extra zeros are appended after the CRC bits to get the total number of bits (information bits, CRC bits, and tail bits) equal a multiple of 10. The payload header in the DM1 packet is only 1 byte long, The length indicator in the payload header specifies the number of user bytes (excluding payload header and the CRC code).



DH1 packet •



This packet is similar to the DM1 packet, except that the information in the pay-load is not FEC encoded. As a result, the DH1 frame can carry up to 28 information bytes (including the 1 byte payload header) plus a 16-bit CRC code. DH stands for Data single time slot.



- -
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DM3 packet • • • • •



The DM3 packet is a DM1 packet with an extended payload. The DM3 packet may cover up to three time slots. The payload contains up to 123 information bytes (including the 2-bytes payload header) plus a 16-bit CRC code. T he pay-load header in the DM3 packet is 2 bytes long, The length indicator in the payload header specifies the number of user bytes (excluding payload header and the CRC code). When a DM3 packet is sent or received, the RF hop frequency shall not change for a duration of three time slots (the first time slot being the slot where the channel access code was transmitted).



DH3 packet • • •



This packet is similar to the DM3 packet, except that the information in the pay-load is not FEC encoded. As a result, the DH3 packet can carry up to 185 information bytes (including the two bytes payload header) plus a 16-bit CRC code. The DH3 packet may cover three time slots. When a DH3 packet is sent or received, the hop frequency shall not change for a duration of three time slots (the first time slot being the slot where the channel access code was transmitted).



DM5 packet •



The DM5 packet is a DM1 packet with an extended payload. The DM5 packet may cover up to five time slots. • The payload contains up to 226 information bytes (including the 2-bytes payload header) plus a 16-bit CRC code. • The pay-load header in the DM5 packet is 2 bytes long. The length indicator in the pay-load header specifies the number of user bytes (excluding payload header and the CRC code). • When a DM5 packet is sent or received, the hop frequency shall not change for a duration of five time slots (the first time slot being the slot where the channel access code was transmitted). DH5 packet • •



This packet is similar to the DM5 packet, except that the information in the pay-load is not FEC encoded. As a result, the DH5 packet can carry up to 341 information bytes (including the two bytes payload header) plus a 16-bit CRC code. The DH5 packet may cover five time slots. When a DH5 packet is sent or received, the hop frequency shall not change for a duration of five time slots (the first time slot being the slot where the channel access code was transmitted).



3.7.5.3 CONTROL PACKETS There are four control packets common to both ACL and SCO links: NULL , POLL , FHS , ID. ID packet



- -
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• • • •



The ID packet is common to ACL and SCO link. The ID packet consists of the DAC or IAC and is, for example, used in paging, inquiry, and response routines. It has a fixed length of 68 bits. The ID packet consists of an access code only. Neither a payload nor header is present. It is a very robust packet since the receiver uses a bit correlator to match the received packet to the known bit sequence of the ID packet.



NULL packet • • • •



The NULL pack is used to transmit link information to the source device regarding the success of the previous transmission (ARQN),or the status of the RX buffer (FLOW). Its total (fixed) length is 126 bits. The NULL packet has no payload and therefore consists of the channel access code and packet header only. NULL packet itself does not have to be acknowledged.



POLL packet •



The POLL packet is very similar to the NULL packet. It does not have a pay-load either . In contrast to the NULL packet, it requires a confirmation from the recipient. It is not a part of the ARQ scheme. The POLL packet does not affect the ARQN and SEQN fields.



•



This packet can be used by the master in a piconet to poll the slaves, which must then respond even if they do not have information to send . Upon reception of a POLL packet the slave must respond with a packet. This return packet is an implicit acknowledgement of the POLL packet.



FHS packet FHS packet is used in 3 tasks: 1- Sent by an inquiry scanning device to an inquirer during inquiry procedures. 2- Master t o slave during page procedure carrying frequency and time information of the piconet. 3- Master and slave switching roles.



The FHS packet provides all the information required by the recipient to address the sender in terms of timing and thus frequency hop channel synchronization and correct device access code. The contents of the FHS packet are summarized below: - -
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3.7.5.4 PACKET SUMMARY .



Packets defined for SCO and ACL link types. The user payload represents the packet payload excluding FEC, CRC, and payload header.



- -
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3.8 Channel Coding (Error Correction) in Bluetooth There are three error correction schemes defined for Bluetooth:



The purpose of the FEC scheme on the data payload is to reduce the number of retransmissions. Therefore, the packet definitions have been kept flexible to use FEC in the payload or not, resulting in the DM and DH packets for the ACL link and the HV packets for the SCO link. The packet header is always protected by a 1/3 rate FEC; it contains valuable link information and should be able to sustain more bit errors.



3.8.1



FEC CODE: RATE 1/3



A simple 3 times repetition FEC code is used for the packet header. The repetition code is implemented by repeating the bit three times, see the illustration in Figure 1.1. The 3-bit repetition code is used for the entire header, and also for the voice field in the HV1 packet.



Figure 1.1: Bit-repetition encoding scheme.



3.8.2



FEC CODE: RATE 2/3



The other FEC scheme is a (15,10) shortened Hamming code. The generator polynomial is g ( D) = ( D + 1)( D 4 + D + 1) . The LFSR generating this code is depicted in Figure 1.2. Initially all register elements are set to zero. The 10 information bits are sequentially fed into the LFSR with the switches S1 and S2 set in position 1. Then, after the final input bit, the switches S1 and S2 are set in position 2, and the five parity bits are shifted out. The parity bits are appended to the information bits. Consequently, each block of 10 information bits is encoded into a 15 bit codeword. This code can correct all single errors and detect all double errors in each codeword. This 2/3 rate FEC is used in the DM packets, in the data field of the DV packet, in the FHS packet, and in the HV2 packet. Since the encoder operates with information segments of length 10, tail bits with value zero may have to be appended after the CRC bits. The total number of bits to encode, i.e., payload header, user data, CRC, and tail bits, must be a multiple of 10. Thus, the number of tail bits to append is the least possible that achieves this (i.e., in the interval 0...9). These tail bits are not included in the payload length indicator.



- -
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Figure 1.2: LFSR generating the (15,10) shortened Hamming code.



3.8.3



ARQ SCHEME:



With an automatic repeat request scheme, DM, DH and the data field of DV packets are transmitted and retransmitted until acknowledgement of a successful reception is returned by the destination (or timeout is exceeded). The acknowledgement information is included in the header of the return packet, so-called piggy-backing. To determine whether the payload is correct or not, a cyclic redundancy check (CRC) code is added to the packet. The ARQ scheme only works on the payload in the packet (only that payload which has a CRC). The packet header and the voice payload are not protected by the ARQ scheme. 3.8.3.1 Unnumbered ARQ Bluetooth uses a fast, unnumbered acknowledgment scheme: an ACK (ARQN=1) or a NAK (ARQN=0) is returned in response to the receipt of previously received packet. The slave will respond in the slave-to-master slot directly following the master-to-slave slot; the master will respond at the next event it will address the same slave (the master may have addressed other slaves between the last received packet from the considered slave and the master response to this packet). For a packet reception to be successful, at least the HEC must check. In addition, the CRC must check if present. At the start of a new connection which may be the result of a page, page scan, master-slave switch or unpark, the master sends a POLL packet to verify the connection. In this packet the master initializes the ARQN bit to NAK. The response packet sent by the slave also has the ARQN bit set to NAK. The sub-sequent packets use the following rules. The ARQ bit is affected by data packets containing CRC and empty slots only. As shown in fig. 1.3 , upon successful reception of a CRC packet, the ARQN bit is set to ACK. If, in any receive slot in the slave, or, in a receive slot in the master following transmission of a packet, one of these events applies: 1. no access code is detected. 2. the HEC fails. 3. the CRC fails. then the ARQN bit is set to NAK. Packets that have correct HEC but that are addressed to other slaves, or packets other than DH, DM, or DV packets, do not affect the ARQN bit. In these cases the ARQN bit is left as it was prior to reception of the packet. If a CRC packet with a correct header has the same SEQN as the previously received CRC packet, the ARQN bit is set to ACK and the payload is disregarded without checking the CRC. Broadcast packets are checked on errors using the CRC, but no ARQ scheme - -
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is applied. Broadcast packets are never acknowledged.



Figure 4.3: Receive protocol for determining the ARQN bit.



3.8.3.2 Retransmit filtering: The data payload is retransmitted until a positive acknowledgment is received ( or a timeout is exceeded ). A retransmission is carried out either because the packet transmission itself failed, or because the piggy-backed acknowledgment transmitted in the return packet failed (note that the latter has a lower failure probability since the header is more heavily coded). In the latter case, the destination keeps receiving the same payload over and over again. In order to filter out the retransmissions in the destination, the SEQN bit is added in the header. Normally, this bit is alternated for every new CRC data payload transmission. In case of a retransmission, this bit is not changed. So the destination can compare the SEQN bit with the previous SEQN value. If different, a new data payload has arrived; otherwise it is the same data payload and can be discarded. Only new data payloads are transferred to the link manager. Note that CRC data payloads can be carried only by DM, DH or DV packets. At the start of a new connection which may be the result of a page, page scan, master slave switch or unpark, the master sends a POLL packet to verify the connection. The slave responds with a packet. The SEQN bit of the first CRC data packet, on both the master and the slave sides, is set to 1. The subsequent packets use the rules given below in figure 1.4. - -



37



The SEQN bit is affected only by the CRC data packets as shown in Figure 1.4. It is inverted every time a new CRC data packet is sent. The CRC data packet is retransmitted with the same SEQN number until an ACK is received or the packet is flushed. When an ACK is received, the SEQN bit is inverted and a new payload is sent. When the packet is flushed, a new payload is sent. The SEQN bit is not necessarily inverted. However, if an ACK is received before the new packet is sent, the SEQN bit is inverted. This procedure prevents loss of the first packet of a message (after the flush command has been given) due to the retransmit filtering.



Figure 1.4: Retransmit filtering for packets with CRC.



3.8.3.3



Flushing payloads:



The ARQ scheme can cause variable delay in the traffic flow since retransmissions are inserted to assure error-free data transfer. For certain communication links, only a limited amount of delay is allowed: retransmissions are allowed up to a certain limit at which the current payload must be disregarded and the next payload must be considered. This data transfer is indicated as isochronous traffic. This means that the retransmit process must be overruled in order to continue with the next data payload. Aborting the retransmit scheme is accomplished by flushing the old data and forcing the Bluetooth controller to take the next data instead. If a device decides to flush, and it has not received an acknowledgement for the current packet, it replaces the current packet with an ACL L2CAP continuation packet with length zero. It transmits this packet with the same sequence number as the packet it is trying to flush until it does get an - -
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ACK. Only then can it move on to the next packet. So, flushing will not necessary result in a change in the SEQN bit value. Therefore, the packet following the flush will have a start packet indication of L_CH = 10 in the payload header for the next L2CAP message. This informs the destination of the flush. 3.8.3.4 Multi-slave considerations: In case of a piconet with multiple slaves, the master carries out the ARQ protocol independently to each slave. 3.8.4



Error Checking:



We can check the packet for errors or wrong delivery using the channel access code, the HEC in the header, and the CRC in the payload. At packet reception, first the access code is checked. Since the 64-bit sync word in the channel access code is derived from the 24-bit master LAP, this checks if the LAP is correct, and prevents the receiver from accepting a packet of another piconet. The HEC and CRC are used to check both on errors and on a wrong address: to increase the address space with 8 bits, the UAP is normally included in the HEC and CRC checks. Then, even when a packet with the same access code .i.e., an access code of a device owning the same LAP but different UAP . passes the access code test, it will be discarded after the HEC and CRC tests when the UAP bits do not match. However, there is an exception where no common UAP is available in the transmitter and receiver. This is the case when the HEC and CRC are generated for the FHS packet in inquiry response state. In this case the default check initialization (DCI) value is used. The DCI is defined to be 0x00 (hexadecimal). The generation and check of the HEC and CRC are summarized in Figure 4.8 and Figure 1.11 Before calculating the HEC or CRC, the shift registers in the HEC/CRC generators are initialized with the 8-bit UAP (or DCI) value. Then the header and payload information is shifted into the HEC and CRC generators, respectively (with the LSB first). The HEC generating LFSR is depicted in Figure3.6 The generator polynomial is g ( D) = ( D + 1)( D 7 + D 4 + D 3 + D 2 + 1) = D 8 + D 7 + D 5 + D 2 + D + 1 . Initially this circuit is preloaded with the 8-bit UAP such that the LSB of the UAP (denoted UAP 0 ) goes to the left-most shift register element, and, UAP 7 goes to the right-most element. The initial state of the HEC LFSR is depicted in Figure 1.7 Then the data is shifted in with the switch S set in position1. When the last data bit has been clocked into the LFSR, the switch S is set in position 2, and, the HEC can be read out from the register. The LFSR bits are read out from right to left (i.e., the bit in position 7 is the first to be transmitted, followed by the bit in position 6, etc.).



Figure 1.6: The LFSR circuit generating the HEC.



- -
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Figure 1.7: Initial state of the HEC generating circuit.



Figure 1.8: HEC generation and checking.



The 16 bit LFSR for the CRC is constructed similarly using the CRC-CCITT generator polynomial g(D) = D D D (see Figure 1.9 & see also table (5) on page 21 ). For this case, the 8 left-most bits are initially loaded with the 8-bit UAP (UAP 0 to the left and UAP 7 to the right) while the 8 right-most bits are reset to zero. The initial state of the 16 bit LFSR is depicted in Figure 3.10. The switch S is set in position 1 while the data is shifted in. After the last bit has right to left (i.e., starting with position 15, then position 14, etc.).



Figure 1.9: The LFSR circuit generating the CRC.



Figure 1.10: Initial state of the CRC generating circuit.



- -
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Figure 1.11: CRC generation and checking.



- -
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Chapter 4 4. The Link Controller 4.1 Introduction This chapter looks at how the link control layer configures and controls the link and packet-oriented baseband. The link control layer carries out higher level operations such as inquiry and paging and manages multiple links with different devices and even different piconets.



4.2 Link Control Protocol The link control protocol is carried in the LC logical channel which is physically carried via the packet header and consists of the ARQN, SEQN, and the associated control data. As was mentioned in the previous chapter this data is required for maintaining the link once it is set up, and in maintaining the ARQ scheme used for the retransmission of the corrupted data. Next we will move onto looking at the overall link control state machine.



4.3 The Link Controller Operation The Figure below shows a state diagram illustrating the different states used in the Bluetooth link
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controller. There are two major states: STANDBY and CONNECTION; in addition, there are seven substates, page, page scan, inquiry, inquiry scan, master response, slave response, and inquiry response. The substates are interim states that are used to add new slaves to a piconet. To move from one state to the other, either commands from the Bluetooth link manager are used, or internal signals in the link controller are used (such as the trigger signal from the correlator and the timeout signals). The STANDBY state is the default state in the Bluetooth unit. In this state, the Bluetooth unit is in a low-power mode. Only the native clock is running at the accuracy of the LPO (or better). In the CONNECTION state, the connection has been established and packets can be sent back and forth. In both units, the channel (master) access code and the master Bluetooth clock are used. The hopping scheme uses the channel hopping sequence. The master starts its transmission in even slots (CLK 1-0 =00); the slave starts its transmission in odd slots (CLK 1-0 =10). The device moves between substates during access procedures which are described in sequel.



4.3.1 INQUIRY PROCEDURES In the Bluetooth system, an inquiry procedure is defined which is used in applications where the used to discover which other Bluetooth units are within range. The inquiry message broadcast by the source does not contain any information about the source. However, it may indicate which class of devices should respond. There is one general inquiry access code (GIAC) to inquire for any Bluetooth device, and a number of dedicated inquiry access codes (DIAC) that only inquire for a certain type of devices. The inquiry access codes are derived from reserved Bluetooth device addresses (63 reserved for DIAC and 1 for GIAC generation). A unit that wants to discover other Bluetooth units enters an inquiry substate. In this substate, it continuously transmits the inquiry message, which is the ID packet (a robust packet 68 bit long containing GIAC or DIAC) at different hop frequencies. A device generates its inquiry hop sequence using LAP of the reserved BD_ADDR for general inquiry and the CLK value (i.e. all devices will follow the same hop sequence but will have phase differences due to different clock values). A unit that allows itself to be discovered, regularly enters the inquiry scan substate to respond to inquiry messages. The inquiry response is optional: a unit is not forced to respond to an inquiry message. Note that for GIAC inquiry hop sequence is general and used as well for DIAC. Inquiry Scan In the inquiry scan substate, a unit listens for the inquiry access code for the duration of the scan window Tw-inquiry-scan. During the scan window, the unit listens at a single hop frequency, its correlator matched to the GIAC. The scan window shall be long enough to completely scan 16 page frequencies (The minimum value of Tw-inquiry-scan is minimum 10 ms = 16 slots = 8Tx slots in which the paging master pages on16 different frequencies.) When a unit enters the inquiry scan substate, it selects the scan frequency according to the general inquiry hopping sequence, which uses 32-dedicated hop frequencies known to all BT devices. CLKN 16-12 frequency, selected wherever CLK 12 changes, i.e. every 1.28s.The scan interval Tinquiry scan is defined as the interval between 2 consecutive inquiry scans.



10 ms scan window



10 ms scan window



f2



f1 1.28 s Scan interval
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Inquiry (call) The inquiry substate is used by the unit that wants to discover new devices. This unit tries to find out other slaves, which repeatedly transmit the GIAC and/or DIAC in different hop channels. Since no synchronization is achieved yet, the inquiring unit sends a train of identical IACs at different hop frequencies and listens in between for a response. The Tx /Rx frequencies of the discovering device follow the inquiry / inquiry response hopping sequence. Both are determined by GIAC and the native clock of the device. The inquiry message that is an ID packet containing the GIAC will be sent on a number of different frequencies. During each Tx slot, the inquirer sequentially transmits on two different hop frequencies. In the following Rx slot, the receiver will listen sequentially to two corresponding Rx hops for FHS packages. In the next Tx slot two different frequencies are used. The synthesizer hop rate is thus doubled to 3200 hops/s (every 312.8 s). With this increased rate the transmitter can cover 16 different hop frequencies in 16 slots, i.e. 8 Tx slots or 10 ms. All of the 32 dedicated frequencies are divided over 2 trains: A and B of 16 frequencies each. A single train must be repeated for at least N inquiry = 256 times before a new train is used. In order to collect all responses in an error-free environment, at least 3 train switches (e.g. A have taken place. As a result, the inquiry substate may last for 10.24 seconds (256 x 10 ms x 4) unless the inquirer collects enough responses and determines to abort the inquiry earlier. Also the inquirer can prolong the inquiry state to increase the probability of receiving all responses in an error-prone environment (N > 256). If inquiry procedure is initiated automatically in a periodic way, (say 10s every minute), this must be done with a random time offset to avoid two Bluetooth units synchronize their inquiry procedures and never be able to discover each other. The inquiry substate is continued until stopped by Bluetooth Link manager (when it decides that it has received enough responses), or when a time out has been reached (inquiry To ). The inquiry or inquiry scan substate can be entered from STANDBY state or CONNECTION state. In the STANDBY state, no connection is established and a unit can provide all its capacity to inquiry or inquiry scans. Before entering the inquiry or inquiry scan from a connection state the unit reserves as much capacity as possible for scanning. If desired, the unit may place ACL connections in PARK or HOLD modes (discussed later). SCO are preferably not interrupted as they have higher priority, so they will affect the train constructed in case of inquiry substate, so that



N inquiry is doubled or tripled for 1 or 2 SCO existing links. (See Fig.) Also it will affect the scan window, if the unit is in the inquiry state. A recommended scan window of 36 slots (approx. double 16 slots) or 54 slots (approx. triple 16 slots) in case 1 or 2 SCO links respectively. Note that the minimal effect of SCO links is by using HV3 packets with Tsco= 6 slots which requires the least amount of capacity of the slots. (HV3 have no FEC, no CRC, no payload header, so they are capable of providing 64 kbps voice link with low capacity of slots).
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Eliminated slots appear when Ninquiry is increased



Inquiry response On entering an inquiry response state, the successful inquirer is to be the master and the units that replied are the slaves. The master listens between inquiry messages for responses. On receiving a response it does not acknowledge it but continues to transmit inquiry messages. This means that the master do not enter inquiry response substate. The recipient of an inquiry in the inquiry scan substate responds by an clock and other information about the device. Since all Bluetooth devices use the same inquiry hop sequence, when more than one device are in close proximity to the inquiring unit, there might be two or more devices that have the same clock phase and respond in the same time with the same hop sequence. This is known as contention problem. To avoid collisions between units that wake up at the same frequencies, the following protocol is followed: • If the slave receives an inquiry message, it generates a random number RAND between 0 and 1023. • The slave then returns to the CONNECTION or STANDBY state for the duration • • After at least RAND slots, the unit will return to the inquiry scan substate. If during the scan no trigger occurs within a timeout period of inqrespTO, the slave returns to the STANDBY or CONNECTION state. • When an inquiry message is received in this substate the slave goes into the inquiry response substate and returns an FHS response packet to the master 625 µs after the inquiry message was received. Then it adds an offset of 1 to the phase in the inquiry hop sequence (the phase has a 1.28 s resolution) and renters the inquiry scan substate. If the slave is triggered again, it repeats the procedure using a new RAND. Possible SCO slots should have priority over response packets; that is, if a response packet overlaps with an SCO slot, it is not sent but the next inquiry message is awaited. The above procedure will usually occur whenever the Bluetooth device enters a new environment or some older link becomes available. Now, when the application is invoked, the device will start page/page scan procedures. Since all its info are known to the master, the slave expects to get connected so, it may enter page scan substate after responding to an inquiry using the mandatory page scan scheme for T mandatory
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scan until timer timeout. The T mandatory period is included in the scan period (SP) field of the FHS packet returned in the inquiry response. See TABLE.



4.3.2



ACCESS PROCEDURES



Page scan Substate In the page scan substate, a unit listens for its own device access code for the duration of the scan window T w page scan . During the scan window, the unit listens at a single hop frequency, its correlator matched to its device access code. The scan window shall be long enough to completely scan 16 page frequencies. The unit selects the scan frequency according to its page hopping sequence. This is a 32-hop luetooth device address (BD_ADDR). The phase in the sequence is determined by CLKN 16-12 of the device; that is, every1.28s a different frequency is selected. If the correlator exceeds the trigger threshold during the page scan, the unit will enter the slave response substate. The scan interval T page scan is defined as the interval between the beginnings of two consecutive page scans. There are three cases that determine the behavior of the paging unit; that is, whether the paging unit shall use R0, R1 or R2. The scan interval information is included in the SR field in the FHS packet. T page scan = 10 ms R0 mode T page scan R1 mode T page scan R2 mode
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Page address is used to determine the page hopping sequence. For the phase in the sequence, the master information that was exchanged during the last encounter with this particular device (which could have acted as a master at that time), or from an inquiry procedure. With this estimate CLKE of the



The estimate of the Bluetooth clock in the slave can be completely wrong. To compensate for these clock drifts, the master will send its page message on hop frequencies just before and after the current, predicted hop frequency. During each TX slot, the master sequentially transmits on two different hop frequencies. The page message is the ID packet containing DAC of the paged unit (68 bits in length). In the following RX slot, the receiver will listen sequentially to two corresponding RX hops for ID packet. The RX hops are selected according to the page_response hopping sequence which is strictly related to the page hopping sequence; that is: for each page hop there is a corresponding page_response hop. In the next TX slot, it will transmit on two hop frequencies different from the former ones. The synthesizer hop rate is increased to 3200 hops/s. In 79-hop systems 32 different hop frequencies are used in the page hopping sequence. The transmitter can cover 16 different hop frequencies in 16 slots (8Tx slots) or 10 ms. The page hopping sequence is divided over two paging trains A and B of 16 frequencies. Train A includes the 16 hop frequencies surrounding the current, predicted hop frequency f(k), where k is determined by the clock estimate CLKE 16-12 . So the first train consists of hops f(k-8), f(k-7),...,f(k),...,f(k+7) Note that CLKE 16-12 changes every 1.28 s; therefore, every 1.28 s, the trains will include different frequencies of the page hopping set. When the difference between the Bluetooth clocks of the master and the slave is between -8x1.28 s and +7x1.28 s, one of the frequencies used by the master will be the hop frequency the slave will listen to. However, since the master does not know when the slave will enter the page scan substate, he has to repeat this train A N page times or until a response is obtained. If the slave scan interval corresponds to R1, the repetition number is at least 128; if the slave scan interval corresponds to R2, the repetition number is at least 256.That is why, the SR field is included in the FHS packet so the master could determine N page. When the difference between the Bluetooth clocks of the master and the slave is less than -8x1.28 s or larger than +7x1.28 s, the remaining 16 hops are used to form the new 10 ms train B. The second train consists of hops f(k-16), f(k-15),...,f(k-9),f(k+8)...,f(k+15) Train B is repeated for N page times. If still no response is obtained, the first train A is tried again N page times. Alternate use of train A and train B is continued until a response is received or the
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timeout pageTO is exceeded. If during one of the listening occasions, the slave returns a response, the master unit enters the master response substate. For the 23-hop systems as used in France, the procedure is slightly different. In the 23-hop case, the length of the page hopping sequence is reduced to 16. As a consequence, there is only a single train to be made. If the device has entered page substate from connection state, reserved slots for SCO links are never interrupted whish affects the paging train slots. To compensate for the eliminated slots, N page of a single train shall be increased.



Page response The messaging between master and slave in the page response procedure is explained in the following text. In step 1 the slave successfully receives the page message which contains its own DAC.
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The slave unit transmits a response message in step 2. This response message again only it this response 625 µs after the beginning of the received page message (slave ID packet) and at the response hop frequency that corresponds to the hop frequency in which the page message was received. The slave transmission is therefore time aligned to the master transmission. The clock input CLKN 16-12 is frozen at the value it had at the time the page message was received. When the master receives a response message from the slave, it freezes the current clock input to the page hop selection scheme. Then it transmits a FHS packet in step 3 -bit BD_ADDR address, the BCH parity bits, and the class of device. The FHS packet contains all information to construct the channel access code without requiring a mathematical derivation from the master device address. The FHS packet is transmitted at the beginning of the master-to -slave slot following the slot in which the slave has responded. The FHS ception of the response packet see fig.
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µs after the start of the response message) since FHS packet could arrive after 312.5 µs. The slave will keep listening as long as no FHS packet is received until pagerespTO is exceeded. Every 1.25 ms, however, it will select the next master-to -slave hop frequency according to the page hop sequence. If nothing is received after pagerespTO, the slave returns back to the page scan substate for one scan period. If no page message is received during this additional scan period, the slave will return to the state it was in prior to the first page scan state(STAND BY or CONNECTION .)
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If a FHS packet is received by the slave in the slave response substate, the slave returns step 4 to acknowledge the reception of the FHS packet (still using the page response hopping sequence). If no response is received, the master retransmits the FHS packet, but with an updated the timeout of pagerespTO is exceeded. In the latter case, the master turns back to the page substate and sends an error message to the link manager. During the retransmissions of the FHS packet, the master keeps using the page hopping sequence.



the channel access code and the master clock, and enters the CONNECTION state in step 5. The master BD_ADDR is used to change to a new hop-ping sequence, the channel hopping sequence. The channel hopping sequence uses all 79 -hop channels in a (pseudo) random fashion. After acknowledging the slave enters the CONNECTION state in step 5 and changes to FHS packet. Only the 26 MSBs of the master clock are transferred CLK 1 and CLK 0 are both zero at the time the FHS packet was received as the master transmits in even slots only. From the master clock in the FHS packet, the offset between manager. From then on connection mode starts using channel hopping sequence and the channel access code, a POLL packet is transmitted by the master. The slave responds with any type of packet. If the POLL packet is not received by the slave, or the response packet is not received by the master, within newconnectionTO number of slots after FHS packet acknowledgement, the master and the slave will return to page and page scan substates, respectively.



4.3.3 Modes of connection state Active mode In the active mode, the Bluetooth unit actively participates on the channel. The master schedules the transmission based on traffic demands to and from the different slaves. Active slaves listen in the master-to-slave slots for packets. From the type indication in the packet, the number of slots the master has reserved for a given transmission can be derived; during this time, the non-addressed slaves may sleep until the next new transmission . A periodic master transmission is required to keep the slaves synchronized to the channel. Since the slaves only need the channel access code to synchronize with, any packet type can be used for this purpose. Sniff mode
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mode, the master can start transmission to a specific slave only on a reduced number of predefined sniff slots. These so -called slots are spaced regularly with an interval of T sniff (as in SCO links). The slave starts listening at sniff slots for N sniff attempt consecutive receive slots or until a packet with matching AM_ADDR is received earlier. After receiving the packet it continues to listen for a number of slots equal to the remainder of Nsniff attempts or for Nsniff timeout slots, whichever is greater. So, for N sniff timeout > 0, the slave continues listening as long as it receives packets with matching AM_ADDR. To enter the sniff mode, the master or slave shall issue a sniff command via the LM protocol. This message will contain the sniff interval T sniff , an offset D sniff and an initialization flag indicates whether initialization procedure 1 or 2 is being used (like sco links). The slave shall apply the initialization method as indicated by the initialization flag irrespective of its clock bit value CLK 27. Hold mode During the CONNECTION state, the ACL link to a slave can be put in a hold mode. This means that the slave temporarily does not support ACL packets on the channel any more. (note: possible SCO links will still be supported). With the hold mode, capacity can be made free to do other things like scanning, paging, inquiring, or attending anothe r piconet. During the hold mode, the slave unit keeps its active member address (AM_ADDR). Prior to entering the hold mode, master and slave agree on the time duration the slave remains in the hold mode. A timer is initialized with the holdTO value. When the timer is expired, the slave will wake up, synchronize to the traffic on the channel and will wait for further master instructions. Park mode Parking A master can park an active slave through the exchange of one or a few LMP commands. Before put into the park mode, the slave is assigned a PM_ADDR and an AR_ADDR. Every parked slave has a unique PM_ADDR; however, the AR_ADDR is not necessarily unique. Also, the beacon parameters are given by the master when the slave is parked. The slave then gives up its AM_ADDR and enters the park mode. A master can park only a single slave at a time. The park message is carried with a normal data packet and addresses the slave through its AM_ADDR. In addition for using it for low power consumption, the park mode is used to connect more than seven slaves to a single master. At any one time, only seven slaves can be active. However, by swapping active and parked slaves out respectively in the piconet, the number of slave virtually connected can be much larger (255 if the PM_ADDR is used, and even a larger number if the BD_ADDR is used). When PM_ADDR of a slave is all zeros it can only be unparked by its BD_ADDR i.e. PM_ADDR has no meaning . - -
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Note: PM_ADDR is 8-bit parked member address. AR_ADDR is 8-bit access request address.



Beacon channel The beacon channel consists of a train of equidistant beacon slots, which are transmitted periodically with a constant time interval. The beacon channel is illustrated in Figure



A train of N B (N B ≥1) beacon slots is defined with an interval of T B slots. The beacon slots in the train are separated by ∆ B. The start of the first beacon slot is referred to as the beacon instant. When parked, the slave will receive the beacon parameters through an LMP command. In this command the beacon instant is indicated through the offset D B and the initialization flag which defines whether procedure 1 or 2 are used. The beacon channel serves four purposes (several are discussed here): 1. transmissions of master-to -slave packets, which the parked slaves, can use for resynchronization. 2. carrying messages to the parked slaves to change the beacon parameters. 3. carrying general broadcast messages to the parked slaves. 4. unparking of one or more parked slaves.



4.4 Summary The link control layer is responsible for managing device discoverability, establishing connections, and once connected, maintaining the various on-air links. It does this through a set of state machines, which drive the baseband through the following stages to establish links: • Host requests an inquiry. • Inquiry is sent using the inquiry hopping sequence. • Inquiry scanning devices respond to the inquiry scan with FHS packets contain all the information needed to connect to them. • The contents of the FHS packets are passed to the host. • The host requests connection to one of the devices that responded to inquiry
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• • •



The Paging is used to initiate the connection with the selected device. If the device is in page scanning mode it responds to the page. If the page scanning device accepts the connection, it will begin hopping using the
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