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Bro Network Programming Language & Bro-ids v2.1 Detecting Expiring SSL Certificates



Presented by Liam Randall 2013-3



ABOUT ME History  17 Years Consulting (1995)  BS in CS from XU  Dozens of Vender Certs  Speak/Train- Shmoocon, Skydogcon  “Applied NSM” Summer of 2013  #Bro  #SecurityOnion  [email protected]  @Hectaman Twitter/IRC



LINKS



github.com/bro github.com/liamrandall



#Bro_IDS @Hectaman @Bro_IDS



http://bro-ids.org http://liamrandall.com



OVERVIEW



“Can Bro IDS tell me when my SSL/TLS Certificates are about to expire?”



It already does.



FOLLOW ALONG Documentation http://www.bro-ids.org/documentationgit/scripts/policy/protocols/ssl/expiring-certs.html TL;DR: Add the following to your local.bro  @load policy/protocols/ssl/expiring-certs.bro  redef SSL::notify_certs_expiration = ALL_HOSTS; ( LOCAL_HOSTS, REMOTE_HOSTS, ALL_HOSTS, NO_HOSTS )



SSL/TLS USE CASES Widespread + + + + +



Credit Checks Authorization and Accounting Supply Chain Management e-Commerce Marketing



HTTPS



SMTP POP/IMAP



SSL/TLS VPN



SIP (DTLS)



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart



DEMONSTRATION @load policy/protocols/ssl/expiring-certs.bro redef SSL::notify_certs_expiration = ALL_HOSTS; sudo broctl check sudo broctl install sudo broctl restart - or test from the command line bro –r test.pcap expiring-certs.bro config.bro



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



REAL WORLD: TLS EDITION Clients



Partners



CONCLUSION



“How much will it cost your organization to not run Bro IDS?”
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