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Alert



The Colorado Bureau of Investigation has received multiple complaints regarding Business Email Compromises utilizing the (bad / suspect) email address of:



[email protected] •



Changes in wiring instructions have been sent from the above email, posing as title company closers, from at least three different title companies.



•



CBI has been notified by transaction coordinators and title company closers that their clients have been receiving instructions to send money well before closing and directing the funds to four different accounts that we are aware of.



If you or your client have received such an email, CBI would like a copy of the email and the wiring instructions forwarded to: [email protected]. Please take this opportunity to review procedures with your clients; both buyers and sellers, and remind them of the security procedures your agency and the title company have put in place. Make sure they are aware of how and when they will be transferring private information and/or funds and how they will know that they are communicating with the proper personnel and not with someone who has inserted themselves into your transaction.



DISCLOSURE STATEMENT: This report contains both open source and sensitive law enforcement information: it is provided for Intelligence purposes / For Official Use Only. This information may not be released without prior approval from the originator. Requests to disseminate this report outside of your immediate organization should be directed to the Investigations Division at 303-239-4211.



If you have any information or contacts with this email, please contact: Peggy Pingel, Analyst Identity Theft/Fraud & Cyber Crimes Unit Colorado Bureau of Investigation 720-544-2253 [email protected]



INV-25 – CBI Bulletin Effective 8/14 700 Kipling Street Suite 1000, Lakewood, CO 80215 cdpsweb.state.co.us John W. Hickenlooper, Governor |
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