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AbstractCloud computing provides customers the illusion of infinite computing resources which are available from anywhere, anytime, on demand. Computing at such an immense scale requires a framework that can support extremely large datasets housed on clusters of commodity hardware. First we discuss how cloud computing works how its database and different applications. Next we discuss the challenges of computing at such a large scale. In particular, we focus on the security issues which arise in the cloud: the confidentiality of data, the retrievability and availability of data, and issues surrounding the correctness and confidentiality of computation executing on third party hardware.



1. INTRODUCTION Today, the most widely used applications are Internet services with millions of users. Websites like Google, gmail and youtube receive millions of clicks daily. This Can be used to improve online advertising strategies and user satisfaction. Real time capturing, storage, and analysis of this data are common needs of all high-end online applications. To address these problems, a number of cloud computing technologies have emerged in last years. Cloud computing is a style of computing where dynamically scalable and virtualized resources are provided as a service over the Internet. Let's say you're an executive at a large MNC company. Your particular responsibilities include making sure that all of your employees have the right software they need to do their jobs. Buying computers for everyone isn't enough -- you also have to purchase software or software licenses to give employees the tools according to their need. Whenever you have a new hire, you have to buy more software or make sure your current software license allows another user It is very difficult to maintain all these things together. Soon, there may be an alternative doing this. Instead of installing software for each computer, you'd only have to load one application. That application which allows employees to log into a Web-based service which have all the programs that user would require for his or her job. Remote machines owned by another company would run everything from e-mail to word processing to complex data analysis programs. It's called cloud computing, and it could change the entire computer industry. Local computers no longer have to do all the heavy work when it comes to running applications. The network of computers that make up the cloud handles them. Hardware and software demands on the user's side decrease. Almost every one already used some form of cloud computing. If you have an e-mail account with a Web-based e-mail service like Hotmail or Gmail, then you've had some experience with cloud computing. You don’t run a programme on your computer for emailing you just log in to a web based application and use it The software and storage for your account doesn't exist on your computer -- it's on the service's computer cloud.
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2 Related Work Cloud computing is developed from traditional distributed computing where existed two main methods to satisfy the requirements of reliable data storage service. The first one heavily relied on a trusted third-party. A successful example in business is eBay [1], in which all of users’ transaction information were stored at official center server. In this pattern, the most important component for data access control– authorization was deployed in the center server. The second one often used in P2P context. In decentralized P2Penvironment, authority did not exist and reputationbased trust relation were emphasized [2][3][4]. The weak point of their works was that they could not give full privacy just a part of it, which determined that the above methods cannot be directly applied in cloud environment. Within another distributed patterngrid computing community, there is no consensus that howdata authentication should be done within virtual organizations [5]. Thus, cloud environment needs new models to handle potential security problems. This new model should allow an information owner to protect their data while not interfering with the privacy of other information owners within the cloud [6]. From the view of client, the remote service deployed in cloud was hardly to be regarded as trustworthy in default situation. In recent studies, [7] focused on the lower layer IaaS cloud providers where securing a customers virtual machines is more manageable. Their work provided a closed box execution environment. [6] proposed Private Virtual Infrastructure that shares the responsibility of security in cloud computing between the service provider and client, reducing the risk of them both. Our aim is to provide an efficient meth 3.1 Separation of Content and Format This paper has focused on document service in cloud and the term “data” refer to document file in general. Document. A data stream that consist of content and format. The content of document can be browsed and handled in a specified manner that determined by its format. For example,  hello  
  world ! In this fragment of an HTML file, the strings “hello” and “world !” are content which can be browsed in browser. The tags like “” are format, while the couple “” and “” make the strings “hello” and “world !” bold and “
” gives a line break between the two words. We identify any documents with content-format combinations. For example, above HTML file can be seen as B(hello)BR()B(world !).Therefore, document handling could be seen as combination of content handling and format handling. Actually, most of private information was not stored in format but content. Making the procedure of content handling secure was essential for guaranteeing document privacy. In our design, we separated content from document and then content should be encrypted (by several sophisticated cryptographic algorithms, e.g., RSA [8], DES [9], etc.) before document being propagated and stored in remote server. 3.2 Document Partition Usually, document handling often did not cover the whole content and format but a part of them. It is not necessary to re-store the whole document, but just its partition that were handled. It is believed that partitioning the document prior to handling and only updating the modified partition could reduce the overhead of document service and the possibility of the whole document being damaged and hacked. If the size of document partition were rather large, the possibility of this partition being updating were somewhat high than of a smaller partition. Because it was more possible that handling happened in a larger partition. Unfortunately, if the handling that only changed punctuation or a letter happened in a very large partition, the efficiency of transferring and storing document would be affected. 3.3 Document Authorization Data authorization can be implemented by public-key cryptography in traditional network environment. Correspondingly, cloud computing environment was lacking in nature pre-trusted party that was responsible for authentication and authorization. The mechanism of security document service for cloud computing environment has been proposed and an archetype has been given. In this mechanism, content and format were separated from document to keep their privacy. Also, an optimized authorization method has been proposed for assigning access right of document to authorized users.



4. MAP-REDUCE In this section, we describe the MapReduce framework, its implementation and refinements originally proposed in [Dean and Ghemawat 2004; 2008].
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4.1 Programming Model The processing is divided into two steps: Map and Reduce. Map take key/value pair as input and generate intermediate key/value pairs. Reduce merge all the pairs associated with the same (intermediate) key and then generates output. Many real world tasks, especially in the domain of search can be expressed in this model. As an example, consider the problem of counting the number of occurences of each word in the collection of documents. The two functions are given in Figure 1 and 2 In the map function, one document is processed at a time and the corresponding count (just ’1’ in simple example) is emitted. Then, in the second phase, the reduce function sums together the count of each word and emit it. Abstractly, the two phases can be represented as follows map: (k1, v1) ! list(k2, v2) reduce: (k2, list(v2)) ! list(v2)



4.2 Implementation 4.2.1 Execution Overview. Figure 33 gives an overview of the execution. The data is split into a set of M small (say 64M) splits. The driver (or master) machine is responsible for the co-ordination process. It remotely forks many mappers, then reducers. Each mapper read file splits from Google File System [Ghemawat et al. 2003], parses the key/value pairs out of it, and applies the user-defined logic (Map function). The output is store in local filesystem locations. The information about the locations are sent to master. When a reducer is notified of these locations by the master, it uses Remote Procedure Calls to read the data from the local disks of the mappers. Once a reducer has read all the intermediate data, it sorts it by the intermediate keys so that all the occurences of the same key are grouped together. An external sort may be used in case the data is too large to fit in memory. Then, the user defined reduce function is applied on the sorted data. Finally, the output is saved on the global disks. 4.2.2 Fault Tolerance. Instead of using expensive, high-performance, and reliablemultiprocessing (SMP) or massively parallel processing (MPP) machines equipped with high-end network and storage subsystems, the map-reduce framework uses large clusters of commodity hardware. Thus, failure of machines is a common phenomenon. Hence, it is designed to handle the fault tolerance in a simple and easy to administer manner. The master pings every mapper and reducer periodically. If no response is received for a certain time window, the machine is marked as failed. Ongoing task(s) and any task completed by the Mapper is reset back to the intial state and re-assigned by the master to other machines from scratch. Completed map tasks are re-executed on a failure because their output is stored on the local disk(s) of the failed machine and is therefore inaccessible. Completed reduce tasks do not need to re-executed since their output is stored in the global file system. The probability of failure of master is very less as it is a single machine. In case if the master fails, then the program has to be started from scratch. 4.2.3 Locality. The authors [Dean and Ghemawat 2004] observed that network bandwidth is precious and scarce. The input data is stored using GFS on the local disks of the machines that makes up the cluster as well. GFS divides each file into 64 MB blocks, and stores several copies (typically 3) of each block on different machines. The MapReduce master use this location information of the input data and attempts to schedule a map task on a machine that contains a replica of the corrsponding input data. Failing that, it attempts to schedule a map



Fig. 3. Execution Overview for MapReduce.
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task on a machine which is “closest” to the data. Usually, the machine is on the same network. Using this heuristic, the network bandwidth consumption by map tasks is minimal.



4.2.4 Backup Tasks. There are times when some nodes perfom poorly, a condition that is called “straggler”. Straggler can arise for a whole host of reasons. For example, a machine with a bad disk may experience frequent correctable errors that slow its read performance from 30 MB/s to 1 MB/s. The cluster scheduling system may have scheduled other tasks on the machine, causing it to execute the MapReduce code more slowly due to the competition for CPU, memory, local disk, or network bandwidth. When a MapReduce operation is close to completion, the master schedules backup execution of the remaining in-progress tasks. Whenever the task is completed, either via primary or the backup execution, it is marked completed. It is found that this strategy significantly reduces the time to complete large MapReduce operations. As an example, the sort program tkaes 44% longer to complete when the backup task mechanism is disabled.



5) Layers of Cloud computing model There are five layers in cloud computing model, the Client Layer, Application Layer, Platform layer, Infrastructure layer and server layer. In order to address the security problems, every level should have security implementation. Client Layer: In the cloud computing model, the cloud client consist of the computer hardware and the computer software that is totally based on the applications of the cloud services and basically designed in such way that it provides application delivery to the multiple servers at the same time, as some computers making use of the various devices which includes computers, phones, operating systems, browsers and other devices. Application layer: The Cloud application services deliver software as a service over the internet for eliminating the need to install and run the application on the customer own computers using the simplified maintenance and support for the people which will use the cloud interchangeably for the network based access and management of the network software by controlling the activities which is managed in the central locations by enabling customers to access the applications remotely with respect to Web and application software are also delivered to many model instances that includes the various standards that is price, partnership and management characteristics which provides the updates for the centralize features. Platform layer: In the cloud computing, the cloud platform services provides the common computing platform and the stack solution which is often referred as the cloud infrastructure and maintaining the cloud applications that deploys the applications without any cost and complexity of the buying and managing the hardware and software layers. Infrastructure layer: The Cloud Infrastructure services delivers the platform virtualization which shows only the desired features and hides the other ones using the environment in which servers, software or network equipment are fully outsourced as the utility computing which will based on the proper utilization of the resources by using the principle of reusability that includes the virtual private server offerings for the tier 3 data center and many tie 4 attributes which is finally assembled up to form the hundreds of the virtual machines. Server layer: The server layer also consist of the computation hardware and software support for the cloud service which is based on the multi-core processors and cloud specific



6) Database Management in the Cloud In recent years, database outsourcing has become an important component of cloud computing. Due to the rapid advancements in a network technology, the cost of transmitting a terabyte of data over long distances has decreased significantly in the past decade. In addition, the total cost of data management is five to ten times higher than the initial acquisition cost. As a result, there is a growing interest in outsourcing database management tasks to third parties that can provide these tasks for much lower cost due to the economy of scale. This new outsourcing model has the benefits of reducing the cost for running Database Management System (DBMS independently) A Cloud database management system (CDBMS) is a distributed database that delivers computing as a service instead of a product. It is the sharing of resources, software, and information between multiply devices over a network which is mostly the internet. It is expected that this number will grow significantly in the future. An example of this is Software as a Service, or SaaS, which is an application that is delivered through the browser
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to customers. Cloud applications connect to a database that is being run on the cloud and have varying degrees of efficiency. Some are manually configured, some are preconfigured, and some are native. Native cloud databases are traditionally better equipped and more stable that those that are modified to adapt to the cloud. Despite the benefits offered by cloud-based DBMS, many people still have apprehensions about them. This is most likely due to the various security issues that have yet to be dealt with. These security issues stem from the fact that cloud DBMS are hard to monitor since they often span across multiple hardware stacks and/or servers. Security becomes a serious issue with cloud DBMS when there’s multiple Virtual Machines (which might be accessing databases via any number of applications) that might be able to access a database without being noticed or setting off any alerts. In this type of situation a malicious person could potentially access pertinent data or cause serious harm to the integral structure of a database, putting the entire system in jeopardy.



7) Applications The applications of cloud computing are practically limitless. With the right middleware, a cloud computing system could execute all the programs a normal computer could run. Potentially, everything from generic word processing software to customized computer programs designed for a specific company could work on a cloud computing system. Why would anyone want to rely on another computer system to run programs and store data? Here are just a few reasons:4 • Clients would be able to access their applications and data from anywhere at any time. They could access the cloud computing system using any computer linked to the Internet. Data wouldn't be confined to a hard drive on one user's computer or even a corporation's internal network. • It could bring hardware costs down. Cloud computing systems would reduce the need for advanced hardware on the client side. You wouldn't need to buy the fastest computer with the most memory, because the cloud system would take care of those needs for you. Instead, you could buy an inexpensive computer terminal. The terminal could include a monitor, input devices like a keyboard and mouse and just enough processing power to run the middleware necessary to connect to the cloud system. You wouldn't need a large hard drive because you'd store all your information on a remote computer. • Corporations that rely on computers have to make sure they have the right software in place to achieve goals. Cloud computing systems give these organizations company-wide access to computer applications. The companies don't have to buy a set of software or software licenses for every employee. Instead, the company could pay a metered fee to a cloud computing company. • Servers and digital storage devices take up space. Some companies rent physical space to store servers and databases because they don't have it available on site. Cloud computing gives these companies the option of storing data on someone else's hardware, removing the need for physical space on the front end. • Corporations might save money on IT support. Streamlined hardware would, in theory, have fewer problems than a network of heterogeneous machines and operating systems. • If the cloud computing system's back end is a grid computing system, then the client could take advantage of the entire network's processing power. Often, scientists and researchers work with calculations so complex that it would take years for individual computers to complete them. On a grid computing system, the client could send the calculation to the cloud for processing. The cloud system would tap into the processing power of all available computers on the back end, significantly speeding up the calculation.



6. Cloud Computing Attacks As more companies move to cloud computing, look for hackers to follow. Some of the potential attack vectors criminals may attempt include: a. Denial of Service (DoS) attacks: Some security professionals have argued that the cloud is more vulnerable to DoS attacks, because it is shared by many users, which makes DoS attacks much more damaging. b. Side Channel attacks: An attacker could attempt to compromise the cloud by placing a malicious virtual machine in close proximity to a target cloud server and then launching a side channel attack. c. Authentication attacks: Authentication is a weak point in hosted and virtual services and is frequently
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targeted. There are many different ways to authenticate users; for example, based on what a person knows, has, or is. The mechanisms used to secure the authentication process and the methods used are a frequent target of attackers. d. Man-in-the-middle cryptographic attacks: This attack is carried out when an attacker places himself between two users. Anytime attackers can place themselves in the communication’s path, there is the possibility that they can intercept and modify communications. e. Inside-job: This kind of attack is when the person, employee or staffs who is knowledgeable of how the system runs, from client to server then he can implant malicious codes to destroy everything in the cloud



8) Proposed Security Mechanisms The procedure is secure for each individual session. The integrity of the data during the transmission can be guaranteed by the SSL protocol applied. However, from the perspective of cloud storage services, data integrity depends on the security of operations while in storage in addition to the security of the uploading and downloading sessions. The uploading session can only ensure that the data received by the cloud storage is the data that the user uploaded; the downloading session can guarantee the data that the user retrieved is the data cloud storage recorded. Unfortunately, this procedure applied on cloud storage services cannot guarantee data integrity. To illustrate this, let’s consider the following In Uploading Session, user sends data to the service provider with MD5 checksum then the service provider verifies the data with MD5 checksum. Both the user and the service provider send MD5 checksum to Authority Verifier. Authority Verifier verifies the two MD5 checksum values. If they match, the Authority verifier distributes MD5 to the user and the service provider by Secret Key sharing. Both sides agree on the integrity of the uploaded data and share the same MD5 checksum by secret key sharing, and the Authority verifier owns their agreed MD5 signatures. In Downloading Session, client sends request to the service provider with authentication code. Then Service Provider verifies the request identity, if it is valid, the service provider sends back the data with MD5 checksum. Client verifies the data through the MD5 checksum. When disputation happens, the user or the service provider can prove their innocence by checking the shared MD5 checksum together. If the disputation cannot be resolved, they can seek further help from the Authority verifier for the MD5 checksum. Here are the special cases. When the service provider is trustworthy, only the service provider needs MD5 checksum; if both of them can be trusted, the Authority verifier is not needed. This is the method used in the current cloud computing platform. ACKNOWLEDGMENT We wish to acknowledge our friends Ankur Yadav, Deepanshu Sharma and other contributors for helping in the research that has been included in the paper.
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