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Abstract



Reversible watermarking is a novel category of watermarking schemes. It not only can strengthen the ownership of the original media but also can completely recover the original media from the watermarked media. This feature is suitable for some important media, such as medical and military images, because these kinds of media do not allow any losses. The reversible watermarking schemes should have to give better embedding capacity and higher visual quality in terms of PSNR. The aim of this paper is to define the purpose of reversible watermarking, reflecting recent progress, and provide some research issues in terms of higher embedding capacity without degrading visual quality.



Keywords: Difference expansion based method, histogram shifting based method, Interpolation based technique.



1. Introduction Digital watermarking has been widely used to protect the copyright of digital images. In order to strengthen the intellectual property right of a digital image, a trademark of the owner could be selected as a watermark and embedded into the protected image, so that the embedded image is called a watermarked image. Then the watermarked image could be published, and the owner can prove the ownership of a suspected image by extracting the watermark from the watermarked image. There are different kinds of digital watermarking schemes, in that reversible watermarking has become a very popular recently. Compared to traditional watermarking, it can restore the original image through the watermark extracting process; thus, this feature is suitable for some important media, such as medical, biometric, satellite and military images, because these types of media do not allow any losses. Broadly we can classify reversible into three categories: 1) fragile watermarking 2) semi fragile watermarking and 3) robust watermarking. From the literature review we have seen that most of the RW scheme belongs to fragile watermarking schemes. Fragile watermarking means, if the any content gets altered by any kind of intentional or unintentional attacks after embedding, then suspected image is not readable anymore.
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There so many reversible watermarking methods have been reported in the literature and classified into three categories: reversible watermarking using data compression, reversible watermarking using difference expansion (DE), and reversible watermarking using histogram shifting operation. In all these categories, the first scheme has complex computation and limited capacity. Tian,[2] has proposed second kind, in that we calculate the differences of neighbouring pixel values, and select some difference values for the difference expansion (DE), so that we have required location map for selection of difference. Third watermarking scheme with low embedding capacity is based on modifying the histogram of an image before embedding,[9]. Intuitively, if the pixel values in a gray scale image do not cover the whole dynamic range, then an erasable watermark can be embedded by using the missing gray scale values. Here, we have implemented basic two methods: Difference expansion based method and Histogram shifting based method. Another method has been implemented which is reversible watermarking scheme using an interpolation technique,[1,3] which can embed a large amount of covert data into images with imperceptible modification. Different from previous watermarking schemes, we utilize the interpolation-error, the difference between interpolation value and corresponding pixel value,



2. Difference expansion based method 2.1. Watermark embedding process 2.1.1 Reversible Integer Transform Here, from (1) to (4) can be used for embedding process, and (5) to (6) can be used for extraction process ,[2] We start with a simple reversible integer transform, which is for an 8 bits gray scale valued pair (x,y), x ,y∈ Z, 0 ≤ x , y ≤ 255 , define their integer average and difference h as,



l = floor((x + y)/2), h = x - y



Eq. (1)



the inverse transform of (1) is



x = l + floor((h + 1)/2) , y=l - floor(h/2)



Eq. (2)



The reversible integer transforms (1) and (2) are also called integer Haar wavelet transform, or the S transform. The reversible integer transforms set up a one-to-one correspondence between (x,y) and (l,h).



From (2), to prevent the overflow and underflow problems, i.e., to restrict x,y, in the range of [0, 255], it is equivalent to have
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0 ≤ l + floor((h + 1)/2) ≤ 255 and 0 ≤ l - floor(h/2) ≤ 255,



Since both l and h are integers, one can derive that the above inequalities are equivalent to



|h| ≤ 2(255 - l), and |h| ≤ 2l + 1,



Eq. (3)



It is easy to see that Condition (3) is equivalent to



|h| ≤ 2(255 - l), if 128 ≤ l ≤ 255, |h| ≤ 2l + 1, if 0 ≤ l ≤ 127.



2. Expandable and Changeable Difference Values As we embed a bit into the difference value h by the DE, the new, expanded difference value h' will be



h' = (2 × h) + b,



Eq. (4)



According to Condition (5), to prevent overflow and underflow, h' should satisfy



|h'| ≤ min(2(255 - l),2l + 1)



Eq. (5)



We formulate it as the following. Now, difference value is expandable under the integer average value l if



|2 × h + b| ≤ min(2(255 - l),2l + 1) for both 0 and 1.



As the DE does not change the integer average value l, for simplicity, we will say h is expandable, as an abbreviation of h is expandable under l. For an expandable difference value h, if we embed a bit by the DE, the expanded difference value h' still satisfies Condition (3).



Hiren R. Soni , IJRIT



163



2.2 Watermark extraction process The new pair computed from l and h' via (2) is guaranteed to have grayscale values. Thus expandable difference values are the candidates for the DE. As each integer can be represented by the sum of a multiple of 2 and its LSB, for the new, expanded difference value h' is given by,



h'=2 × floor(h'/2) + LSB(h') where, LSB(h') = 0 or 1.



l = floor ((x' + y')/2), h' = x' - y'



Eq. (5)



the inverse transform of (5) is



x = l + floor ((h' + 1)/2), y = l - floor(h'/2)



Eq. (6)



3. Histogram shifting based method Denoting by h[i], i=0,...,255, the histogram of a gray scale image, let us assume first that the histogram contains an empty bin with index ie, so that h[ie]=0. We first locate the most frequent value in the histogram, imax. without loss of generality, let us assume that the most frequent occurring gray level value, imax, is darker than the gray level values in the range imax to ie(i.e. imax < ie). If we now add 1 to all gray level values in the range imax to ie, then the histogram, is such that , h'[i]=h[i] for i=1,...,imax-1, and for i = ie +1,...,255,since these values are untouched, We also have that h'[imax]=0, since all pixels that formerly had this value have now been incremented by 1. for those level values in the range imax< I ≤ ie, we have h'[i]=h[i-1]. this is achieved by adding 1 to all pixels in the work that have gray level values in the range [imax, ie-1]. the histogram value h'[imax] equals zero. In this new image, we can embed an erasable watermark consisting of h'[imax] bits simply by reserving the value imax for 0 and imax +1 for 1. Note that in the watermarked image, we know that gray level values imax and imax+ 1 were originally equal to imax in the un-watermarked image, [9]. The decoder extracts the massage by following the same embedding path though the watermark work, extracting the bits from gray scale values imax, imax+ 1. After extraction, all pixels with values in the set {imax, imax+ 1} are changed to imax, and all pixels with values imax+ 1 < i ≤ ie are decreased by 1. This restores the original work. The capacity of scan is h[imax] bits and can be increased by applying the same process again to the embedded image.[9] This method requires communication of some overhead the location of the maximum and minimum (gap) in the histogram, which would be 16 bits for greyscale image. This can be done in several different ways. For example, 16 pixels from the work can be put aside using a secret key. These pixels will hold the overhead bit and will not participate in the erasable scheme. The overhead is then embedded in a noninvertible manner in the LSB of the reserved pixels. To reconstruct the original, 16 LSB need to be added to the total payload.
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4. Interpolation based technique 4.1 Additive Interpolation-Error Expansion



Essentially, the data embedding approach of the proposed reversible watermarking scheme, namely additive interpolation-error expansion, is a kind of DE. But it is different from most DE approaches:,[1] 1) It uses interpolation errors; instead of inter pixel difference or prediction- error, to embed data. 2) It expands difference, which is interpolation-error here, by addition instead of bit-shifting.



First, interpolation values of pixels are calculated using interpolation technique, which works by guessing a pixel value from its surrounding pixels. Then interpolation-errors are obtained via. e = x - x'



Eq. (7)



Here from (7) to (12) can be used for embedding process and from (13) to (16) can be used for extraction process, [1]. where, x = original image, x' = interpolated image, e = error between x and x'. Let LM and RM denote the corresponding values of the two highest points of interpolation errors histogram and be formulated as LM = arg max (hist(e)),



where, e ∈ E,.



RM = arg max (hist(e)),



where, e ∈ E - {LM}



Eq. (8)



where E is set of error. Where, hist(e) is the number of occurrence when the interpolation-error is equal to e and E denotes the set of interpolation errors. Without loss of generality, assume LM


The additive interpolation error expansion is formulated as e’ = e + sign(e) × b,



where, e = LM or RM



= e + sign(e) × 1,



where, e ∈ (LN,LM) U (RM,RN)



=e



otherwise



Eq. (9)



Where e' is the expanded interpolation-error, b is the bit to be embedded, and sign(.) is a sign function defined as
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Sign(e) = 1



where, e ∈ RE



-1



where, e ∈ LE



LN = arg min (hist(e))



where, e ∈ LE



RN = arg min (hist(e))



where, e ∈ RE



Eq. (10)



Eq. (11)



Usually, LM is a very small integer and in most cases 0, while LN is a smaller integer that with no interpolation-error satisfying e = LN. Similarly, in most cases, RM is equal to 1 and RN is a larger integer with no interpolation-error satisfying e = RN. After expansion of interpolation-errors, the watermarked pixels x" become x" = x' + e'



Eq. (12)



During the extracting process, with the same interpolation algorithm we can obtain the same interpolation values x' and the corresponding interpolation-errors via



e' = x" - x'



Eq. (13)



where, x" is watermarked image and x' is interpolated image



Note that (7) is the deformation of (6). Once the same LM, LN, RM, and RN are known, embedded data can be extracted through



b = 0 if e' = LM or RM b = 1 if e' = LM - 1 or RM + 1



Eq. (14)



Then the inverse function of additive interpolation-error expansion is applied to recover the original interpolation-errors



e = e' – sign(e') × b,



where e' ∈ [LM-1,LM] U [RM,RM+1]



e = e' – sign(e') × 1,



where e' ∈ [LN,LM-1) U (RM+1,RN]



e = e',



otherwise
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Finally, we can restore the original pixels through



x = x' + e



Eq. (16)



The additive interpolation-error expansion is advantageous in three aspects: 1) The distortion of additive expansion is smaller since each pixel is altered at most by 1. 2) No location map is needed to tell between expanded interpolation errors and non expanded ones since they are distinguishable with LM,LN,RM, and RN 3) Interpolation-errors are more expandable than inter pixel differences or prediction-errors, which will be explained in the following section.



4.2 Watermark embedding process This method is mainly composed of two parts for the embedding of the watermark: interpolation and embedding. In the interpolation process, we estimate the interpolated values with the above-mentioned algorithm and calculate the interpolation-errors in the raster scan order. In the embedding process, we will apply additive expansion to interpolation errors and embed the watermark information. The detailed description of the embedding process is given as follows, [1]. 1) Record some original LSB bits of the marginal area as overhead and add “0” to the beginning of boundary map B as a label. Then, assemble overhead and watermark information to form payload. 2) Using (1), calculate interpolation-errors e of the non sample pixels. 3) Work out the frequency of every interpolation-error and find out LM, LN, RM, and RN. Next, scan the coverimage from the beginning and start to undertake the embedding operation. 4) If x ∈{0,255}, put a “0” into the boundary map B and move to the next one. Else, expand e through additive expansion and work out the watermarked pixel x". If x" ∈ {0,255}, put a “1” into the boundary map B. 5) For convenience, let C1 denote the condition when W is not completely embedded, and C2 denote the condition when the current pixel is not the end of non sample pixels. If C1 and C2 are both satisfied, go to Step 4). If C1 is satisfied but C2 is not satisfied, record the length of the boundary map B (denoted by L) and replace the header of B with “1”, Then, calculate the interpolation-errors of the sample pixels and go to Step 3). 6) Embed B, L, LMs, LNs, RMs, and RNs into marginal area of the cover-image using LSB replacement.



4.3 Watermark extraction process The corresponding extracting process is described as follows, [1]. Obtain LMs, LNs, RMs, and RNs, L, the boundary map B from the LSB of marginal area of the watermarked image. Next, scan the watermarked image and undertake the following steps. 1) Extract the first bit of the boundary map B, if it is equal to 0, go to Step (5). 2) Using (1), work out the expanded interpolation-errors e' of the watermarked sample pixels. 3) If x2 ∈ [1,254], recover the interpolation-error e through inverse additive expansion and put the extracted bit into W2. Else, x2 ∈ {0,255}, remove the Lth bit b from B, here, if b is equal to 0, move to the next one, else process like x2 ∈ [1,254]. Do this step until the latter part of payload is extracted. 4) Using (1), calculate the expanded interpolation-errors e' of the watermarked non sample pixels x1. 5) If x1 ∈ [1,254], recover the interpolation-error e using (9) and put the extracted bit into W1, else remove the second bit from B, here, if it is equal to 0, move to the next one, else operate like x1 ∈ [1,254].
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6) Decode overhead information and restore the pixels in marginal area once their LSBs are extracted. 7) Go to Step (6) if the former part of payload is not completely extracted. 8) Merge the bits in W1 and W2 to form the watermark information.



5. Experimental results and comparison We have implemented the all three reversible watermarking scheme using MATLAB, and have successfully applied it to standard test images. In all this methods reversibility also proved. In our experiments, we take a random bit string as the watermark message and adopt peak signal-to noise ratio (PSNR) value and bit number (or bpp) as measurements of image quality and embedding capacity, respectively. The watermarked versions of test images (sized 256 x 256, 8-bit grayscale) are placed as examples in Fig.1, Fig.2 and Fig.3, where the visual qualities of them are satisfactory.



Fig. 1 watermarked version of image for difference expansion based method. (a) Lena (31.46 dB with 0.48 bpp); (b) Cameraman (37.62 dB with 0.49 bpp); (c) Medical (30.01 dB with 0.49 bpp)



Fig. 2 watermarked version of image for histogram shifting based method. (a) Lena (44.15 dB with 0.0315 bpp); (b) Cameraman (39.06 dB with 0.0715 bpp); (c) Medical (38.80 dB with 0.135 bpp)
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Fig. 3 watermarked version of image for Interpolation expansion based method. (a) Lena (48.61 dB with 0.183 bpp); (b) Cameraman (48.85dB with 0.283 bpp); (c) Medical (48.82 dB with 0.285 bpp)



As shown in Fig.4, Fig.5, and Fig.6 have plotted comparison among all three methods for different images.



(a)



(b)



(c)



Fig. 4 For Lena image. (a) DE based method (b) Histogram shifting based method (c) Interpolation based method



(a)



(b)



(c)



Fig. 5 For Cameraman image. (a) DE based method (b) Histogram shifting based method (c) Interpolation based method
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(a)



(b)



(c)



Fig. 6 For Medical image. (a) DE based method (b) Histogram shifting based method (c) Interpolation based method



6. Conclusion and Future work In this paper, reversible watermarking schemes have been presented. The third scheme uses an interpolation technique to embed bit “1” or“0” by expanding it additively or leaving it unchanged. Due to the slight modification of pixels, high image quality is preserved. Experimental results also demonstrate that the third scheme can provide greater payload capacity and higher image fidelity compared with other state-of-the-art schemes. By applying additive expansion to these interpolation errors, we achieve a highly efficient reversible watermarking scheme, which can guarantee high image quality without sacrificing embedding capacity and no any location map is required as an overhead. In future we can find the new interpolation technique which can give the higher embedding capacity and greater visual quality in terms of PSNR.
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