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West Franklin USD #287 Acceptable Use Policy for Staff Purpose: This document is an application for the use of technology media resources, information networks, and Internet resources in the West Franklin School District. It establishes policy and provides information about the acceptable use while using school resources and is therefore called an Acceptable Use Policy (AUP). Users must sign this AUP prior to being provided access to technology resources. A copy will be maintained by the West Franklin School District. Terms and Conditions for the use of school and district technology media resources, information networks and the Internet. Please read the following carefully before signing this document. The signature at the end of this document is legally binding and indicates the party who signed has read the terms and conditions carefully and understands the significance. District staff members will access technology resources, information networks and the Internet and with this comes responsibility. This document explains responsibilities and the possible consequences of any action in violation of the rules established in this AUP. Technology resources and information networks may provide access, unauthorized or inadvertent access to sensitive, confidential or restricted files. Anyone accessing or copying such information is in violation of this AUP. Staff members may face disciplinary action. Staff members may have their access terminated. Files on the network or residing on any technology media are subject to control and inspection by administration without user consent. Terms and Conditions 1. Acceptable U s e - The use of any district-owned equipment must be in support of education and research. Use of other organization's network or technology resources must comply with the rules appropriate for the network. Transmission or reception of any materials in violation of any U.S. or state regulation is prohibited. 2.



Privileges- All technology resources purchased by USD #287 remain the property of the district. All technology loaned to staff are subject to be returned upon administration request or at the end of district employment. The use of technology resources, information networks, and the Internet is a privilege, not a right and inappropriate use will result in cancellation of those privileges.



3.



Etiquette on the Network-Users are expected to abide by the generally accepted rules of network etiquette. These include, but not limited to the following:



a, Be polite. Do not be abusive in messages to others, Respect opinions and beliefs, The Internet is a global community representing many races, religions, and social structures. b. Use appropriate language. Do not respond to or engage in personal verbal attacks. Do not swear, use vulgarities, or any inappropriate . language. Avoid using slang and all caps as it is often misunderstood or may be offensive to others. Correct English is the international language on the Internet. c. Do not reveal personal (home) addresses or phone numbers as well as those of others, unless on a secure site (https://) However, use caution any time personal information is requested on a website in order to avoid possible identity theft. d. E-mail is not guaranteed to be private. People who operate the system do have access to all mail unless it is encrypted first. Messaging relating to, or in support of illegal activities may be reported to authorities. e. Do not use the network in such a way that would disrupt the use of the network by others or violate the Privacy Act, a federal law. Do not attempt to access files or use applications that are outside the scope of learning objectives. This includes, but is not limited to, school administrative information, student or teacher records and the network operating system. All communications and files accessible via the network should be assumed to be private. 4. Security-Security on any technology system is a high priority, especially when the system involves many users. Users must notify a system administrator or the principal if they feel they have identified a security problem on the school network(s) or the Internet. Do not demonstrate the problem to other users. Do not use another individual's account. Attempt to login to the school network(s) or the Internet as a system administrator, whether on or off district property, may result in cancellation of use privileges and disciplinary action. Any user identified as a security risk or having a history of problems with technology or network systems may be denied access to school technology resources. 5. Vandalism- Vandalism will result in cancellation of privileges. Vandalism is defined as any malicious attempt to harm or destroy data or equipment belonging to the West Franklin School District, or another user, the Internet, or any of the organizations or other networks that are connected to the Internet backbone. This includes, but not limited to, the uploading or creation of computer viruses. Users are not allowed to use or install software unless specifically approved by administration. Users are not allowed to subscribe to non-educational lists unless specifically approved by administration. Users are not allowed to engage in noneducational, on-line activities that will monopolize dial-up lines, connections or the network(s). 6. Federal L a w - The U.S, Government, as well as the state government, has developed criminal statues to promote responsible use of information services



across networks. The consequences are severe for "hackers," whether malicious or not. Title 18 Unites States Code, Section 1343 (covering wire Fraud) and Section 1030 (covering computer-related fraud) carry stiff penalties. Penalties range from 1 to 30 years in prison and $250,000 to $1,000,000 in fines. The U.S. Government has also created a "cyberspace" task force to investigate possible violations of the U.S. Code and gather evidence. The use of computer networks leaves an "electronic trail." 7.



8.



9.



Warranties- West Franklin School District makes no warranties of any kind, whether expressed or implied, for technology resources and network services it provides. The district or its employees will not be responsible for any damages suffered. This includes loss of data resulting from delays, non-deliveries, misdeliveries, or service interruptions caused by negligence or user errors or omissions. Use of any information obtained via technology resources is at the user's risk. The district specifically denies any responsibility for the accuracy or quality of information obtained through its information resources. Negligence-If the technology resources are damaged, lost or stolen, it is the ultimate responsibility of the employee to pay for the damage or to replace item(s). Exception of Terms and Conditions- A l l terms and conditions as stated in this document are applicable to the West Franklin School District. They shall be governed and interpreted in accordance with the laws of the state of Kansas and the United States of America.



I, the undersigned, understand and will abide by the Terms and Conditions for the use of West Franklin School District technology resources, networks and the Internet. I further understand that any violation of the policies above is unethical and may also constitute a criminal offense. Should I commit any violation, my access privileges may be revoked and/or appropriate disciplinary as well as legal action taken.



User’s Name (please print): ____________________________ User's Signature: _____________________________________ Date: ____________________
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