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Abstract Smart environments that can adapt based on the current context are extremely useful for automating even simple, mundane tasks. The key components of such an environment are sources that can extract the raw context, a synthesizer that can draw inferences by aggregating the context from different sources, and a set of policies that drive the adaptation. In this paper, we describe a context-based adaptation system to alleviate the distraction caused by one of the most ubiquitous devices of modern day - the mobile phone. Our system makes use of sources, such as RFID devices, that employ near-field communication technology to extract raw context. We describe how we adapt the roles of these devices to extract both environmental and personal context. To reduce the distraction caused by mobile phones, we have developed a policy-based mechanism to enable context-based adaptation of these devices. We have implemented a prototype of our system and conducted some usage studies. We describe the details of our implementation and present the lessons learned from the usability experiments.



1. Introduction Mobile devices have become an indispensable component of modern day living, because of their ability to provide access to people and information, anytime and anywhere. Among the different mobile devices that are currently available in the market, mobile phones have in particular permeated the daily lives of people, regardless of their age and occupation, in developed and developing countries alike. As of year 2005, there are nearly 2 billion mobile phone users and this number is only likely to increase further. The greater flexibility and accessibility provided by mobile phones has changed the way people expect to be connected together. No longer does a callee have to worry about missing calls or be confined to a single location in order to carry on a conversation. Callers expect that calling the mobile phone of a person will help in connecting to that person immediately and tend to prefer that option. ∗ Part
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1.1. Distractions Arising from Mobile Phones The greater flexibility and accessibility provided by mobile phones has been a boon to the society to a large extent. However, in the case of person-to-person communication, this accessibility has resulted in an increase in the number of interruptions. Several efforts have been made to study the impact that the interruptions caused by mobile phone usage have had on the society [10]. These studies reveal that most people find the use of mobile phones in public places to be annoying. The study conducted by Monk and others [12] revealed that mobile phone conversations in public are more distracting than face-to-face conversations, because people pay more attention to one-way conversations. These interruptions have become such an integral part of our lives, that we tend to either overlook them or react by turning off the phone or placing it in vibration mode, but only after the interruption has occurred and damage been done. In some cases, the abrupt ringing of a phone is not simply a distraction, but could also lead to disastrous consequences. This is especially true when a mobile phone rings in the midst of time-critical and safety-critical situations, such as when an operation is being performed in an operation theater. The social disturbance caused by mobile phones can be addressed in several ways. One approach is to introduce legislation for the use of cell phone in public places. Another approach is to constantly educate people by putting up signs, which serve as polite reminders. However, these approaches ignore the personal preferences of the phone users themselves, and require the users to change the settings manually. A more aggressive approach is to use jamming. However, the problem with this approach is that phone jammers are likely to affect wider areas and frequencies other than those that they are intended for, which can be disruptive to critical services, such as operations of emergency and rescue workers. Thus, such a “one size fits all” approach may not be useful in all environments.



1.2. Context-Based Adaptation In many cases, the social problem arising from mobile phone usage can be alleviated if the caller has some awareness of the context of the callee and if users do not have to



manually configure their phones to reduce the distraction. The mechanism we propose in this paper makes contextawareness part of the mobile phone device and uses the awareness to enable personalized adaptations, because each user may require a different kind of adaptation under the same context. By context we mean a combination of environmental and personal information that should be used while determining the adaptation required. The adaptation needs to consider the context of the callee and to some degree, that of the caller. Previous approaches have derived context by mapping the imprecise data gathered by general-purpose sensors to higher-level context using complex inferencing techniques. The effectiveness of the adaptation in this case depends on the precision of the sensory data and the accuracy of inferencing. Our use cases target mobile users whose context changes quickly. Hence, our goal is to improve the accuracy and latency of the adaptation by gathering precise context at the outset and reduce the need for complex inferencing. In addition, our goal is to leverage existing features on commercial, off-the-shelf mobile phones, and make the contextbased adaptation seamless, without changing the interface between the user and his mobile phone. Modifications, if any, will have to be simple and incremental. A large number of people that use mobile phones are not technically savvy. Retaining the interface the users are already familiar with, provides better incentives for an average user to adopt our approach.



1.3. Near-Field Communication In order to realize the above goals, our approach uses emerging technologies based on near-field communication (NFC) and takes advantage of smart environments. NFC is a short-range wireless connectivity standard that has evolved from a combination of contactless, identification, and networking technologies [2]. The NFC range extends to approximately 20 cm and it is complementary to existing longer range wireless technologies, such as bluetooth and Wi-Fi. NFC operates in the unregulated radio-frequency band of 13.56 MHz and is interoperable with existing contactless smartcard and RFID standards. A typical exchange using NFC involves an initiator device that initiates and controls the exchange of data and a target device that answers the request from the initiator. The data acquired is usually very precise and structured. The increased use of mobile services benefiting from synergies with NFC is becoming more apparent. For example, NFC-enabled devices storing the access code or ticket can be presented near a reader for access control and ticketing applications. In this paper, we propose a novel use of NFC to provide context-based adaptation of mobile phones. Although we primarily focus on Radio Frequency Identification (RFID) as a concrete instance of NFC, our approach encompasses



other instances of NFC as well. The use of NFC for the purpose of capturing contextual data has several advantages over competing technologies. First, NFC does not require line-of-sight. Second, since data is captured in close proximity, the data transfer can occur securely. So the possibility of eavesdropping and loss of privacy is minimized. Third, unlike long-range protocols, such as Bluetooth or wireless Ethernet, NFC poses no difficulty in selecting the correct device out of a multitude of devices in the range for data capture and actuation. That is particularly useful for the application we are considering in this paper, as it prevents the adaptation mechanism from switching off or turning down the volume of the wrong mobile phone. Fourth, compared to long-range communication interfaces, it takes less time to capture data using NFC. Fifth, unlike sensor devices, which are self-powered and use their own power for data capture and communication, NFC not only allows communication between self-powered devices (active mode), but also between a pair of devices, only one of which is powered (passive mode). This is useful for a battery-powered device, since it does not have to expend its own energy when it responds to an external initiator device, like an RFID reader. Finally, mobile phone manufacturers have already begun shipping mobile phones enabled with RFID reader/writer. For example, the Nokia 5140 and 5140i phones with the integrated Xpress-on RFID Reader shell and the NFC shell for Nokia 3220 allow users to launch services and access phone functions such as dial or send messages by touching an RFID tag [3, 4].



1.4. Paper Organization The remainder of this paper is organized as follows. In Section 2, we discuss related approaches that have been used to make mobile phones/devices context-aware. In Section 3, we describe our solution based on near-field communication that enables the mobile phones to be context sensitive and socially-aware, and illustrate the use of the solution in specific application scenarios. In Section 4, we describe our prototype implementation. In Section 5, we present results of our user survey based on our prototype and lessons learned from the experience. Finally, we present our conclusions in Section 6.



2. Related Work The use of context-aware adaptation in mobile phones to provide a distraction-free environment primarily depends on the callee context and to some extent on the caller context. Previous approaches that have used context-aware adaptation to alleviate the distraction caused by mobile devices have primarily focused on enhancing mobile devices with low-level physical sensors to gather context (e.g., Sensay [18], (TEA)[16]). These approaches use customized sensors, some of which are mounted on the user’s body, to pro-



vide situational awareness. A decision module then uses a set of rules to analyze the sensor data and infers the current context of the user, which is then used to perform automatic context-based adaptation on the mobile phone, taking into account the preferences in the user profile. The effectiveness of the adaptation in the Sensay and TEA approaches depends on the precision of the data gathered by general-purpose sensors and the accuracy of the inferencing techniques that map that data onto higherlevel context. In contrast, our approach gathers precise and higher-level context using technologies based on NFC, which reduces the need for complex inferencing and enables quicker adaptation. In addition, our approach retains much of the interface of commercial, off-the-shelf mobile phones, and does not require any customized sensors to be added. Context-based adaptation has been well-studied in general, for scenarios other than mobile phone usage (e.g., [8, 11, 17]). Our work is complimentary to this body of work and can essentially leverage it.



3. Solution Description In order to build a context-based adaptation framework for minimizing distractions in mobile phones, our solution needs to address the issue of context acquisition in mobile phones, context synthesis, and policies for adaptation based on the context. The key components that we have used for enabling context-awareness in mobile phones using NFC include the mobile phones, the NFC (RFID) infrastructure, a context synthesizer, and the communication channel. The NFC elements, which may be an integral part of or external to the mobile phones, gather contextual information and pass it to the context synthesizer. The synthesizer combines this information to determine how the mobile phone configuration of the user must be adapted in the current environment. The adaptation directive is then sent to the mobile phone, resulting in an appropriate reconfiguration of the phone. Depending on the capabilities of the phone and the environment concerned, NFC plays an important role in each of those processes. The remainder of this section describes those roles in more detail.



3.1. Categories of Mobile Phones For the purpose of this paper, we broadly classify the mobile phones that are currently available commercially, along two dimensions. This classification of mobile phones is based on: a) inherent support for NFC in the phones in order to capture contextual information, b) support for longdistance, non-cellular communication channels to enforce the adaptation. Category 1: Regular phones: We classify regular phones to be those mobile phones that do not have inherent NFC capability. However, they have the basic cellular



communication channels (CDMA or GSM) for messaging. These phones are typically not programmable. Category 2: NFC-enabled smart phones: NFC-enabled phones typically have in-built RFID readers that can be used to capture data from or store data onto external tags. These phones can also be used to capture data relevant to a context, such as calendar events, from compatible NFC-enabled devices and the captured data can be stored as data entries in the phone. Some models of the NFC-enabled phones also have in-built tags that can be used to store information, such as a phone number. These phones are typically programmable and support regular cellular communication. Category 3: Mobile phones with long-distance communication channels: Phones in this category support one or more long-distance wireless communication channels, like Wi-Fi and Bluetooth, which can be used to communicate with the remote backend infrastructure. Phones that support non-cellular, long-distance wireless communication may or may not have inherent support for NFC. For instance, TMobile’s MDA III phone supports GPRS and Bluetooth, in addition to GSM [5], but it is not NFC-enabled.



3.2. Context Discovery Context is a description of the current situation at an abstract level. There has been considerable previous work on defining different kinds of context (e.g., [7, 15, 17, 19]). We can minimize the distractions resulting from mobile phones, if the mobile phones have some awareness of the context of the callee and the caller. The caller context identifies the caller, urgency, and time of the call The callee context is determined by who the callee is with, the activities that the callee is engaged in, and the environment the callee is in when he receives the call. Thus, the adaptation is based on synthesizing the context of the callee and caller, along with the environmental context of the callee. We now describe how we apply NFC technology for each of the above mobile phone categories, in order to discover personal and environmental context. In the case of phones with no inherent NFC capability, we explicitly affix RFID tags to the phones. We call these tags that are affixed to cell phones, cellular tags (or c-tags). C-tags store personal context. Some examples of personal context are phone number, schedule for the day, and profiles. User profiles may specify preferences, such as: block my calls when I am inside an operation theater. The amount of information that can be stored in the tags depends on the storage capacity of the tags. For example, Phillips offers NFC compatible MiFare cards that have 1KB of EEPROM. The personal context stored in the c-tags is read by the RFID readers in the environment and used as the basis for adaptation, as explained later. In the case of NFC-enabled phones, which we consider to be programmable, the personal context is stored within the phone. If the personal context, such as calendar entries,



are stored in another NFC-enabled device, then the information can be conveniently transferred by simply bringing the two NFC-enabled devices in close proximity to each other. Similarly, the personal context stored in the phone can be transferred to external RFID tags with the help of the RFID reader/writer in the phone. The above explanation describes the use of RFID tags for discovering personal context. In addition, we use RFID tags to gather the environmental context. We call these tags environmental tags (or e-tags). We consider environments where e-tags are affixed as smart environments and use the in-built RFID readers in NFC-enabled phones to capture the context from e-tags. Examples of environmental context information include the type of the environment (such as operation theater), and activities scheduled to take place there on a day (e.g., list of operations and surgeons participating in the operation). In summary, the use of NFC technology allows a mobile phone to play different roles in discovering context. When a tag that is either in-built into an NFC-enabled phone or explicitly attached, supplies the context, then the mobile phone acts as the context source. On the other hand, if the mobile phone is equipped with an RFID reader, then the phone serves as a sensor that is capable of gathering context from the tags in the smart environments. The rolebased abstraction of the tags into e-tags and c-tags is primarily based on the different context information they provide. However, physically both these tags are passive tags that are compliant with NFC standards and are therefore, interchangeable. If the space available on a tag is insufficient, then we can store a pointer to the actual information (e.g., a link to the user profile). The context synthesizer receives this link from the RFID reader and then accesses the link over long-distance communication channels to retrieve the context information.



3.3. Context Synthesis Context synthesis is an intermediate step in determining the type of adaptation required by the mobile phone. The environmental context gathered from e-tags has to be aggregated with personal context gathered from c-tags, in order to draw higher-level inferences. In addition to the callee context, the context synthesis takes into account the available caller context. The context synthesizer prioritizes and filters information from different sources and resolves conflicts, in order to determine the appropriate adaptation. For example, in an office environment, sometimes meetings are held in an impromptu manner. Hence, the calendar entries may be obsolete or incorrect. If an RFID reader detects the presence of an employee in a conference room using the c-tag attached to his mobile phone, then since this location information is captured in real-time, it takes precedence over the employee’s calendar entries. Similarly, in environments where policies have to be enforced mandatorily (e.g.,



hospitals), the usage policies gathered from the e-tags takes precedence over individual user preferences stored in the c-tags. Such precedence rules help resolve conflicts. Since the context information gathered from NFC sources is fairly precise and high-level, the aggregation and inference logic is not complex. Hence, in our framework, the context synthesizer is a thin entity and may even be optional in some cases. We now discuss the placement of the context synthesizer module for each of the phone categories we listed earlier. In the case of regular mobile phones, the context synthesizer resides at a remote backend server or is part of the mobile service provider’s system, because we do not consider this class of phones to be programmable. In this case, the RFID readers in the neighboring environment gather the callee context from the c-tags on the phone and send that along with the environmental context directly to the remote context synthesizer using RS232, wired LAN, or other long-distance wireless communication interface. Alternatively, if the mobile phone supports non-cellular communication interfaces (e.g., phones belonging to Category 3), then the RFID readers can forward the context they have gathered to the back-end or mobile service provider’s server, using the long-distance messaging channels available on the phone. In the case of NFC-enabled phones, which we consider to be programmable, the context synthesizer resides on the phone. The context synthesizer module can directly access the environmental context gathered by the in-built RFID readers and the callee and caller context stored in the phone. So in the case of NFC-enabled phones, the aggregation and adaptation can be done internally by the mobile phones, obviating the need for long-distance communication.



3.4. Policies for Context-Aware Adaptation in Mobile Phones Having gathered and aggregated the callee’s personal and environmental context, as well as the caller context, the next step is to trigger the appropriate adaptation that minimizes the distraction due to mobile phones in that context. Examples of common adaptations include controlling the volume of the ring tone (e.g., high, low, vibration); switching to the appropriate messaging mode (e.g., voice call, text messaging, MMS, instant messaging); adapting the voice message on the phone to indicate availability of user; and turning the phone off/on. We have used a rule engine to trigger the adaptation based on the context. In order to decide the appropriate adaptation, the rules also need to consider whether the callee is entering a context, located within a context, or exiting the context. Wherever possible, this information is also gathered by the NFC elements and sent as inputs to the rule engine. However, in some cases, the information about entry and exit may have to be deduced by the context synthesizer. We now illustrate how the context-based



adaptation that we propose using NFC can be used in specific real-world scenarios to achieve an environment that has minimal disruptions due to mobile phones. 1) Safety-critical environments: A hospital is a good example of an environment in which the distraction caused by mobile phones can have different impact in different contexts. For example, the use of mobile phones in intensivecare units and coronary units, where patients are monitored and pacemakers are present, may have serious consequences [13]. Hence, when patients and medical staff enter those areas, they should remember to turn off their mobile phones. Similarly, if the mobile phone of a surgeon rings when a surgery is in progress, it not only distracts the surgeon, but also the rest of the team in the operation theater. The loss of concentration could result in unintended medical errors, costing the hospital millions of dollars in law suits. The ringing of mobile phones when a consultation is in progress or near an in-patient ward, especially during the night, may not result in disastrous consequences, but is nevertheless, a disturbance for the staff and patients. In contrast, the use of mobile phones poses minimal disturbance or risk in an out-patient ward, cafeterias, lobbies, offices, and other non-clinical areas. Thus, as medical staff and patients traverse through different areas in a hospital, they should remember to reconfigure their mobile phones appropriately, in order to prevent distractions. Such manual reconfiguration is hard to achieve on a daily basis. Thus, hospital environments would greatly benefit by deploying the NFC-enabled adaptation mechanisms we have proposed, with the added advantage that the operating frequencies of NFC technologies do not interfere with the hospital environment. The deployment would require passive RFID tags at the entrance of operation theaters that can store information about whether an operation is in progress and how long the procedure is likely to last. Such dynamic, high-level context information is hard to gather using general-purpose physical sensors (for e.g., motion sensors that monitor movement in the operation theater). Besides, some basic context information (e.g., whether an operation is in progress or not) is small enough to be stored in the e-tags. Medical staff can be provided with NFC-enabled mobile phones and as they enter the operation theater, the mobile phones can be turned off or switched to an appropriate messaging mode, according to the user’s preferences. Additionally, the voice mails on the mobile phones can be automatically adapted to inform the callers about the phone owner’s current context and availability. This allows the callers to retry their calls later at an appropriate time. The following rules illustrate the policies for context-based adaptation in a hospital environment. Rule 1: Turn off the phone when surgery is in progress location-context(enter, Y, is(X, operation-theater)) or locationcontext(in, Y, is(X, operation-theater))) and member(Y, surgery-



staff(L)) → action(turn-off(phone(Z, Y)) and voice-message(Z, “unavailable until” + end-time(T, event(surgery))))



The above rule specifies that if the environmental context determines that a user Y is entering or is within an operation theater in a hospital and Y is a member of the staff performing the surgery, then Y ’s phone (indicated by the phone number Z) has to be turned off and its voice message turned on to indicate the user’s unavailability until the surgery is completed. In this example, the location X, duration T of the surgical event, and the staff list L, are part of the environmental context obtained from the RFID devices in the hospital premises, while the user identity Y and his phone number Z are part of the personal context obtained from the c-tag on the phone. The example illustrates how the use of NFC technology allows us to capture high-level information about the environment and the user, in order to determine a suitable adaptation. An additional benefit of using such a system is that it can detect the entry of an unauthorized user who is neither the patient nor a part of the surgical team and notify the appropriate authorities immediately. Rule 2: Turn on the phone when surgery is completed location-context(exit, Y, is(X, operation-theater)) and member(Y, surgery-staff(L)) → action(turn-on(phone(Z, Y)) and voicemessage(Z, “ ”))



Rule 2 specifies that if the environmental context indicates that a user Y is exiting a location X, which is identified as an operation theater, after participating in a surgical event, then Y ’s phone (indicated by the phone number Z) has to be turned on and its voice message has to be turned off. The context information is obtained as explained in the previous example. In environments where the entrance and exit points of the operation theater are distinct, we can have different RFID readers at each point. In such a case, the entry and exit events can be easily distinguished from each other based on the context information gathered by the NFC elements. However, in environments where this distinction cannot be made based on the raw contextual data gathered by the NFC elements, the context synthesizer or a higher level module has to infer this information, based on external correlations. For example, if there is only a single RFID reader in the operation theater, then the first reading from the reader, reporting the presence of a user on a particular day, is regarded as the entry event for that user and the next reading for the same user is regarded as an exit event. In such a case, an appropriate module in our software framework has to store some state information, which is feasible in environments like an operation theater, where the number of users entering or exiting the environment is limited. This stored state may also be used to support more advanced actions, such as restoring the mobile phone to its previous configuration, when the user exits the operation theater. In Section 5, we discuss such enhancements and the anomalies resulting from failure to detect events. 2) Silent environments: The ringing of a mobile phone



often violates the etiquette in certain public places where people are required to maintain silence (e.g., religious institutions, libraries, examination rooms, and funerals). Classrooms and concert halls belong to another class of silent environments, in which the activity takes place for a certain fixed period of time and the abrupt ringing of a phone causes distraction. The adaptation that we have proposed using NFC provides a more effective way to prevent distraction in such settings, than putting up signs. The following rule illustrates how the personal and environmental context gathered by the NFC elements are used for context-based adaptation in a silent environment. Rule 3: Switch the messaging mode of a mobile phone to a user-specific mode in a library location-context(in, Y, is(X, library)) and desired-mode(“textmode”, X, phone(Z,Y)) and allowed-mode (“text-mode”, X) and not(“text-mode”, mode(M, phone(Z,Y))) → action(switch(“textmode”, mode(M, phone(Z, Y))))



A library environment is less critical than a hospital environment. Hence, in such environments, the user preference stored in the phone or on the c-tag affixed to the phone is retrieved to determine the adaptation policy. Rule 3 specifies that if the RFID readers in a premise determine that a user Y is in a library X, and that the user profile stored in the c-tag indicates that the user wants his mobile phone (indicated by the phone number Z) to be in text messaging mode in a library location, then the phone has to be switched to text mode. To prevent users from switching their phones to disruptive modes, we verify that the user-specific mode is one of the allowed modes in the library. The allowed modes are obtained from the environmental context. If the user-specific mode is not one of the allowed modes, then the phone is switched to a mode that is dictated by the default environmental policy. Moreover, a library may have RFID readers in multiple places. This redundancy ensures that if the reader at the entrance fails to capture an entry event, then other readers within the library can enforce the adaptation. However, the redundancy may result in duplicate actions, which we avoid by ensuring that the phone is switched to the text mode, only if it is not currently in the appropriate mode. 3) Office environments: Office environments also serve as another fertile setting for frequent mobile phone distractions. This problem is especially conspicuous in environments where cubicles are densely packed next to each other. Unlike hospital environments, the distractions in office environments do not have disastrous consequences. Unlike libraries, office environments do not require people to remain silent. Furthermore, unlike theaters and class rooms, the context of the employee changes in an ad-hoc manner and may not always adhere to fixed time schedules. A common problem in an office environment is that some employees leave their mobile phones behind without turning down the volume, when they are away from their desk.



Callers have little information about the current situation of the person they are calling and expect quick responsiveness when they call or leave a voice message on a mobile phone. If the response is not forthcoming, the callers keep retrying their calls, which in turn aggravates the distraction for the colleagues with offices nearby. This problem can again be alleviated with the help of the context-based adaptation mechanism that we have proposed. Many organizations these days require their employees to wear RFIDenabled access control tags that identifies the employee. The RFID reader in an NFC-enabled mobile phone can be programmed to infer the absence of the owner in the neighborhood, when it fails to detect the access-control tag of the owner in the vicinity. When there is an incoming call, this can then automatically trigger a reduction in the volume of the ringtone and if required, a notification can be sent to the caller indicating the current context of the callee. The following is an example of a policy that is relevant in an office environment. Rule 4: Reduce the volume to vibration level when a meeting is in progress location-context(in, Y, is(X, meeting)) and socialcontext(includes, manager (Y)) → action(volume-level(vibration, phone(Z, Y)))



Rule 4 specifies that if the RFID readers in an office premise detect that a user Y ’s location is in a meeting room in which his manager is present then Y ’s phone (indicated by the phone number Z) has to be switched to vibration mode, so that he can decide to accept the call without distracting the other attendees. The social context indicates who Y is with and that can be determined with the help of the RFID readers that keep track of the people entering the meeting room by reading the c-tags on their phones or their RFID-based access control tags. Alternatively, if all the users own NFC-enabled phones, then the in-built reader in each user’s phone can read the context information from the other NFC-enabled phones in the vicinity to deduce the social context of the user. The above examples illustrate the use of an innovative mechanism to employ NFC devices in different roles, in order to minimize the disruptions arising from mobile phone usage. The use of NFC technology allows us to determine context that is both precise and detailed compared to related mechanisms that use low-level physical sensors for contextbased adaptation [16, 18]. In some cases, the tags attached to the mobile phones supply the user context required to trigger the adaptation. In other cases, the RFID readers embedded in the mobile phones gather the environmental and social context, and combine it with the user’s personal context to trigger the appropriate adaptation.



3.5. Enforcing the Policies After the rule engine determines the action to be taken under different contexts, the next step is to execute the actions that will result in the context-based adaptation. The manner in which the adaptation is enforced by the rule engine varies for the different mobile phone types listed earlier, because the phones have different capabilities. As mentioned earlier, the context synthesizer and rule engine for the regular phone category reside at a backend server or at the mobile service provider (MSP). In this case, the rule engine determines the action based on the rule-set and enforces the adaptation either directly through the MSP or by sending an SMS to the user. For example, if the c-tag on the mobile phone identifies the user as a surgeon and an RFID reader in a hospital premises detects that the surgeon is entering an operation theater, then the rule-set (e.g., Rule 1 in the examples above) would determine that all incoming calls to the surgeon’s phone need to be blocked until the surgeon leaves the operation theater. If the MSP has the appropriate support, the incoming calls to the surgeon’s phone can be buffered for a limited period of time. Otherwise, the rule engine can remotely enforce the action to be taken (for example, turn off the phone) through a long-distance communication channel (if the phone has this capability). In the absence of a long-distance communication channel, an SMS is sent to the user indicating the appropriate action to be taken, and the user has to then manually perform the adaptation. In the case of NFC-enabled smart phones, the mobile phone can be programmed with the context synthesizer and rule-engine modules. As a result, the rule engine can automatically enforce the adaptation, without any manual intervention. In enterprise environments that support a SIPbased infrastructure and where all of the users have SIPenabled mobile phones, the context-based adaptation can be enforced by taking advantage of the SIP infrastructure [14]. In this case, the user and environmental context information gathered by the RFID readers can be sent to a SIP/Presence server The notifications received from the presence server can then be used to influence the way an incoming call to a mobile phone is handled.



4. Prototype Implementation To demonstrate and test our ideas, we have implemented a prototype of our solution for office environments. We have also deployed it in our research lab in select conference and meeting rooms.



4.1. NFC Infrastructure Our NFC infrastructure consists of an RFID reader from Escort Memory Systems (EMS) and Phillips MiFare passive RFID tags that operate at 13.56 MHz. These tags



are read/write tags and have a maximum storage capacity of 112 bytes. The reader can detect tags that are within a few centimeters and can forward the information that it reads to the backend through a serial link. Our prototype currently assumes all phones to be regular phones (Category 1). As mentioned in Section 3.1, these phones have no in-built RFID readers or tags and do not have any longdistance wireless communication channels, other than the regular cellular messaging channels. We chose this category of phones, because they are representative of the phones owned by the users that participated in our survey. Users affix a passive RFID tag on their phones, which serves as the c-tag and supplies the user context. We currently store the  in each c-tag. The user profile URI points to the personal rules of the user. Ctags are read by the RFID readers installed at the entrances of the conference and meeting rooms.



4.2. Specification of Rules and Profiles Each environment (for example, meeting room and conference room) has environment rules associated with it. Environment rules specify the desired behavior with respect to usage of mobile phones in that environment. Moreover, users can also indicate their own personal adaptation logic through personal rules. Both environment rules and personal rules are specified with the help of an administration console, as shown in Figure 1(a). An admin console enables users to add, update, and delete rules from anywhere in the building, and access is secured by passwords. The rules are represented in XML format and are read and interpreted with the help of a rule interpreter capable of processing XML. For ease of acceptance and adoption, we chose the commonly used event-condition-action paradigm [6] to represent rules. In our initial prototype, we have provided a simple user interface for specifying the rules, which is predominantly a manual process. However, we can easily extend this to support more convenient alternatives to a pointand-click interface, such as the ability to create rules from existing rule files or templates. One of our future goals is to leverage related work (e.g., [9]) to automate the process of profile specification. In NFC-enabled devices, the rules and profiles can be copied between devices by bringing them close to each other. After the environment and personal profiles are created, they can be stored in the e-tags and c-tags respectively, by programming the tags over the air.



4.3. Software Framework Figure 1(c) shows the components of the solution we have deployed. The essential components of this system are the RFID event handler, event interpreter, and the context synthesizer. We now describe each component in more detail.
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Figure 1. Software framework for context-based adaptation of mobile phones Event Handler: The event handler receives raw read events from the RFID readers and passes a formatted event to the event interpreter. Raw read events are of the form (URI, read(P)), where P = Phone Number, URI = URI information available in the c-tag. The RFID reader in each room is associated with an identifier, which also uniquely identifies the environment. The event handler appends this environment identifier, M , (e.g., meeting room (224), or Ground Floor Conference Room (GF 1)) to the events and passes them to the event interpreter. The data passed to the event interpreter is of the form (URI, read (P, M)). Event Interpreter: After the events are read by the event handler, the event interpreter performs the task of determining the nature of each event. In our system, we identify two kinds of events: enter(P, M) and exit(P, M) (P = Phone Number, M = Environment Identifier), although it is possible to extend the system to other types of events. If each of our rooms had a different entry and exit point, then the contextual data gathered by the RFID readers at each point may be used to distinguish between entry and exit events. However, our rooms have only a single entrance, and the read events from this single RFID device cannot directly differentiate the entry and exit events. Hence, the event interpreter keeps a temporal log of events detected by a reader in the immediate past for each c-tag (e.g., c-tag P entered room M at time t). It then uses that to deduce the appropriate enter or exit events, by correlating the current event with the events in the immediate past. For example, the first time the c-tag of a user is detected by a reader at the entrance to a room, it can be interpreted as an enter event and the subsequent read event for the same tag can be interpreted as the exit event for the user from that environment. Context Synthesizer: Having determined the nature of an event, the next step is to determine the adaptation directive associated with that event. The context synthesizer module has the task of correlating the environmental and personal context to determine the appropriate adaptation, based on the environmental and personal rules. Since we currently use regular phones that are not programmable, our



software framework cannot automatically reconfigure the settings of the phone. Moreover, we have not yet enlisted the support of a mobile service provider to enforce the adaptation on the phones without manual intervention. Instead, our system currently uses display screens installed at entry points of meeting rooms and conference halls to communicate the adaptation, when a user enters or exits a room. Figure 1(b) shows the user interface used to display adaptation directives to users. While this provides a non-intrusive way for enforcing the adaptation, the limitation of this approach is that it requires the user to manually execute the adaptation. We are also currently exploring the option of sending an SMS message to the user’s mobile phone, in order to communicate the adaptation directive determined by the context synthesizer. In deciding the adaptation, there may be situations when the adaptation directives resulting from consideration of personal rules conflict with those arising out of environment rules. For instance, an environment rule might require the users to turn their cell phones to vibration mode during an important meeting. On the other hand, personal rules might specify the phone to be in low-volume setting. Our system currently gives higher priority to personal rules, as we believe that the right and responsibility of the phone’s setting rests with the individual. However, it is easy to configure the context synthesizer to favor environmental rules in environments, such as hospitals, where certain rules related to mobile phone usage have to be mandatorily imposed.



5. User Evaluation and Lessons Learned Almost all the users that participated in our user evaluation indicated the need for a system like the one we have proposed for eliminating distractions arising from mobile phones. While users were comfortable with the idea of a system communicating with their phones to adapt the settings seamlessly in an office environment, they preferred a semi-automatic approach in public places, like churches and libraries, where they would receive an SMS contain-



ing the adaptation directive. Users also agreed that it would be useful to implement context-based voice messaging as part of the adaptation for certain users (e.g., system administrators). However, their opinion was that detailed context information about the callee has to be conveyed only to certain callers that the callee should be able to select and the other callers should just receive a default voice message. We now highlight some of the practical challenges that we had to deal with when using NFC devices to capture context in an office environment and use the lessons we learned to discuss some of issues we would need to address when deploying our solution in other real-world environments. Missed Events: While the short range of NFC devices minimizes the possibility of eavesdropping, it may result in a higher likelihood of false negatives, when the tags are not within the read range of the readers. We found that if the mobile phone affixed with c-tags is not sufficiently close to the reader as the user walks in and out of a room, the entrance or exit event of the user misses being detected. Hence, sometimes the users have to manually position their phones in a way that the reader can detect the c-tags. Thus, one of the challenges is to prevent such misses, while at the same time read the tags conveniently, without manual intervention. One way to address this issue is by having walk-through readers with multiple antennas to improve the detection. Since these readers are more expensive, they may be more suitable in public places, where more users need to be detected simultaneously. This also allows the cost to be amortized over a larger number of mobile phone users. In the case of entry events, detection can be ensured by combining the use of NFC for mobile phone adaptation with access control. Several organizations require users to present their RFID-enabled badges to the readers, in order to gain admission into a conference room or office. Instead, if the c-tag on the mobile phone stores the appropriate credentials, then the user can present that to the readers at the entrance. The context synthesizer logic can be programmed to use the input from the RFID reader to provide access to the user as well as enforce the adaptation on his mobile phone. It is also important not to miss the detection of exit events, especially if the phone has to be reconfigured to the original settings. For example, in the hospital scenario discussed in Rule 2 in Section 3.4, if the NFC reader fails to detect a surgeon exiting the operation theater, the surgeon’s phone will continue to be turned off. We propose to address this problem by deploying readers in multiple places. This redundancy helps the system to self-stabilize, even if one of the readers misses an event. For example, in the case of an office environment, we can deploy RFID readers in the conference rooms, as well as in offices or at other vantage points, such as entrances to elevators. If a user leaves a conference room and his exit event is undetected, but he enters his office where the RFID reader detects his presence, then the context synthesizer can use the latest read event to either



restore the mobile phone to its original settings or reconfigure the phone according to the user’s preferences for his office environment. In cases where the exit event is not detected and in addition, no other event corresponding to the user is detected for a certain period of time, the context synthesizer can use a timer value, the user’s calendar, or human behavioral pattern to decide when to automatically restore the mobile phone to its original state. For example, if the reader detected the exit event for most of the participants at a meeting, the context synthesizer can use that to infer the absence of the exit event for the remaining participants and accordingly restore the state of their mobile devices. The ability of NFC elements to capture higher level, social context is particularly amenable to deriving such correlations. Duplicate Events: If the RFID reader is set to operate in a continuous mode and a user persists in the vicinity of the reader after his tag has been read, then the reader may read his tag multiple times. If not handled correctly, the context synthesizer may interpret this as distinct events instead of interpreting them as duplicate instances of the same event. This results in incorrect adaptations, especially in the case where we interpret each distinct read as an entry or exit event for a user. We currently handle such duplicate events by filtering them at the event handler based on a timer interval, before passing the event to the event interpreter. Based on our experiments, we found that a timer threshold of 5 seconds was appropriate for filtering duplicate read events in our prototype. If the same tag is read by a reader multiple times within this interval, then the event handler filters the duplicate read events. Security and Privacy: A well-known problem that arises when using NFC devices is that unauthorized readers may eavesdrop and capture sensitive information, such as credit card numbers, from tags. Moreover, some tags may be counterfeit. Our prototype currently does not focus on these issues, because in order to reconfigure the settings on the phone, the tags need not store very sensitive information. Although in some cases, the tags may store identity information, in most of the cases it is the user’s contextual information and preferences that are more important for triggering the adaptation. In our prototype, we have primarily targeted use cases where users are mobile and change context frequently. Hence, using high-level context to effect quick adaptation was a more important consideration. Wherever security and privacy concerns are important, it is possible to encrypt portions of information stored on the RFID tag. Also, there are RFID readers that use challenge/response or other forms of authentication in order to detect counterfeit tags. While our solution can be deployed with such devices, reading encrypted information or performing authentication prior to reading information from each tag is likely to result in some delay in triggering the adaptation. Our current system communicates the adaptation directive immediately after the tag is read, so it would



be interesting to measure the delay incurred when it is used in conjunction with the above mechanisms. Cost-benefit Tradeoffs: We have shown that our solution can work even with cheaper models of mobile phones that do not have any enhanced features, thereby making our approach easy to adopt. However, the c-tags that are explicitly attached on the phones may be lost or swapped. Moreover, since these phones are not programmable, the adaptation cannot be enforced without manual intervention. We need to look into enlisting the support of a mobile service provider to see if simple directives like “switching a phone to silent mode” can be effected over-the-air by the service provider. The above shortcomings can also be addressed by using NFC-enabled phones. While such phones with inbuilt RFID readers are more expensive than conventional mobile phones, they are less expensive than a standalone RFID reader. Moreover, these phones are already being used for other purposes, such as self-checkout and payment at point-of-sales. Hence, we believe that their cost is likely to be driven down in the future by the sales volume.



6. Conclusions We have presented a mechanism to convert mobile phones from a passive messaging device to a contextsensitive, socially-aware device, with the goal of minimizing the distractions caused by mobile phones. To realize this goal, we make use of the emerging near-field communication technology. One of the novelties in our approach is the use of role-based abstraction of RFID technology. We use the same technology for gathering higher level context, whether it is related to the environment or to the user. While in the typical case, RFID readers are stationary and tags are mobile, in this work we have also proposed the use of readers that are integrated into mobile devices and tags that are stationary. Tags associated with the mobile phone store user context, while tags affixed in smart environments store environmental context. The use of RFID allows us to uniquely distinguish between entities of the same kind. On the other hand, previous approaches use disparate technologies, such as calendars and address books, for gathering high-level context, while using sensors to gather low-level physical context. The use of NFC allows us to gather context that is precise and to adapt quickly before the distraction occurs. Such proactive adaptation is important in environments, where people are highly mobile and context changes are rapid. While our current prototype uses a simple rule engine, we are considering the use of the IBM Websphere RFID framework [1] to implement our rules and event correlations, in order to provide a more robust implementation in the future. The context-based adaptation we have proposed encompasses different types of commercial mobile phones, ranging from simple phones to NFC-enabled smart phones, and those with multiple communication interfaces. Unlike



other related approaches, we have not modified the interface between the user and the mobile phone. Hence, our approach is convenient to adopt in a variety of settings.
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