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D ISCOVERY AND A UTHENTICATION OF E LECTRONICALLY S TORED I NFORMATION II. Basic Technological Concepts I. Introduction A. Ninety-nine percent of all information being generated today is created and stored electronically.1 However, many of the rules, and most of the principles, governing discovery and authentication of information for use in a legal proceeding were developed before any information was stored electronically. Sometimes that old paradigm has fit its new use well, but sometimes it has not. This paper explores the legal and practical issues involved with the discovery and authentication of electronically stored information (“ESI”) in family law cases. It represents a change in focus from Richard Orsinger’s article 21st Century Discovery and Evidence: Electronically Stored Information, presented to the New Frontiers course in 2010. With his permission, I have reworked, rearranged, and removed several sections of that paper, and added several additional sections. For an expansive and contrasting viewpoint on the issues presented in this paper, see Richard’s article. There are two leading cases on ESI cited frequently by Texas courts: In re Weekley Homes, L.P.2 (“Weekley Homes”) out of the Texas Supreme Court; and Zubulake v. UBS Warburg LLC 3 (“Zubulake”) on the federal level.4 Both cases are incredibly instructive on the legal issues attending ESI, are referred to extensively throughout this paper, and are attached as appendices.



The Analog/Digital Divide



The most essential difference between an analog storage system and a digital storage system is that, in the former, information is stored continuously, while in the latter, information is stored discretely. An analogy commonly used to explain this difference is to imagine a continuous curved line segment (analog data), contrasted with a set of several discrete rectangles of varying lengths and nearly infinitesimal widths arranged to approximate the curve of that line (digital data). There is a similar difference between analog media and digital media.5 The data stored on analog media is read by direct physical contact between the medium and the reader. The data stored on digital media, however, requires no physical contact between the reader and the source, as with the transmission and reflection of light between the medium and the reader,6 or the detection of the presence or absence of an electrical current.7 Information from a digital storage system may be stored on analog media (e.g. computer hard drives, floppy disks, and tape back-ups). Information from an analog storage system, however, must be converted from continuous data to discrete data in order to be stored on digital media (e.g. a .WAV file recording of a vinyl record playing through an analog-to-digital converter). For the purposes of the law, “electronically stored information” is any information stored in a digital storage system, regardless of whether the media is analog or digital.



5



The term “digital media” is often conflated with any type of media storing information based on a “digital storage system.” Thus, some refer to magnetic hard drives, for example, as digital media, when the medium itself is capable of storing information continuously.



1



See David K. Isom, Electronic Discovery Primer for Judges, 2005 Fed. Cts. L. Rev. 1, 1 & n. 1 (2005).



2



295 S.W .3d 309, 52 Tex. Sup. Ct. J. 1231 (Tex. 2009) (orig. proceeding).



6 3



W ritten information in a tangible form (e.g. a handwritten ledger or a print-out of a word processing document) is a hybrid of the two. Like digital media, information is conveyed from source to reader by light reflecting off of the medium to the reader, and the medium itself suffers no appreciable degradation in the transmission process. Like analog media, the amount of information conveyed in the transmission is continuous, and not discrete.



217 F.R.D. 309 (S.D.N.Y. 2003).



4



Two Texas state appellate cases have cited Zubulake. In re Honza, 242 S.W .3d 578 (Tex. App.–W aco 2008) (orig. proceeding) was the first Texas opinion addressing one party’s request for access to the opposing party’s hard drive, and cited Zubulake for the general principle that ESI is discoverable. Id. at 581. MRT, Inc. v. Vounckx, 299 S.W .3d 500 (Tex. App.–Dallas 2009, no pet.) addressed litigation holds on ESI, and acknowledged limitations on Zubulake’s preservation requirement.



7



This means of data transmission is the mechanical principle underlying transistors, flash memory, and other solid state media. 1
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B.



With ESI, however, “the costs of storage are virtually nil.” 11 As a result, the old mindset has been reversed, and “[i]nformation is retained not because it is expected to be used, but because there is no compelling reason to discard it.” 12 The computing revolution has significantly separated the cost of storing data from the cost of recovering stored data. 13 In the past, retaining only data that was useful necessarily meant that that data could be retrieved at minimal cost. But because the amount of data retained has increased significantly, the cost of recovering some of the data retained has also increased significantly.14



Digital Storage Systems



A digital storage system stores information in discrete parts. These parts are usually–but not always–representative of one of the two values in a binary number system. Digital media stores data based on the same principle of discrete binary values. For example, a compact disc is composed of a series of “pits” and “lands” (analogous to valleys and plateaus), and their arrangement on the surface of the disc represents a series of binary values. Digital information may also be stored on analog media. Analog media can store information along a wide, continuous range of values, which includes the two discrete values of a binary storage system. Before the advent of digital media, all digital information was stored on analog media. The binary number system is an effective way of storing and computing data that is represented by two electrical states (originally “positive” or “negative,” now more properly “on” or “off”). The binary system, with its integral interrelation to electricity, is the heart of digital storage and digital media. C.
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D.



Deletion



ESI that has been deleted may nevertheless still exist. One place it may have been preserved is in another form of digital media, as when data on a hard drive was backed up and then subsequently deleted from that hard drive. Another place it may have been preserved is on the original digital medium itself: “Deleting” a file does not actually erase that data from the computer’s storage devices. Rather, it simply finds the data’s entry in the disk directory and changes it to a ‘not used’ status–thus permitting the computer to write over the “deleted” data. Until the computer



Digital Storage of Information



Before the computing revolution, when all information was stored in tangible rather that digital 8 form, a person who retained information did so because that information was useful to them.9 Under that paradigm, the cost of storing documents operated as a limit on the amount of documents that could be stored. The mindset of the person retaining the data was to discard all documents whose usefulness did not outweigh the burden and expense of that retention. This usefulness decision made by the person retaining the data is the theoretical underpinning for the general presumption that the responding party in a lawsuit must bear the expense of complying with discovery requests.10



expense of retention “may therefore be expected to locate specific data, whether for its own needs or in response to a discovery request.” Id. 11



Id.



12



Id.



13



As Rowe explained, some forms of electronically stored information, such as tape back-ups of computer data, “are not organized for retrieval of individual documents or files, but for wholesale, emergency uploading onto a computer system.” Id. (quoting Kenneth J. W ithers, Computer-Based Discovery in Federal Civil Litigation, SF97 ALI-ABA 1079, 1085 (2001)). Thus, unlike useful tangible documents stored in a manner permitting them to be easily accessed at minimal cost, some electronically stored information will not be able to be easily accessed, or will only be able to be recovered at great cost, due to of the means of its retention.



8



Digitally-stored information is still “tangible” in the sense that it must exist in some form in the physical world, even if it is only the electrical charge of a particular atom. The term “tangible,” as used here, refers to the more limited meaning of information that is “directly accessible by human sensory perception.” See note 31, infra. 9



See generally Rowe Entertainment, Inc. v. William Morris Agency, Inc., 205 F.R.D. 421, 429 (S.D.N.Y.2002)



14



Zubulake, 217 F.R.D. at 311 (“The more information there is to discover, the more expensive it is to discover all the relevant information”). This effect of the computing revolution is what required the adoption of the balancing test for the discovery of ESI recognized in Rowe, Zubulake, and Weekley Homes, discussed at length infra.



10



Id. (citing Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340, 358, 98 S.Ct. 2380, 57 L.Ed.2d 253 (1978)). The Rowe court justified this principle by stating that the party retaining the tangible data based on its usefulness outweighing the 2
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writes over the “deleted” data, however, it may be recovered by searching the disk itself rather than the disk’s directory. Accordingly, many files are recoverable long after they have been deleted–even if neither the computer user nor the computer itself is aware of their existence. Such data is referred to as “residual data.” 15 E.
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Texas courts have held that metadata is discoverable,20 and secondary sources have explained its usefulness in the authentication of ESI. 21 However: [M]etadata can be unreliable and is usually subject to manipulation and non-obvious deletion. A moderately sophisticated user may be able to manipulate system dates, and although traces of this manipulation may be left behind, detecting such traces can be extremely difficult and expensive, or simply impossible. Worse, use of files after the fact, such as an investigator opening a file for review, can modify metadata and make it useless or misleading for authenticity purposes. Accordingly, careful attention should be paid to the methods used to authenticate metadata.22



Metadata & Embedded Data



The federal rules advisory committee distinguishes between “metadata” and “embedded data.” “Metadata” is “information describing the history, tracking or management of an electronic file [that] is usually not apparent to the reader viewing a hard copy or screen image.” 16 “Embedded data,” on the other hand, is “draft language, editorial comments, and other deleted matter [retained] by computer programs...in an electronic file but not...apparent to the reader.” 17 Both metadata and embedded data are:



III. Basic Legal Concepts A.



...hidden data that usually can only be seen when a digital document is viewed in its native format using the program that originally produced the document. Often even the user of the program may not know it is there unless he or she knows how to find it....Examples include the modification history or the date and time when the document was first created or edited and by whom.18



Texas’ Definition of “Electronic Information”



In Weekley Homes, real party in interest argued that “electronic information” under Rule 196.4 applied to information such as “spreadsheets and statistics, not emails and deleted emails.” 23 The Texas Supreme Court concluded, however, that e-mails are “clearly ‘electronic information’” under Rule 196.4. 24 The secondary source cited by the Court defines “electronic (or digital) documents” as:



Other sources view metadata as any electronic information that describes a document but is not a part of the viewable document itself, including file size, type and date.19



ference.org/dltForm?did=glossary2010.pdf (last accessed June 20, 2011) (registration required). 20



In re Honza, 242 S.W .3d 578 (Tex. App.–W aco 2008, pet. denied).



15



Zubulake, 217 F.R.D. at 313 n. 19 (quoting Shira A. Scheindlin & Jeffrey Rabkin, Electronic Discovery in Federal Civil Litigation: Is Rule 34 Up to the Task?, 41 B.C. L.Rev. 327, 337 (2000) (footnotes omitted)).



21



See The Sedona Conference Commentary on ESI Evidence & Admissibility 13 (Sedona Conference 2008), available at www.thesedonaconference.org/dltForm?did=ESI_Commenta ry_0308.pdf (last accessed June 20, 2011) (registration required).



16



Fed. R. Civ. P. 26(f), notes of the advisory committee to the 2006 amendments; see also Williams v. Sprint/United Management Co., 230 F.R.D. 640, 646 (Dist. Ct. Kan. 2005).



22 17



Id.



Id. 23



Weekley Homes, 295 S.W .3d at 314.



18



Jay E. Grenig and William C. Gleisner, III with general consultants Troy Larson and John L. Carroll, 1 eDiscovery & Digital Evidence § 1:5, (W est 2010).



24



Id. (citing Conference of Chief Justices, Guidelines for State Courts Regarding Discovery of Electronically-Stored Information v (2006), available at http://www.ncsconline.org/ images/EDiscCCJGuidelinesFinal.pdf (last visited June 16, 2011)); Tex. R. Civ. P. 196.4 (paraphrasing “data or information that exists in electronic or magnetic form”)).



19



See The Sedona Conference Glossary: E-Discovery & Digital Information Management 34 (3rd ed., Sedona Conference Sep. 2010), available at http://www.thesedonacon 3



Discovery and Authentication of Electronically Stored Information



Chapter 64



documents.29 Electronic documents are also dynamic, meaning that they are inherently impermanent and in a state of flux, while tangible documents are (relatively) static and unchanging. 30 Finally, electronic information is incomprehensible once separated from the system that created it, while tangible documents are, by their nature, perceivable by the senses. 31



any information created, stored, or best utilized with computer technology of any sort, including business applications, such as word processing, databases, and spreadsheets; Internet applications, such as e-mail and the World Wide Web; devices attached to or peripheral to computers, such as printers, fax machines, pagers; web-enabled portable devices and cell phones; and media used to store computer data, such as disks, tapes, removable drives, CDs, and the like.25



B.



One interesting similarity between the discovery of electronic and tangible documents is the fear of abuse of the discovery process following the expansion of what is discoverable:



This expansive definition–implicitly endorsed by the Texas Supreme Court–is broad enough to apply to any information or data that has been stored in digital form.



Before the civil rules became law in 1938, discovery in both law and equity cases had been extremely limited. When the committee deliberated on the liberal discovery rules that Professor Edson Sunderland drafted, they raised the concern that expanded discovery would force settlements for reasons and on terms that related more to the costs of discovery than to the merits of the case, a concern raised frequently in the context of electronic discovery.32



IV. Discovery In Texas, parties may obtain discovery regarding any matter that is not privileged and is relevant to the subject matter of the pending action.26 At its core, the purposes of discovery are to allow the parties to a lawsuit to obtain full knowledge of the issues and facts before trial, and to prevent trial by ambush.27 However, that knowledge of the issues and facts is not always “full,” and the breadth of discovery is tempered by practical (and financial) considerations. The discovery rules “explicitly encourage trial courts to limit discovery when ‘the burden or expense of the proposed discovery outweighs its likely benefit.’” 28 The interplay between these two principles–knowledge of the issues and facts on the one hand, and the burden of acquiring that knowledge on the other–has played an important role in the development of the discovery rules governing ESI. A.



Similarities between Discovery of ESI and Tangible Documents



These fears were at least partially justified; beginning in 1980, there have been four amendments to the federal discovery rules designed “to provide more effective means for controlling the discovery devices.” 33 The solution devised to fetter the broad scope of discovery was to permit judicial intervention in and scrutiny of the discovery process.



Differences between Discovery of ESI and Tangible Documents



Several of the fundamental differences between electronic documents and tangible documents have a bearing on discovery. First, electronic documents are retained in “exponentially greater volume” than tangible



29



Committee on Rules of Practice & Procedure, Judicial Conference of the U.S., Report of the Judicial Conference Committee on Rule of Practice and Procedure Rules App. C-18 (2005), available at http://www.uscourts.gov/uscourts/Rules AndPolicies/rules/Reports/ST09-2005.pdf (last visited June 21, 2011).



25



Guidelines for State Courts Regarding Discovery of Electronically-Stored Information at v.



30



See id.



26



Tex. R. Civ. P. 192.3(a); see also Fed. R. Civ. P. 26(b)(1).



31



See id; see also note 8, supra.



West v. Solito, 563 S.W .2d 240, 243 (Tex. 1978); Gutierrez v. Dallas I.S.D., 729 S.W.2d 691, 693 (Tex. 1987).



32



27



Id. at C-19; see also Zubulake, 217 F.R.D. at 317 (“Courts must remember that cost-shifting may effectively end discovery, especially when private parties are engaged in litigation with large corporations.”).



28



In re Alford Chevrolet–Geo, 997 S.W .2d 173, 181 (Tex. 1999) (orig. proceeding) (quoting Tex. R. Civ. P. 192.4(b)); see also section IV.G, infra.



33



4



See id.
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Discoverability and Cost



E.



There are two basic issues regarding the discovery of ESI: (1) whether particular electronic information is discoverable (“discoverability”); and, if so, (2) which party should bear the financial burden of retrieving that information (“cost”). Because a cost-benefit analysis often guides the answers to both questions, they are usually addressed together in the Rules and case law.34 D.
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Texas Rules of Civil Procedure



There is no direct analog of Federal Rule 26 in the Texas Rules. However, Federal Rule 26’s counterpart is Texas Rule 196.4: To obtain discovery of data or information that exists in electronic or magnetic form, the requesting party must specifically request production of electronic or magnetic data and specify the form in which the requesting party wants it produced. The responding party must produce the electronic or magnetic data that is responsive to the request and is reasonably available to the responding party in its ordinary course of business. If the responding party cannot–through reasonable efforts–retrieve the data or information requested or produce it in the form requested, the responding party must state an objection complying with these rules. If the court orders the responding party to comply with the request, the court must also order that the requesting party pay the reasonable expenses of any extraordinary steps required to retrieve and produce the information.37



Federal Rules of Civil Procedure



Federal Rule of Civil Procedure 26 specifically addresses discovery of ESI: Specific Limitations on Electronically Stored Information. A party need not provide discovery of electronically stored information from sources that the party identifies as not reasonably accessible because of undue burden or cost. On motion to compel discovery or for a protective order, the party from whom discovery is sought must show that the information is not reasonably accessible because of undue burden or cost. If that showing is made, the court may nonetheless order discovery from such sources if the requesting party show s go od cause, consid erin g th e lim itatio n s o f R ule 26(b)(2)(C). The court may specify conditions for the discovery.35



One important difference between Texas’ Rule and its federal counterpart is that in Texas, the cost of producing ESI that is not reasonably accessible but still discoverable must be borne by the requesting party. While the Texas Rule does not have an explicit requirement for showing “good cause” in order to obtain production of ESI that is not reasonably accessible, the Texas Supreme Court has derived a substantively identical standard from another Rule of Procedure.38



This Rule has been described as establishing a “twotier approach” to discovery of ESI. 36 A cost-benefit analysis is applied in the first instance with regards to whether or not the ESI should be discoverable. That analysis is applied in the second instance when the court considers how the cost of retrieval of discoverable information will be apportioned among the requesting and responding parties.



F.



Discoverability of ESI



Generally, “[e]lectronic documents are no less subject to disclosure than paper records.” 39 That is, they are discoverable if relevant to the subject matter of the case, and are not otherwise subject to a privilege.



34



See, e.g., Tex. R. Civ. P. 192.4 (court may limit discovery if “the burden or expense of the proposed discovery outweighs its likely benefit”); Fed. R. Civ. P. 26(b)(2)(iii). 37 35



Tex. R. Civ. P. 196.4.



Fed. R. Civ. P. 26(b)(2)(B). 38



Weekley Homes, 295 S.W .3d at 317; Tex. R. Civ. P.192.4(b).



36



These two tiers are: (1) the designation by the responding party that the ESI requested is “not reasonably accessible;” and (2) the hearing and showing required to resist discovery of ESI not reasonably accessible.



39



Zubulake, 217 F.R.D. at 317 (citing Rowe, 205 F.R.D. at 428). 5
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E-mails are “electronic information,” and thus discoverable under Rule 196.4. 40 The secondary source cited by the Texas Supreme Court (and quoted supra) defines “electronic (or digital) documents” as “any information created, stored, or best utilized with computer technology of any sort.” 41 This definition, implicitly endorsed by the Supreme Court, would include all information stored on digital media (which can be utilized only with computer technology), and any tangible documents printed out from a computer.42 1.



retention procedures, or means of creating and storing information to fashion a sufficiently specific request. In Weekley Homes, the requesting party did not specifically request the production of “deleted emails” and could have made such a request without needing an intricate knowledge of the responding party’s computer system.48 Nevertheless, the Court determined that the responding party “understood” that deleted e-mails were being requested, and therefore “was not prejudiced by” the lack of specificity in the request.49 Thus, there was no abuse of discretion in ordering their production, despite Rule 196.4.50 The Court also limited the specificity requirement by stating that “knowledge as to the particular method or means of retrieving [ESI] is not necessary at the requesting state of discovery.” 51 However, the Court strongly encouraged the requesting party to communicate with the responding party regarding the latter’s electronic storage systems and procedures, as well as potential methods of retrieval of ESI.52 In sum, the specificity requirement is only violated if the responding party is prejudiced by the lack of specificity. However, requesting parties should always make their discovery requests as clear as possible with the knowledge they have. They need not understand the particularities of the responding party’s computing system prior to making their request, but should communicate with them after the request is made to determine the feasibility of production of the ESI.



Discoverability of Deleted ESI & Metadata



“[I]t is a well accepted proposition that deleted computer files, whether they be e-mails or otherwise, are discoverable.” 43 Texas courts have followed the federal district courts on the discoverability of metadata, agreeing that “electronic data stored on computer hard drives, including ‘deleted’ files and related data, is subject to discovery.” 44 2.
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Specificity Requirement



Both Texas 45 and the federal courts 46 recognize that a requesting party should specifically request production of electronic information.47 However, at the outset of litigation, the requesting party might not yet know enough about the responding party’s computer system,



3. 40



Reasonable Availability of ESI



Tex. R. Civ. P. 196.4; Weekley Homes, 295 S.W .3d at 314.



Rule 196.4 provides that, in response to a specific request for ESI, the responding party must produce information “reasonably available [to them] in its ordinary course of business.” 53 The responding party may object that some responsive ESI is not reasonably available, at which point either party may request a hearing on the objection.54



41



Guidelines for State Courts Regarding Discovery of Electronically-Stored Information at v. 42



This definition is broad enough to apply to many documents it probably was not meant to apply to. For example, all photocopies are created by computer technology, and thus discoverable under Rule 196.4. This breadth provides additional justification for the specificity requirement for discovery requests, discussed infra, section IV.F.2. 43



Antioch Co. v. Scrapbook Borders, Inc., 210 F.R.D. 645, 652 (D. Minn. 2002).



48



Weekley Homes, 295 S.W .3d at 314.



44



49



Id. at 314-15.



50



Id. at 315.



51



Id. at 314 (emphasis added).



52



Id. at 314, 315 n. 6.



53



Tex. R. Civ. P. 196.4.



54



Tex. R. Civ. P. 193.4(a).



Honza, 242 S.W .3d at 581.



45



Tex. R. Civ. P. 196.4 (“[T]he requesting party must specifically request production of electronic or magnetic data.” (emphasis added)). 46



Rowe, 205 F.R.D. at 429; Zubulake, 217 F.R.D. at 321.



47



Notice, however, that specificity is an explicit requirement under the Texas Rules, but merely a factor to be considered in the cost-shifting analysis on the federal level. 6
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Weekley Homes also endorsed consideration of two additional issues developed in federal cases interpreting the “good cause” standard. 63 The requesting party must also show that:



At the hearing, the court may assess the reasonable availability by requiring limited preliminary discovery 55 or depositions about the responding party’s information system. 56 This assessment should be made on a case-bycase basis because of the differing methods and capabilities of storage and retrieval for different parties.57 The responding party has the burden to prove that the requested discovery is not reasonably available.58 G.
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(6) the responding party has somehow defaulted in its obligation to search its records and produce the requested data; and (7) the responding party’s production has been inadequate and a search of their electronic storage device could recover deleted relevant data (if applicable).



Cost of Retrieving and Producing ESI



If the responding party makes this showing, the burden shifts to the requesting party to prove that the benefits of acquiring the production outweigh the costs.59 The Federal Rules include a “good cause” requirement for this showing,60 which the Texas Supreme Court concluded is analogous to the five-factor cost-benefit analysis in the Texas Rules.61 These factors are the:



In situations where the seventh factor is fulfilled, direct access by the requesting party to the responding party’s electronic storage device usually requires some direct relationship between that storage device and the claim itself.64



(1) needs of the case; H.



Expert Witnesses and Privacy Limitations



(2) amount in controversy; Weekley Homes also endorsed the federal approach to the use of expert witnesses to preserve the responding party’s privacy. In situations where the requesting party seeks production of the responding party’s electronic storage device and makes the proper cost-benefit showing, only qualified experts 65 should be permitted to



(3) parties’ resource; (4) importance of issues at stake in litigation; and (5) importance of proposed discovery in resolving the issues. 62



law recognize a presumption that the responding party must pay the costs of production. Tex. R. Civ. P. 196.6; Oppenheimer, 437 U.S. at 358; Zubulake, 217 F.R.D. at 316. Meeting Rule 192.4(b)’s five-factor test shifts some of the costs of discovery to the requesting party under Rule 196.4, just as meeting Zubulake’s seven-factor test shifts costs to the requesting party. W hile Weekley Homes looked to federal case law for additional factors to consider in the cost-benefit analysis, it only considered factors developed for the federal law “good cause” standard, and did not adopt the additional Zubulake factors. Zubulake utilized a different test for whether costs should be shifted because the production of ESI is unduly burdensome which focused on whether the ESI is accessible or inaccessible. See note 88, infra.



55



One method approved of by the Texas Supreme Court would be for the court to order the responding party to “sample or inspect” the sources of ESI not reasonably available. Weekley Homes, 295 S.W .3d at 315; Fed. R. Civ. P. 26(b)(2)(b).



56



Tex. R. Civ. P. 193.4(a), 195.1.



57



Weekley Homes, 295 S.W .3d at 315.



58



Id.



59



Tex. R. Civ. P. 192.4.



60



Fed. R. Civ. P. 26(b)(2)(C)(iii). This is the same standard used on the federal level for determining whether the production of ESI imposes an “undue burden” on the requesting party. Fed. R. Civ. P. 26(c). 61



63



Weekley Homes, 295 S.W .3d at 317-18.



64



Id. at 319. The examples of such a direct relationship cited by the Court all involved claims where a company’s proprietary information had allegedly been surreptitiously transferred to its employees’ personal computers. See also Honza, 242 S.W .3d at 580.



Tex. R. Civ. P. 192.4(b).



62



Tex. R. Civ. P. 192.4(b). These factors for ordering the production of ESI not reasonably available are similar, but not identical, to the seven factors for cost-shifting established in Zubulake. Zubulake, 217 F.R.D. 322. The two tests are theoretically aimed at the same target. Both Texas and federal



65



An expert in computer forensics may be qualified to conduct such an investigation. The International Association of Computer Investigative Specialists provides certification for 7
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access that storage device.66 However, those experts will not be given carte blanche authorization to review the storage devices.67 Instead, an expert will typically be allowed to make a mirror image of the responding party’s electronic storage device.68 The expert must then conduct their analysis subject to the terms of a protective order, which usually prohibits them from disclosing confidential or privileged information.69 The expert will then compile the responsive documents recovered and provide copies to the requesting party.70 The responding party reviews those documents, produces the responsive ones, and drafts a privilege log for those withheld.71 Finally, the trial court conducts an in camera inspection of the withheld information to determine its discoverability.72 Throughout this process, courts should impose reasonable limits on discovery, while addressing privilege, privacy, and confidentiality concerns. 73 I.



procedure is attached as Appendix A. First, the requesting party must make a specific request for ESI discoverable under 196.4. Second, the responding party must produce all responsive ESI that is reasonably available in the ordinary course of business. Third, for all responsive ESI that is irretrievable through reasonable means, the responding party must make an objection to production on those grounds. Fourth, either party may request a hearing on the responding party’s objection. The requesting party usually requests such a hearing by means of a motion to compel. Fifth, at the hearing on the responding party’s objection, that party has the burden of proving that the ESI requested is not reasonably available because of undue burden or cost. Sixth, if the responding party makes such a showing, the burden shifts to the requesting party to prove that the benefits of producing the ESI outweigh the burdens. Fulfilling this burden establishes the discoverability of ESI. Seventh, if the requesting party makes such a showing, they must pay the reasonable expenses of any extraordinary steps required to retrieve and produce the ESI. It is presumed, but not required, that the responding party pay all other costs of production. The court may apportion the remaining costs to either or both parties after conducting a factual inquiry. Eighth and finally, when the costs have been paid and the information retrieved, the responding party must produce the ESI.



Procedures for Determining Discoverability and Cost



Weekley Homes articulated the procedure for the parties and the court to follow regarding the discovery and cost-shifting of ESI. 74 A chart summarizing this



experts in computer forensics, and defines that term as “the retrieval and analysis of data [f]rom a seized computer hard drive or other electronic media...[p]erformed in such a manner that the results are...[r]eproducable by another examiner who...[f]ollowing the same steps, reaches the same conclusions.” IACIS, BASIC Training Certification Training Program, Program Outline and Course Descriptions, 5 (2010), available at www.iacis.com/assets/docs/training/IACIS_ Program_Description-20101.pdf 66



J.



67



Id; see also In re Stern, 321 S.W .3d 828 (Tex. App.– Houston [1st Dist.] 2010) (orig. proceeding), where the trial court erred by not giving the discovery master conducting the search specific search terms to be used in their investigation. Honza, 242 S.W .3d at 582.



69



Id.



70



Id.



Obligation to Preserve ESI



Generally, the obligation to preserve evidence arises when the party in possession of the evidence has notice of its relevance to litigation. 75 The possessing party may receive notice formally through a discovery request, or informally through communication with the opposing party.76 A party must even preserve evidence when they are on notice that “litigation is likely to be



Id. at 318, and cases cited.



68
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75 71



Id.



72



Id.



Turner v. Hudson Transit Lines, Inc., 142 F.R.D. 68, 73 (S.D.N.Y. 1991) (citing Danna v. New York Telephone Co., 752 F.Supp. 594, 616 n. 9 (S.D.N.Y. 1990)).



76 73



Weekley Homes, 295 S.W .3d at 318, and cases cited



74



Id. at 322.



Id. at 72-73 (citing Computer Associates International, Inc. v. American Fundware, Inc., 133 F.R.D. 166, 169 (D. Colo. 1990) and Telectron, Inc. v. Overhead Door Corp., 116 F.R.D. 107, 127 (S.D. Fla. 1987)).
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commenced.” 77 A party is “on notice” of potential litigation when that party could “reasonably anticipate[] litigation.” 78 Federal Rule 37 was amended in 2006 to limit the circumstances under which the court can impose sanctions for evidence destroyed when litigation is imminent:
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thwart discovery obligations by allowing that operation to continue in order to destroy specific stored information that it is required to preserve.” 83 A party must intervene in the routine operation of an information system as part of a “litigation hold” when they have notice of impending litigation. 84 A litigation hold is a directive to suspend destruction of potentially relevant evidence. The failure to issue a litigation hold after the duty to preserve relevant evidence has been well established is considered gross negligence.85 The Dallas Court of Appeals inferentially favored Zubulake IV’s 86 pronouncement that, as a general rule, litigation holds do not apply to backup tapes maintained solely for the purpose of disaster recovery.87 Zubulake IV directly addressed the question of the proper scope of the duty to preserve documents, and indicated that the critical distinction determining whether ESI is subject to a litigation hold is whether it is accessible or inaccessible.88



Absent exceptional circumstances, a court may not impose sanctions under these rules on a party for failing to provide electronically stored information lost as a result of routine, good-faith operation of an electronic information system.79 Regarding the “routine” operation of an electronic information system, the Advisory Committee that proposed this Rule recognized that “[m]any steps essential to computer operation may alter or destroy information, for reasons that have nothing to do with how that information might relate to litigation.” 80 Routine operation includes “the alteration and overwriting of information, often without the operator’s specific direction or awareness.” 81 Regarding the “good-faith” operation of such a system, the Committee wrote that “the ordinary operation of computer systems creates a risk that a party may lose potentially discoverable information without culpable conduct on its part.” 82 Thus, “a party is not permitted to exploit the routine operation of an information system to



83



Id.



84



Id.



85



Pension Committee of the University of Montreal Pension Plan v. Bank of America Securities, LLC, 685 F. Supp. 2d 456, 471 (S.D.N.Y. 2010). Gross negligence under Zubulake also includes the failure to: identify all key players and ensure that their electronic and paper records are preserved; cease deletion of email or preserve records of former employees; and preserve backup tapes when they are the sole source of relevant information or relate to key players. Id.



77



Id. at 73 (citing Capellupo v. FMC Corp., 126 F.R.D. 545, 550-51 & n. 14 (D. Minn. 1989) and Alliance to End Repression v. Rochford, 75 F.R.D. 438, 440 (N.D. Ill. 1976)).



Zubulake v. UBS Warburg, LLC, 220 F.R.D. 212 (S.D.N.Y. 2003) (“Zubulake IV”).



78



87



86



Pension Committee of the University of Montreal Pension Plan v. Bank of America Securities, LLC, 685 F. Supp. 2d 456, 466 (S.D.N.Y. 2010). 79



88



Zubulake IV, 220 F.R.D. at 218. Under Zubulake I, “accessible” ESI includes: (i) online (active) data, such as hard drives; (ii), near-line data, such as optical disks; and (iii) offline data archives, such as back-up hard drives. “Inaccessible” ESI includes: (iv) back-up tapes not designed for non-sequential retrieval of data; and (v) erased, fragmented or damaged data. Zubulake, 217 F.R.D. at 318-319. The essential difference between accessible and inaccessible ESI is whether the data is stored in a format that is “readily usable.” Id. at 320. Accessible ESI is generally not unduly burdensome or expensive to produce, while inaccessible ESI is. Under Zubulake IV, “accessible” ESI is actively used for information retrieval, and “inaccessible” ESI is not actively used for information retrieval. Zubulake IV, 220 F.R.D. at 218. Generally, accessible ESI is subject to litigation holds, while inaccessible ESI is not. Id. Back-up tapes “maintained solely for the purpose of disaster recovery” are inaccessible, and thus not subject to litigation holds. Id.



Fed. R. Civ. P. 37(e) (emphasis added).



80



Fed. R. Civ. P. 37(f) (now 37(e)), notes of the advisory committee to the 2006 amendments (emphasis added). 81



Id. W hile the Committee also wrote that this feature has “no direct counterpart in hard-copy documents,” an analogous situation does occur with palimpsests, documents containing ancient text that may have faded over time and been written over later when the medium was reused. The most famous recent example is Archimedes’ Palimpsest, a 10th century AD parchment containing copies of several lost works of the Greek geometer Archimedes which had been overwritten by a liturgical text three hundred years later. Needless to say, such situations have no direct legal counterpart. 82



Vounckx, 299 S.W .3d at 511.



Id. (emphasis added). 9
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K.



providers (ISPs), and remote computing services 96 such as webmail. Under the Act, these services are not permitted to “divulge to any person or entity the contents of any communication which is carried or maintained on that service.” 97 Several federal cases have allowed third parties such as Facebook, Myspace, Microsoft, Google, and Yahoo to quash discovery subpoenas that seek production of such private information.98 The same rule applies to mobile phone companies that store text messages.99 On the other hand, services are allowed to produce “non-content” information under the Act, such as log data and the identity of the sender and recipient of an email.100 While this ESI is not directly discoverable from the third party, it may still be discoverable by means of a request direct at the party to the litigation who created or stored the ESI. 101



Sanctions for Failure to Produce



The court may impose sanctions on a party that destroys evidence in its possession after being on notice that this evidence is relevant to potential litigation.89 The failure to produce evidence within a party’s control raises a presumption that if produced it would operate against that party.90 The trial court can sanction the destruction of evidence by instructing the jury that it may draw an “adverse inference” favoring the opposing party. 91 Only evidence intentionally–and not merely negligently–destroyed can justify the adverse inference sanction, although there is some sentiment that the sanction should be extended to both.92 L.
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Discovery from Third Parties



Rule 205 permits a party to issue a discovery subpoena to a third party to the litigation for the production of documents.93 These documents may include ESI.94 However, federal law limits what information certain third parties are legally allowed to produce. The Stored Communication Act applies to electronic communication services 95 such as internet service



V. Authentication In order to be admissible, evidence must be authenticated. 102 The authentication requirements for evidence are derived from a sense that courts should not blindly assume that an offered piece of evidence is what it appears to be or what the proponent claims it is.103 Rather, the sponsoring party should be required to offer



Note that Zubulake I and Zubulake IV have different conceptions of when back-up tapes are accessible ESI and when they are inaccessible ESI.



96



Defined as a service which provides “to the public... computer storage or processing services by means of an electronic communication system.” 18 U.S.C. § 2711(2).



89



Wm. T. Thompson Co. v. General Nutrition Corp., 593 F. Supp. 1443, 1455 (C.D. Cal. 1984).



97



90



98



H.E. Butt Grocery Co. v. Bruner, 530 S.W .2d 340, 343 (Tex. Civ. App.–W aco 1975, writ dism’d). This presumption is based on the common law rule omnia praesumuntur contra spoliatorem, meaning “all things are presumed against a despoiler or wrongdoer.” Trevino v. Ortega, 969 S.W .2d 950, 952 (Tex. 1998).



18 U.S.C. § 2702.



See Crispin v. Christian Audigier, Inc., 2010 W L 2293238, *4 (C.D. Cal. 2010); J.T. Shannon Lumber Co., v. Gilco Lumber. Inc., 2008 W L 3833216 (N.D. Miss. 2008); Hone v. Presidente U.S.A., Inc., 2008 U.S. Dist. LEXIS 55722, *4 (N.D. Cal. 2008). 99



Flagg v. City of Detroit, 252 F.R.D. 346 (E.D. Mich. 2008).



91



See Watson v. Brazos Elec. Power Co-op., Inc., 918 S.W.2d 639, 643 (Tex. App.–W aco 1996, no writ); Brewer v. Dowling, 862 S.W .2d 156, 159 (Tex. App.–Fort W orth 1993, writ denied).



100



Freedman v. American Online, Inc., 412 F.Supp.2d 174, 183 (D. Conn 2005); Solarbridge Technologies, Inc. v. Doe, 2010 W L 3419189 (N.D. Cal. 2010) (unpublished).



92



101



See State v. Vasquez, 230 S.W .3d 744, 754 (Tex. App.–Houston [14th Dist.] 2007, no pet.) and cases cited.



See Flagg, 252 F.R.D. 346.



102 93



Tex. R. Civ. P. 205.3.



94



Tex. R. Civ. P. 205.1(c), 199.2(b)(5).



Note that authenticated evidence may still be inadmissible under some other rule of law. See, e.g., Wright v. Lewis, 777 S.W .2d 520, 524 (Tex. App.–Corpus Christi 1989, writ denied); Tex. R. Civ. P. 193, Comment 7; see also section V.D., infra.



95



Defined as “any service which provides to users thereof the ability to send or receive wire or electronic communications.” 18 U.S.C. § 2510(15).



103



5 David W. Louisell & Christopher B. Mueller, Federal Evidence § 506, 16-17 (1981).
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some formal proof of the evidence’s true identity. 104 The issues of identification and authenticity arise whenever the relevancy of evidence depends on its identity, source, or connection to a specific person, place, thing, or event that is at issue in the litigation.105 The requirement of authentication or identification as a condition precedent to admissibility is satisfied by evidence sufficient to support a finding that the matter in question is what its proponent claims. 106 The Rules of Evidence provide ten specific examples of how different types of evidence may be authenticated under this general rule.107 However, Texas has no Rules of Evidence specifically governing authentication of ESI. Instead, a particular type of electronic information is authenticated using the same predicate as the tangible thing of which it is an electronic representation.108 But one of the inexorable differences between ESI and its tangible counterpart is that electronic information can be surreptitiously manipulated many times easier and more elusively than written documents, photos, or records. Some courts slightly modify their authentication standards to account for this potential, but some do not. A.
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[T]he showing of authenticity is not on a par with more technical evidentiary rules, such as hearsay exceptions, governing admissibility. Rather, there need only be a prima facie showing, to the court, of authenticity, not a full argument on admissibility. Once a prima facie case is made, the evidence goes to the jury and it is the jury who will ultimately determine the authenticity of the evidence, not the court. The only requirement is that there has been substantial evidence from which they could infer that the document was authentic.110 “Authenticated” evidence is actually authentic only insofar as it could be what its proponent claims it to be. Often, the debate over whether ESI could be what it is claimed to be focuses on whether it was created by the person by whom it is claimed to be. C.



Authentication of Particular Types of ESI 1.



E-mails and Electronic Messages



E-mail correspondence are authenticated under the same predicate as written correspondence:



Authentication of Documents Produced in Discovery



Distinctive characteristics and the like. Appearance, contents, substance, internal patterns, or other distinctive characteristics, taken in conjunction with circumstances.111



A party’s production of a document in response to written discovery authenticates the document for use against that party unless they make a good faith objection to the authenticity of the document.109



E-mails may also be authenticated by testimony: B.



Legal Requirements for Authentication Testimony of a witness with knowledge. Testimony that a matter is what it is claimed to be.112



Authentication requires only a prima facie showing that the evidence is what it is claimed to be:



104



These rules have been used by Texas courts to authenticate e-mails.113



Id. at 17.



105



See 2 Steven Goode, Texas Practice: Guide to the Texas Rules of Evidence: Civil and Criminal § 901.1, 192 (2d ed. 1993).



110



United States v. Gotchman, 547 F.2d 778, 784 (3rd Cir. 1976).



106



Tex. R. Evid. 901(a).



111



Tex. R. Evid. 901(b)(4).



107



Tex. R. Evid. 901(b)(1)-(10).



112



Tex. R. Evid. 901(b)(1).



108



113



This rule is not recited in the case law, but is instead derived from the way that courts in Texas and the federal system treat the authentication of e-mails, digital photos, and business records, as explained infra, section V.C.



Shea v. State, 167 S.W .3d 98, 104-05 (Tex. App.–W aco 2005, pet. ref’d) (witness testified they were familiar with defendant’s e-mail address, and had received e-mails in question from defendant); Massimo v. State, 144 S.W .3d 210, 216-17 (Tex. App.–Fort W orth 2004, no pet.); Varkonyi v. State, 276 S.W .3d 27, 34-35 (Tex. App.–El Paso 2008, pet. ref’d) (applying “reply-letter doctrine” that e-mail received in due course of mail purportedly in answer to another letter is



109



Tex. R. Civ. P. 193.7; Blanche v. First Nationwide Mortgage Corp., 74 S.W .3d 444, 451-52 (Tex. App.–Dallas 2002, no pet.). 11
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Factors that a court can consider to authenticate an e-mail include the:
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evidence substantively identical to Texas Rule 901 to establish that digital images from a camera taken at a party’s direction are authenticated using the same predicate as “analog” photography.117 A digitally enhanced or altered image can be authenticated and admitted under certain circumstances using predicates focusing on reliability. 118



(1) return-address line; (2) date and time of the correspondence; (3) subject line;



3.



Business Records



(4) contents and context; Electronically stored business records are selfauthenticated under the same standard as tangible business records: 119



(5) internal characteristics such as known spelling or grammatical usage, nicknames, or specialized terms; and



Records of Regularly Conducted Business Activity. A memorandum, report, record, or data compilation, in any form, of acts, events, conditions, opinions, or diagnoses made at or near the time by, or from information transmitted by, a person with knowledge, if kept in the ordinary course of a regularly conducted business activity, ad if it was the regular practice of that business activity to make the memorandum, report, record, or data compilation....120



(6) any other circumstances, such as conversation or event either before or after the e-mail or instant message that tend to make it more likely that this message came from a certain person.114 In some jurisdictions, instant messages require the same authentication predicates as e-mails.115 Sometimes, though, the only way to produce this evidence in tangible, admissible form is to copy and paste the text of the message from one application to another. This additional step in the creation of the ESI renders it much more susceptible to manipulation, a potential which should be addressed during the authentication process.



D.



Other Rules of Law Affecting Admissibility of ESI 1.



2.



Hearsay



Digital Images “‘Hearsay’ is a statement, other than one made by the declarant while testifying at the trial or hearing, offered in evidence to prove the truth of the matter



Digital images stored on a party’s computer that the party had no part in creating would be authenticated for the purposes of admissibility by testimony of a person with knowledge, such as an expert who recovered the ESI.116 Another jurisdiction has applied a rule of



117



Almond v. State, 553 S.E.2d 803, 805 (Ga. 2001); see also Tex. R. Evid. 901(b)(1); Kelley v. State, 22 S.W .3d 642, 644 (Tex. App.–W aco 2000, pet. ref’d) (“Photographs are authenticated by the testimony of any witness who has personal knowledge that the particular item accurately represents the scene or event which the photographs purport to portray.”).



prima facie genuine and admissible without further proof of authenticity). 114



See id.



115



In re F.P., 878 A.2d 91, 95 (Pa. Super. Ct. 2005) (“Essentially, appellant would have us create a whole new body of law just to deal with e-mails or instant messages....W e believe that e-mail messages and similar forms of electronic communication can be properly authenticated within the existing framework of [Rule 901] and Pennsylvania case law.” Note the court’s reluctance to adopt a new paradigm to govern a new form of media, instead opting for a modified form of the traditional approach. Using this same logic, text messages from one phone to another would also require the same predicate. 116



118



See State v. Hayden, 950 P.2d 1024, 1026 (W ash. Ct. App. 1998); Nooner v. State, 907 S.W.2d 677, 686 (Ark. 1995). 119



Voss v. Southwestern Bell Telephone Co., 610 S.W .2d 537, 538-39 (Tex. Civ. App.–Houston [1st Dist.] 1980, writ ref’d n.r.e.); Longoria v. Greyhound Lines, Inc., 699 S.W .2d 298, 302-03 (Tex. App.–San Antonio 1985, no writ). 120



Tex. R. Evid. 803(6); see also Tex. R. Evid. 803(7), 902(10). Note that business records are authenticated in the same manner as they are excepted from the hearsay rule.



See Tex. R. Evid. 901(b)(1). 12
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asserted.” 121 A “statement” is an oral or written verbal expression, and a “declarant” is a person who makes a statement.122 ESI reproduced in tangible form is sometimes hearsay, and sometimes not. If the ESI is simply stored human input (like a letter written in a word processor), the tangible form is hearsay.123 If the ESI is computergenerated data (like the measurement made by a breathalyzer), then the tangible form is not hearsay.124



Chapter 64



therefrom. If data are stored in a computer or similar device, any printout or other output readable by sight, shown to reflect the data accurately, is an “original.” 126 The best evidence rule is only invoked when the contents of the document in question are related to a dispositive–as opposed to collateral–issue in the case.127 VI. Practical Uses of ESI



2.



Best Evidence Rule In the practice of family law, electronically stored information can be useful in different circumstances. The most commonly seen situations involve a claim of adultery evidenced by emails, mobile phone call logs and text messages, and social networking communications. Another frequently requested form of ESI is images on a spouse’s computer, which may be relevant to a trial court’s analysis of the best interest of the child, or perhaps a factor to be considered in the court’s property division. Other sources of ESI useful in divorces include: search engine histories; browser histories and cookies; instant message or chat room logs; postings on a BBS such as an internet forum or blog; photos uploaded to an image hosting site such as Photobucket, Flickr, or Tumblr; and, of course, Twitter posts.128 When a spouse has an ownership interest in a thirdparty business entity (such as a closely-held corporation or limited partnership), different types of ESI become relevant. For instance, a party attempting to prove an alter ego claim against their spouse may request electronic business records like financial statements, transaction logs, and ledgers. These forms of ESI invoke the rules for discovery from third parties, unless the entity has been joined as a party to the suit.



The Texas Rules of Evidence “codify” the common law best evidence rule: To prove the content of a writing, recording, or photograph, the original writing, recording, or photograph is required....A duplicate is admissible to the same extent as an original unless (1) a question is raised as to the authenticity of the original, or (2) in the circumstances it would be unfair to admit the duplicate in lieu of the original.125 Unlike the Rules regarding authentication, the best evidence rule has been amended to make specific provision for ESI: “Writings” and “recordings” consist of letters, words, or numbers or their equivalent, set down by handwriting, type-writing, printing, photostating, photographing, m agnetic impulse, mechanical or electronic recording, or other form of data compilation. ... An “original” of a writing or recording is the writing or recording itself or any counterpart intended to have the same effect by a person executing or issuing it. An “original” of a photograph includes the negative or any print
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Tex. R. Evid. 801(d).
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Tex. R. Evid. 801(a) & (b).
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Murray v. State, 804 S.W.2d 279, 284 (Tex. App.–Fort W orth 1991, writ ref’d).



Tex. R. Evid. 1001(a), (c) (emphasis added).
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See Ali v. State, 26 S.W .3d 82, 88 (Tex. App.–W aco 2000, no pet.).
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Stevenson v. State, 920 S.W .2d 342, 343 (Tex. App.–Dallas 1996, no writ).
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...as former congressman Anthony W einer (D-New York) recently discovered.



Tex. R. Evid. 1002, 1003. 13
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JUSTICE O’NEILL delivered the opinion of the Court.



In this mandamus proceeding, we must decide whether the trial court abused its discretion by ordering four of the defendant’s employees to turn over their computer hard drives to forensic experts for imaging, copying, and searching for deleted emails. Because the plaintiff failed to demonstrate the particular characteristics of the electronic storage devices involved, the familiarity of its experts with those characteristics, or a reasonable likelihood that the proposed search methodology would yield the information sought, and considering the highly intrusive nature of computer storage search and the sensitivity of the subject matter, we hold that the trial court abused its discretion. I. Background In October 2002, relator Weekley Homes, L.P., a homebuilder, entered into an agreement with Enclave at Fortney Branch, Ltd. (Enclave), a residential real estate developer, to purchase 136



developed lots in a subdivision pursuant to a take-down schedule1 (the Builder Contract). In November 2004, after Weekley had purchased some of the lots from Enclave pursuant to the Builder Contract, Enclave and HFG Enclave Land Interests, Ltd. (HFG)2 entered into an agreement whereby Enclave would sell and convey seventy-four of the remaining developed lots to HFG (the Warehouse Contract). Under the Warehouse Contract, Enclave also assigned to HFG its rights to those seventyfour lots under the Builder Contract such that Weekley would be obligated to purchase those lots from HFG. One day before the Warehouse Contract’s execution, Weekley executed a Consent to Assignment and Estoppel Certificate (the Estoppel Certificate), in which Weekley made various express representations, warranties, and covenants to HFG about the state of Enclave’s performance under the Builder Contract up to that point. According to HFG, it relied upon the Estoppel Certificate when it agreed to the terms of the Warehouse Contract. Enclave allegedly failed to perform various obligations owed to HFG under the Warehouse Contract, and HFG sued Enclave in August 2006. Two months later, HFG subpoenaed documents



1



In the real estate development context, a take-down schedule is an agreement between a developer and a home builder under which the homebuilder agrees to purchase a number of developed lots over a scheduled period of time. See, e.g., Medallion Homes, Inc. v. Thermar Inv., Inc., 698 S.W .2d 400, 402 (Tex. App.— Houston [14th Dist.] 1985, no writ), overruled by Ojeda De Toca v. Wise, 748 S.W .2d 449 (Tex. 1988). 2



HFG is a lot warehouser. According to HFG,



Lot warehousing is a sophisticated financing enterprise wherein a real estate developer (typically a business that obtains acreage, subdivides it, installs streets and utilities, thereby creating lots available for sale to homebuilders) conveys vacant lots to a lot warehouser. In turn, the lot warehouser holds the lots and then sells them to one or more pre-arranged homebuilders. By virtue of this agreement, the developer is assured of having money in hand for the lots on a more immediate basis than it would had it sold the lots over time on a take-down basis to the builders.



2



from a number of third parties, including Weekley. After reviewing several of the documents Weekley produced, HFG’s counsel began asking Weekley about the possible existence of other potentially responsive documents relating to the subdivision. In response, Weekley eventually produced approximately 400 additional pages of documents in March 2007. According to HFG, information contained in the documents led it to believe Weekley had made a number of material misrepresentations in the Estoppel Certificate relating to Enclave’s performance under the Builder Contract. In June 2007, HFG added Weekley as a defendant to its pending suit against Enclave, seeking damages for common law fraud and fraudulent inducement, statutory fraud, fraud by nondisclosure, negligence per se, and negligent misrepresentation. In July and December 2007, HFG served Weekley with requests for production including requests that Weekley produce a broad variety of emails3 to and from Weekley and its employees relating to Enclave, the subdivision, and the Builder Contract. HFG specifically requested emails between Enclave and Russell Rice (Weekley’s Division President), Joe Vastano (Weekley’s Area President), Scott Thompson (Weekley’s Project Manager for the subdivision), and Biff Bailey (Weekley’s Land Acquisitions Manager) (collectively “the Employees”), relating to Enclave and the Builder Contract. HFG received thirty-one responsive emails, one of which discussed a third-party engineering analysis (the Slope Stability Analysis) predating the Estoppel Certificate and Warehouse Contract and addressing the existence of multiple



3



In some requests, W eekley asked for “documents,” which the requests defined to include “electronic or email messages.” In others, W eekley specifically asked for emails.



3



unsafe subdivision lots that required remedial measures.4 Weekley produced a copy of the Slope Stability Analysis, but did not produce any additional communications to or from the Employees discussing it. Considering the safety issues HFG contends the Slope Stability Analysis highlighted, and that Weekley allegedly spent $92,000 to remedy those issues, HFG was unconvinced that there was only one email discussing the report. HFG moved to compel Weekley to “search for any emails stored on servers or back up tapes or other media, [and] any email folders in the email accounts of [the Employees].” At the hearing on HFG’s motion, John Burchfield, Weekley’s General Counsel, testified that “each [Weekley] employee has an [email] inbox that’s limited in size. And once you bump that size limit, you have to start deleting things off the inbox in order to be able to receive any more emails.” Burchfield further testified that “[Weekley] forces [employees] to clear out [their] inbox[es] on a regular basis,” so that deleted emails will only be saved if an employee “back[s] them up on [the employee’s] own personal hard drive somehow.” And while deleted emails are saved on backup tapes, they are only retained “[f]or a thirty-day cycle.” The trial court denied HFG’s motion. Based upon information learned at the hearing, HFG filed a “Motion for Limited Access to [Weekley’s] Computers” directing its discovery efforts at the Employees’ hard drives. In essence the motion would, at HFG’s expense, allow any two of four named PricewaterhouseCoopers forensic experts to access the Employees’ computers “for the limited purpose of creating forensic images of the hard drives.” According to the motion, the experts would “make an evidentiary image of the 4



In response to HFG’s First Motion to Compel, W eekley contested the relevance of the Slope Stability Analysis contending it only discussed lots that W eekley had already purchased from Enclave pursuant to the Builder Contract and prior to the W arehouse Agreement. However, W eekley does not request mandamus relief on that basis.



4



[hard drives] using a procedure that is generally accepted as forensically sound.” Once the images are created, the experts would search the images for deleted emails from 2004, the relevant year, containing twenty-one specified terms: slope stability, retaining wall, Holigan, HFG, fence, mow!, landscap!, screening wall, LSI, limited site, Alpha, entry, earnest money, Legacy, defective, lot 1, lot 8, grading, substantial completion, letter of credit, and Site Concrete. Once the responsive documents had been identified, extracted, and copied to some form of electronic media by the experts, Weekley would have the right to review the extracted data and designate which documents or information [Weekley] claims are not relevant, not discoverable, or are subject to any claim of privilege or immunity from which they are withheld under such claims, identifying such withheld documents by page identification number, directory and subdirectory identification, statement of claimed privilege or immunity from discovery, and brief description of the information in question as is required by Tex. R. Civ. Pro. 193.3. After reviewing the extracted data, Weekley would be required to furnish HFG with any responsive documents that were not being withheld. According to the Motion, should HFG, its counsel, or the experts incidentally observe privileged or confidential information, the information would be maintained in strict confidence and otherwise valid privileges or confidentiality rights would not be waived. Failure to comply with the order’s confidentiality provisions would subject the violator to penalties and contempt of court. At the hearing on HFG’s motion, Weekley complained about the intrusiveness of the suggested protocol, pointing out that the forensic experts would have access to private conversations, trade secrets, and privileged communications stored on the Employees’ hard drives. Weekly also complained that requiring the Employees’ hard drives to be “taken out of commission” for imaging



5



would be burdensome and disruptive. And Weekley complained that HFG failed to show the feasibility of “obtain[ing] data that may have been deleted in 2004” using the protocol set forth in the Motion.5 The trial court granted HFG’s motion, and Weekley sought mandamus relief from the court of appeals. In a brief memorandum opinion, the court of appeals denied Weekley’s petition. ___ S.W.3d ___. We granted oral argument in this case to determine whether the trial court abused its discretion by allowing forensic experts direct access to Weekley’s Employees’ electronic storage devices for imaging and searching. II. Analysis A. Rule 196.4's Application 1. Emails are electronic information Texas Rule of Civil Procedure 192.3(b) provides for discovery of documents, defined to include electronic information that is relevant to the subject matter of the action. See TEX . R. CIV . P. 192.3(b) cmt.—1999. Rule 196 governs requests for production of documents, and Rule 196.4 applies specifically to requests for production of “data or information that exists in electronic or magnetic form.” As a threshhold matter, Weekley contends the trial court abused its discretion because HFG did not comply with Texas Rule of Civil Procedure 196.4 governing requests for production of electronic or magnetic data. HFG responds that Rule 196.4 does not apply because



5



W eekley does not contend that the relevant computers or hard drives are unavailable, so access to the actual hard drives in use by the Employees during the relevant time period is not an issue.



6



deleted emails are simply documents governed by the general discovery rules. According to HFG, Rule 196.4 only applies to spreadsheets and statistics, not emails and deleted emails. We see nothing in the rule that would support HFG’s interpretation. Emails and deleted emails stored in electronic or magnetic form (as opposed to being printed out) are clearly “electronic information.” See Conference of Chief Justices, Guidelines for State Courts Regarding Discovery of



Electronically-Stored



Information



v



(2006),



available



at



http://www.ncsconline.org/images/EDisCCJGuidelinesFinal.pdf. Accordingly, we look to Rule 196.4 in analyzing HFG’s requests. B. Rule 196.4's Requirements 1. Specificity Weekley argues that HFG failed to comply with Rule 196.4 because it never specifically requested production of “deleted emails.” Rule 196.4 provides that, “[t]o obtain discovery of data or information that exists in electronic or magnetic form, the requesting party must specifically request production of electronic or magnetic data and specify the form in which the requesting party wants it produced.” TEX . R. CIV . P. 196.4. As we have said, email communications constitute “electronic data,” and their characterization as such does not change when they are deleted from a party’s inbox. Thus, deleted emails are within Rule 196.4's purview and their production was implied by HFG’s request. However, for parties unsophisticated in electronic discovery, such an implication might be easily missed. Rule 196.4 requires specificity, and HFG did not specifically request deleted emails. HFG counters that it did not know how Weekley’s computer system and electronic information storage worked, and thus did not know what to ask for. But it is a simple 7



matter to request emails that have been deleted; knowledge as to the particular method or means of retrieving them is not necessary at the requesting stage of discovery. Once a specific request is made the parties can, and should, communicate as to the particularities of a party’s computer storage system and potential methods of retrieval to assess the feasibility of their recovery.6



But even



though it was not stated in HFG’s written request that deleted emails were included within its scope, that HFG thought they were and was seeking this form of electronic information became abundantly clear in the course of discovery and before the hearing on the motion to compel. The purpose of Rule 196.4’s specificity requirement is to ensure that requests for electronic information are clearly understood and disputes avoided. Because the scope of HFG’s requests was understood before trial court intervention, Weekley was not prejudiced by HFG’s failure to follow the rule and the trial court did not abuse its discretion by ordering production of the deleted emails. To ensure compliance with the rules and avoid confusion, however, parties seeking production of deleted emails should expressly request them. Weekley additionally complains that HFG’s “Motion for Limited Access to [Weekley’s] Computers” is not a permissible discovery device. We agree with HFG, however, that the motion was, in effect, a motion to compel and the trial court properly treated it as such. C. The Trial Court Abused Its Discretion in Allowing Access to Weekley’s Hard Drives on this Record 1. The appropriate procedures under the rules



6



The federal rules recognize the importance of early communication between parties on how electronic information is stored. See F ED . R. C IV . P. 16(b), 26(f). W hile the Texas rules have no counterpart, early discussions between the parties or early discovery directed toward learning about an opposing party’s electronic storage systems and procedures is encouraged.



8



Weekley next contends that, even if a motion to compel may be used to access another party’s hard drives, the trial court abused its discretion by permitting the experts to rummage through the Employees’ computers in search of deleted emails that may no longer exist. Such an invasive procedure is only permissible, Weekley argues, when the requesting party has produced some evidence of good cause or bad faith, together with some evidence that the information sought exists and is retrievable. According to Weekley, HFG failed to make such a demonstration. HFG responds that inconsistencies and discrepancies in a party’s production justify granting access to a party’s hard drives. Additionally, HFG claims it was not required to show the feasibility of retrieval because it is well-settled that deleted emails can, at least in some cases, be retrieved from computer hard drives. Once again, we turn to Rule 196.4 for guidance. When a specific request for electronic information has been lodged, Rule 196.4 requires the responding party to either produce responsive electronic information that is “reasonably available to the responding party in its ordinary course of business,” or object on grounds that the information cannot through reasonable efforts be retrieved or produced in the form requested. Once the responding party raises a Rule 196.4 objection, either party may request a hearing at which the responding party must present evidence to support the objection. TEX . R. CIV . P. 193.4(a). To determine whether requested information is reasonably available in the ordinary course of business, the trial court may order discovery, such as requiring the responding party to sample or inspect the sources potentially containing information identified as not reasonably available. See TEX . R. CIV . P. 193.4(a); cf. TEX . R. CIV . P. 196.7 & cmts.—1999; accord FED . R. CIV . P. 26(b)(2)(b) notes of the advisory committee to the 2006 amendments. The trial court may also allow deposition of 9



witnesses knowledgeable about the responding party’s information systems. See TEX . R. CIV . P. 195.1. Because parties’ electronic systems, electronic storage, and retrieval capabilities will vary in each case, trial courts should assess the reasonable availability of information on a case-by-case basis. Should the responding party fail to meet its burden, the trial court may order production subject to the discovery limitations imposed by Rule 192.4. If the responding party meets its burden by demonstrating that retrieval and production of the requested information would be overly burdensome, the trial court may nevertheless order targeted production upon a showing by the requesting party that the benefits of ordering production outweigh the costs. TEX . R. CIV . P. 192.4. Like assessing the reasonable availability of information, determining the scope of production may require some focused discovery, “which may include sampling of the sources, to learn more about what burdens and costs are involved in accessing the information, what the information consists of, and how valuable it is for the litigation in light of information that can be obtained by exhausting other opportunities for discovery.” FED . R. CIV . P. 26(b)(2)(b) notes of the advisory committee to the 2006 amendments; see also TEX . R. CIV . P. 196.7. To the extent possible, courts should be mindful of protecting sensitive information and should choose the least intrusive means of retrieval. And when the court orders production of not-reasonably-available information, the court “must also order that the requesting party pay the reasonable expenses of any extraordinary steps required to retrieve and produce the information.” TEX . R. CIV . P. 196.4. Because HFG did not initially specifically request deleted emails as Rule 196.4 requires, Weekley had no obligation to object in its response that deleted emails were not “reasonably 10



available . . . in its ordinary course of business.” Id. However, because HFG’s motion to compel clarified the scope of its original request, Weekley was required in its response to HFG’s motion and at the subsequent hearing to make the Rule 196.4 showing. Our limited record does not reflect whether Weekley met its burden.7 However, the trial court’s ultimate decision to order imaging of the Employees’ hard drives and forensic examination implies a finding that the deleted emails were not reasonably available and required extraordinary steps for their retrieval and production. We must decide, then, whether the measures the trial court crafted for retrieving the Employees’ deleted emails were proper under the circumstances presented. Although Rule 196.4 does not provide express guidelines for the manner or means by which electronic information that is not reasonably available in the ordinary course of business may be ordered produced, the federal rules and courts applying them offer some guidance. 2. The federal rules Beginning in 2000, the federal Committee on Rules of Practice and Procedure began intensive work on the subject of computer-based discovery because of growing confusion in the area. See Comm. on Rules of Practice and Procedure, Summary of the Report of the Judicial Conference 22 (2005), available at http://www.uscourts.gov/rules/Reports/ST09-2005.pdf. The Committee’s purpose was to “determine whether changes could be effected to reduce the costs of discovery, to increase its efficiency, to increase uniformity of practice, and to encourage the judiciary to participate more actively in case management when appropriate.” Id. at 24. In 2005, the Committee proposed



7



The court reporter’s record from the hearing on HFG’s First Motion to Compel is absent from the record.



11



amendments to the Federal Rules to better accommodate electronic discovery. Id. at 22. The amendments were supported by The American Bar Association Section on Litigation, the Federal Bar Council, the New York State Bar Association Commercial and Federal Litigation Section, and the Department of Justice, and most of the amendments were unanimously approved by the Committee. Id. at 25. The amendments were ultimately approved by the Judicial Conference and the United States Supreme Court, and have been in effect since December 1, 2006. Although we have not amended our rules to mirror the federal language, our rules as written are not inconsistent with the federal rules or the case law interpreting them. Under Federal Rule of Civil Procedure 26(b)(2)(B), a trial court may order production of information that is not reasonably available only “if the requesting party shows good cause.” In determining whether the requesting party has demonstrated “good cause,” the court must consider, among other factors, whether the burden or expense of the proposed discovery outweighs its likely benefit, considering the needs of the case, the amount in controversy, the parties’ resources, the importance of the issues at stake in the action, and the importance of the discovery in resolving the issues. FED . R. CIV . P. 26(b)(2)(C)(iii). The Texas rules do not expressly require a “good cause” showing before production of not-reasonably-available electronic information may be ordered, but they do require a trial court to limit discovery when the burden or expense of the proposed discovery outweighs its likely benefit, taking into account the needs of the case, the amount in controversy, the parties’ resources, the importance of the issues at stake in the litigation, and the importance of the proposed discovery in resolving the issues.



12



TEX . R. CIV . P. 192.4(b). Thus, both the federal rule and ours require trial courts to weigh the benefits of production against the burdens imposed when the requested information is not reasonably available in the ordinary course of business. We see no difference in the considerations that would apply when weighing the benefits against the burdens of electronic-information production; therefore we look to the federal rules for guidance. Providing access to information by ordering examination of a party’s electronic storage device is particularly intrusive and should be generally discouraged, just as permitting open access to a party’s file cabinets for general perusal would be. The comments to the federal rules make clear that, while direct “access [to a party’s electronic storage device] might be justified in some circumstances,” the rules are “not meant to create a routine right of direct access.” FED . R. CIV . P. 34 notes of the advisory committee to the 2006 amendments. When allowing such access, the comments to Rule 34 warn courts to “guard against undue intrusiveness.” Id. 3. Federal case law Since the 2006 amendments to the federal rules were promulgated, federal case law has established some basic principles regarding direct access to a party’s electronic storage device. As a threshold matter, the requesting party must show that the responding party has somehow defaulted in its obligation to search its records and produce the requested data. See The Scotts Co. v. Liberty Mut. Ins. Co., Civil Action 2:06-CV-899, 2007 U.S. Dist. LEXIS 43005, at *5 (S.D. Ohio June 12, 2007); Diepenhorst v. City of Battle Creek, Case No. 1:05-CV-734, 2006 U.S. Dist. LEXIS 48551, at *10 (W.D. Mich. June 30, 2006) (citing In re Ford Motor Co., 345 F.3d 1315 (11th Cir. 2003)); Powers v. Thomas M. Cooley Law Sch., Case No. 5:05-CV-117, 2006 U.S. Dist. LEXIS 67706, at 13



*14 (W.D. Mich. Sept. 21, 2006). The requesting party should also show that the responding party’s production “has been inadequate and that a search of the opponent’s [electronic storage device] could recover deleted relevant materials.” Diepenhorst, 2006 U.S. Dist. LEXIS 48551, at *9 (citing Simon Prop. Group LP v. MySimon, Inc., 194 F.R.D. 639, 640–641 (S.D. Ind. 2000)). Courts have been reluctant to rely on mere skepticism or bare allegations that the responding party has failed to comply with its discovery duties. The Scotts Co., 2007 U.S. Dist. LEXIS 43005, at *6; Powers, 2006 U.S. Dist. LEXIS 67706, at *15;8 cf. Balfour Beatty Rail, Inc. v. Vaccarello, Case No. 3:06-CV-551-J20MCR, 2007 U.S. Dist. LEXIS 3581, at *7 (M.D. Fl. Jan. 18, 2007) (denying access to responding party’s hard drives where requesting party failed to demonstrate responding party’s non-compliance with its discovery duties); see also McCurdy Group v. Am. Biomedical Group, Inc., 9 Fed. Appx. 822, 831 (10thCir. 2001) (noting that skepticism alone is not sufficient to permit direct access to an opponent’s electronic storage device). Even if the requesting party makes this threshold showing, courts should not permit the requesting party itself to access the opponent’s storage device; rather, only a qualified expert should be afforded such access, Diepenhorst, 2006 U.S. Dist. LEXIS 48851, at *7; accord In re Honza, 242 S.W.3d 578, 583 n.8 (Tex. App.—Waco 2008) (orig. proceeding) (noting that “the expert’s
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See also White v. Graceland Coll. Ctr. for Prof’l Dev. & Lifelong Learning, Inc., Civil Action No. 07-2319CM, 2009 U.S. Dist. LEXIS 22068, at *13 (D. Kan. Mar. 18, 2009) (allowing direct access where requesting party’s expert noted discrepancies in the metadata of certain produced emails); Matthews v. Baumhaft, Case No. 06-11618, 2008 U.S. Dist. LEXIS 42396, at *5 (E.D. Mich. May 29, 2008) (allowing direct access upon a showing of responding party’s discovery misconduct); Ferron v. Search Cactus, L.L.C., Case No. 2:06-CV-327, 2008 U.S. Dist. LEXIS 34599, at *8 (S.D. Ohio Apr. 28, 2008) (allowing direct access where responding party “failed to fulfill his ‘duty to preserve information because of pending or reasonably anticipated litigation’”) (quoting F ED . R. C IV . P. 37 notes of the advisory committee to the 2006 amendments).



14



qualifications are of critical importance when access to another party’s computer hard drives or similar data storage is sought”), and only when there is some indication that retrieval of the data sought is feasible. See Calyon v. Mizuho Sec. USA Inc., 07 Civ. 02241 (RO) (DF), 2007 U.S. Dist. LEXIS 36961, at *17–18 (S.D.N.Y. May 18, 2007); Antioch Co. v. Scrapbook Borders, Inc., 210 F.R.D. 645, 652 (D. Minn. 2002) (citing Playboy Enters. v. Welles, 60 F. Supp. 2d 1050, 1055 (S.D. Cal. 1999)). Due to the broad array of electronic information storage methodologies, the requesting party must become knowledgeable about the characteristics of the storage devices sought to be searched in order to demonstrate the feasibility of electronic retrieval in a particular case. And consistent with standard prohibitions against “fishing expeditions,” see, e.g., In re CSX Corp., 124 S.W.3d 149, 153 (Tex. 2003); Texaco, Inc. v. Sanderson, 898 S.W.2d 813, 815 (Tex. 1995), a court may not give the expert carte blanche authorization to sort through the responding party’s electronic storage device. See Thielen v. Buongiorno USA, Inc., Case No. 1:06-CV-16, 2007 U.S. Dist. LEXIS 8998, at *7–8 (W.D. Mich. Feb. 8, 2007). Instead, courts are advised to impose reasonable limits on production. See In re CSX Corp., 124 S.W.3d at 152; The Scotts Co., 2007 U.S. Dist. LEXIS 43005, at *5; see also Ford, 345 F.3d at 1317 (noting the importance of establishing protocols for the forensic search of a party’s hard drives, such as designating search terms to restrict the search). Courts must also address privilege, privacy, and confidentiality concerns. Calyon, 2007 U.S. Dist. LEXIS 36961, at *14; Frees, Inc. v. McMillian, Civil Action No.. 05-1979, 2007 U.S. Dist. LEXIS 4343, *9 (W.D. La. Jan. 22, 2007). Finally, federal courts have been more likely to order direct access to a responding party’s electronic storage devices when there is some direct relationship between the electronic storage 15



device and the claim itself. See Cenveo Corp. v. Slater, No. 06-CV-2632, 2007 U.S. Dist. LEXIS 8281, at *4 (E.D. Penn. Feb. 2, 2007); Frees, 2007 U.S. Dist. LEXIS 4343, at *9; Ameriwood Indus., Inc. v. Liberman, No. 4:06CV524-DJS, 2006 U.S. Dist. LEXIS 93380, at *5 (E.D. Mo. Dec. 27, 2006); Balboa Threadworks, Inc. v. Stucky, Case No. 05-1157-JTM-DWB, 2006 U.S. Dist. LEXIS 29265, *12 (D. Kan. Mar. 24, 2006). For example, in Ameriwood Industries, Ameriwood sued several former employees claiming they improperly used Ameriwood’s computers, confidential files, and confidential information to sabotage Ameriwood’s business by forwarding its customer information and other trade secrets from Ameriwood’s computers to the employees’ personal email accounts. 2006 U.S. Dist. LEXIS 93380, at *2, *9. Based in part on the close relationship between Ameriwood’s claims and the employees’ computer equipment, the trial court justified “allowing an expert to obtain and search a mirror image of [the employee] defendants” hard drives. Id., at *6. Similarly, in Cenveo Corp., Cenveo sued several former employees for improperly using its computers, confidential trade information, and trade secrets to divert business from Cenveo to themselves. 2007 U.S. Dist. LEXIS 8281, at *1. Borrowing from Ameriwood, the district court authorized a similar order “[b]ecause of the close relationship between plaintiff’s claims and defendants’ computer equipment.” Id. at *4. Finally, in Frees, a former employee was sued for using company computers to remove certain proprietary information. 2007 U.S. Dist. LEXIS 4343, at *2. Noting that the employee’s computers would be “among the most likely places [the employee] would have downloaded or stored the data allegedly missing,” id., at *5, the court allowed direct access to the employee’s work and home computers. Id. 4. HFG did not make the necessary showing 16



In this case, HFG’s motion relied primarily upon discrepancies and inconsistencies in Weekley’s production. According to HFG, Weekley only produced “a handful of emails from Russell Rice, and one email from Biff Bailey,” Weekley’s Division President and Land Acquisitions Manager respectively, while producing “no emails from the email accounts of Scott Thompson or Joe Vastano, both of whom . . . were very involved with the [s]ubdivision.” Additionally, HFG expressed concern about the limited number of emails relating to the Slope Stability Analysis it received despite the importance of that report. Beyond Weekley’s meager document production, HFG relied upon Burchfield’s testimony that Weekley employees do not save deleted emails to their hard drives, and that Burchfield had “no earthly idea . . . whether [the deleted emails are] something a forensic specialist could go in and retrieve.” From this testimony, the trial court could have concluded that HFG made a showing that Weekley did not search for relevant deleted emails that HFG requested. But it does not follow that a search of the Employees’ hard drives would likely reveal deleted emails or, if it would, that they would be reasonably capable of recovery. HFG’s conclusory statements that the deleted emails it seeks “must exist” and that deleted emails are in some cases recoverable is not enough to justify the highly intrusive method of discovery the trial court ordered, which afforded the forensic experts “complete access to all data stored on [the Employees’] computers.” The missing step is a demonstration that the particularities of Weekley’s electronic information storage methodology will allow retrieval of emails that have been deleted or overwritten, and what that retrieval will entail. A complicating factor is the some two-and-a-half years that passed between the time any responsive emails would have been created and the time HFG requested them. Under these circumstances, it 17



is impossible to determine whether the benefit of the forensic examination the trial court ordered outweighs the burden that such an invasive method of discovery imposed. Compare Honza, 242 S.W.3d at 583 n.8. 5. This case differs from Honza We understand the trial court’s predicament, as state law in this area is not clearly defined and the parties’ discovery postures shed more heat than light upon the situation. That being the case, the trial court apparently followed the protocol set forth in the only Texas case to address a similar situation. See Honza, 242 S.W.3d 578. In Honza, A & W Development, L.L.C. assigned to Wesley F. Honza and Robert A. Honza the right to purchase a tract of land under a real estate contract. Id. at 579. Under the terms of the assignment, A & W retained the right to purchase a portion of the assigned tract for construction of a street. Id. According to A & W, an earlier version of the assignment made no mention of a purchase price upon exercise of the right because the consideration negotiated for the partial assignment included what the Honzas should receive for the street. Id. When A & W decided to exercise its right, the Honzas demanded that A & W pay additional consideration. Id. at 580. A & W sued the Honzas seeking declaratory relief and alleging various theories of recovery. In the course of discovery, the Honzas produced two drafts of the partial assignment in electronic form. Id. at 580, 583. However, they did not produce or otherwise make available metadata9 associated with those documents. Id. at 580. The first trial resulted in a mistrial, after which A & W moved to gain access to the Honzas hard drives to obtain the metadata necessary



9



According to the federal rules advisory committee, metadata is “[i]nformation describing the history, tracking, or management of an electronic file.” F ED . R. C IV . P. 26(f) notes of the advisory committee to the 2006 amendments.



18



to identify the points in time when the partial assignment draft was modified. Id. The trial court granted A & W’s motion, crafting a protocol similar to the one ordered in this case. The court of appeals affirmed the trial court’s order, id. at 579, and we denied mandamus relief. Despite the undeniable similarities between the Honza order and the one presented here, there are several important distinctions concerning the contexts in which the two orders were granted. First, in Honza, A & W sought metadata associated with two documents that had already been shown to exist; indeed, the Honzas produced those documents in electronic form in response to discovery requests propounded before the first trial. Id. at 580, 583. Because the Honzas were required to preserve that evidence once it had been requested, there was a reasonable likelihood that a search of the Honzas’ computers would reveal the information A & W sought. In this case, on the other hand, the potential for successful recovery of the Employees’ deleted emails over a two-and-a-halfyear period is much less clear. Moreover, in Honza there was a direct relationship between the hard drives sought and A & W’s claims. As the court of appeals noted, identification of the points in time when the partial assignment draft was modified directly concerned “the issue of whether [the Honzas] altered the partial assignment after the parties concluded their agreement but before the document was presented for execution.” Id. at 580. In contrast, although the deleted emails HFG seeks in this case might reveal circumstantial evidence that the representations Weekley made in the Estoppel Certificate were misleading, there is no claim that the Estoppel Certificate itself was tampered with. While we recognize that a more tenuous link between the electronic storage device and the claim itself is not dispositive, it is a factor trial courts should consider. 19



Finally, in Honza there was extensive testimony from A & W’s expert about his experience and qualifications before access to the Honzas’ computers was ordered. Id. at 583 n.8. Although Weekley does not directly challenge the qualifications of HFG’s forensic experts, nothing was presented to show that the experts were qualified to perform the search given the particularities of the specific storage devices at issue, or that the search methodology would likely allow retrieval of relevant deleted emails. Absent some indication that the experts are familiar with the particularities of the Employees’ hard drives, that they are qualified to search those hard drives, and that the proposed methodology for searching those hard drives is reasonably likely to yield the information sought, Honza does not support the trial court’s order. We conclude that by ordering forensic examination of Weekley’s hard drives without such information, the trial court abused its discretion. See In re CSX Corp., 124 S.W.3d at 152; In re Am. Optical Corp., 988 S.W.2d 711, 714 (Tex. 1998). Because the trial court abused its discretion by granting HFG’s motion without the requisite showing, we need not reach Weekley’s alternative arguments that the search terms the trial court ordered are overly broad, or that the trial court’s order improperly requires Weekley to create the equivalent of a “privilege log” as to irrelevant documents that the search might produce. However, because trial courts should be mindful of protecting sensitive information and utilize the least intrusive means necessary to facilitate discovery of electronic information, the trial court should consider these arguments on remand. D. Summary of Rule 196.4 Procedure A fundamental tenet of our discovery rules is cooperation between parties and their counsel, and the expectation that agreements will be made as reasonably necessary for efficient disposition 20



of the case. TEX . R. CIV . P. 191.2. Accordingly, prior to promulgating requests for electronic information, parties and their attorneys should share relevant information concerning electronic systems and storage methodologies so that agreements regarding protocols may be reached or, if not, trial courts have the information necessary to craft discovery orders that are not unduly intrusive or overly burdensome. The critical importance of learning about relevant systems early in the litigation process is heavily emphasized in the federal rules. Due to the “volume and dynamic nature of electronically stored information,” failure to become familiar with relevant systems early on can greatly complicate preservation issues, increase uncertainty in the discovery process, and raise the risk of disputes. FED . R. CIV . P. 26(f) notes of the advisory committee to the 2006 amendments. With these overriding principles in mind, we summarize the proper procedure under Rule 196.4: —



the party seeking to discover electronic information must make a specific request for that information and specify the form of production. TEX . R. CIV . P. 196.4.



—



The responding party must then produce any electronic information that is “responsive to the request and . . . reasonably available to the responding party in its ordinary course of business.” Id.



—



If “the responding party cannot — through reasonable efforts — retrieve the data or information requested or produce it in the form requested,” the responding party must object on those grounds. Id.



—



The parties should make reasonable efforts to resolve the dispute without court intervention. TEX . R. CIV . P. 191.2.



—



If the parties are unable to resolve the dispute, either party may request a hearing on the objection, TEX . R. CIV . P. 193.4(a), at which the responding party must demonstrate that the requested information is not reasonably available because of undue burden or cost, TEX . R. CIV . P. 192.4(b). 21



—



If the trial court determines the requested information is not reasonably available, the court may nevertheless order production upon a showing by the requesting party that the benefits of production outweigh the burdens imposed, again subject to Rule 192.4’s discovery limitations.



—



If the benefits are shown to outweigh the burdens of production and the trial court orders production of information that is not reasonably available, sensitive information should be protected and the least intrusive means should be employed. TEX . R. CIV . P. 192.6(b). The requesting party must also pay the reasonable expenses of any extraordinary steps required to retrieve and produce the information. TEX . R. CIV . P. 196.4.



—



Finally, when determining the means by which the sources should be searched and information produced, direct access to another party’s electronic storage devices is discouraged, and courts should be extremely cautious to guard against undue intrusion. E. Is Mandamus Appropriate?



Mandamus relief is available when the trial court compels production beyond the permissible bounds of discovery. See Am. Optical, 988 S.W.2d at 715 (no adequate appellate remedy existed where the trial court ordered overly broad discovery). Intrusive discovery measures — such as ordering direct access to an opponent’s electronic storage device — require, at a minimum, that the benefits of the discovery measure outweigh the burden imposed upon the discovered party. TEX . R. CIV . P. 196.4, 192.4. In re Prudential Ins. Co. of Am., 148 S.W.3d 124, 135–36 (Tex. 2004). “If an appellate court cannot remedy a trial court’s discovery error, then an adequate appellate remedy does not exist.” In re Dana Corp., 138 S.W.3d 298, 301 (Tex. 2004). In this case, HFG failed to make the good-cause showing necessary to justify the trial court’s order. The harm Weekley will suffer from being required to relinquish control of the Employees’ hard drives for forensic inspection, and the harm that might result from revealing private 22



conversations, trade secrets, and privileged or otherwise confidential communications, cannot be remedied on appeal. See Walker v. Packer, 827 S.W.2d 833, 843 (Tex. 1992) (noting that a party will not have an adequate remedy by appeal when a trial court’s order “imposes a burden on the producing party far out of proportion to any benefit that may obtain to the requesting party”) (citing Sears, Roebuck & Co. v. Ramirez, 824 S.W.2d 558 (Tex. 1992)); Gen. Motors Corp. v. Lawrence, 651 S.W.2d 732, 733 (Tex. 1983). Accordingly, Weekley is entitled to mandamus relief. III. Conclusion We conditionally grant the writ of mandamus and order the trial court to vacate its Order. We are confident the trial court will comply, and our writ will issue only if it does not. We note that HFG is not precluded from seeking to rectify the deficiencies we have identified.



___________________________________ Harriet O’Neill Justice
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Discovery and Authentication of Electronically Stored Information
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UNITED STATES DISTRICT COURT SOUTHERN DISTRICT OF NEW YORK -----------------------------------X : LAURA ZUBULAKE, : : Plaintiff, : : -against: : UBS WARBURG LLC, UBS WARBURG, and : UBS AG, : : Defendants. : : -----------------------------------X SHIRA A. SCHEINDLIN, U.S.D.J.:



OPINION AND ORDER 02 Civ. 1243 (SAS)



The world was a far different place in 1849, when Henry David Thoreau opined (in an admittedly broader context) that “[t]he process of discovery is very simple.”1



That hopeful maxim



has given way to rapid technological advances, requiring new solutions to old problems.



The issue presented here is one such



problem, recast in light of current technology:



To what extent



is inaccessible electronic data discoverable, and who should pay for its production? I.



INTRODUCTION The Supreme Court recently reiterated that our



“simplified notice pleading standard relies on liberal discovery rules and summary judgment motions to define disputed facts and



1



Henry David Thoreau, A Week on the Concord and Merrimack Rivers (1849). -1-



issues and to dispose of unmeritorious claims.”2



Thus, it is now



beyond dispute that “[b]road discovery is a cornerstone of the litigation process contemplated by the Federal Rules of Civil Procedure.”3



The Rules contemplate a minimal burden to bringing



a claim; that claim is then fleshed out through vigorous and expansive discovery.4 In one context, however, the reliance on broad discovery has hit a roadblock.



As individuals and corporations



increasingly do business electronically5 -- using computers to create and store documents, make deals, and exchange e-mails -the universe of discoverable material has expanded exponentially.6



The more information there is to discover, the



more expensive it is to discover all the relevant information until, in the end, “discovery is not just about uncovering the



2



Swierkiewicz v. Sorema, N.A., 534 U.S. 506, 512 (2002).



3



Jones v. Goord, No. 95 Civ. 8026, 2002 WL 1007614, at *1 (S.D.N.Y. May 16, 2002). 4



See Hickman v. Taylor, 329 U.S. 495, 500-01 (1947).



5



See Wendy R. Liebowitz, Digital Discovery Starts to Work, Nat’l L.J., Nov. 4, 2002, at 4 (reporting that in 1999, ninety-three percent of all information generated was in digital form). 6



Rowe Entm’t, Inc. v. William Morris Agency, Inc., 205 F.R.D. 421, 429 (S.D.N.Y. 2002) (explaining that electronic data is so voluminous because, unlike paper documents, “the costs of storage are virtually nil. Information is retained not because it is expected to be used, but because there is no compelling reason to discard it”), aff’d, 2002 WL 975713 (S.D.N.Y. May 9, 2002). -2-



truth, but also about how much of the truth the parties can afford to disinter.”7 This case provides a textbook example of the difficulty of balancing the competing needs of broad discovery and manageable costs.



Laura Zubulake is suing UBS Warburg LLC, UBS



Warburg, and UBS AG (collectively, “UBS” or the “Firm”) under Federal, State and City law for gender discrimination and illegal retaliation.



Zubulake’s case is certainly not frivolous8 and if



she prevails, her damages may be substantial.9



She contends that



key evidence is located in various e-mails exchanged among UBS employees that now exist only on backup tapes and perhaps other archived media.



According to UBS, restoring those e-mails would



cost approximately $175,000.00, exclusive of attorney time in



7



Rowe, 205 F.R.D. at 423.



8



Indeed, Zubulake has already produced a sort of “smoking gun”: an e-mail suggesting that she be fired “ASAP” after her EEOC charge was filed, in part so that she would not be eligible for year-end bonuses. See 8/21/01 e-mail from Mike Davies to Rose Tong (“8/21/01 e-Mail”), Ex. G to the 3/17/03 Affirmation of James A. Batson, counsel for Zubulake (“Batson Aff.”). 9



At the time she was terminated, Zubulake’s annual salary was approximately $500,000. Were she to receive full back pay and front pay, Zubulake estimates that she may be entitled to as much as $13,000,000 in damages, not including any punitive damages or attorney’s fees. See Memorandum of Law in Support of Plaintiff’s Motion for an Order Compelling Defendants to Produce E-mails, Permitting Disclosure of Deposition Transcript and Directing Defendants to Bear Certain Expenses (“Pl. Mem.”) at 23. -3-



reviewing the e-mails.10



Zubulake now moves for an order



compelling UBS to produce those e-mails at its expense.11 II.



BACKGROUND A.



Zubulake’s Lawsuit UBS hired Zubulake on August 23, 1999, as a director



and senior salesperson on its U.S. Asian Equities Sales Desk (the “Desk”), where she reported to Dominic Vail, the Desk’s manager. At the time she was hired, Zubulake was told that she would be considered for Vail’s position if and when it became vacant. In December 2000, Vail indeed left his position to move to the Firm’s London office.



But Zubulake was not considered for



his position, and the Firm instead hired Matthew Chapin as director of the Desk.



Zubulake alleges that from the outset



Chapin treated her differently than the other members of the Desk, all of whom were male.



In particular, Chapin “undermined



Ms. Zubulake’s ability to perform her job by, inter alia: (a) ridiculing and belittling her in front of co-workers; (b) excluding her from work-related outings with male co-workers and clients; (c) making sexist remarks in her presence; and (d)



10



See 3/26/03 Oral Argument Transcript (“3/26/03 Tr.”) at



14, 44-45. 11



Zubulake also moves for an order (1) directing UBS to pay for the cost of deposing Christopher Behny, UBS’s information technology expert and (2) permitting her to disclose the transcript of Behny’s deposition to certain securities regulators. Those motions are denied in a separate Opinion and Order issued today. -4-



isolating her from the other senior salespersons on the Desk by seating her apart from them.”12



No such actions were taken



against any of Zubulake’s male co-workers. Zubulake ultimately responded by filing a Charge of (gender) Discrimination with the EEOC on August 16, 2001.



On



October 9, 2001, Zubulake was fired with two weeks’ notice.



On



February 15, 2002, Zubulake filed the instant action, suing for sex discrimination and retaliation under Title VII, the New York State Human Rights Law, and the Administrative Code of the City of New York.



UBS timely answered on March 12, 2002, denying the



allegations.



UBS’s argument is, in essence, that Chapin’s



conduct was not unlawfully discriminatory because he treated everyone equally badly.



On the one hand, UBS points to evidence



that Chapin’s anti-social behavior was not limited to women:



a



former employee made allegations of national origin discrimination against Chapin, and a number of male employees on the Desk also complained about him.



On the other hand, Chapin



was responsible for hiring three new females employees to the Desk.13



12



Pl. Mem. at 2.



13



See Defendants’ Memorandum of Law in Opposition to Plaintiff’s Motion for an Order Compelling Defendants to Produce E-Mails, Permitting Disclosure of Deposition Transcript and Directing Defendants to Bear Certain Expenses (“Def. Mem.”) at 2. -5-



B.



The Discovery Dispute Discovery in this action commenced on or about June 3,



2002, when Zubulake served UBS with her first document request. At issue here is request number twenty-eight, for “[a]ll documents concerning any communication by or between UBS employees concerning Plaintiff.”14



The term document in



Zubulake’s request “includ[es], without limitation, electronic or computerized data compilations.”



On July 8, 2002, UBS responded



by producing approximately 350 pages of documents, including approximately 100 pages of e-mails.



UBS also objected to a



substantial portion of Zubulake’s requests.15 On September 12, 2002 -- after an exchange of angry letters16 and a conference before United States Magistrate Judge Gabriel W. Gorenstein -- the parties reached an agreement (the “9/12/02 Agreement”).



With respect to document request twenty-



eight, the parties reached the following agreement, in relevant part: Defendants will [] ask UBS about how to retrieve emails that are saved in the firm’s computer system and will produce responsive e-mails if retrieval is



14



Plaintiff’s First Request for Production of Documents ¶ 28, Ex. E to the Declaration of Kevin B. Leblang, counsel to UBS (“Leblang Dec.”). 15



See Defendants’ Response to Plaintiff’s First Request for Production of Documents, Ex. F to the Leblang Dec. 16



See Exs. G and H to the Leblang Dec. -6-



possible and Plaintiff names a few individuals.17 Pursuant to the 9/12/02 Agreement, UBS agreed unconditionally to produce responsive e-mails from the accounts of five individuals named by Zubulake:



Matthew Chapin, Rose Tong (a human relations



representation who was assigned to handle issues concerning Zubulake), Vinay Datta (a co-worker on the Desk), Andrew Clarke (another co-worker on the Desk), and Jeremy Hardisty (Chapin’s supervisor and the individual to whom Zubulake originally complained about Chapin).



UBS was to produce such e-mails sent



between August 1999 (when Zubulake was hired) and December 2001 (one month after her termination), to the extent possible. UBS, however, produced no additional e-mails and insisted that its initial production (the 100 pages of e-mails) was complete.



As UBS’s opposition to the instant motion makes



clear -- although it remains unsaid -- UBS never searched for responsive e-mails on any of its backup tapes.



To the contrary,



UBS informed Zubulake that the cost of producing e-mails on backup tapes would be prohibitive (estimated at the time at approximately $300,000.00).18 Zubulake, believing that the 9/12/02 Agreement included



17



9/18/02 Letter from James A. Batson to Kevin B. Leblang, Ex. I to the Leblang Dec. (emphasis added). See also 9/25/02 Letter from Kevin B. Leblang to James A. Batson, Ex. K to the Leblang Dec. (confirming the above as the parties’ agreement). 18



See 3/26/03 Tr. at 14 (Statement of Kevin B. Leblang). -7-



production of e-mails from backup tapes, objected to UBS’s nonproduction.



In fact, Zubulake knew that there were additional



responsive e-mails that UBS had failed to produce because she herself had produced approximately 450 pages of e-mail correspondence.



Clearly, numerous responsive e-mails had been



created and deleted19 at UBS, and Zubulake wanted them. On December 2, 2002, the parties again appeared before Judge Gorenstein, who ordered UBS to produce for deposition a person with knowledge of UBS’s e-mail retention policies in an effort to determine whether the backup tapes contained the deleted e-mails and the burden of producing them.



In response,



UBS produced Christopher Behny, Manager of Global Messaging, who was deposed on January 14, 2003.



Mr. Behny testified to UBS’s e-



mail backup protocol, and also to the cost of restoring the relevant data. 19



The term “deleted” is sticky in the context of electronic data. “‘Deleting’ a file does not actually erase that data from the computer’s storage devices. Rather, it simply finds the data’s entry in the disk directory and changes it to a ‘not used’ status -- thus permitting the computer to write over the ‘deleted’ data. Until the computer writes over the ‘deleted’ data, however, it may be recovered by searching the disk itself rather than the disk’s directory. Accordingly, many files are recoverable long after they have been deleted -- even if neither the computer user nor the computer itself is aware of their existence. Such data is referred to as ‘residual data.’” Shira A. Scheindlin & Jeffrey Rabkin, Electronic Discovery in Federal Civil Litigation: Is Rule 34 Up to the Task?, 41 B.C. L. Rev. 327, 337 (2000) (footnotes omitted). Deleted data may also exist because it was backed up before it was deleted. Thus, it may reside on backup tapes or similar media. Unless otherwise noted, I will use the term “deleted” data to mean residual data, and will refer to backed-up data as “backup tapes.” -8-



C.



UBS’s E-Mail Backup System In the first instance, the parties agree that e-mail



was an important means of communication at UBS during the relevant time period.



Each salesperson, including the



salespeople on the Desk, received approximately 200 e-mails each day.20



Given this volume, and because Securities and Exchange



Commission regulations require it,21 UBS implemented extensive email backup and preservation protocols.



In particular, e-mails



were backed up in two distinct ways: on backup tapes and on optical disks. 1.



Backup Tape Storage



UBS employees used a program called HP OpenMail, manufactured by Hewlett-Packard,22 for all work-related e-mail



20



See 3/26/03 Tr. at 14 (Statement of Kevin B. Leblang).



21



SEC Rule 17a-4, promulgated pursuant to Section 17(a) of the Securities Exchange Act of 1934, provides in pertinent part: Every [] broker and dealer shall preserve for a period of not less than 3 years, the first two years in an accessible place . . . [o]riginals of all communications received and copies of all communications sent by such member, broker or dealer (including inter-office memoranda and communications) relating to his business as such. 17 C.F.R. § 240.17a-4(b) and (4). 22



Hewlett-Packard has since discontinued sales of HP OpenMail, although the company still supports the product and permits existing customers to purchase new licenses. See http://www.openmail.com/. -9-



communications.23



With limited exceptions, all e-mails sent or



received by any UBS employee are stored onto backup tapes.



To do



so, UBS employs a program called Veritas NetBackup,24 which creates a “snapshot” of all e-mails that exist on a given server at the time the backup is taken.



Except for scheduling the



backups and physically inserting the tapes into the machines, the backup process is entirely automated. UBS used the same backup protocol during the entire relevant time period, from 1999 through 2001.



Using NetBackup,



UBS backed up its e-mails at three intervals: (1) daily, at the end of each day, (2) weekly, on Friday nights, and (3) monthly, on the last business day of the month.



Nightly backup tapes were



kept for twenty working days, weekly tapes for one year, and monthly tapes for three years.



After the relevant time period



elapsed, the tapes were recycled.25 23



See 1/14/03 Deposition of Christopher Behny (“Behny Dep.”), Ex. M to the Leblang Dec. Unless otherwise noted, all information about UBS’s e-mail systems is culled from the Behny Dep. Because that document has been sealed, repeated pin cites are unnecessary and thus omitted. 24



See generally VERITAS NetBackup Release 4.5 Technical Overview, available at http://www.veritas.com. 25



Of course, periodic backups such as UBS’s necessarily entails the loss of certain e-mails. Because backups were conducted only intermittently, some e-mails that were deleted from the server were never backed up. For example, if a user both received and deleted an e-mail on the same day, it would not reside on any backup tape. Similarly, an e-mail received and deleted within the span of one month would not exist on the monthly backup, although it might exist on a weekly or daily backup, if those tapes still exist. As explained below, if an e-10-



Once e-mails have been stored onto backup tapes, the restoration process is lengthy.



Each backup tape routinely takes



approximately five days to restore, although resort to an outside vendor would speed up the process (at greatly enhanced costs, of course).



Because each tape represents a snapshot of one server’s



hard drive in a given month, each server/month must be restored separately onto a hard drive.



Then, a program called Double Mail



is used to extract a particular individual’s e-mail file.



That



mail file is then exported into a Microsoft Outlook data file, which in turn can be opened in Microsoft Outlook, a common e-mail application.



A user could then browse through the mail file and



sort the mail by recipient, date or subject, or search for key words in the body of the e-mail. Fortunately, NetBackup also created indexes of each backup tape.



Thus, Behny was able to search through the tapes



from the relevant time period and determine that the e-mail files responsive to Zubulake’s requests are contained on a total of ninety-four backup tapes.



mail was to or from a “registered trader,” however, it may have been stored on UBS’s optical storage devices. -11-



2.



Optical Disk Storage



In addition to the e-mail backup tapes, UBS also stored certain e-mails on optical disks.



For certain “registered



traders,” probably including the members of the Desk,26 a copy of all e-mails sent to or received from outside sources (i.e., emails from a “registered trader” at UBS to someone at another entity, or vice versa) was simultaneously written onto a series of optical disks.



Internal e-mails, however, were not stored on



this system. UBS has retained each optical disk used since the system was put into place in mid-1998.



Moreover, the optical



disks are neither erasable nor rewritable.



Thus, UBS has every



e-mail sent or received by registered traders (except internal emails) during the period of Zubulake’s employment, even if the e-



26



In using the phrase “registered trader,” Behny referred to individuals designated to have their e-mails archived onto optical disks. Although Behny could not be certain that such a designation corresponds to Series 7 or Series 63 broker-dealers, he indicated that examples of registered traders include “equity research people, [and] equity traders type people.” See Behny Dep. at 35. He admitted that members of the Desk were probably “registered” in that sense: Q: A: Q: A:



Do you know whether the Asian Equities Sales desk was registered to keep a secondary copy in 1999? I can’t say conclusively. Do you have an opinion? My opinion is yes.



Id. at 36. See also id. (admitting that the same was probably true in 2000 and 2001). -12-



mail was deleted instantaneously on that trader’s system. The optical disks are easily searchable using a program called Tumbleweed.27



Using Tumbleweed, a user can simply log



into the system with the proper credentials and create a plain language search.



Search criteria can include not just “header”



information, such as the date or the name of the sender or recipient, but can also include terms within the text of the email itself.



For example, UBS personnel could easily run a



search for e-mails containing the words “Laura” or “Zubulake” that were sent or received by Chapin, Datta, Clarke, or Hardisty.28 III. LEGAL STANDARD Federal Rules of Civil Procedure 26 through 37 govern discovery in all civil actions.



As the Supreme Court long ago



explained, The pre-trial deposition-discovery mechanism established by Rules 26 to 37 is one of the most significant innovations of the Federal Rules of Civil Procedure. Under the prior federal practice, the pre-trial functions of notice-giving issueformulation and fact-revelation were performed primarily and inadequately by the pleadings. Inquiry into the issues and the facts before trial was narrowly confined and was often cumbersome in method. The new rules, however, restrict the



27



See generally http://www.tumbleweed.com/en/products/solutions/archive.html. 28



Rose Tong, the fifth person designated by Zubulake’s document request, would probably not have been a “registered trader” as she was a human resources employee. -13-



pleadings to the task of general notice-giving and invest the deposition-discovery process with a vital role in the preparation for trial. The various instruments of discovery now serve (1) as a device, along with the pre-trial hearing under Rule 16, to narrow and clarify the basic issues between the parties, and (2) as a device for ascertaining the facts, or information as to the existence or whereabouts of facts, relative to those issues. Thus civil trials in the federal courts no longer need to be carried on in the dark. The way is now clear, consistent with recognized privileges, for the parties to obtain the fullest possible knowledge of the issues and facts before trial.29 Consistent with this approach, Rule 26(b)(1) specifies that, Parties may obtain discovery regarding any matter, not privileged, that is relevant to the claim or defense of any party, including the existence, description, nature, custody, condition, and location of any books, documents, or other tangible things and the identity and location of persons having knowledge of any discoverable matter. For good cause, the court may order discovery of any matter relevant to the subject matter involved in the action. Relevant information need not be admissible at the trial if the discovery appears reasonably calculated to lead to the discovery of admissible evidence. All discovery is subject to the limitations imposed by Rule 26(b)(2)(i), (ii), and (iii).30 In turn, Rule 26(b)(2) imposes general limitations on the scope of discovery in the form of a “proportionality test”: The frequency or extent of use of the discovery methods otherwise permitted under these rules and by any local rule shall be limited by the court if it determines that: (i) the discovery sought is unreasonably cumulative or duplicative, or is obtainable from some other source that is more convenient, less burdensome, or less expensive; 29



Hickman, 329 U.S. at 500-01 (emphasis added).



30



Fed. R. Civ. P. 26(b)(1) (emphasis added). -14-



(ii) the party seeking discovery has had ample opportunity by discovery in the action to obtain the information sought; or (iii) the burden or expense of the proposed discovery outweighs its likely benefit, taking into account the needs of the case, the amount in controversy, the parties' resources, the importance of the issues at stake in the litigation, and the importance of the proposed discovery in resolving the issues.31 Finally, “[u]nder [the discovery] rules, the presumption is that the responding party must bear the expense of complying with discovery requests, but [it] may invoke the district court’s discretion under Rule 26(c) to grant orders protecting [it] from ‘undue burden or expense’ in doing so, including orders conditioning discovery on the requesting party’s payment of the costs of discovery.”32 The application of these various discovery rules is particularly complicated where electronic data is sought because otherwise discoverable evidence is often only available from expensive-to-restore backup media.



That being so, courts have



devised creative solutions for balancing the broad scope of discovery prescribed in Rule 26(b)(1) with the cost-consciousness of Rule 26(b)(2).



By and large, the solution has been to



consider cost-shifting:



forcing the requesting party, rather



than the answering party, to bear the cost of discovery. By far, the most influential response to the problem of 31



Fed. R. Civ. P. 26(b)(2).



32



Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340, 358



(1978). -15-



cost-shifting relating to the discovery of electronic data was given by United States Magistrate Judge James C. Francis IV of this district in Rowe Entertainment.



Judge Francis utilized an



eight-factor test to determine whether discovery costs should be shifted.



Those eight factors are: (1) the specificity of the discovery requests; (2) the likelihood of discovering critical information; (3) the availability of such information from other sources; (4) the purposes for which the responding party maintains the requested data; (5) the relative benefits to the parties of obtaining the information; (6) the total cost associated with production; (7) the relative ability of each party to control costs and its incentive to do so; and (8) the resources available to each party.33



Both Zubulake and UBS agree that the eight-factor Rowe test should be used to determine whether cost-shifting is appropriate.34



33



205 F.R.D. at 429.



34



Zubulake mistakenly identifies the Rowe test as a “marginal utility” test. In fact, “marginal utility” -- a common term among economists, see Istvan Mészáros, Beyond Capital § 3.2 (1995) (describing the intellectual history of marginal utility) -- refers only to the second Rowe factor, the likelihood of discovering critical information. See Rowe, 205 F.R.D. at 430 (quoting McPeek v. Ashcroft, 202 F.R.D. 31, 34 (D.D.C. 2001)). -16-



IV.



DISCUSSION A.



Should Discovery of UBS’s Electronic Data Be Permitted? Under Rule 34, a party may request discovery of any



document, “including writings, drawings, graphs, charts, photographs, phonorecords, and other data compilations. . . .”35 The “inclusive description” of the term document “accord[s] with changing technology.”36



“It makes clear that Rule 34 applies to



electronics [sic] data compilations.”



Thus, “[e]lectronic



documents are no less subject to disclosure than paper records.”37



This is true not only of electronic documents that



are currently in use, but also of documents that may have been deleted and now reside only on backup disks.38 That being so, Zubulake is entitled to discovery of the requested e-mails so long as they are relevant to her claims,39 which they clearly are.



As noted, e-mail constituted a



substantial means of communication among UBS employees.



35



Fed. R. Civ. P. 34(a).



36



Advisory Committee Note to Fed. R. Civ. P. 34.



37



Rowe, 205 F.R.D. at 428 (collecting cases).



38



To that



See Antioch Co. v. Scapbook Borders, Inc., 210 F.R.D. 645, 652 (D. Minn. 2002) (“[I]t is a well accepted proposition that deleted computer files, whether they be e-mails or otherwise, are discoverable.”); Simon Property Group L.P. v. mySimon, Inc., 194 F.R.D. 639, 640 (S.D. Ind. 2000) (“First, computer records, including records that have been ‘deleted,’ are documents discoverable under Fed. R. Civ. P. 34.”). 39



See Fed. R. Civ. P. 26(b)(1). -17-



end, UBS has already produced approximately 100 pages of e-mails, the contents of which are unquestionably relevant.40 Nonetheless, UBS argues that Zubulake is not entitled to any further discovery because it already produced all responsive documents, to wit, the 100 pages of e-mails. argument is unpersuasive for two reasons.



This



First, because of the



way that UBS backs up its e-mail files, it clearly could not have searched all of its e-mails without restoring the ninety-four backup tapes (which UBS admits that it has not done).



UBS



therefore cannot represent that it has produced all responsive emails.



Second, Zubulake herself has produced over 450 pages of



relevant e-mails, including e-mails that would have been responsive to her discovery requests but were never produced by UBS.



These two facts strongly suggest that there are e-mails



that Zubulake has not received that reside on UBS’s backup media.41



40



See, e.g., 8/21/01 e-Mail.



41



UBS insists that “[f]rom the time Plaintiff commenced her EEOC action in August 2001 . . . UBS collected and produced all existing responsive e-mails sent or received between 1999 and 2001 from these and other employees’ computers.” Def. Mem. at 6. Even if this statement is completely accurate, a simple search of employees’ computer files would not have turned up e-mails deleted prior to August 2001. Such deleted documents exist only on the backup tapes and optical disks, and their absence is precisely why UBS’s production is not complete. -18-



B.



Should Cost-Shifting Be Considered? Because it apparently recognizes that Zubulake is



entitled to the requested discovery, UBS expends most of its efforts urging the court to shift the cost of production to “protect [it] . . . from undue burden or expense.”42



Faced with



similar applications, courts generally engage in some sort of cost-shifting analysis, whether the refined eight-factor Rowe test or a cruder application of Rule 34’s proportionality test, or something in between.43 The first question, however, is whether cost-shifting must be considered in every case involving the discovery of electronic data, which -- in today’s world -- includes virtually all cases.



In light of the accepted principle, stated above,



that electronic evidence is no less discoverable than paper evidence, the answer is, “No.”



The Supreme Court has instructed



that “the presumption is that the responding party must bear the expense of complying with discovery requests. . . .”44



Any



principled approach to electronic evidence must respect this presumption. Courts must remember that cost-shifting may effectively 42



Def. Mem. at 9 (quoting Fed. R. Civ. P. 26(c)).



43



See, e.g., Byers v. Illinois State Police, No. 99 C. 8105, 2002 WL 1264004 (N.D. Ill. June 3, 2002); In re BristolMyers Squibb Sec. Litig., 205 F.R.D. 437, 443 (D.N.J. 2002); Rowe, 205 F.R.D. 421; McPeek, 202 F.R.D. 31. 44



Oppenheimer Fund, 437 U.S. at 358. -19-



end discovery, especially when private parties are engaged in litigation with large corporations.



As large companies



increasingly move to entirely paper-free environments, the frequent use of cost-shifting will have the effect of crippling discovery in discrimination and retaliation cases.



This will



both undermine the “strong public policy favor[ing] resolving disputes on their merits,”45 and may ultimately deter the filing of potentially meritorious claims. Thus, cost-shifting should be considered only when electronic discovery imposes an “undue burden or expense” on the responding party.46



The burden or expense of discovery is, in



turn, “undue” when it “outweighs its likely benefit, taking into account the needs of the case, the amount in controversy, the parties’ resources, the importance of the issues at stake in the litigation, and the importance of the proposed discovery in resolving the issues.”47 Many courts have automatically assumed that an undue burden or expense may arise simply because electronic evidence is



45



Pecarsky v. Galaxiworld.com, Inc., 249 F.3d 167, 172 (2d Cir. 2001). 46



Fed. R. Civ. P. 26(c).



47



Fed. R. Civ. P. 26(b)(2)(iii). As noted, a court is also permitted to impose conditions on discovery when it might be duplicative, see Fed. R. Civ. P. 26(b)(2)(i), or when a reasonable discovery deadline has lapsed, see id. 26(b)(2)(ii). Neither of these concerns, however, is likely to arise solely because the discovery sought is of electronic data. -20-



involved.48



This makes no sense.



Electronic evidence is



frequently cheaper and easier to produce than paper evidence because it can be searched automatically, key words can be run for privilege checks, and the production can be made in electronic form obviating the need for mass photocopying.49 In fact, whether production of documents is unduly burdensome or expensive turns primarily on whether it is kept in an accessible or inaccessible format (a distinction that corresponds closely to the expense of production).



In the world



of paper documents, for example, a document is accessible if it is readily available in a usable format and reasonably indexed. Examples of inaccessible paper documents could include (a) documents in storage in a difficult to reach place; (b) documents converted to microfiche and not easily readable; or (c) documents kept haphazardly, with no indexing system, in quantities that make page-by-page searches impracticable.



But in the world of



electronic data, thanks to search engines, any data that is



48



See, e.g., Murphy Oil USA, Inc. v. Fluor Daniel, Inc., No. Civ.A. 99-3564, 2002 WL 246439, at *3 (E.D. La. Feb. 19, 2002) (suggesting that application of Rowe is appropriate whenever “a party, as does Flour [sic], contends that the burden or expense of the discovery outweighs the benefit of the discovery”). 49



See generally Scheindlin & Rabkin, Electronic Discovery, 41 B.C. L. Rev. at 335-341 (describing types of discoverable electronic data and their differences from paper evidence). -21-



retained in a machine readable format is typically accessible.50 Whether electronic data is accessible or inaccessible turns largely on the media on which it is stored.



Five



categories of data, listed in order from most accessible to least accessible, are described in the literature on electronic data storage: 1.



Active, online data: “On-line storage is generally provided by magnetic disk. It is used in the very active stages of an electronic records [sic] life -- when it is being created or received and processed, as well as when the access frequency is high and the required speed of access is very fast, i.e., milliseconds.”51 Examples of online data include hard drives.



2.



Near-line data: “This typically consists of a robotic storage device (robotic library) that houses removable media, uses robotic arms to access the media, and uses multiple read/write devices to store and retrieve records. Access speeds can range from as low as milliseconds if the media is already in a read device, up to 10-30 seconds for optical disk technology, and between 20-120 seconds for sequentially searched media, such as magnetic tape.”52 Examples include optical disks.



3.



Offline storage/archives: “This is removable optical disk or magnetic tape media, which can be



50



See Scheindlin & Rabkin, Electronic Discovery, 41 B.C. L. Rev. at 364 (“By comparison [to the time it would take to search through 100,000 pages of paper], the average office computer could search all of the documents for specific words or combination[s] of words in minute, perhaps less.”); see also Public Citizen v. Carlin, 184 F.3d 900, 908-10 (D.C. Cir. 1999). 51



Cohasset Associates, Inc., White Paper: Trustworthy Storage and Management of Electronic Records: The Role of Optical Storage Technology 10 (April 2003) (“White Paper”). 52



Id. at 11. -22-



labeled and stored in a shelf or rack. Off-line storage of electronic records is traditionally used for making disaster copies of records and also for records considered ‘archival’ in that their likelihood of retrieval is minimal. Accessibility to off-line media involves manual intervention and is much slower than on-line or near-line storage. Access speed may be minutes, hours, or even days, depending on the accesseffectiveness of the storage facility.”53 The principled difference between nearline data and offline data is that offline data lacks “the coordinated control of an intelligent disk subsystem,” and is, in the lingo, JBOD (“Just a Bunch Of Disks”).54 4.



Backup tapes: “A device, like a tape recorder, that reads data from and writes it onto a tape. Tape drives have data capacities of anywhere from a few hundred kilobytes to several gigabytes. Their transfer speeds also vary considerably. . . The disadvantage of tape drives is that they are sequential-access devices, which means that to read any particular block of data, you need to read all the preceding blocks.”55 As a result, “[t]he data on a backup tape are not organized for retrieval of individual documents or files [because] . . . the organization of the data mirrors the computer’s structure, not the human records management structure.”56 Backup tapes also typically employ some sort of data compression, permitting more data to be stored on each tape, but also making restoration more timeconsuming and expensive, especially given the lack



53



Id.



54



CNT, The Future of Tape 2, available at http://www.cnt.com/literature/documents/pl556.pdf. 55



Webopedia, at http://inews.webopedia.com/TERM/t/tape_drive.html. 56



Kenneth J. Withers, Computer-Based Discovery in Federal Civil Litigation (unpublished manuscript) at 15. -23-



of uniform standard governing data compression.57 5.



Erased, fragmented or damaged data: “When a file is first created and saved, it is laid down on the [storage media] in contiguous clusters. . . As files are erased, their clusters are made available again as free space. Eventually, some newly created files become larger than the remaining contiguous free space. These files are then broken up and randomly placed throughout the disk.”58 Such broken-up files are said to be “fragmented,” and along with damaged and erased data can only be accessed after significant processing.59



Of these, the first three categories are typically identified as accessible, and the latter two as inaccessible.60 between the two classes is easy to appreciate.



The difference



Information



deemed “accessible” is stored in a readily usable format. 57



See generally SDLT, Inc., Making a Business Case for Tape, at http://quantum.treehousei.com/Surveys/publishing/survey_148/pdfs/ making_a_business_case_for_tape.pdf (June 2002); Jerry Stern, The Perils of Backing Up, at http://www.grsoftware.net/backup/articles/jerry_perils.html (last visited May 5, 2003). 58



Sunbelt Software, Inc., White Paper: Disk Defragmentation for Windows NT/2000: Hidden Gold for the Enterprise 2, at http://www.sunbelt-software.com/evaluation/455/web/documents/idcwhite-paper-english.pdf (last visited May 5, 2003). 59



See Executive Software, Inc., Identifying Common Reliability/Stability Problems Caused by File Fragmentation, at http://www.execsoft.com/Reliability_Stability_Whitepaper.pdf (last visited May 1, 2003) (identifying problems associated with file fragmentation, including file corruption, data loss, crashes, and hard drive failures); Stan Miastkowski, When Good Data Goes Bad, PC World, Jan. 2000, available at http://www.pcworld.com/resource/printable/article/0,aid,13859,00. asp. 60



See generally White Paper 10-13. -24-



Although the time it takes to actually access the data ranges from milliseconds to days, the data does not need to be restored or otherwise manipulated to be usable.



“Inaccessible” data, on



the other hand, is not readily usable.



Backup tapes must be



restored using a process similar to that previously described, fragmented data must be de-fragmented, and erased data must be reconstructed, all before the data is usable.



That makes such



data inaccessible.61 The case at bar is a perfect illustration of the range of accessibility of electronic data.



As explained above, UBS



maintains e-mail files in three forms: (1) active user e-mail files; (2) archived e-mails on optical disks; and (3) backup data stored on tapes.



The active (HP OpenMail) data is obviously the



most accessible:



it is online data that resides on an active



server, and can be accessed immediately.



The optical disk



(Tumbleweed) data is only slightly less accessible, and falls into either the second or third category.



The e-mails are on



optical disks that need to be located and read with the correct



61



A report prepared by the Sedona Conference recently propounded “Best Practices” for electronic discovery. See The Sedona Conference, The Sedona Principles: Best Practices Recommendations & Principles for Addressing Electronic Document Production (March 2003), (“Sedona Principles”), available at http://www.thesedonaconference.org/publications_html. Although I do not endorse or indeed agree with all of the Sedona Principles, they do recognize the difference between “active data” and data stored on backup tapes or “deleted, shadowed, fragmented or residual data,” see id. (Principles 8 and 9), a distinction very similar to the accessible/inaccessible test employed here. -25-



hardware, but the system is configured to make searching the optical disks simple and automated once they are located.



For



these sources of e-mails -- active mail files and e-mails stored on optical disks -- it would be wholly inappropriate to even consider cost-shifting.



UBS maintains the data in an accessible



and usable format, and can respond to Zubulake’s request cheaply and quickly.



Like most typical discovery requests, therefore,



the producing party should bear the cost of production. E-mails stored on backup tapes (via NetBackup), however, are an entirely different matter.



Although UBS has



already identified the ninety-four potentially responsive backup tapes, those tapes are not currently accessible.



In order to



search the tapes for responsive e-mails, UBS would have to engage in the costly and time-consuming process detailed above.



It is



therefore appropriate to consider cost shifting. C.



What Is the Proper Cost-Shifting Analysis? In the year since Rowe was decided, its eight factor



test has unquestionably become the gold standard for courts resolving electronic discovery disputes.62



62



But there is little



See In re Livent, Inc. Noteholders Sec. Litig., No. 98 Civ. 7161, 2003 WL 23254, at *3 (S.D.N.Y. Jan. 2, 2003) (“the attorneys should read Magistrate Judge Francis’s opinion in [Rowe]. Then Deloitte and plaintiffs should confer, in person or by telephone, and discuss the eight factors listed in that opinion.”); Bristol-Myers Squibb, 205 F.R.D. at 443 (“For a more comprehensive analysis of cost allocation and cost shifting regarding production of electronic information in a different factual context, counsel are directed to the recent opinion in -26-



doubt that the Rowe factors will generally favor cost-shifting. Indeed, of the handful of reported opinions that apply Rowe or some modification thereof, all of them have ordered the cost of discovery to be shifted to the requesting party.63 In order to maintain the presumption that the responding party pays, the cost-shifting analysis must be neutral; close calls should be resolved in favor of the presumption.



The Rowe factors, as applied, undercut that



presumption for three reasons. incomplete.



First, the Rowe test is



Second, courts have given equal weight to all of the



factors, when certain factors should predominate.



Third, courts



applying the Rowe test have not always developed a full factual record. 1.



The Rowe Test Is Incomplete a.



A Modification of Rowe: Additional Factors



Certain factors specifically identified in the Rules are omitted from Rowe’s eight factors.



In particular, Rule 26



requires consideration of “the amount in controversy, the parties’ resources, the importance of the issues at stake in the litigation, and the importance of the proposed discovery in



[Rowe].”). 63



See Murphy Oil, 2002 WL 246439; Bristol-Myers Squibb, 205 F.R.D. 437; Byers, 2002 WL 1264004. -27-



resolving the issues.”64



Yet Rowe makes no mention of either the



amount in controversy or the importance of the issues at stake in the litigation.



These factors should be added.



Doing so would



balance the Rowe factor that typically weighs most heavily in favor of cost-shifting, “the total cost associated with production.”



The cost of production is almost always an



objectively large number in cases where litigating cost-shifting is worthwhile.



But the cost of production when compared to “the



amount in controversy” may tell a different story.



A response to



a discovery request costing $100,000 sounds (and is) costly, but in a case potentially worth millions of dollars, the cost of responding may not be unduly burdensome.65 Rowe also contemplates “the resources available to each party.”



But here too -- although this consideration may be



implicit in the Rowe test -- the absolute wealth of the parties is not the relevant factor.



More important than comparing the



relative ability of a party to pay for discovery, the focus should be on the total cost of production as compared to the resources available to each party.



Thus, discovery that would be



too expensive for one defendant to bear would be a drop in the



64



Fed. R. Civ. P. 26(b)(2)(iii).



65



A word of caution, however: in evaluating this factor courts must look beyond the (often inflated) value stated in the ad damnum clause of the complaint. -28-



bucket for another.66 Last, “the importance of the issues at stake in the litigation” is a critical consideration, even if it is one that will rarely be invoked.



For example, if a case has the potential



for broad public impact, then public policy weighs heavily in favor of permitting extensive discovery.



Cases of this ilk might



include toxic tort class actions, environmental actions, socalled “impact” or social reform litigation, cases involving criminal conduct, or cases implicating important legal or constitutional questions. b.



A Modification of Rowe: Eliminating Two Factors



Two of the Rowe factors should be eliminated: First, the Rowe test includes “the specificity of the discovery request.”



Specificity is surely the touchstone of any



good discovery request,67 requiring a party to frame a request broadly enough to obtain relevant evidence, yet narrowly enough to control costs.



But relevance and cost are already two of the



Rowe factors (the second and sixth).



Because the first and



66



UBS, for example, reported net profits after tax of 942 million Swiss Francs (approximately $716 million) for the third quarter of 2002 alone. See 11/12/02 UBS Press Release, available at http://www.ubswarburg.com/e/port_genint/index_genint.html. 67



See Sedona Principles (Principle 4: “Discovery requests should make as clear as possible what electronic documents and data are being asked for, while responses and objections to discovery should disclose the scope and limits of what is being produced.”). -29-



second factors are duplicative, they can be combined. first factor should be:



Thus, the



the extent to which the request is



specifically tailored to discover relevant information. Second, the fourth factor, “the purposes for which the responding party maintains the requested data” is typically unimportant.



Whether the data is kept for a business purpose or



for disaster recovery does not affect its accessibility, which is the practical basis for calculating the cost of production.68



68



Indeed, although Judge Francis weighed the purpose for which data is retained, his analysis also focused on accessibility: If a party maintains electronic data for the purpose of utilizing it in connection with current activities, it may be expected to respond to discovery requests at its own expense. . . . Conversely, however, a party that happens to retain vestigal data for no current business purpose, but only in case of an emergency or simply because it has neglected to discard it, should not be put to the expense of producing it. 205 F.R.D. at 431 (emphasis added). It is certainly true that data kept solely for disaster recovery is often relatively inaccessible because it is stored on backup tapes. But it is important not to conflate the purpose of retention with accessibility. A good deal of accessible, easily produced material may be kept for no apparent business purpose. Such evidence is no less discoverable than paper documents that serve no current purpose and exist only because a party failed to discard them. See, e.g., Fidelity Nat. Title Ins. Co. of New York v. Intercounty Nat. Title Ins. Co., No. 00 C. 5658, 2002 WL 1433584, at *6 (N.D. Ill. July 2, 2002) (requiring production of documents kept for no purpose, maintained “chaotic[ally]” and “cluttered in unorganized stacks” in an off-site warehouse); Dangler v. New York City Off Track Betting Corp., No. 95 Civ. 8495, 2000 WL 1510090, at *1 (S.D.N.Y. Oct. 11, 2000) (requiring production of documents kept “disorganized” in “dozens of boxes”). -30-



Although a business purpose will often coincide with accessibility -- data that is inaccessible is unlikely to be used or needed in the ordinary course of business -- the concepts are not coterminous.



In particular, a good deal of accessible data



may be retained, though not in the ordinary course of business. For example, data that should rightly have been erased pursuant to a document retention/destruction policy may be inadvertently retained.



If so, the fact that it should have been erased in no



way shields that data from discovery.



As long as the data is



accessible, it must be produced. Of course, there will be certain limited instances where the very purpose of maintaining the data will be to produce it to the opposing party.



That would be the case, for example,



where the SEC requested “communications sent by [a] broker or dealer (including inter-office memoranda and communications) relating to his business as such.”



Such communications must be



maintained pursuant to SEC Rule 17a-4.69



But in such cases,



cost-shifting would not be applicable in the first place; the relevant statute or rule would dictate the extent of discovery and the associated costs.70



Cost-shifting would also be



inappropriate for another reason -- namely, that the regulation 69



See supra, note 20.



70



However, while Zubulake is not the stated beneficiary of SEC Rule 17a-4, see Touche Ross & Co. v. Redington, 442 U.S. 560, 569-70 (1979), to the extent that the e-mails are accessible because of it, it inures to her benefit. -31-



itself requires that the data be kept “in an accessible place.” c.



A New Seven-Factor Test



Set forth below is a new seven-factor test based on the modifications to Rowe discussed in the preceding sections. 1. 2. 3. 4. 5. 6. 7. 2.



The extent to which the request is specifically tailored to discover relevant information; The availability of such information from other sources; The total cost of production, compared to the amount in controversy; The total cost of production, compared to the resources available to each party; The relative ability of each party to control costs and its incentive to do so; The importance of the issues at stake in the litigation; and The relative benefits to the parties of obtaining the information. The Seven Factors Should Not Be Weighted Equally



Whenever a court applies a multi-factor test, there is a temptation to treat the factors as a check-list, resolving the issue in favor of whichever column has the most checks.71 “we do not just add up the factors.”72



But



When evaluating cost-



shifting, the central question must be, does the request impose



71



See, e.g., Big O Tires, Inc. v. Bigfoot 4X4, Inc., 167 F. Supp. 2d 1216, 1227 (D. Colo. 2001) (“A majority of factors in the likelihood of confusion test weigh in favor of Big O. I therefore conclude that Big O has shown a likelihood of success on the merits.”). 72



Noble v. United States, 231 F.3d 352, 359 (7th Cir.



2000). -32-



an “undue burden or expense” on the responding party?73



Put



another way, “how important is the sought-after evidence in comparison to the cost of production?”



The seven-factor test



articulated above provide some guidance in answering this question, but the test cannot be mechanically applied at the risk of losing sight of its purpose. Weighting the factors in descending order of importance may solve the problem and avoid a mechanistic application of the test.



The first two factors -- comprising the marginal utility



test -- are the most important.



These factors include: (1) The



extent to which the request is specifically tailored to discover relevant information and (2) the availability of such information from other sources.



The substance of the marginal utility test



was well described in McPeek v. Ashcroft: The more likely it is that the backup tape contains information that is relevant to a claim or defense, the fairer it is that the [responding party] search at its own expense. The less likely it is, the more unjust it would be to make the [responding party] search at its own expense. The difference is “at the margin.”74 The second group of factors addresses cost issues: “How expensive will this production be?” and, “Who can handle that expense?”



These factors include:



(3) the total cost of



production compared to the amount in controversy, (4) the total



73



Fed. R. Civ. P. 26(b)(iii).



74



202 F.R.D. at 34. -33-



cost of production compared to the resources available to each party and (5) the relative ability of each party to control costs and its incentive to do so.



The third “group” -- (6) the



importance of the litigation itself -- stands alone, and as noted earlier will only rarely come into play.



But where it does, this



factor has the potential to predominate over the others. Collectively, the first three groups correspond to the three explicit considerations of Rule 26(b)(2)(iii).



Finally, the last



factor -- (7) the relative benefits of production as between the requesting and producing parties -- is the least important because it is fair to presume that the response to a discovery request generally benefits the requesting party.



But in the



unusual case where production will also provide a tangible or strategic benefit to the responding party, that fact may weigh against shifting costs. D.



A Factual Basis Is Required to Support the Analysis Courts applying Rowe have uniformly favored cost-



shifting largely because of assumptions made concerning the likelihood that relevant information will be found.



This is



illustrated in Rowe itself: Here, there is a high enough probability that a broad search of the defendants’ e-mails will elicit some relevant information that the search should not be precluded altogether. However, there has certainly been no showing that the e-mails are likely to be a gold mine. No witness has testified, for example, about any e-mail communications that allegedly reflect -34-



discriminatory or anti-competitive practices. Thus, the marginal value of searching the e-mails is modest at best, and this factor, too, militates in favor of imposing the costs of discovery on the plaintiffs.75 But such proof will rarely exist in advance of obtaining the requested discovery.



The suggestion that a plaintiff must not



only demonstrate that probative evidence exists, but also prove that electronic discovery will yield a “gold mine,” is contrary to the plain language of Rule 26(b)(1), which permits discovery of “any matter” that is “relevant to [a] claim or defense.” The best solution to this problem is found in McPeek: Given the complicated questions presented [and] the clash of policies . . . I have decided to take small steps and perform, as it were, a test run. Accordingly, I will order DOJ to perform a backup restoration of the e-mails attributable to Diegelman’s computer during the period of July 1, 1998 to July 1, 1999. . . . The DOJ will have to carefully document the time and money spent in doing the search. It will then have to search in the restored e-mails for any document responsive to any of the plaintiff’s requests for production of documents. Upon the completion of this search, the DOJ will then file a comprehensive, sworn certification of the time and money spent and the results of the search. Once it does, I will permit the parties an opportunity to argue why the results and the expense do or do not justify any further search.76 Requiring the responding party to restore and produce responsive 75



205 F.R.D. at 430. See also Murphy Oil, 2002 WL 246439, at *5 (determining that “the marginal value of searching the e-mail is modest at best” and weighs in favor of costshifting because “Murphy has not pointed to any evidence that shows that ‘the e-mails are likely to be a gold mine’”). 76



202 F.R.D. at 34-35. -35-



documents from a small sample of backup tapes will inform the cost-shifting analysis laid out above.



When based on an actual



sample, the marginal utility test will not be an exercise in speculation -- there will be tangible evidence of what the backup tapes may have to offer.



There will also be tangible evidence of



the time and cost required to restore the backup tapes, which in turn will inform the second group of cost-shifting factors. Thus, by requiring a sample restoration of backup tapes, the entire cost-shifting analysis can be grounded in fact rather than guesswork.77 IV.



CONCLUSION AND ORDER In summary, deciding disputes regarding the scope and



cost of discovery of electronic data requires a three-step analysis: First, it is necessary to thoroughly understand the responding party’s computer system, both with respect to active and stored data.



For data that is kept in an accessible format,



the usual rules of discovery apply:



the responding party should



pay the costs of producing responsive data.



A court should



consider cost-shifting only when electronic data is relatively inaccessible, such as in backup tapes.



77



Of course, where the cost of a sample restoration is significant compared to the value of the suit, or where the suit itself is patently frivolous, even this minor effort may be inappropriate. -36-



Second, because the cost-shifting analysis is so factintensive, it is necessary to determine what data may be found on the inaccessible media.



Requiring the responding party to



restore and produce responsive documents from a small sample of the requested backup tapes is a sensible approach in most cases. Third, and finally, in conducting the cost-shifting analysis, the following factors should be considered, weighted more-or-less in the following order: 1. 2. 3. 4. 5. 6. 7.



The extent to which the request is specifically tailored to discover relevant information; The availability of such information from other sources; The total cost of production, compared to the amount in controversy; The total cost of production, compared to the resources available to each party; The relative ability of each party to control costs and its incentive to do so; The importance of the issues at stake in the litigation; and The relative benefits to the parties of obtaining the information.



Accordingly, UBS is ordered to produce all responsive e-mails that exist on its optical disks or on its active servers (i.e., in HP OpenMail files) at its own expense.



UBS is also



ordered to produce, at its expense, responsive e-mails from any five backups tapes selected by Zubulake.



UBS should then prepare



an affidavit detailing the results of its search, as well as the time and money spent.



After reviewing the contents of the backup



tapes and UBS’s certification, the Court will conduct the



-37-



appropriate cost-shifting analysis. A conference is scheduled in Courtroom 12C at 4:30 p.m. on June 17, 2003.



SO ORDERED: ___________________ Shira A. Scheindlin U.S.D.J. Dated: New York, New York May 13, 2003



-38-
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