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Distributed DBS DISTRIBUTED DB RECOVERY DISTRIBUTED DB SECURITY



DISTRIBUTED DB RECOVERY Objectives



Recovery manager Failure in distributed DB system Steps followed after failure (DB Recovery)



DISTRIBUTED DB SECURITY OBJECTIVES



View management Authorization & protection Semantic integrity constraints



RECOVERY MANAGER It is the process of saving data from failure The major objective of recovery manager is to employ an appropriate technique for recovering the system from a failure and to preserve the database in a consistent state prior to the failure



In the context distributed DB recovery management two terms are often used 1. Reliability 2. Availability



RECOVERY MANAGER RELIABILITY: It refers to the probability that the system under consideration does not experience any failure in a given time period AVAILABILITY: It refers to the probability that the system continues its normal execution according to the specification at a given point in time in spite of failure



FAILURE IN DISTRIBUTED DB SYSTEM  TRANSACTION FAILURE: there are 2 types of failure that cause one or more transactions to fail 1. Application software error 2. System error



A transaction can no longer continue owing to logical error in the application software that is used for database accessing such as bad input, data not found, overflow or resources limit exceeded. The system enters to an undesirable state resulting in the failure of one or more transaction known as system error



FAILURE IN DISTRIBUTED DB SYSTEM SYSTEM CRASH A hardware malfunction or an error in a software may result in the loss of memory which forces the processing of transactions to halt DISK FAILURE A disk block losses its contents as a result of either a head crash or an unreadable media or failure during the data transfer operation. This also leads the processing of transaction to halt



STEPS FOLLOWED AFTER FAILURE All transactions that are affected by the failure must be terminated A message must be broadcast about the failure of the site so that no other site will try to access the failed site A checking must be done periodically to see whether the failed site has recovered or not or alternatively must wait for the message from the failed site that it has recovered On restart, the failed site must initiate a recovery procedure to terminate all partial transactions that were active at the time of failure After local recovery, the failed site must update its data consistency



DISTRIBUTED DB SECURITY DB security is the major concern in the context of both centralized and distributed environment in preserving consistency of database Maintaining DB security in distributed system is more complex because the underlying networks to be made secure DB security refers to the preventive measure for maintaining data integrity Distributed DB security includes view management, protection & authorization, semantic integrity constraints



DISTRIBUTED DB SECURITY A view can be defined as a virtual table or relation that is derived from one or more database relations When a distributed DBMS encounter a reference to a view it can be resolve in two different ways



1. View resolution 2. View materialization



DISTRIBUTED DB SECURITY View resolution To lookup to the definition of view and translate the definition into an equivalent request against the source table of view and then perform that request is known as view resolution



View materialization Stores the view as a temporary table in a database and maintain the changes of the view as the underlying base tables are updated



PROTECTION AND AUTHORIZATION PROTECTION It is a request to prevent unauthorized disclosure and alteration or destruction of data Data protection is generally provided by file system in both centralized and distributed environment A well known method for data protection is Data Encryption In Data encryption data is encoded in Cipher text and it can be decoded into original data as required by using an algorithm



PROTECTION AND AUTHORIZATION AUTHORIZATION



The granting of rights and privileges that enables the users to have legal access to system or system’s object is known as authorization It ensures that only authorized users can access data



SEMANTIC INTEGRITY CONSTRIANTS Distributed DB consistency is ensured by a set of restrictions known as semantic integrity constraints The responsibility of semantic integrity constraints is to verify whether the updates performed by application program violate the consistency of database states If any such violation is detected, the semantic integrity constraints reject the update and perform some action to compensate the effect of update
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Distributed DBS






To lookup to the definition of view and translate the definition into an equivalent request against the source table of view and then perform that request is known as view resolution. âž¢View materialization. Stores the view as a temporary table in a database and maintain the changes of the view as the underlying base tables ... 
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