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Abstract—Security threats in the Internet have been ever increasing, in number, type and means used for attacks. In the face of large-scale attacks, such as DDoS attacks, networks take unacceptable time to respond and mitigate the attacks, resulting in disruption to connections and the losses due to it. In this work, we look into the problem of dynamically mitigating attacks from the perspective of an ISP. An ISP also needs to adapt its network while mitigating attacks. We exploit the software defined networking (SDN) paradigm, and propose to provide mitigation as a service to ISP’s customers. Towards this goal, we formulate the problem of dynamically providing multiple mitigation services as an optimization problem. We carry out simulation studies to evaluate the solution, in terms of service delivered and the number of path disruptions caused to legitimate traffic due to mitigation services. Keywords—security, SDN, DDoS, attack, mitigation



I. I NTRODUCTION The damages inflicted by security attacks in the Internet have been prominently evident over the recent years. One of the most serious attacks is the distributed denial-of-service (DDoS) attack, that often takes advantage of connected devices such as smart phones, user computers, residential routers, cameras, printers, and recently Internet of Things (IoT) devices, to harness an army of compromised machines ready for attack [1] [2]. For example, the Dyn cyberattack in October 2016 affected an entire host of major players across different sectors, including Netflix, Amazon, Spotify, Github, Quora Tumblr, etc. [3]. Prevention of such largescale attacks is challenging due the continuous evolving nature of attacks. Reports suggest that there has been a 140% increase in attacks with rates greater that 100 Gbps in Q4 of 2016 in comparison to Q4 of 2015 [3]. Owing to the changing sophisticated techniques used by attackers, current mitigation methods fall short in terms of swiftness to mitigate. The common solutions to DDoS attacks such as blackholing, filtering and putting up firewalls are not able to respond to attacks in a flexible and adaptive manner. Blackholing refers to the technique of blocking all the traffic destined for a victim by the service provider, dumping the diverted traffic to a ’black hole’ (null route) [4]. However, legitimate traffic also gets dumped into the black Part of this work was done when Dinil Mon Divakaran was affiliated with A*STAR Institute for Infocomm Research (I2 R).



hole along with attack traffic, and hence is not the ideal solution. Filtering uses Access Control Lists (ACLs) and is effective to filter out the non-essential, unnecessary protocols like known ping attacks, however, it is rendered ineffective in today’s sophisticated scenario. Though firewall’s importance is indisputable, they are located far too close to the target to serve as an effective mitigation strategy. Overprovisioning, i.e., allocating extra bandwidth and backup network devices to absorb attack, offers a rudimentary level of protection. However, it is an expensive technique, and yet can be conveniently overpowered with an increase in attack rate. Legacy networks take unacceptable time to recover from attack, and they demand the need to configure switches and routers with new rules. Reconfiguration of network often involve network administrators, thereby making the process not only slow but also error-prone. As have been experienced, networks easily take hours to recover from largescale DDoS attacks. Attack mitigation would not be effective unless routers in the affected paths have been successfully reconfigured to handle attack. Thus there is a need of an infrastructure that is able to adapt to mitigation policies dynamically. In this context, we envision Software Defined Networking (SDN) paradigm to offer new techniques for network security and forensics. With a centralized view of the network, and decoupling of control plane from data plane, SDN can enable new efficient, effective, quick-todeploy solutions for attack detection, defence and mitigation. In this work, we decouple attack detection from attack mitigation. Attacks can be detected by separate solutions, either at ISPs or at customer end. We aim to provide attack mitigation as a value added service to the customer base using SDN capabilities. The three mitigation services of interest are: 1) Blocking: When the information of the attack traffic is very precise and does not overlap with any genuine traffic, then the customer can request the ISP to block the specific traffic. 2) Rate-limiting: In the event a customer cannot precisely identify the attack traffic, it can choose to avail the service of limiting the rate of suspicious traffic. For example, DNS reflection and amplification attacks focus on flooding the victim using legitimate DNS servers. Hence the traffic from the reflected servers might



contain legitimate traffic that is difficult to differentiate. Blocking all traffic from legitimate machines used for reflection attacks would hinder normal connectivity. Indeed, if reflection is used in DDoS attacks, simply blocking all traffic from the reflecting server fulfils the purpose of the attack, as it results in disruptions to legitimate connections. Therefore, by requesting for rate limiting service, a customer specifies an aggregate of suspicious traffic it wishes to receive, thereby limiting the impact of the attack. The rate limiters can be enforced on per-flow basis using SDN, allowing the network to react in real-time. 3) Redirecting: Suspicious attack traffic (such as unusual traffic spike, phishing emails, etc.) may also be sent to scrubbers for deeper analysis. A scrubber is responsible to clean the suspicious traffic of spurious and attack traffic, and will allow (based on the scrubber’s capability) only legitimate traffic to pass. Such a request for redirection might be challenging for an ISP, since there might not be sufficient bandwidth to redirect the suspicious traffic to the destination(s). Therefore, depending on the availability of bandwidth, a part of identified traffic might be sent to scrubber, and the rest to the customer. Besides, it is also desirable to keep the number of disrupted normal (legitimate) traffic flows to a minimum. To achieve such path changes, the SDN controller also needs to install rules in the switches, which in itself affects ongoing traffic sessions. We argue that, providing dynamic mitigation services will significantly help to respond against cyber attacks quickly. Consider the case of DDoS attack, when dynamic mitigation services are provided by ISPs. A DDoS attack is easily detected at the victim as the rate (or impact) is very high. Therefore, the victim can instantly request its ISP(s) to mitigate against the attack traffic. The ISP not only dynamically changes its network state in response, but also requests its upstream ISPs to do similarly. This chain of triggering will result not only in drastically reducing the intensity of the attack, but also in identifying the sources of attack, both as quick as the propagation of mitigation requests. We formulate the problem of providing mitigation services as an optimization problem. The services also result in adapting the network to different state, in terms of flows routed in different paths and bandwidth available. We use simulations to provide the first results of this work. Our simulations show that services delivered to customers are dependent on the background traffic, customer’s demand and the constraints on path disruptions of active legitimate traffic sessions permitted by an ISP. After discussing related works in the next section, we describe the system model in Section III. In Section IV, we formulate the mitigation services as an optimization problem, and in Section V we evaluate the performance of



our solution. II. R ELATED W ORKS The literature has a number of solutions of DDoS mitigations. ISPs also have commercial appliances to (detect as well as) block DDoS traffic. But as they are intended to work on legacy networks, the solutions are static in nature. For example, a DDoS prevention appliance requires the ISP to route the traffic through the appliance. Besides, existing solutions are not catered for dynamic requests for mitigation, primarily because legacy networks do not have such capability. There are approaches that suggest the deployment of middleboxes despite the fact that it increases complexity in terms of accounting, diagnostics and access control [5] [6]. Despite their advantages, the net effect of deploying them results in increased complexity of network design and its operation. In another approach, a flexible and scalable solution was built to mitigate DDoS attack which also took into consideration the dynamic type and nature of attack. It primarily addresses the problem of fixed aggregation points to mitigate, fixed functionality in terms of type, and fixed bandwidth in terms of maximum handling volume [7]. Cloudflare provides DDoS mitigation as a service to its customers [8]. The approach is appealing because it requires no changes in the infrastructure which is already existing. It relies on changes made in the customer’s domain to reroute the suspicious traffic to Cloudflare’s infrastructure. This implies that after the changes are applied on the domain, any attacker that tries to victimize a customer using the DNS name will be redirected to Cloudflare’s infrastructure. However, the assumption that all the traffic would be routed to their cloud-based infrastructure can be easily bypassed by a motivated attacker [9]. This is not the case in our work, where we redirect suspicious traffic to a scrubber which cannot be bypassed, since we have a control on routing with SDN. Some approaches aim to detect and mitigate attacks based on parameters like flow-rate and flow duration [10]. Another approach makes use of scheduling algorithms to detect attacks, in particular DDoS attacks [11]. In this work, we focus on mitigation of attacks and assume that detection mechanisms are performed by the customer. We propose a mathematical formulation to mitigate attacks in network. Leveraging on SDN capabilities, we aim to develop dynamic mitigation strategies so that the network adapts by making necessary changes. III. S YSTEM M ODEL We consider a fixed topology ISP network, with an SDN controller and SDN-enabled switches connected to the controller. The ISP network has ingress and egress switches connected to peering ISPs or customers, through which flows enter and leave its network. Without loss of generality, for the purposes here, we consider an ISP receiving traffic



from other ISPs through its ingress switches, and routing the traffic over its internal network to the egress switches to its customers. A scrubber (with one or more machines) is assumed to be located outside the ISP network. For redirection service, the traffic therefore needs to be routed to one or more destinations identified with the scrubber service. Since our aim is to mitigate the attack as close to the origin as possible, ingress nodes of ISPs would be an ideal choice of location to deploy mitigation solutions. This would also ease the attack load on the ISP network and subsequent connected ISPs on the route to the victim. As mentioned before, we also assume that customers detect the attack by observing anomalous behaviour. We assume the users (direct customers or peering ISPs) have deployed real-time detection of suspicious activity. On detection, the user submits the request for mitigation service(s) to the ISP. At this point of time, the ISP’s network is assumed to have mostly normal traffic. Since our ISP is assumed to be SDN-based, the SDN controller of ISP has a global view of the network state before the attack. During mitigation, ISP strives to attain the network state that was before attack. With SDN capability, the ISP network can act upon received requests on a per-flow basis.



rate-limit a suspected attack, it specifies the desired flow rate it wishes to receive from the service provider. This desired rate is an aggregate of the suspicious traffic which is allowed into the ISP network from different ingress switches. Thus, rate-limiting is done at different ingress switches. This task is convenient using SDN capabilities since it is possible to program the switches on the fly. Similarly, if the customer wishes to analyse the traffic further by sending it to a scrubber, it requests the service of rerouting (possibly) part of the incoming traffic to the scrubber, while allowing the remaining traffic to reach itself. To satisfy a request to redirect traffic, the ISP has change the forwarding rules in the switches. B. Role of SDN The requests from customers for mitigation are sent to the SDN controller of the ISP network. The SDN controller (i) solves the optimization problem (presented in the next section) to obtain the rates as well as the (potentially) modified routing paths of the flows; (ii) the SDN controller then proceeds to enforce the computed flow rates at the ingress switches, as well as (iii) to install the new routing policies at the required switches. IV. P ROBLEM F ORMULATION



A. Assumptions Following is a brief of assumptions we have made. 1) Pre-computed paths: We assume that for every sourcedestination pair (between ingress and egress nodes) within an ISP, we have a set of pre-computed candidate paths for the flows to choose. 2) Attack detection and attack pattern: We assume that a customer detects attacks, and has identified a pattern for matching flows of suspicious traffic. Note that, if the customer has identified a precise signature for attack flows, it might request for blocking service; otherwise, a pattern for suspicious flows will be generated, and the customer might then opt for either rate-limiting service or redirection service. Flows can be distinguished using the 5-tuple of source and destination IP addresses, source and destination ports, and protocol. 3) Genuine request authentication: We assume that the service provider can authenticate requests made by customers for attack mitigation. This implies that there is no possibility of customer’s requests themselves being fraudulent. This is practical, given that an ISP can uniquely identify its customers as well as peering ISPs. 4) Trusted intermediate routers or SDN controller: We assume that the network elements (switches and routers) and the SDN controller can be trusted. As mentioned earlier, we aim to provide the services of blocking, rate limiting and re-directing. When a customer suspects an attack, it requests the service provider for one or more of the three services. If the customer chooses to



A. Mathematical Notations Let G(V, E) denote the graph representing an ISP network topology, where V is set of nodes representing switches and E is set of edges denoting the links connecting these switches. The graph notations are defined below and Table I denotes the list of notations used in optimization formulation. • P is a set of paths available between an ingress switch of ISP and an egress switch where customer is connected • p is a path ∈ P • l is a link in path p, where p ∈ P • bp is the minimum residual bandwidth among all links l in path p ∈ P • ls and ld are source and destination nodes of link l, respectively B. Blocking Service When the customer detects it is under attack, and has the precise signatures required to block the attack traffic, it requests the service of completely blocking the traffic at the ingress switches of ISP. Since this is quite straightforward, it does not need a mathematical formulation. We discuss the more interesting aspects of services of rate limiting and redirecting in greater detail. C. Rate Limiting Service (RLS) Since ISP provides attack mitigation as a value added service, a revenue is collected by ISP in the event of limiting rate of suspicious flows as per customer’s demands.



TABLE I: Notations used for RLS and RD Notation F Fa Fn xf kf R dp



number of legitimate flows that are not disrupted by the rate limited anomalous flows allowed in network with flow rate rf . This can be given by



Meaning Set of flows f ⊂ F, denoting set of suspicious flows ⊂ F, denoting set of legitimate normal flows Rate of flow f at the ISP’s ingress Decision variable, indicating selection of flow f User demanded aggregate rate Decision variable, dp = 1 if path p is selected for routing



With SDN architecture, path changes demand new rules to be installed. This is particularly undesirable during a network attack, since it is the most vulnerable period for legitimate sessions to be disrupted. Thus, our objective is to minimize these disruptions caused by suspicious flows when the customer requests an aggregate rate R of suspicious traffic to be permitted. We define kf as a binary decision variable indicating flow f as selected when kf = 1. The selected flows are the ones that change paths subject to conditions stated below. 1) Objective function: The optimization is done in two stages. Every suspicious flow f that enters through the ingress node of ISP has a rate xf , and after it is permitted inside the network by ISP, it has a rate rf . Let α denote the cost incurred by the ISP in providing this service. Such a cost might be a function of the perturbation caused due to the changes in the rules. We leave the specific definition of the cost out of the scope of our work. We define a utility φ1 , which is maximized in the optimization formulation. Maximize φ1 = (xf − rf ).α
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subject to the following constraints: min(xf ) P ∗ R < rf < x f f ∈Fa xf X
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The first stage assigns a rate for the rate-limited suspicious flows in order to satisfy the user defined aggregate rate (R) given in Constraint 3. To ensure fairness is retained while assigning rf for every flow f , ISP has a minimum traffic allowed per ingress switch which is proportional to the minimum incoming suspicious traffic rate rf . The second stage takes this calculated value of rf as input to the objective function φ2 , and assigns a path p for suspicious flows among P which has the least disruptions. Here N is the total number of legitimate flows active in the network at a particular time. The objective function maximizes the
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The objective function Equation (4) is subject to the constraints given as follows. X
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∀i ∈ V \ {s, d} Since ISP may not have enough bandwidth to accommodate rf on path p, it reroutes legitimate flows in order to accommodate rf . It is desirable to keep the disruptions as low as possible. ISP achieves this by selecting those legitimate flows whose flow-rates xf sum upto at least rf as given in Constraint 5. Then ISP reroutes these selected flows. For this, the binary variable kf = 1 when flow f is selected to be rerouted, and kf = 0 otherwise. The flow conservation constraint is followed by Constraint 6, which states that the amount of flows entering any node must be same as the amount leaving, except for ingress and egress nodes. D. Redirecting Service (RD) When the customer requests for the service of redirecting, ISP reroutes the suspicious flows to a scrubber. Since the rate of suspicious flow could be very high, it might not be possible to route the entire traffic to the scrubber. The customer requests a certain aggregate rate R to be routed to itself, and rest to be routed to scrubber for further analysis. While rerouting legitimate flows, it is undesirable to disrupt more than q ∗ N legitimate flows, where q is a fraction. This puts a limit on the total traffic that can be redirected to scrubber. 1) Objective function: The rate of suspicious traffic reaching customer from each ingress is yf . Therefore the maximum rate which can be redirected to scrubber is xf −yf from every ingress through which suspicious flows enter. In the event of redirection, we have two destinations— customer and scrubber. Our objective is to maximize the traffic redirected to scrubber, by disrupting a maximum of q ∗ N of legitimate flows. Let β be the cost incurred to ISP for providing this service; then the objective function is: X Maximizeψ = (xf − yf ).β (7) f ∈Fa



2) Constraints: Suspicious traffic directed to customer as destination is denoted as yf , and it follows a set of constraints similar to RLS. However, rerouting has another set of constraints, where the scrubber is at a different destination. min(xf ) P ∗ R < yf < x f f ∈Fa xf X
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∀i ∈ V \ {s, d}



While routing traffic to customer, there are some legitimate flows which are rerouted on a different path. Similarly, while rerouting suspicious traffic to scrubber destination, legitimate flows might be affected. We set a constraint on the maximum number of total legitimate flows that can be rerouted. We set an upper bound of q ∗ N legitimate flows that can be disrupted, as shown in Constraint 10. However, the total rate of selected legitimate flow rates xf in path p should be at least equal to the redirected traffic rate to accommodate it as given by Constraint 11. When customer is the destination, the traffic reaching customer is the residual bandwidth of that path p given in Constraint 12. When scrubber is the destination, the maximum traffic redirected is the minimal residual bandwidth bp of that path after rerouting legitimate flows as indicated in Constraint 13. V. P ERFORMANCE E VALUATION A. Settings The evaluation is done in primarily three parts, i.e., flow generation, optimization, and analysis. We generate a fixed topology of V nodes and E edges. Each edge has a capacity associated with it, which is homogeneous for the entire network. We define certain nodes to be connected to customers. These customers could be client ISPs themselves or end-users. We generate legitimate flow requests from



ingress switches to egress switches, each request being defined by source, destination and flow-rate. We assign a flow to the network by randomly choosing a path p from a given set of paths P for every ingress to egress pair. Every time a flow is assigned to the network, we deduct the flow’s rate from all individual link’s capacity in chosen path p. The bandwidth of flows are assumed to be distributed exponentially. This accounts for the background legitimate ongoing sessions for customers. We introduce anomalous flow requests, again following Exponential distribution, but with mean bandwidth much higher than that of legitimate flows. These anomalous flows enter the ISP through the same ingress switches as the legitimate traffic. Similar to legitimate flows, anomalous flows have the same set of paths P to choose from and every path p has certain number of active legitimate flows. In the event of an attack, the customer requests a service to mitigate the attack.



B. Performance Study In our network, we choose a fixed topology with 34 nodes and 56 links connecting these nodes. For all cases, we set the maximum bandwidth of each link as 1000 units. For the demanded services RLS and RD, we generate the background legitimate traffic, the mean of the Exponential distribution is 2 units. None of the links in the network are completely exhausted with legitimate traffic. We conduct 10 experiments and plot the average values. During RLS, the legitimate flows that may be disrupted are rerouted through a new path dynamically due to mitigation. When the user defined aggregate rate R increases, ISP has more suspicious traffic to allow into network to serve customer. This causes an increase in the number of legitimate path disruptions in order to satisfy customer’s demand. We plot the number of legitimate flows changing paths as R increases in Fig. 1. When R is low, majority of the suspicious traffic is routed because of sufficient residual bandwidth in that path p, therefore there is no need of disrupting legitimate sessions. However, when R is high, the residual bandwidth is not sufficient for routing. In such a case, legitimate flows are disrupted to new paths in order to route suspicious flows. Thus we observe an increase in path changes of legitimate flows as R increases. In case of RD, there is a maximum limit on the total number of legitimate sessions changing paths, i.e., q = 0.1 according to Constraint 10, where q is the fraction which determines number of path changes. Since RD requires suspicious traffic to be redirected to scrubber also, a larger proportion of legitimate traffic is disrupted during mitigation as seen in Fig. 1. In Fig. 2, we observe that by rerouting legitimate flows, ISP is able to provide R. Whereas if the network does not adapt dynamically by changing paths, we observe that the traffic routed to customer is lesser than R. The difference between required rate R and traffic directed to customer
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changing paths of legitimate flows allows for delivering of mitigation services as requested by customers. ACKNOWLEDGEMENT
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Fig. 2: Impact of dynamic path changes in RLS during mitigation increases as the bandwidth occupied by legitimate traffic increases. In the event of RD, Fig. 3 plots the amount of suspicious traffic rerouted when disruption of legitimate flows is not allowed, and when the maximum fraction of such disruptions are limited to 0.1 and 0.2. We observe that, overall an ISP can redirect less traffic to scrubber as compared to the cases when disruptions are allowed. VI. C ONCLUSION In this paper we leveraged on the capabilities and functionalities of SDN to enhance network security. We developed an SDN-based framework which provides attack mitigation as a service to ISP’s customers. The services of blocking, rate-limiting or redirecting the suspicious traffic flows are made available by ISP to customers. We developed optimization formulation with the aim of providing these mitigation services while minimizing the number disrupted legitimate flows during the mitigation process. This allows the network to adapt to attacks while still dynamically mitigating attacks. In our system, ISPs can decide on limiting the number disruptions allowed on normal legitimate flows. The simulation studies carried out demonstrated that dynamically
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