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Dynamic Auditing Protocol for Data Storage and Authentication Forwarding in Cloud Computing Subhash Sunagar#1, M.Tech Student Computer Science & Engineering, VTU Belgaum KLE Dr. M. S. Sheshgiri College of Engineering & Technology, Belgaum, Karnataka, India [email protected] Prof. Uttam Patil#2, Assistant Professor Computer Science & Engineering, VTU Belgaum KLE Dr. M. S. Sheshgiri College of Engineering & Technology, Belgaum, Karnataka, India [email protected] Abstract- Cloud storage allows moving the remote data to the centralized large data centers, where the da ta i nt egr it y is not achieved. This paper studies the problem of ensuring the integrity of the data storage in Cloud Computing. Particularly, here we consider the Verifier (TPA) to verify the correctness of the dynamic data stored in cloud. Here the Verifier should efficiently audit the owner’s data without asking for the local copy of t ha t data, this reduces TPA computation cost and supports for user’s privacy, Batch Auditing, also implement the Authentication Forwarding Mechanisms to scale the usability of the servers by connecting many clients to it and forwards the authentication credentials to next level clients, this is done by giving right permissions from the first owner to first few clients to act themselves as owners for next few more clients by First Come First Serve basis, Thus provides server scalability and greater security. Keywords- Data storage, privacy preserving, batch verification, dynamic auditing, authentication forwarding.



1. INTRODUCTION Cloud computing is a promising computing model that enables convenient and on-demand network access to a shared pool of computing resources. Cloud storage is an important service of cloud computing, which allows data owners to move data from their local computing systems to the Cloud. More and more data owners start choosing to host their data in the Cloud. However, this new paradigm of data hosting service also introduces new security challenges [6]. Owners would worry that the data could be lost in the cloud. This is because data loss could happen in any infrastructure, no matter what high degree of reliable measures cloud service providers would take [2], [14]. Sometimes, cloud service providers might be dishonest. They could discard the data that have not been accessed or rarely accessed to save the storage space and claim that the data are still correctly stored in the cloud [6], [8], [12]. Therefore, owners need to be convinced that the data are correctly stored in the cloud. The local management of such huge amount of data is problematic and costly due to the requirements of high storage capacity and qualified personnel. First of all, although the infrastructures under the cloud are much more powerful and reliable than personal computing devices, they are still facing the broad range of both internal and external threats for data integrity [11]. Therefore, Storage-as-a-Service offered by cloud service providers (CSPs) emerged as a solution to mitigate the burden of large local data storage and reduce the maintenance cost by means of outsourcing data storage. Cloud Storage Providers like Microsoft with Sky Drive, Google Documents, and Drop Box etc. have successfully dropped rates of storage available on internet. They promise availability of the data from different systems/locations/networks. Basic security like User based authentication access of data and maintaining offline data to the client’s machine is also supported. Given all the above features still User confidence on the Cloud storage still hampers the usage of the Cloud based Storage [1], [2]. The companies are investing heavily on the servers with massive storage devices divided geographically and interconnected with high bandwidth and speed networks. The utilization, if analyzed is still low in terms of Confidential/secure data hosted by clients. The auditing protocol should have the following properties: 1) Confidentiality. The auditing protocol should keep owner’s data confidential against the auditor. 2) Dynamic auditing. The auditing protocol should support the dynamic updates of the data in the cloud. 3) Batch auditing [6]. The auditing protocol should also be able to support the batch auditing for multiple owners and multiple clouds. Subhash Sunagar, IJRIT
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2. LITERATURE SURVEY A cloud storage service provider should base its pricing on how much storage capacity a business has used, how much bandwidth was used to access its data, and the value-added services performed in the cloud such as security [9]. Ateniese et al. [5] are the first to consider public auditability in their “provable data possession” model for ensuring possession of data files on untrusted storages. However, in their proposed scheme, that is public auditability exposes the linear combination of sampled blocks to external auditor. When used directly, their protocol is not provably privacy preserving, and thus may leak user data information to the external auditor. Unfortunately, all the Cloud Service Providers (CSPs) are not functioning in equal manners. Data storage paradigm in “Cloud” brings about many challenging design issues because of which the overall performance of the system get affected [1], [2]. Important concerns with cloud data storage are: Data correctness at different servers: Servers which stores the owner’s data, as and when owner creates it, and upload it onto the server which sometime experiences some sort of failures. Servers could discard the data that have not been accessed or rarely accessed to save the storage space and claim that the data are still correctly stored in the cloud. Consider the large size of the outsourced electronic data and the client’s constrained resource capability, the core of the problem can be generalized as how can the client find an efficient way to perform periodical integrity verifications without the local copy of data files, by the help of Verifier (TPA) [3], [7]. Accessibility of Data: No unauthorized user can access the owner’s data which have been uploaded on to the server. This can be done by encrypting the data before we upload that data on to the remote servers [13], [15], [16]. This leads to confidentiality feature. For verifying data integrity over cloud servers, researchers have proposed provable data possession technique to validate the intactness of data stored on remote areas [5]. Location Independent Services: The very characteristics of the cloud computing services are the ability to provide services to their clients irrespective of the location of the provider. Services cannot be restricted to a particular location [8]. Here the client, who can sit at any remote area and can freely access the owner’s data. Data recovery/Backup: For data recovery in cloud [3], the user must consider the security concerns.



Figure.1: Cloud working



Here is the working of Cloud, if the user desires to make a document employing an application programmer for instance cloud provides appropriate application running on the server that shows the work done by the user on the shopper browser display [2], [14]. 3. PRELIMINARIES AND DEFINITIONS In this section, we first describe the system model and give the definition of storage auditing protocol. Then, we define the threat model and security model for a storage auditing system. A. Definition of a System Model
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We consider an auditing system for cloud storage as shown in Figure 6, which involves data owners, the cloud server and the Third Party Auditor (verifier). The owners create the data and host their data in the cloud. The cloud server stores the owner’s data and provides the data access to users/clients. The auditor is a trusted third-party that has expertise and capabilities to provide data storage auditing service for both the owners and Servers as in [4], [6]. The system model is categorized into followings: Owner: The owner is facilitated here to securely store the data it wants to distribute for public access. The key associated with the data is then distributed across users for accessing the data shown in figure 2. The owner is facilitated here to continuously analyze the audits (verification) performed by the verifier ( TPA) and get a better understanding of the security status of the documents. Owner encrypts the tag information using RSA encryption algorithm [17], before sending this information to the Verifier (TPA) [15], [16].



Figure.2: System model of the data owner auditing



Third Party Auditing: For the Third Party Auditing (TPA), the system model contains three types of entities: data owners, the cloud server and the Verifier (TPA), as shown in Figure 6. During the system initialization [6], data owners compute the metadata of their data and negotiate the cryptographic keys with the Verifier (TPA) [16], [17] and the Cloud Server. Each auditing query is conducted via a challenge-response auditing protocol, which is explained in below section. This contains three phases: Challenge, Proof and Verification. When the TPA wants to check the correctness of owner’s data stored on the cloud server, it generates tags using Secured Hash Algorithm (SHA) [18], for the received metadata from the owner and then puts a challenge to the cloud server. The cloud server generates a proof of data storage and sends it back to the TPA. Then, the TPA runs the verification to check the correctness of the proof from the cloud server by matching the received tag and generated tag to achieve greater integrity. The implementation of TPA is as shown in figure 3 below.
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Figure.3: Verifier (TPA) implementation



Client: This facilitates Authentication Forwarding Mechanism by the help of chain of clients connected to the server; by the help of this technique we can make best use of cloud servers efficiently, that is shown in figure 4. It scales the data usage on the cloud servers. Also it allows clients to get a view of all data on the server verified by the TPA and thus, facilitates client to access the cloud data. It can able to download the data which are uploaded by the data owner. Authentication Forwarding Mechanism In this paper, for the first time we are introducing the implementation of Authentication Forwarding Mechanism. That is, on the basis of First Come First Serve (FCFS), we are giving the authority of data owner to first few clients. Thus making the first few clients themselves as owners to provide Authentication Credentials to again few more clients which are connected to the cloud server by taking the Authorization Permission from the preceding clients (acts as owner for next few clients), this is shown in figure 4 below.



Figure.4: Authentication Forwarding Paradigm



B. Deign Goals To enable privacy-preserving public auditing for cloud data storage under the aforementioned model, our protocol design should achieve the following security and performance guarantees: • Public auditability: To allow TPA to verify the correctness of the cloud data on demand without retrieving a copy of the whole data or introducing additional online burden to the cloud users [9]. • Integrity: It ensures owner’s data correctness that is stored on the cloud [7]. • Privacy preserving: To ensure that the Verifier (TPA) cannot derive user’s data content, since the data is in encrypted form [4], [6]. Subhash Sunagar, IJRIT
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• • •



Scalability: This paper efficiently scales the usage of cloud servers by connecting a chain of clients to the servers and providing them authority of the data owner, to act themselves as right owner for the next few clients. Lightweight: to allow Verifier (TPA) to perform auditing with minimum communication and computation overhead. Authentication forwarding: To allow one client to provide authentication credentials to few more clients which are connected to the server upon authorized by the client level 1.



C. Problem Statement/Existing System The Existing scenarios of data storage in cloud environments do not provide any kind of assurity in terms of security of data to the user, which is shown in figure 5 below. There are chances of data access by someone in between, or data loss. These environments store data publicly accessible environments and do not perform any audit related operations. The data integrity during the cloud lifetime is not assured and invalid distribution is a major concern in these environments.



Figure.5: Cloud Data storage without Verifier (TPA)



4. PROPOSED SYSTEM In this paper we would like to propose the service model which allow data owner to get benefits from CSPs and maintain trust worthy relation between them. For that three factors are in consideration: • • •



Allow the data owner to outsource their sensitive data to a CSP, and perform full block-level dynamic operations on the outsourced data, i.e. modification, insert, deletion, and update. Authentication and authorization. Build mutual trust between the data owner and CSPs.



Main components as shown in Figure 6: • A Data Owner that can be an organization generating sensitive data to be stored in the cloud and made available for controlled external use. • A Cloud Service Provider who manages cloud servers and provides paid storage space on its infrastructure to store the owner’s files and make them available for authorized users. • Authorized Clients – a set of owner’s clients who have the right to access the remote data. • Lastly a Verifier (TTP).



Figure.6: Cloud Computing Data Storage System using Verifier (TPA)
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First here we propose an efficient and secure dynamic auditing protocol, which can meet the above listed requirements. To solve the data privacy problem, our method is to generate an encrypted proof with the challenge stamp by using the Bi-linearity property of the bilinear pairing, such that the auditor cannot decrypt it but can verify the correctness of the proof [6], [16]. Without using the mask technique, our method does not require any trusted organizer during the batch auditing for multiple clouds. On the other hand, in our method, we let the server to compute the proof as an intermediate node for the verification, such that the auditor can directly use this proof to verify the correctness of the owner’s data. Therefore, our method can greatly reduce the computing loads of the auditor by moving it to the cloud server this is shown in figure 6. Here original contributions can be summarized as follows: 1. We design an auditing framework for cloud storage systems and propose a privacy-preserving and efficient storage auditing protocol. 2. Here the Auditing protocol ensures the data privacy by using cryptography method, instead of using the mask technique. 3. Incurs less communication cost (Light weight) between the Verifier (TPA) and the server. It also reduces the computing loads of the TPA by moving it to the server. 4. We extend our auditing protocol to support the data dynamic operations, which is efficient and provably secure in the random oracle model. 5. We further extend our auditing protocol to support batch auditing for not only multiple clouds but also multiple owners. Our multi cloud batch auditing does not require any additional trusted organizer. The multi owner batch auditing can greatly improve the auditing performance [6], especially in large-scale cloud storage systems. Challenge-Proof Methodology: This mechanism basically takes place in Verifier (TPA) and server. Once the owner sends the metadata information to the Auditor, the auditor puts the challenge request to the server for the tag information (Proof), which is stored onto the server by data owner. Upon receiving the Proof from the server, the auditor then performs verification of owner’s data for data integrity. It performs the encryption of data (Challenge and Proof) with the help of hashing by using public and private keys [17], [18].



5. SOLUTION TO THE PROBLEM We assume the auditor is honest but curious. It performs honestly during the whole auditing procedure, but it is curious about the received data [10]. But the Sever could be dishonest, so to design our Trusted TPA, we prefer the following algorithms. Thus a storage auditing protocol consists of the followings [6]: 1. KeyGen: This key generation algorithm takes no input other than the implicit security parameter. It outputs a secret hash key skh and a pair of secret-public tag key. 2. TagGen -T: The tag generation algorithm takes as inputs an encrypted file M, the secret tag key skt, and the secret hash key skh. For each data block mi, it computes a data tag ti based on skh and skt. It outputs a set of data tags T. 3. Chall -C: The challenge algorithm takes as input the abstract information of the data Minfo (e.g., file identity, total number of blocks, version number, time stamp, etc.). It outputs a challenge C. 4. Prove -P: The prove algorithm takes as inputs the file M, the tags T, and the challenge from the auditor C. It outputs a proof P. 5. Verify: The verification algorithm takes as inputs P from the server, the secret hash key skh, the public tag key pkt, and the abstract information of the data Minfo. It outputs the auditing result as 0 or 1, for secured verification. The main challenge in the design of data storage auditing protocol is the data privacy problem [4], [6], [9]. This is because: • •



For public data, the auditor may obtain the data information by recovering the data blocks from the data proof. For encrypted data, the auditor may obtain content keys somehow through any special channels and could be able to decrypt the data. To solve the data privacy problem, our method is to generate an encrypted proof, such that the auditor cannot decrypt it, but the Auditor can verify the correctness of the proof without decrypting it.



To prevent the eavesdropping of owner’s data we introduce an index table (ITable) to record the abstract information or control information of the data [6]. The ITable consists of four components: Index, Original Block number (Bi), Version (Vi), and Time Stamp (Ti). The Index denotes the current block number of data block mi in the data component M. Bi denotes the original block number of data block mi, and Vi denotes the current version number of data block mi. Ti is the time stamp used for generating the data tag. This ITable is created by the owner during the owner initialization and managed by the auditor. When the owner completes the data dynamic operations [3], it sends an update message to the auditor for updating the ITable that is stored on the auditor. After the confirmation auditing, the auditor sends the result to the owner for the confirmation that the owner’s data Subhash Sunagar, IJRIT
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on the server and the metadata information on the auditor are both up-to-date. This completes the data dynamic operation by enabling insertion, deletion and update operations on the client side. A. Advantages • • • • •



Ensure Privacy of data during the Audit Process by combining the cryptography method. Security analysis of the proposed system, which shows that it is secure against the untrusted server and private against third party verifiers. Our batch auditing protocol can also support the batch auditing for multiple owners. Achieves data integrity of owner’s data by the help of Third-Party Auditor (Verifier). Make best and efficient use of available servers by the help of n number of clients which are connected to the cloud, with the help of Authentication Forwarding mechanism.



6. CONCLUSION In this paper, we proposed an efficient and inherently secure dynamic auditing protocol for un-trusted and outsourced storage. It protects the data privacy against the auditor. It minimizes the computation cost of Verifier (TPA). Using Verifier (TPA) we can audit the data on the server to maintain owner’s data Integrity, and can preserve the privacy in data communication. The data owners have an assurity of validity of the data due to the implementation of the Verifier (Audit) Mechanism. The mechanism of Authentication Forwarding is achieved in this paper to make best and efficient use of Cloud Servers by connecting n level of clients to the server, just by forwarding the authentication credentials to the next levels of clients. Thus achieves security as well as cloud server scalability.
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