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ABSTRACT



Wireless communication systems pervade the frequency spectrum today making the spectral domain a precious commodity with millions of dollars paid for small amounts of spectrum. The introduction of unlicensed bands caused an explosion of wireless transceivers such as Bluetooth devices, Personal Digital Assistants (PDAs), and proprietary device like baby monitors. It has become an utmost priority to efficiently use this rare commodity. Cognitive Radio (CR) technology is an intelligent system that dynamically monitors the radio environment and adjusts its transmission and reception parameters to make maximal use of all the available resources for wireless communications. This dissertation identifies schemes that CR can use to sense its environment and identify devices. The CR then uses this sensed information to intelligently adapt its transmission and reception methods for efficient utilization of temporal, spatial, and spectral holes. The issue of interference and spectrum scarcity is demonstrated with experiments that quantitatively analyze the effects of various interferers on Industrial, Scientific and Medical band wireless technologies. An intelligent interference mitigation scheme is designed for Bluetooth systems. It is quantitatively analyzed with the schemes used by current products. Finally, a comprehensive wireless interferer/device recognition module is developed on an experimental platform for a future cognitive radio.
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1 CHAPTER 1 INTRODUCTION



In this section, background about the modern wireless environment is provided along with a brief discussion of some types of wireless systems and the issues are provided. The recent radio spectrum sale set new records with carriers investing around $13.9 billion to acquire spectrum to support various wireless services. One cellular service provider reportedly invested $4.2 billion for 120 licenses [GAL06]. This spectrum, in the range of 1710-1755 MHZ and 2100-2155 MHZ, will be used for applications in video, voice, and high speed Internet access. A more recent U.S. 700MHz auction garnered close to $20 million. Several years ago, the Federal Communications Commission (FCC) opened several bands of unlicensed spectrum and made it available to any user subject to some restrictions in power transmission [FCC07]. This availability launched many wireless devices with which many people are familiar (e.g., the use of Wireless Fidelity, or Wi-Fi, devices currently available on the commercial market).



This unlicensed spectrum



[BIG05], [SYD02] sees its own problems due to overcrowding with devices used in applications of Wi-Fi (IEEE 802.11) [IEE07], Bluetooth (IEEE 802.15.1) [BLU07], HYPERLAN, Zigbee (IEEE 802.15.4), Ultra-Wideband (UWB), and Worldwide Digital Cordless Telecommunications (WDCT). In addition, these bands encompass intentional and unintentional interferers. An example of an intentional interferer is a cordless phone (since it intentionally transmits information i.e. voice) while an unintentional interferer would be a Microwave Oven (MWO). Thus, this sharing of the spectrum among various



2 wireless devices that can operate in the same environment leads to severe interference resulting in significant performance degradation and possible total loss of connectivity. The IEEE 802.15.2 Coexistence Task Group [IEE03] was formed in order to evaluate the performance of Bluetooth devices interfering with Wireless Local Access Network (WLAN) devices to develop a model for coexistence which will consist of a set of recommended practices and possibly modifications to the Bluetooth and Wi-Fi standard specifications that allow the proper operation of these protocols in a cooperative way. The Bluetooth Special Interest Group (SIG) formed its own task group on Coexistence.



There are collaborative and non-collaborative schemes proposed.



In



collaborative methods, Wi-Fi and Bluetooth share some control information. In the noncollaborative methods, there is no sharing of signals.



Adaptive Frequency Hopping



(AFH) [GOL03] is one of the prominent non-collaborative methods. Bluetooth is an intermittent narrowband interferer for Wi-Fi. On the other hand, a Microwave Oven (MWO) is a wideband interferer. Residential MWOs have one magnetron tube that transmits in one-half cycle of the line frequency (i.e., for approximately 8 ms out of 16 ms).



The National Telecommunications and Information Administration (NTIA)



describe measurement results for residential MWOs with a maximum Effective Isotropic Radiation Power (EIRP) for these radiators that lies between +16 and +33 dBm. With Direct Sequence Spread Spectrum (DSSS) transmissions used in Wi-Fi, the resistance against in-band interference is 17 dB better but, with Frequency Hopped Spread Spectrum (FHSS) systems, like Bluetooth, the risk associated with in-band interference is about ten times lower. Commercial MWOs have two magnetron tubes that operate in alternate half cycle, posing even greater interference. These potential interference sources



3 for wireless communication can be expected in areas with high population densities that would normally include MWOs in their daily operations such as in Internet café type settings. Although the situation of crowding is a big problem, there are certain holes in the spectral, spatial, and temporal domains that remain untapped. Bluetooth, as a technology, periodically frequency hops to a different 1 MHz channel every 626 us. If the hopping can be tracked or if it can be programmed not to use certain channels, the interference can be avoided and the remaining spectrum can be efficiently utilized. Some cordless phones also hop on 1 MHz channels, but with a duty cycle of just 10 % allowing the tracking of channel usage, as well as the of available temporal holes due to the low duty cycle. There are no frequency domain holes in residential MWOs however they transmit only in one half cycle of the line frequency. Hence, we can use one half of the cycle for efficient interference free transmission. Wi-Fi transmits in a random manner in the time domain because of the random back-off period selection in its Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) algorithm. Since Wi-Fi transmits on a 22 MHz channel, the remaining part of the ISM band can be used for transmission. A typical baby monitor uses proprietary wireless technology that transmits on narrow band channels over two small bands in the ISM band. Once identified, we can transmit in the remaining ISM band. The dynamics required to implement the above schemes are very hard to realize in current hardware radios. Hence, use of a Cognitive Radio (CR) was proposed. These radios are a type of Software Defined Radio (SDR), that is, a radio that can be adapted intelligently based on sensor feedback using software algorithms. The algorithms use



4 signal processing approaches like modulation and filtering, as well as dynamic spectral and temporal transceiver changes in software. The concept of the CRs was originated by Dr. Joseph Mitola, and is poised to be the next step up for software defined radios in both commercial and military applications. The Software Defined Radio (SDR) Forum is an independent technical council comprised of industry scientists, engineers, and policy makers, who are working on the, technical, operational, and regulatory aspects of SDRs. Through the Forum’s work and with industry development, SDRs are making it possible to change waveform properties and applications by just the addition or upgrade of software. The remainder of this thesis is organized as follows. Chapter 2 presents a study on effect of interferers on Wi-Fi. Chapter 3 presents a test on the Adaptive Frequency Hop scheme used in Bluetooth to avoid interference. Chapter 4 presents quantitative analysis and proposal of interference mitigation schemes in Bluetooth. Chapter 5 presents a design of the detection module of CR. Chapter 6 concludes the thesis as well as discusses improvements and future work.



5 CHAPTER 2 QUANTITATIVE ANALYSIS OF WI-FI IN THE PRESENCE OF INTERFERERS



This chapter discusses the quantitative analysis of the effects of various interferers on Wi-Fi characteristics [PAR03] such as average data rates, number of packets sent, transmission power required, retry rate, and Cyclic Redundancy Code (CRC) error rate. This analysis will be a key element in designing and comparing various interference mitigation mechanisms in Wi-Fi and implementing restrictions on proprietary devices. The current literature details a considerable amount of work already performed in interference study [DOU03] [ROB06] [SYD02]. To widen the scope of understanding, we conducted real world, highly controlled experiments in a Radio Frequency (RF) shielded room.



2.1



ISM Spectrum Crowding Wireless Fidelity (Wi-Fi) systems studied in this thesis is focused on the 2.4 to



2.4835GHz ISM bands that spans 11, 5 MHz channels with guard bands at the edges operating under the IEEE 802.11 Standard [IEE07]. The RF power level is not fixed. Though, there is a power restriction imposed by the FCC and ITU on the band, the power level is typically between 30 and 100 mW. Bluetooth uses frequency hopping for data transmission, with a hop rate of 1,600 hops per second. It has seventy nine, 1 MHz channels in the 2.402 GHz to 2.480 GHz range. Three different classes of transmission power are used in Bluetooth devices — 1 mW (0 dBm), 20mW (4 dBm), and 100 mW (20 dBm). The device used in our experiment has a transmission power of 20 dBm and a 100 m communication range. Most cordless phones use either Frequency-Hopping (FH)



6 or Direct Sequence (DS) Spread Spectrum (SS) designs; though older models still employ standard Frequency Modulation (FM) (these are largely being phasing out of usage). A spectrum analyzer was used to experimentally determine the Power Spectral Density (PSD) or the spectral signature of the transmitted signal. The signature obtained from a preliminary experiment revealed that the phone spans 45 channels each with a bandwidth of about 1.8 MHz for a total of about 81 MHz. The Baby Monitor (BM) employs a unidirectional wireless communication system which is used to facilitate remote listening for noises made by an infant. The device uses a Frequency-Hopping Spread Spectrum (FHSS) technique in the 2.4 GHz ISM band. From the baby monitor signature, the two main active bands of 2.433 GHz to 2.438 GHz and 2.448 GHz to 2.455 GHz, were observed. There are 16 channels in these bands. On closer inspection, the bands of the BM overlap with channels 4 to 11 of the IEEE 802.11 Standard for Wi-Fi transmission with channel 7 being affected the most. Therefore, in our measurement, Wi-Fi signal was set on Channel 7 to obtain the worst case characteristics.



2.2



Bluetooth [IEEE 802.15.1] Bluetooth [WON03] provides for low data rates of information transmissions for



short-range, Wireless Personal Area Network (WPAN) applications. Bluetooth radios are found in many modern day devices such as notebook computers, headphones, cell phones, and Personal Digital Assistants (PDAs). Bluetooth devices use FHSS methods, hopping at a rate of 1,600 hops per second, to hop over the entire 2.4 GHz Industrial, Scientific and Medical (ISM) band. A FH transceiver is applied to combat interference and fading. Two modulation modes are shown in Table 2.1. A mandatory mode, called



7 the Basic Rate, uses a shaped, binary FM modulation to minimize transceiver complexity. An optional mode, called Enhanced Data Rate (EDR), uses Phase Shift Keying (PSK) modulation. Specifically, it employs two types of Differential PSK (DPSK) including a form of Differential Quadrature PSK (DQPSK). These two variants: are π/4-DQPSK and 8 DPSK. The modulation mode characteristics are shown in Table 2.1 for both variants. Table 2.1. Bluetooth modulation modes Basic rate Enhanced data rate GFSK



π/4-DQPSK, 8DPSK



1Mcps



2Mcps, 3Mcps



The technology is also divided into classes depending on the power output as shown in Table 2.2.



Table 2.2. Bluetooth Classes Maximum permitted Class



power



Range (m)



1



100mW(20dBm)



100



2



2.5mW(4dBm)



10



3



1mW(1dBm)



1



Bluetooth evolved over time. The different specifications in Table 2.3 explains its various stages of evolution.



8 Table 2.3. Bluetooth evolution. Specification



Rate



Co-existence



Encryption



Bluetooth 1.0 and 1.0B Bluetooth 1.1



721kbps



FH



No



721kbps



FH



No



Bluetooth 1.2



721kbps



AFH



Yes



Bluetooth 2.0



2.1Mbps(Practical),



AFH



Yes



Bluetooth 2.1



3.0Mbps (Signaling Rate)



AFH



Yes



2.2.1 Frequency Bands and Channel Arrangement.



Bluetooth systems operate in



the frequency band 2400 - 2483.5 MHz. The 79 RF channels are ordered from channel number 0 – 78 and are spaced at 1 MHz beginning at 2402 MHz. In order to comply with out-of-band regulations in each country, a guard band is used at the lower and upper band edge as shown in Table 2.4.



Table 2.4. Bluetooth Guard Bands Lower Guard Band



Upper Guard Band



2MHz



3.5MHz



The systems throughput can be significantly improved when some kind of coexistence mechanism is applied. A master Bluetooth device can communicate with up to seven devices. This network group of up to eight devices is called a piconet. A piconet



9 is an ad-hoc computer network, using Bluetooth technology protocols to allow one master device to interconnect with up to seven active devices. Up to 255 other devices can be inactive, or parked, which the master device can bring into active status. At any given time, data can be transferred between the master and one other device, however, the devices can switch roles and the slave can become the master at any time. The master switches rapidly from one device to another in a round-robin fashion.



When the



Bluetooth devices are in the same piconet, the internal timer of all the slaves is synchronized to the master device timer, and the state of this timer determines the transmission hop frequency of the master and that of the response of a designated slave. There are two different types of wireless links associated with Bluetooth:



ACL



(Asynchronous Connectionless Link) and SCO (Synchronous Connection Oriented link) [BLU07]. ACL is used for packet data transfer while SCO is used for voice. The maxhold signature of a Bluetooth transmission operating under the ACL mode was measured using a spectrum analyzer and is shown in Figure 2.1. It does not a uniform power distribution since the frequency hopping occurs across the entire spectrum.



10



Figure 2.1. Max-hold signature of a Bluetooth signal in partial 2.4GHz ISM bands



2.3



Wireless Fidelity (IEEE 802.11) Wireless Fidelity is the integration of all devices based on the standards and



derivatives of IEEE 802.11. These standards include the data link layer of the lower-level software, the physical layer hardware definitions, and the interfaces between them with the connection of the Medium Access Control (MAC) layer. IEEE 802.11 wireless communication systems are based on the 2.400 to 2.4835 GHz ISM with 14 channels as shown in Figure 2.2. IEEE 802.11a, as a supplement to the initial specification, supports considerably higher data rate operation in the 5 GHz ISM bands between 5.2 and 5.8 GHz. In our measurement, the 802.11b and 802.11g were used, both of which are based on the 2.4 GHz ISM.



11



Figure 2.2. Wi-Fi Channels on 2.4GHz ISM



Expanding the basic standard, a supplement, IEEE 802.11b, was created in 1999 using only DSSS with BPSK or QPSK for modulation and channel coding via either Barker sequences or Complementary Code Keying (CCK). The maximum channel rate of IEEE 802.11b is 11 Mbps and the maximum user data rate is 1.6 Mbps. The RF power level is not fixed but is typically between 30 and 100 mW. The max-hold signature of the IEEE 802.11b Channel 6 Wi-Fi signal is shown in Figure. 2.3.



12



Figure 2.3. Max-hold signature of 802.11b on Channel 6



Combining the best of IEEE 802.11a and IEEE 802.11b, the IEEE 802.11g specification was created. It operates with Orthogonal Frequency Division Multiplexing (OFDM) and has an operating frequency of 2.4 GHz, is backward compatible with IEEE 802.11b devices and at all nodes, the maximum transmit power is 100 mW and receiver sensitivity is -95 dBm at 54 Mbps. The max-hold signature of 802.11g Channel 6 Wi-Fi signal is shown in Figure 2.4.



13



Figure 2.4. Max-hold signature of 802.11g on Channel 6



2.4



Cordless Phone Cordless phones are other common devices using the 2.4 GHz band.



Such



devices are intentional interferers and can affect the throughput of an IEEE 802.11 network. Both FH and DS designs are used in cordless phones. Different vendors use different schemes in their products. The one used in the experiment is the Panasonic KXTG2356, in which a FH scheme is used. The cordless phone has a base unit and a handset unit operating in the frequency from 2.4 GHz to 2.48 GHz. These FHSS phone interferers are very similar to Bluetooth devices in their overall interference behavior. The power level of cordless phone varies with different brands and models. Higher power level phones affect Wi-Fi communications over a wider frequency range. The power output level of Panasonic KX-TG2356 can range 0.04 to 0.1 W. We again used our spectrum analyzer to obtain its signature. It is very clear that the phone has 45



14 channels with a bandwidth of about 1.8MHz. The max-hold signature of the cordless phone we measured using the spectrum analyzer is shown in Figure 2.5.



Figure 2.5. Max-hold signature of CP in 2.4GHz ISM bands



2.5



Baby Monitor A baby monitor is a unidirectional transmitter and receiver system which is used



to facilitate the remote listening of noises made by an infant. The device in the measurement is a 2.4 GHz digital monitor, that can auto-scan free channels in 2.4 GHz band and uses frequency-hopping spread spectrum (FHSS) in order to supply multiple access to the channel and also for interference mitigation. The baby monitor contains two individual parts: a transmitter equipped with a microphone and a receiver with a speaker. When both transmitter and receiver are turned on, the audio signal is transmitted, and the channel of the spectrum is fixed for the duration of time. When the receiver is on and the



15 transmitter is off, the receiver will search for the signal from transmitter in all of the transmission channels of the monitor, hopping more frequently. The max-hold signature of BM in the whole 2.4 GHz band was obtained by Spectrum Analyzer is shown in Figure 2.6.



Figure 2.6. Max-hold signature of Baby Monitor in 2.4GHz bands



From the signature, the two main active bands of the BM can be observed clearly: 2.433 GHz to 2.438 GHz and 2.448 GHz to 2.455 GHz. On closer inspection, the bands of BM overlaps with channel 4 to 11 of 802.11 as seen in Figure 2.2, and channel 7 is affected the most. Therefore, in our measurement we set our Wi-Fi signal in Channel 7 in which the interference from the baby monitors is most obviously.



16



2.6



Microwave Oven The two main kinds of microwave oven [TAH08b], residential and commercial



microwave ovens, work based on different mechanism. Residential microwave ovens have a single magnetron tube mostly positioned in an upper corner, so that they can release an uneven heating effect without further provisions because of static stable standing wave patterns inside the cavity of the oven. The power consumption varies but is mostly in the 600 - 800 Watt range. The National Telecommunications and Information Administration (NTIA), in the US specify the measurement result of maximum Equivalent Isotropically Radiated Power (EIRP) for residential microwave ovens must be between +16 and +33 dBm. On the other hand, commercial microwave ovens which are used in restaurants have two magnetron tubes alternately active during one half of the mains power cycle of 16 msec. This type of oven has power consumption in the 1200 2500 Watt range. In the measurements, we will focus on a common residential microwave oven whose max-hold spectrum signature is shown in Figure 2.7. From the plot we can conclude that the power released from the commercial microwave oven reaches its peak in 2.45 to 2.46 GHz range which is around the center frequency of channel 10 of Wi-Fi.



17



Figure 2.7. Max-hold spectrum for residential MWO



2.7



Experimental Setup The experiments discussed below were conducted in the RF shielded room of the



Wireless Interference Laboratory (WIL) facility of Wireless Networking and Communications Research Center (WiNCom) at IIT. A Wi-Fi sniffer is used to capture information and analyze the effect of interferers. This study mainly focuses on the interference impacts on the Wi-Fi PHY and MAC characteristics. The Wi-Fi signal used in the experiment is IEEE 802.11g. The interferers used in the experiments are a residential MWO, a cordless phone, Bluetooth device, and a baby monitor. It should be noted that this experiment is focused on the difference in Wi-Fi characteristics when only Wi-Fi is present and when interferers are present with Wi-Fi. The readings for different interferers were taken on different days with slightly different setup and transferred data,



18 hence, the values for Wi-Fi characteristics are not completely normalized, i.e. different for different devices. Also, minute variations in Wi-Fi characteristics are seen due to the higher OSI layer dynamics.



Figure 2.8. Experimental setup inside the RF shielded room.



In order to minimize the effect of the higher OSI layers a desktop was connected directly to the Access Point (AP) as is shown in Fig. 2.8. The Spectrum Analyzer (SA) is used to measure spectrum signatures. P1 and P2 are the positions of the interferers. Also, continuous transmission was used for all the interferers. Consistent results were obtained for multiple repetitions for each scenario.
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2.8



Results From Figure 2.9, it can be observed that there is not much difference in total



power when cordless phone, MWO (measured at Wi-Fi channel 6 and 10) and the Bluetooth interferers are introduced. However, for the BM interferer (at Wi-Fi channel 7) the total Wi-Fi power decreased considerably. From Figure 2.10, a considerable drop in total number of packets can be seen for MWO and BM. Figure 2.11 shows asharp increase in the retry rate for MWO.



Figure 2.9. Total power (Watts) for all packets for 802.11g with different interferers



Figure 2.10. Total exchanged packets for 802.11g with different interferers



20



Figure 2.11. Retry rate for 802.11g with different interferers



Figure 2.12. Average data rate (Byte/s) for 802.11g with different interferers



Figure 2.12. shows a significant drop in average data rate in Wi-Fi channel 10 (where the MWO exhibits its peak power in the presence of MWO and in presence of baby monitor. Figure 2.13. shows increase in the CRC error rate in the presence of MWO and Baby monitor interferers. The results emphasises that FHSS and the low duty cycle (10%) of cordless phone as well as the Adaptive Frequency Hopping (AFH) scheme employed by Bluetooth to avoid channels occupied by Wi-Fi and assist in reducing interference effects. Also MWO peak power at Wi-Fi channel 10 and the audio transmission in a small chunk of ISM band by the proprietary baby monitor. The



21 results quantitatively highlight key characteristics of interferers that play role in Wi-Fi transmission.



Figure 2.13. CRC error rate for 802.11g with different interferers



2.9



Conclusion An experimental study of the effects of various interferers on Wi-Fi was



conducted in a controlled environment. Degradation and changes in Wi-Fi characteristics like average data rate, total power, retry rate, number of packets transmitted and CRC error rate were studied. From the experiments and the results, it can be seen that microwave ovens and baby monitors have more impact on Wi-Fi compared to other devices used in the test. The impact from cordless phone and Bluetooth is slim because of frequency hopping, narrow channels and the AFH employed by Bluetooth devices. This quantitative study is very useful in designing interference mitigation schemes for Wi-Fi and other devices. This study also demonstrates the need for interference information in the manuals associated with the various devices and demonstrates the need for adequate testing and restrictions on various proprietary devices.



22 CHAPTER 3 TESTING THE CURRENT INTERFERENCE MITIGATION SCHEME IN BLUETOOTH



The first generation Bluetooth devices use 79 of the 83.5 available channels in the 2.4 GHz band, hopping across these channels in a pseudo-random fashion and at a rate of 1600 times per second. When IEEE 802.11 Wi-Fi is introduced, it results in occasional collisions as seen in Figure 3.1.



Figure 3.1. First generation random frequency hopping.



Adaptive Frequency Hopping allows Bluetooth to adapt to the environment by identifying fixed sources of interference and excluding them from the list of available



23 channels as shown in Figure 3.2. The Bluetooth Specification requires a minimum set of at least twenty channels.



Figure 3.2. Adaptive Frequency Hopping



The Bluetooth Specification does not dictate how bad channels are to be identified. Most common techniques in use are RSSI-Received Signal Strength Indication and Packet Error Rate (PER). The disadvantage with PER is that it’s not accurate and can mislead. The disadvantage with RSSI is that it consumes more power and also requires bandwidth share. Other techniques include Cyclic Redundancy Check (CRC), Header Error Correction (HEC), and Forward Error Correction (FEC). Bluetooth works in a master slave configuration. Normally, slaves respond using another frequency channel other than that used by the master. With AFH, however, both master and slave



24 communicate over the same frequency channel. The channel hopping rate is reduced by 50% to just 800 times per second. The disadvantage of this is that there is more interference from other Bluetooth devices and the identification for the bad channels is also done on the same channel. Host Controller Interface (HCI) is used in the co-location of Bluetooth and WLAN in a notebook PC. If the host controller is aware that a WLAN is installed and running on the PC, it can then send a command instructing that all channels used by WLAN be avoided. The other HCI command introduced for AFH enables the host to obtain the channel map currently in use.



3.1



Objective of Analysis The purpose of AFH is to avoid channels used by other ISM band wireless



devices like Wi-Fi transceiver. Many critical elements in this scheme are proprietary. So a test was carries out to check the reliance of this scheme as implemented by a manufacturer.



3.2



Experimental Setup The experiments are carried out in a copper shielded room. There is negligible



external electromagnetic penetration in this room to distort the reading. The apparatus was setup as shown in Figure 3.3.
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Figure 3.3. RF envelope detector circuit.



Laptop 1 (MACBOOK) contains an advanced Built-in AirPort Extreme Wi-Fi wireless networking based on IEEE 802.11n draft specification and is IEEE 802.11a/b/g compatible along with Bluetooth 2.0 + EDR (Enhanced Data Rate). Laptop 2 (Toshiba) has IEEE 802.11a/b/g Wi-Fi wireless networking. Bluetooth (BT) Headset works under the Bluetooth specification 2.0 / class II. TheRF to baseband conversion block set contains a 2.4 GHz antenna, 2.4 GHz QC Band pass filter, amplifier, mixer (MiniCircuits 1600-6000 MHz), signal generator (ROHDE&SCHWARZ Spectrum Analyzer RF output), 5 MHz filter (Here, actually we need 11 MHz filter. We had only 5 MHz filter so a 12 MHz span was used in the RF output signal generated by spectrum analyzer), power scale conversion circuit (Watts to dB), Digitizing oscilloscope (TECTRONIX TDS 460A), TEKTRONIX power supply as shown in Figure 3.3. Access Point (AP) 1 is the D-Link AirPlus Xtreme G Wireless Router and AP 2 is LINKSYS Dual-Band IEEE 802.11a/g.



26 3.3



Procedure and Results The access point (IEEE 802.11b) is configured to channel-6 and Access point 2



(IEEE 802.11g) configured to channel-11. A video file is downloaded over a Wi-Fi link and an audio file is transmitted via Bluetooth. The following readings are taken with the setup as stated in Table 3.1. Table 3.1 Arrangement and results Laptop1Experiment



Interference



Interference



channel 6



channel 11



Not active



No



Not used



Beacon of both Yes



Not used



Transmitting



Idlechannel6 Idle



Not used



Transmitting



Channel 6



No



Not used



Laptop1-BT



Laptop2



AP1 1



Channel 6



2



Not connected Not connected Channel 6



3 4



Transmitting Idle



5



Not connected



Transmitting



Channel6



Yes



Not used



6



Channel 6



Transmitting



Channel 11



No



Yes



7



Channel 11



Transmitting



Channel 6



Yes



No



8



Channel 6



Transmitting



Channel 11



No



Yes



There is no interference in the first experiment that uses the same laptop for Bluetooth and Wi-Fi communication. When using a separate laptop for Bluetooth and Wi-Fi communication, interference is present. This indicates that, in the first case, the laptop was using the collaborative interference mitigation. It means that since the same



27 laptop handled both the Bluetooth and Wi-Fi, it can choose non-interfering channels for each. This is done by the HCI in Wi-Fi. The sixth and seventh experiment also proves the collaborative interference. The channel that the laptop 1 is using is always interference free and the one that the laptop 2 is using has interference. There is no degradation in the quality of the audio in Bluetooth transmission. In Bluetooth EDR, Bluetooth mouse and keyboard still take 11% of the maximum available bandwidth, but a high-quality A/V audio stream takes upto 18%. This leaves a margin of 60%. This maintains acceptable performance under even heavy interference and still leaves room for additional applications, like printing a file or synchronizing data. The data transfer, though, using ACL mode is affected.



3.4



Conclusion It can be concluded that the proprietary AFH implemented by the manufacturer in



the PHY layer of Bluetooth is not perfect. Bluetooth pulse envelope in time domain can be detected at a Wi-Fi operating frequency. AFH implemented via the HCI layer of Bluetooth identifies other wireless protocols on a product using hardware signaling works perfectly to avoid the occupied wireless channels. The next chapter will quantitatively analyze the effectiveness of current AFH schemes and an alternative solution for more efficient AFH scheme is provided.



28 CHAPTER 4 DEVELOPMENT AND QUANTITATIVE ANALYSIS OF AN ADAPTIVE SCHEME FOR BLUETOOTH AND WI-FI CO-EXISTENCE



A smart radio algorithm to supplement the Adaptive Frequency Hopping (AFH) scheme used by Bluetooth devices is developed and studied in detail. The investigation focuses on the Bluetooth MAC layer and uses collision detection, channel state estimation, and Bluetooth channel hopping information to detect when an IEEE 802.11 WLAN AP is operating. Once an AP has been identified, the algorithm adapts the Bluetooth device to avoid the spectral region occupied by the AP. The performance of this scheme is tested via simulation and compared with the native AFH system employed by Bluetooth devices. The Bluetooth-AP system can be readily modified to detect the presence of any modulated communication signal as an unfriendly interferer along with a primary, friendly FHSS signal.



4.1



Bluetooth in Presence of Wi-Fi Bluetooth and Wi-Fi interfere [COR03], [DOU03], [GHO03], [GOL03],



[PAR04], [PUN01] when in proximity. A Wi-Fi signal occupies 22 MHz of spectrum and if the Bluetooth hops to any 1 Mz channel within this 22 MHz spectral space, interference can occur. Bluetooth does not use CSMA and so it often hops into the Wi-Fi’s spectral region when the Wi-Fi is actually transmitting. Depending on the relative interference power levels, significant number of Bluetooth data packets may be lost. For Bluetooth audio or other real-time streaming applications, this level of degradation results in lower quality performance.



29 It was mentioned in chapter 2 that AFH is used in Bluetooth version 1.2 or higher. AFH performs channel sensing through Received Signal Strength Indication (RSSI) or Bit Error Rate (BER) schemes. A channel state map is maintained specifying which of the 79 Bluetooth channels are good or bad. In theory, Bluetooth is supposed to avoid the spectrum that is used by the 22 MHz Wi-Fi channel. However, Wi-Fi does not transmit continuously. When a user clicks on a web page, there is data transmission. But when the user is just reading a web page, there is minimal radiation. If the Wi-Fi usage duty cycle is low, the channel map generated by the AFH algorithm may settle on the default state that records all the 79 Bluetooth channels as good. When the Wi-Fi duty cycle increases suddenly, the AFH needs some time for the channel map to correctly identify the bad channels where the 22 MHz Wi-Fi exists. This is because the AFH records the 22 bad channels only after the Bluetooth has hopped to each of them and collided with Wi-Fi packets at least once in each of the 22 channels. This means that there is a delay before successful interference avoidance is achieved, but this map is lost anytime the Wi-Fi duty cycle drops. Hence, an Intelligent Adaptive Frequency Hop (IAFH) scheme is proposed for Bluetooth that will actually identify the presence of an IEEE 802.11 Wi-Fi network and the particular RF channel used by it. This will permit successful interference avoidance and rapid response even if the Wi-Fi duty cycle changes.
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4.2



Proposed Intelligent AFH



Figure 4.1. Block diagram of the proposed IAFH algorithm.



The first step is channel state estimation. Similar to the basic AFH, the IAFH scheme uses a channel map that lists the good and bad channels for Bluetooth hopping. However, the AFH is unable to identify whether the interfering device is a Wi-Fi or some other static frequency interference source. The IAFH scheme developed here actually identifies whether the interference source is a Wi-Fi or not, and if so it finds the Wi-Fi



31 channel (1-11). This Wi-Fi identification information allows the Bluetooth to avoid Wi-Fi interference in a near perfect manner. The task of the IAFH algorithm is to identify the Wi-Fi channel with minimal packet collision information and then to avoid all the 22 bad channels where the Wi-Fi signals exist. The IAFH needs only about 11 collisions between Wi-Fi and Bluetooth packets to identify the interference source, while the AFH needs at least 22 collisions before it can successfully avoid the Wi-Fi. So the IAFH has a much faster response time. The IAFH algorithm first identifies the total number of good and bad Bluetooth channels that fall in the eleven 22 MHz spectral regions spanned by each of the 11 Wi-Fi channels. Optimally there will be 22 good Bluetooth channels in a 22 MHz spectral area with Wi-Fi absent. If, however, the Bluetooth channel map shows that the spectral region spanned by Wi-Fi Channel 5 has six (6) of the bad Bluetooth channels, Channel 6 has eleven (11) of them, and Channel 7 has five (5), then there is a high probability that a Wi-Fi operates in Channel 6. The IAFH will then identify that a Wi-Fi is operating in Channel 6, and it will mark all the 22, 1 Mhz adjacent Bluetooth channels spanning the Wi-Fi Channel 6 area as virtual bad channels and avoid them. A threshold is used for the minimum number of actual bad Bluetooth channels before the IAFH identifies the Wi-Fi and switches to the Wi-Fi channel avoidance mode for Bluetooth’s channel hops. In our simulations, this value is 11 as in the example above. If, for example, there were only 10 bad Bluetooth channels in the Wi-Fi Channel 6 region, the IAFH will not identify the presence of Wi-Fi. But if there are 11 or more bad Bluetooth channels, then the Wi-Fi interference source is identified by the master Bluetooth device. The master then communicates this information to slave devices using



32 control packets. Thus, all the Bluetooth devices are able to avoid packet collisions with Wi-Fi. Once operating in the Wi-Fi avoidance mode, the IAFH also periodicallyrefreshes the list of virtual bad channels from time to time. In our simulations, the list was refreshed every 250 ms, but this can be increased to several seconds depending on the application. During each refresh period, the Bluetooth intentionally hops to the virtual bad channels where the Wi-Fi should exist, just to sense the signal strength. If collisions occur, then it means that the Wi-Fi is still operating, and the Bluetooth remains in the WiFi avoidance mode. The real advantage of the IAFH scheme is that no hardware changes are needed for Bluetooth 1.2 and above devices. This is a MAC based scheme and only a software upgrade is needed for the Bluetooth enabled devices. The IAFH scheme proposed only uses one transceiver and thus is inexpensive, but it can be used to effectively avoid interference sources with known signatures, like the Wi-Fi.



4.3



Simulation Environment A simulation environment was created in MATLAB® to examine the interactions



of Wi-Fi with Bluetooth lacking AFH, with AFH, and with the proposed IAFH. The goal of the simulations was to measure the collision rates between Bluetooth and Wi-Fi packets and how they varied with time. The simulation environment is generated by an array with frequency and time as its two dimensions. The value in each array element represents power at that frequency and time.



Additive noise is introduced in the



33 simulation. This appears as the light background of the spectrogram plots in Figure 4.2, 4.3 and 4.4. Next the Bluetooth signal was generated. A pseudo-random frequency generator equation selected a hopping frequency out of the possible 79 frequencies.



Each



Bluetooth time slot was designed to be 625 µs and in subsequent time slots, the Bluetooth signal generator output Bluetooth packets with a channel hopping sequence.



The



simulated Bluetooth device utilized a channel state estimation map for AFH and IAFH algorithms. The Wi-Fi signal with 22 MHz BW was generated at the desired Wi-Fi channel. The Wi-Fi data packets were generated by a pseudo-random Poisson process. The Wi-Fi packet durations and sequences were based on the IEEE 802.11b standards. Figure 4.2, 4.3 and 4.4 show Wi-Fi Channel 6 with centre frequency 2.437 GHz and span 22 MHz. The Wi-Fi signal was assigned a higher power than the simulated Bluetooth signal, as is the case practically.



Wi-Fi signals with three different average duty cycles were



simulated to model high, medium and low usages for the Wi-Fi network. Figure 4.2. shows continuous Wi-Fi transmission (high usage) and Figure 4.3. shows intermittent Wi-Fi transmission (medium usage). Figure 4.4. shows low usage Wi-Fi transmission.
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Figure 4.2. Simulation environment with continuous Wi-Fi



Figure 4.3. Simulation environment with intermittent Wi-Fi



35 A collision detection mechanism was used in the simulation.



It identified



collisions, that is, the overlap in the time and frequency domains between the Wi-Fi and Bluetooth packets.



The collision detector also provided information to the channel



estimator utilized in the simulated Bluetooth device. With this simulation environment, the three different Bluetooth frequency hopping algorithms were tested. The simulation generated output plots showing the number of collisions per 100 ms, and how this changed with time. The plots permitted meaningful comparisons between the three schemes and proved the efficacy of IAFH.



Figure 4.4. Simulation environment with low usage Wi-Fi
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4.4



Results and Comparisons The simulation results produced collision rate plots that show the number of



collisions per 100 ms versus time. First, we compare the three schemes when Wi-Fi transmission is intermittent (medium usage). Figure 4.5 shows a plot of collisions per 100 ms for the basic Bluetooth frequency hopping scheme (no AFH). It shows that a significant number of collisions occur, the average being around 25 collisions per 100 ms. Since Bluetooth transmits 160 packets in 100 ms, this means that about 16% of all packets are lost due to Wi-Fi interference. Moving onto the adaptive schemes, Figure 4.6 shows a plot of the basic AFH. It shows lesser collisions as compared to basic frequency hopping, with about 8 collisions per 100 ms, i.e., about 5% of all data packets are lost by interference. Figure 4.7 shows a plot of the proposed IAFH scheme which shows considerable improvement over the basic AFH, with an average of only two (2) collisions per 100 ms, i.e., less than 1.3% Bluetooth packets are corrupted (There is more collision at the start because like any other control circuit this scheme also has an initial transient period). This is a 12 times improvement over simple non-AFH Bluetooth, and 4 times better performance than general AFH scheme. Figure 4.8, 4.9 and 4.10 show similar results for continuous Wi-Fi transmission (high usage). Low usage Wi-Fi transmission doesn’t show much difference between basic FH, AFH and IAFH results, since the number of collisions decrease to a very small value. This means that the existing schemes are sufficiently adequate for interference mitigation when the Wi-Fi usage is low.



37 It can be clearly seen from these results that the proposed intelligent AFH scheme has considerable advantages over basic adaptive frequency hopping. The results also provide quantitative and comparative performance analysis for Bluetooth schemes and clearly demonstrate the enhancements obtained by upgrading from basic frequency hopping to AFH, and then to intelligent AFH.



Figure 4.5. No AFH, Intermittent Wi-Fi
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Figure 4.6. AFH, Intermittent Wi-Fi



Figure 4.7. Intelligent AFH, Intermittent Wi-Fi
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Figure 4.8. No AFH, Continuous Wi-Fi



Figure 4.9. AFH, Continuous Wi-Fi
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Figure 4.10. Intelligent AFH Continuous Wi-Fi



4.5



Conclusion A study was undertaken to examine the co-existence of Bluetooth with Wi-Fi.



The deficiencies of simple adaptive frequency hopping in the presence of Wi-Fi have been exposed through this study. Hence, an intelligent AFH was designed with the specific goal of detecting Wi-Fi interference and avoiding it. The advantages of IAFH have been demonstrated by the research results. A common test-bed was created for trial cognitive radio schemes for intelligent spectrum usage. Comparative analysis, using simulation, was conducted between the normal frequency hopping, the adaptive frequency hopping, and the proposed schemes in the presence of Wi-Fi interference. The results of this study are useful for wireless communications simulation studies as well as for modeling and analyzing various MAC



41 and PHY layer schemes for WPAN devices. It should be noted that this scheme will be one of many schemes in the intelligence unit of Bluetooth. We are currently working on implementing the IAFH algorithm in actual Bluetooth hardware. IAFH can be readily modified to detect other interference sources that have known signatures. As ongoing and future work, we are adapting the IAFH for Bluetooth to detect the presence of microwave oven interference in the 2.4 GHz ISM band. The microwave oven signal is wideband and has a periodic signature which IAFH can use to identify it and then avoid the Bluetooth channels with high interference power. The research can be extended to other FHSS systems as well, for example, to military communications devices in order to detect unfriendly interferers with different wireless signatures.



42 CHAPTER 5 COGNITIVE RADIO – DETECTION MODULE DESIGN



The detection module is created on a proposed prototype of the future cognitive radio [HAY05] comprised of GNU (Genuinely not UNIX) radio (software part) and Universal Software Radio Peripheral (USRP) (hardware part). The hardware part remains the same. We implement software modules called blocks to employ data processing in stages. These blocks identify devices working in the ISM band using their temporal and spectral signatures [GAN05]. The devices, once detected, can be tracked and the CR can then transmit efficiently in the spectral and temporal holes optimally utilizing the spectrum and avoiding interference.



5.1



The Platform – GNU Radio and USRP Current radios have either analog circuitry or analog circuitry combined with



digital chips to do the processing. GNU radio [ABB07], [BLO04] on the other hand does most of the signal processing in software. In software radio the software defines the transmitted waveforms, and software demodulates the received waveforms. This allows dynamic creation of radios by just deleting and inserting software modules at run time. Instead of a fixed hardware parts, future radios will have universal communication devices to turn into a cell phone, obtain connectivity using GPRS, IEEE 802.11 Wi-Fi, IEEE 802.16 WiMAX, provide for a satellite hookup or to identify your location using Global Positioning System (GPS).
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My code
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Figure 5.1. Transmission and reception path in GNU radio



The Analog-to-Digital Converter (ADC) is the interface between continuous analog signals and discrete digital samples processed by software. GNU Radio has a library of signal processing blocks [BLO05], mostly designed in C++, python code that calls these blocks and the Simplified Wrapper and Interface Generator (SWIG), used to generate the glue that allows our code to be used from Python. The radio is built by creating a graph (as in graph theory) where the vertices are signal processing blocks and the edges represent the data stream. The signal processing blocks are implemented in C++ for faster processing and the flow graph is built using python for easy user usage. The output-only ports are known as the data source and input-only ports are known as sink in the graph. Data sources are read from a file or ADC, and sinks write to a file, Digital-to-Analog Converter (DAC) or graphical display.



44 Universal Software Radio Peripheral (USRP) [ETT07] shown in figure 5.2 is an extremely flexible Universal Serial Bus (USB) device that connects GNU radio in the PC to the RF world. The USRP has a small motherboard containing four 12-bit 64M sample/sec ADCs, four 14-bit, 128M sample/sec DACs, a million gate Field Programmable Gate Array (FPGA) and a programmable USB 2.0 controller. There can be four daughterboards, two for receive and two for transmit, for each USRP. These daughterboards are the RF front end. There is a variety of choices for the daughterboards with support for frequencies ranging from FM channels to Unlicensed National Information Infrastructure (U-NII) band.
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Programmable USB controller. Figure 5.2. Universal Software Radio Peripheral
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The USRP itself contains no ROM-based firmware. The USRP connects to the USB, then goes to the next stage of the boot process and downloads the FPGA configuration bit stream. FPGAs are generic hardware chips whose behavior is determined by the configuration bit stream that's loaded into them. The bit stream is the output of compiling a high-level description of the design. This design is coded in the Verilog Hardware Description Language. USRP 1 and XCVR2450 daughterboard which is a 2.4-2.5 GHz and 4.9 to 5.85 GHz Dual-band Transceiver are used in the detector implementation shown in Figure 5.3.



Figure 5.3. USRP 1 with daughterboard XCVR2450 and antenna SMA Connectors
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Time Domain Detection A detection scheme for ISM band wireless devices such as Bluetooth devices,



Cordless phones, Wi-Fi transceivers and Microwave Ovens has been developed. In this detection scheme USRP is used to obtain time domain data points as shown in Figure 5.4.



Figure 5.4. Data Points from received from USRP plotted against time.



These time domain data consists of noise and pulses. The pulses are the transmissions from wireless devices as well as from the unintentional transmitters. These pulses are separated and the random length noise present in between the pulses is replaced by forty zeros. This is introduced just so that the algorithm can determine where the position of separation between the pulses. Figure 5.5 shows the data stream from the



47 USRP containing the Bluetooth pulses. Figure 5.6 shows the separated Bluetooth pulses. These are actually separated with forty zeros. But since the pulses have around twelve thousand data points each, the zero separators are not visible. Similarly, Figure 5.7 and 5.8 show the data stream with MWO transient pulses and the separated MWO transient pulses.



Figure 5.5. Data stream from USRP showing Bluetooth pulses



Figure 5.6. Separated Bluetooth pulses plotted against time
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Figure 5.7. Data stream from USRP showing MWO “transients” pulses



Figure 5.8. Separated MWO “transients” pulses plotted against time



Bluetooth devices and Cordless Phones are detected based on their pulse width. Bluetooth transmits for 1616 us (2*625 us +366 us) for DH3/DM3/HV3 and 2866 us (4*625 us + 366 us) for DH5/DM5/HV5 packet types. Cordless phones have a duty cycle of 1 %. Bluetooth is detected using pulses with 3 and 5 timeslot duration only, since they are distinct from other device pulses as illustrated in Table 5.1. The cordless phone is detected using the 5ms pulse size as shown in Table 5.3.
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Table 5.1. Bluetooth ACL packet types used in detection Name



Description



DM 1 (Data Medium rate 1)



Contain 18 info bytes. Single time slot



DM 2 (Data Medium rate 2)



Contain 123 info bytes. Three time slot



DM 3 (Data Medium rate 3)



Contain 226 info bytes. Five time slot



DH 1 (Data High rate 1)



Contain 28 info bytes. Single time slot



DH 2 (Data High rate 2)



Contain 185 info bytes. Three time slot



DH 3 (Data High rate 3)



Contain 341 info bytes. Five time slot



Table 5.2. Bluetooth SCO packet types used in detection Name



Description



HV 1 (High quality Voice 1)



Contain 28 info bytes. Single time slot



HV 2 (High quality Voice 2)



Contain 185 info bytes. Three time slot



HV 3 (High quality Voice 3)



Contain 341 info bytes. Five time slot



Table 5.3. Cordless phone pulse types Name



Description



Beacon



Pulse width around 300 us



Handset to base



Pulse width around 1 ms



Base to Handset



Pulse width around 1 ms
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Figure 5.9. Time domain pulse signature of 802.11g



Figure 5.10. Time domain pulse signature of Bluetooth



Figure 5.11. Time domain pulse signature of cordless phone



The MWO signal is detected in the time domain based on its periodic nature. MWO has duty cycle of around 50 %. MWOs transmit for 8 ms of the total 16 ms time period of the line (line frequency being 60 Hz) as shown in Figure 5.12. High power transient pulses can be seen clearly when the line voltage crosses zero at all frequencies in ISM band. There is also a part that looks like frequency modulation in the half cycle



51 that its ON. But this is present only at certain frequencies in the ISM band. Hence we use the transient and its property of repetition for our detection.



Figure 5.12. MWO periodicity



Many pulses with different signals intermingled can be seen too. Hence, a threshold is chosen (Based on the approximate frequency of occurrence of the pulses) which eliminates the effect of false detection on the result.



5.3



Frequency Domain Detection The time domain detection block sends only the pulses separated by forty zeros.



Therefore, we have to deal with a smaller number of data points. The bottleneck of USRP is the USP controller that can transmit at a maximum rate of 32 Mbps. Hence we can look at only 8 MHz of signal. This doesn’t hamper the detection capability. Actually only 4 MHz is used to decrease the processing. Bluetooth and Cordless Phones can be detected easily because of their 1 MHz channel width. The double sided PSD’s of Bluetooth



52 device, MWO transmission and CP is shown in Figures 5.13, 5.14, 5.15. These are the frequency domain templates that we will use to correlate with the FFT of the separated pulses we get from the time domain block.



Figure 5.13. Bluetooth Frequency domain Signature (Double Sided)



Figure 5.14. MWO Frequency domain Signature (Double Sided)



Figure 5.15. Cordless Phone Frequency domain Signature (Double Sided)



53 MWO signal can also be detected as they have a distinct signature in particular frequency ranges. Wi-Fi signal detection will be implemented in the future work using properties like cyclo-stationary feature of OFDM signals and barker signal notches. It should be noted that I am giving priority to minimizing the amount of processing since this detection schemes is actually designed to be runtime and use minimum resource. Next the frequency domain signal processing block does a Fast Fourier Transform (FFT) over each separated pulse by taking certain number of data points from the pulse. Windowing is used with appropriate size to get a smooth signature for devices. This operation produces a frequency domain signature. This signature is matched with a template signature of all devices. This can be implemented in two ways. Correlating all the templates with a single stream of data points or duplicating the data points and correlating each stream with different device template. The second approach would give better performance in multi-core systems or even hyper-threading enabled system. When the code detects certain number of matches then we have detected a device. This block also uses a threshold value to eliminate the false detection. When we have a positive detection in both the time and frequency domain then we have detected a device. It’s like an AND operation of time and frequency domain results.



5.4



Results and Analysis Two sets of experiments were carried out. One inside the RF shielded room and



another in a real office environment with many wireless devices such as Wi-Fi transmitters (802.11b, 802.11g), Bluetooth devices and cordless phone.



54 The results are presented in two forms in this section. Plots contain separated wireless device pulses and correlation results for Bluetooth and MWO template matching. The correlation results are aligned with the pulse for easy visual analysis. Then we present screenshots of quantitative results as seen in the terminal window after the processing block finishes execution. The template matches can be seen at the start of the pulse in Figures 5.16, 5.18, 5.20, 5.22. The MWO pulse is detected if the result of the correlation is greater than 0.95 and Bluetooth pulse is detected if the correlation result is greater than 0.9. Figure 5.16, 5.17, 5.18 and 5.19 shows results of an experiment performed in the RF shielded room. In Figure 5.16 and 5.17, time domain processing block detects 129 MWO transients. The frequency domain processing block detects 86 MWO transients. This is mainly because of the threshold of 0.95 for correlation result. The result shows no Bluetooth match. In Figure 5.18 and 5.19, time domain processing block detects 18 Bluetooth pulses. This number is less because we are looking at only 4 MHz out of 80 MHz of the complete channel map for Bluetooth. Also, there are many packet types for Bluetooth as listed in Tables 5.1 and 5.2. But only DH3/DM3/HV3 and DH5/DM5/HV5 packet types in time domain are detected in the algorithm. They are of 1616 us (2*625 us +366 us) and 2866 us (4*625 us + 366 us). The frequency domain processing block detects 92 Bluetooth pulses. In the frequency domain we are matching the pulse stream against only a 1 MHz template but the frequency domain signature for the packet types is the same, as the frequency domain signature mainly depends on the modulation and the spreading.



55



Figure 5.16. MWO correlation result against MWO and BT template (In shielded room). Time window of 4 sec



Figure 5.17. Quantitative results from time and frequency domain analysis (Inside shielded room)
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Figure 5.18. BT correlation result against MWO and BT template (In shielded room). Time window of 4 sec



Figure 5.19. Quantitative results from time and frequency domain analysis (Inside shielded room)



Figures 5.20, 5.21, 5.22 and 5.23 shows results of our experiment performed in a real office environment. In Figure 5.20 Wi-Fi signal can be observed along with Bluetooth pulses. Time domain processing shows 16 Bluetooth pulses detected. Some of these pulses might be Wi-Fi pulses, since Wi-Fi may transmit using random length pulses. But usage of a threshold in the time domain eliminates false detection. The threshold can be set such that if there are 6 or more detections in 100 ms (This is based on the statistics obtained over multiple repititions) then it’s a match. Frequency domain



57 processing shows 100 Bluetooth pulses. It can be seen from Figure 5.20, that the correlation result is almost zero for Wi-Fi pulses. By comparing Figure 5.22 with Figure 5.16 it can be seen that Wi-Fi is interfering with the MWO transient. Hence, we see the amplitude changing.



Figure 5.20. BT correlation result against MWO and BT template (Outside the shielded room). Time window of 12 sec



Figure 5.21. Quantitative results from time and frequency domain analysis (Outside shielded room)
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Figure 5.22. MWO correlation result against MWO and BT template (Outside shielded room). Time window of 12 sec



Figure 5.23. Quantitative results from time and frequency domain analysis (outside shielded room) It is very clear that this scheme is able to detect various devices. It is also very efficient at neglecting false signature. The results from the RF shielded room show perfect differentiation and identification. The result from the real office environment shows interference between the device signals. But the usage of device characteristics, threshold and correlation allow for efficient detection in this crowded environment.



59 CHAPTER 6 CONCLUSION



6.1



Interference in ISM Band Interference in ISM band in our current world environment can be understood by



studying office and home environments. In an office space, it is almost mandatory to have Wi-Fi (IEEE802.11g and IEEE802.11b), Bluetooth, cordless phone and MWO. In a scenario where a person is using Wi-Fi for an important online commercial transaction, another colleague heating his lunch in the MWO can cause the internet connection to fail at a critical movement. Another scenario might be when a person is making a conference call using Bluetooth and Voice Over IP (VOIP), that can be affected by high Wi-Fi activity on Channels 1, 6 and 11. A home environment might include all the above as well as proprietary devices like a BM. We know from Chapter 2 that the BM affects the Wi-Fi connection the most in certain circumstances. Another aspect of BM is that it will be on continuously during a period of the day. So, if a person is using Wi-Fi to download many documents urgently or print a document using a Wi-Fi printer, the download and print may take a long time. It is apparent that new ISM band products will be overflowing in the commercial market, making the interference issue more severe. So, to make efficient use of the resources available we need a mechanism that will not only detect occupied channels but also devices operating in the bands. Thus we need methods for tracking the interferers and avoiding them dynamically. Hence CR research is highly useful. This research not only helps in understanding and eliminating the problem of interference but also understanding the characteristics and signature of different wireless devices.
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6.2



Bluetooth Interference Mitigation Bluetooth technology used FH from its infant stage to avoid interference. But the



Wi-Fi became a best selling product. So now we experience two or three Wi-Fi access point in an office or a home environment and causes interference in Bluetooth transmission. Then Bluetooth Special Interest Group (SIG) introduced Adaptive Frequency Hopping (AFH). But as seen in chapter 3, the AFH scheme is not perfect because the interferers are dynamic. So, it’s difficult to identify the bad channels perfectly. The Wi-Fi transmission is not affected much but the Bluetooth transmission becomes inefficient. We can see interesting quantitative results in Chapter 3. Basic Frequency Hop (FH) enabled Bluetooth losses 16 percent of its packets due to interference with Wi-Fi. The AFH enabled Bluetooth looses 5 percent of its packets. The proposed Intelligent Adaptive Frequency Hop losses only 1.3 % of it packets. This research not only compare the interference mitigation schemes in Bluetooth but also illustrate the details Bluetooth MAC layer working.



6.3



ISM Band Cognitive Radio Currently, universities, military organizations and the industrial firms are



investing heavily in intelligent radio platforms that are assisted by software. These radios are designed for flexibility and adaptability with minimum cost. So the units generally have a radio front end and a software part that does most of the signal processing. The advantage of this is that we can use the same hardware to implement different radio



61 technologies by just changing the software. Hence, we can easily integrate the interference mitigation schemes in this radio This CR that is envisioned will have three parts: detection of devices; tracking of the detected devices; and then transmitting in the temporal and frequency domain holes. This system would make the near perfect use of the wireless medium. A detection module is presented in this research dissertation. Frequency domain signatures of various devices have been isolated and studied using spectrum analyzer. Another state of the art time domain device, Universal Software Radio Peripheral (USRP) was able to get the time domain device signatures. They can be plotted offline and studied in more detail. Frequency domain signature can be obtained from the USRP data points by simply doing Fast Fourier Transform (FFT). As seen from results section of Chapter 5, time and frequency domain detection can be achieved. This precision is achieved by using thresholds in both time and frequency domain detection algorithm. The experiments were performed in crowded environment like an active office area and the results obtained are near perfect. Other research groups around the world are developing wireless application like Wi-Fi, Bluetooth, proprietary wireless protocols on this platform. The detection scheme designed can be easily integrated with those designs as all the processing is done in small software modules called blocks.
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6.4



Future Work The work presented in the thesis awaits itself to many more opportunities for



improving performance in the wireless communication area and designing more intelligent radios. Below are presented some of the pursuits. Signal processing in cognitive radio detection can be decreased by sending only those pulses that are identified as certain device pulses in time domain to the frequency domain correlation module. This will also speed up the procedure and decrease the allocated resources. The IEEE 802.11g OFDM signal can be detected using the cyclic prefix that’s appended to the OFDM tones. Once a wireless device operating in the close proximity are identified they can be tracked. MWO has a periodic nature and transmits in only one half cycle of the line frequency. So, if the MWO transmission is tracked [TAH08a] then we can transmit in alternate half cycle of the line frequency. Similarly frequency hops of Bluetooth can be tracked in we know the MAC address and the clock of the master in Bluetooth piconet. Hiding the MAC is actually a security feature of Bluetooth but it has been cracked. A new scheme is required in Bluetooth for connection and data security. So the MAC address and the master clock that can track frequency hop of Bluetooth and avoid the channels that it’s going to hop on. Next is to realize a complete cognitive radio. Researchers around the world have already developed Bluetooth [SPI07] and other proprietary protocols implemented in software that would work on the USRP platform available for free download. An



63 integration of the designed detection scheme, along with the above mentioned enhancements, with the protocols already designed will realize a complete cognitive radio prototype.
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