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Evaluating the Survivability of SOA Systems based on HMM Leilei Chen, Qing Wang, Wei Xu, and Liang Zhang School of Computer Science, Fudan University, China {081024012, wangqing, 072021142, lzhang}@fudan.edu.cn Abstract



the resulting systems, the new paradigm brings more challenges into survivability research.The dynamic and evolving features combined with the black-box characteristic of services make it difficult to precisely model SOA systems as well as the deploying environments.Therefore, new approaches are needed to cope with new characteristics in SOA systems.In this paper, we investigate survivability for SOA systems and try to address the above issues.



Survivability is a crucial property for computer systems that support critical infrastructures of our society. A variety of survivability definitions and evaluation methods for traditional software have been proposed. However, for those in paradigm of Service Oriented Architecture (SOA) where the computing settings are intrinsically open, these methods are no longer applicable. In this paper we study survivability aspects in SOA systems. A formal survivability definition is proposed according to new characteristics of SOA. We also set up an extended framework in which survivability can be evaluated and advertised as a special multidimensional Quality of Service (QoS) property. In particular, we introduce a novel Hidden Markov Model (HMM) based method for survivability evaluation.
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2.1



New Understanding Towards Survivability in SOA Focusing on adaptability



Many security or fault-tolerance strategies can be used for improving survivability.In addition to these common adopted strategies,SOA promises an open and unbounded computing setting and is in itself superior in achieving survivability.For example,run-time service discovery,service substitution and composition mechanisms are beneficial to building dynamic systems more adaptive to varying environments. In the paradigm of SOA, we believe that the researches on survivability should be more focused on the adaptability of the system that gains less concentration in the past.A survivable system should be capable of dynamically adjusting its behavior in response to the changes in the operating environments, to protect itself from malicious attacks and to provide the most valuable functionalities for the users. In this regard, survivable systems present good adaptability and share common features with self-adjustable systems in which real-time monitoring and adaptation mechanisms are adopted [4].



Introduction



As SOA systems are extensively deployed, their quality of service (QoS) becomes a practical issue, leading to increasing attention on QoS-related theories and models [1]. However, few of previous studies have investigated another crucial property for SOA systems, survivability. In an informal sense, survivability is a system’s capability of surviving when confronted with attacks, failures or other adverse accidents. Many researchers have tried to define survivability from different perspectives.Correspondingly, various survivability evaluation models and methods have been proposed [2, 3]. All these definitions and models share some common features. First, they are all security centric. Second, all evaluation methods require modeling both the system and the malicious environments so as to analyze the effects of intrusions acting on the system. Third, they assume developers can capture all phenomena in the external environments and the software architecture does not change while executing. These assumptions are reasonable for traditional software architecture, but hardly to stand any longer for SOA. While SOA advances the software development as well as



2.2



Survivability as a special multidimensional QoS property



Survivability is a special property that is more comprehensive compared with other QoS attributes. As services are usually invoked dynamically over the Internet, their QoS 1



can vary greatly. Traditional QoS attributes, such as reliability and response time, describe corresponding qualities of a service within a certain period of time, and thus can be treated as short-term properties. Survivability, on the other hand, measures the capabilities of a system in face of various complicated environments, and thus, should be treated as a long-term property. When a service is running, the QoS attributes vary under the actions of both the varying operating environments and its internal survivable strategies. Usually, the changes occurring in the operating environments possess certain statistical timing characteristics. Accordingly, the dynamic changing of QoS attributes exhibits timely and statistical characteristics that imply the survivability of the system. So, we regard survivability as a special multidimensional QoS property (a combination of multi interested QoS attributes) considering the timing characteristics.
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Figure 1. An Extended Survivabilityaware Framework
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An Extended Survivability-aware Framework



We propose an extended framework to support survivability evaluation.Our framework extends the basic publishfind-bind model of SOA and makes it possible to publish certificated traditional QoS properties (response time, reliability, etc) and survivability information combined with functional descriptions to service users. In this survivability-aware framework, there are three basic units in the trusted third-party intermediary, monitor, evaluator and advertiser. The intermediary is delegated to perform the monitoring activities based on service logs or runtime statistics provided by the service provider.Through analyzing the monitoring log, two kinds of information can be acquired. The first one is interested commonly used short-term QoS attributes that represent the current performance of the service. The second one is our focus in this paper, survivability that reflects the long-term QoS dynamics. Two kinds of analyzing reports will be generated and then provided for both the service provider and service users. Figure 1 depicts our framework. The evaluator evaluates the survivability of an ongoing service basing on its monitoring log and then generates an evaluation report. According to the service survivability definition proposed in Section 3, the evaluation report should depicts the following attributes of the service:service:(1)All stable states and transitions;(2)Functionalities and interested non-functional properties for each state;(3)Probability distribution across all states;(4)Mean duration time for each state.We adopt a Hidden Markov Model (HMM) [5] based method to achieve this purpose.



Defining survivability in SOA



In this paper, a service that adopts survivable strategies and could well adapt to varying malicious environments, no matter its granularity, is referred to as a survivable service. Current standards assume all services stay in one of the two states: healthy (available) or fatal (unavailable). In fact, there is a wide range between the two extremities for survivable services. Survivable services possess a set of survivable states and can still be alive and functional although they are not healthy. Definition 3.1 A service survivability specification is a nine-tuple, {SS, F, Q, I, V, T R, T S, T T, P }, where: • SS = {ss1 , ss2 , · · · , ssk } is a set of acceptable service states which can also be called stable states; • F = {f1 , f2 , · · · , fm } is the total set of functionalities the service can provide; • Q = {q1 , q2 , · · · , qn } is a set of quality specifications; • I : SS → 2F × 2Q is the functionalities and qualities for each stable state; • V = {v1 , v2 , · · · , vn } is the set of changes happening in the operating environments; • T R ⊆ SS × SS × V is the set of valid transitions driven by survivable strategies between stable states; • T S : SS → {t : R|t > 0} is the duration time for each stable state; • T T : T R → {t : R|t > 0} is the transition time from a stable state to another; • P : (SS ∪ T R) → {p : R|0 < p < 1} is the probability distribution across all acceptable states and transitions, i.e., the proportion of time every stable state and transition state holds.
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Evaluating survivability based on HMM



When a survivable service is running, the state transitions are not directly observable. What can be observed are 2



the varying QoS properties that we can acquire through analyzing the service log. So a survivable service is suitable to be modeled as a HMM.We choose the reliability and mean response time of each operation of the service as interested QoS properties. QoS properties during a certain period of time span t can be denoted by a vector:



Gaussian mixture distribution. Assuming each dimension is independent, P (X) is calculated as: ∏ P (X) = Pi (Xi ) where Pi (Xi ) is the probability distribution function of the ith dimension of X and can be calculated based on classified log data obtained in the previous step. Step 5: Analyzing characteristics of each state The following parameters will be calculated in this step through simple probability calculation: the probability distribution of each state, the mean duration time of each state and the corresponding QoS properties for the functionalities that each state provides.



QVt (rel1 , resp1 , rel2 , resp2 , · · · , relk , respk ) where reli represents the ith operation’s reliability, respi represents the ith operation’s mean response time, and K is the number of operations of the service. Each dimension of the vector contains continuous values and we assume they obey the Gaussian mixture distribution according to normal methods. Step 1: Preprocessing the service log Firstly we partition the log with equal time intervals. For every time span we compute the reliability and mean response time of each service operation and acquire a QoS vector of that time span. Thus we get a sequence of QoS vectors as observable sequence for HMM training. Step 2: Estimating HMM parameters We use Baum-Welch algorithm to estimate the HMM parameters. Before running the algorithm, first we need to decide the number of Gaussians and the number of states in the model. Bayesian information criterion (BIC) is adopted to achieve this purpose. BIC is defined as: b − log P (M |X) ≈ log P (X|M, θ)
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Conclusion and future work



SOA-based systems present several natural advantages in achieving survivability and at the same time require new methods applicable to its open and unbounded computing settings. In this paper, we redefine the survivability as a multi-dimensional property that carries timing and statistical characteristics. Based on the new definition, we present an extended framework to support survivability evaluation and advertisement. Later, we present in detail a serviceoriented, HMM based survivability evaluation method that can provide quantitative and objective evaluation reports. In the future, we plan to investigate techniques to embrace survivability as an important criterion for service discovery and service composition. Acknowledgments This work is partially supported by the National key Basic Research Program (973) under grant No. 2005CB321905.



d log N 2



where X is the observed data sequence, d is the number of parameters in the model, N is the number of data objects in X, and is the marginal likelihood parameter configuration of model M . BIC has its highest value corresponding to the size of the original HMM for data and thus is used to determine the correct number of states and Gaussians. Step 3: Finding the hidden state sequence and classify the original log data Once we get the service model, we can use Viterbi algorithm to find the hidden state sequence that represents the state evolution of the service. And next, the state sequence is used to partition the original log. Log segments that belong to the same state will be assembled together for following analysis. Step 4: Identifying stable and unstable states We adopt the entropy as the measure of the stability of each state.Entropy is defined as: ∫ H(P ) = −P (X) ln P (X)dx
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where Ω is the sample space of variable X, P (X) is the probability distribution function of X. In our work, X is a multidimensional variable and each dimension obeys a 3
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While SOA advances the software development as well as the resulting systems, the new ... building dynamic systems more adaptive to varying envi- ronments. 
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