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The BP Crisis and Information Security Compliance in Health Care: Parallel Disasters? Organizations Must Build In Security with the Right Balance of Processes, Behavior Changes, and Technology Controls Feisal Nanji “You need to divorce operations monitoring from the integrity monitoring, because operations will always be the one driving behavior. They’re motivated by the need to keep things going, and the ﬁnances rolling.” — David Doig, chief executive ofﬁcer, Offshore Petroleum Industry Training Organization, Britain. (Commenting on the failure of compliance in the BP crisis, New York Times, May 7, 2010)



Feisal Nanji works fo for or Techumen, LLC and can be reached ed at feisal@ techumen.com. Copyright 2010.



W



e have witnessed and are still suffering from the largest environmental disaster in our nation’s history. The British Petroleum (BP) oil spill has ripped apart our hearts and also our nation’s sense of complacency. We no longer can trust machines to do everything for us by clockwork. We trusted the human operators in the Gulf, but that too was not enough. The devastation has been extraordinary and mind numbing. Could better monitoring or compliance have prevented this? This article is a wake-up call to compliance professionals in health care. Like the persistent shrill ringing of an alarm to someone in a deep slumber, its tone may be harsh. The message may be uncomfortable, but it is very necessary. This article aims to lay out some of our information security shortcomings in health and how they can be ﬁxed through better information governance. This is not about meeting Health Insurance Portability and Accountability Act (HIPAA) standards for security or privacy. It is about
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compliance ofﬁcers doing the right thing for their employers and their country. With the passage of the Health Information Technology for Economic and Clinical Health (HITECH) Act, the country has embarked on a massive transformation of health information technology (IT). HITECH’s intent is to use information technology to make a major dent in controlling health care costs and to improve patient outcomes. HITECH represents a public investment of more than $19 billion toward health care IT-related initiatives. It is a sorely needed transformation. We need better information systems and their adoption by health providers to coordinate what will amount to 20 percent of the nation’s gross domestic product (GDP) by 2015. Health care is the largest industry in the United States, yet most technologists (and others) would agree it serves its customers poorly in information delivery. The government’s passage of HITECH is a clear recognition that this has to change. With the muscle of large incentives offered to health providers, we are hopeful that it will succeed. The transformation does not come without costs. Of note, it forces health providers and other covered entities (CEs) to face new compliance challenges for information security and privacy. This article addresses several aspects of these challenges and argues for some fundamental changes for compliance groups at CEs. Brieﬂy, we cover: why information security is a matter of national urgency and priority; the current state of health information security in the United States; Congress’ response to improving security and privacy of protected health information (PHI); key new provisions for achieving compliance; what can go wrong and the possible damage from inadequate security; and how CEs might consider ﬁxing a fundamental ﬂaw in current compliance efforts.
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THE INFORMATION SECURITY CRISIS IN THE UNITED STATES As the 2008 ﬁnancial crisis unfolded, experts worldwide were stunned by the rapid collapse of Bear Stearns and Lehman brothers. It took a heroic, nail-biting, coordinated bail-out effort on the part of several governments to save us from ﬁnancial calamity. Likewise, in 2010 we have come to trust the workings of the Internet without question. Many of us assume that the Internet is safe, robust, and adequately protected. This is a dangerous complacency. Consider these two excerpts reported in a piece by Steve Kroft’s CBS’ 60 minutes that aired in November 2009. “It is now clear this cyber threat is one [of] the most serious economic and national security challenges we face as a nation,” President Obama said during a speech. Four months after taking ofﬁce, Obama made those concerns part of our national defense policy, declaring the country’s digital infrastructure a strategic asset and conﬁrming that cyber warfare had moved beyond theory. “We know that cyber intruders have probed our electrical grid, and that in other countries cyber attacks have plunged entire cities into darkness,” the president said. Until February of this year, Mike McConnell was the nation’s top spy. As chief of national intelligence, he oversaw the Central Intelligence Agency, the Defense Intelligence Agency, and the National Security Agency. Few people know as much about cyber warfare, and our dependency on the power grid, and the computer networks that deliver our oil and gas, pump and purify our water, keep track of our money, and operate our transportation systems. “If I were an attacker and I wanted to do strategic damage to the United States, I would either take the cold of winter or the heat of summer, I probably would sack electric power on the U.S. East Cost, maybe the West Coast, and attempt to cause a cascading effect. All of those things are in the art of the possible from a sophisticated attacker,” McConnell explained.
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“Do you believe our adversaries have the capability of bringing down a power grid?” Kroft asked. “I do,” McConnell replied. Asked if the United States is prepared for such an attack, McConnell told Kroft, “No. The United States is not prepared for such an attack.” To be sure, there have been vast improvements in our cyber-security since our 9/11 wake-up call, but much of this has occurred in ﬁnancial services ﬁrms and at the Department of Defense. At Techumen, our principals were pioneers in reducing information risk for several of the country’s leading banks and ﬁnancial institutions. We know that after 9/11 it took dedicated, consistent effort for banks to build adequate teams and protections to improve information security. In our view, however, this has not hit home for health providers, insurers, or other CEs. We know this because Techumen now focuses exclusively on securing health care information. We ﬁnd that most of our clients have immature information security operations and offer poor protection of PHI.



THE CURRENT STATE OF HEALTH INFORMATION SECURITY Based on our experience with securing both ﬁnancial and health care information systems, the current state of information security in health care is shoddy. Perhaps most dangerously, in most health care organizations the fox is running the henhouse. How can this be true? Many health leaders will argue that “we have a good compliance ofﬁce” and a superb chief information ofﬁcer (CIO) who “looks over” information security. That is precisely the point. No CIO should have purview over the information security realm. The duties of the CIO at any health provider are to deliver economic, efﬁcient, and seamless information technology services that improve the health of patients. These are operational considerations, and they are indeed vital; however, as the BP crisis has demonstrated, if integrity monitor-



ing is also a function for CIOs, we are setting ourselves up for failure. Compliance ofﬁcers may disagree and state that the compliance ofﬁce is in charge. The central question then is to whom does the security ofﬁcer report? If your chief information security ofﬁcer (CISO) also reports to the CIO, then his allegiance is to make operations hum and not to “impede” information ﬂow by introducing security checkpoints. The fox is really running the henhouse. The fox may be well meaning and kind, but he is still a fox. Like all other industries, health care has turned sophisticated and technically complex. Most hospital information systems function with a bevy of routers, switches, email servers, magnetic resonance imaging (MRI) devices, bedside monitors, electronic medical record (EMR) applications, practice management systems, and laboratory information systems. As such, the role of a CIO has become largely operational. The CIO’s primary responsibility is to make sure that information ﬂows freely and that applications work. Without question, all this advanced technology we have in health care requires a certain degree of operational heroism. It takes real science blended in with the correct amount of art, negotiation, and persuasion to deliver good information technology on time and under budget. We acknowledge that a successful modern health care CIO is an expert at making his operations run despite his many constraints. The CIO, however, also should not be saddled with the responsibility of making sure that these operations run with integrity and securely. In an informal survey we conducted, we found that seven out of 10 leading health care providers had the CISO role reporting directly to the CIO. So how did integrity monitoring and operations in health care become so comingled? As our health infrastructure matured, it was only natural for the most senior “technical” person (i.e., the CIO) to supervise another technically oriented person but one who was solely responsible for security — the CISO. It seems like a rational and natural enough
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solution. Information technology is complex, and only the ofﬁce of the CIO really understands what all these bits and bytes do. It is unlikely for a lawyer, unless suitably trained, to understand the difﬁculties of keeping a server farm up when faced with a deluge of HTTP requests. By not infusing technical capability in the compliance ofﬁce, leadership cannot see the peril of mixing operations with integrity. Maintaining integrity is the role of the compliance ofﬁcer and cannot be fully deferred to the ofﬁce of CIO. Information security requires a deep understanding of information technology to prevent such technology from being misused or attacked. This is not to say that everything in information security is highly technical. For example, having adequate security policies and procedures in place and providing security awareness training to employees is not rocket-science. Yet, any compliance ofﬁcer must have someone technically capable that she can rely on 100 percent for doing the right thing. Simply saying that it is too technical for compliance to understand and then deferring to the CIO is not a good enough answer. Compliance ofﬁcers must seek help to understand the technical environment. They must have at least a trusted “technical” expert reporting directly to her (and not the CIO). We believe this role can be fulﬁlled adequately by a CISO. A good CISO is that special blend of person who genuinely understands technology, knows to suggest controls to navigate through a thicket of regulations, while balancing business needs. There should be a necessary and healthy tension between CIO and CISO, not a master-servant relationship. The CISO must report directly to the CEO or to the head of compliance.



and Human Services (HHS) made some administrative simpliﬁcations. On October 7, 2003, HHS delegated to the Centers for Medicare & Medicaid Services (CMS): the authority and responsibility to interpret, implement, and enforce the HIPAA security rule provisions; the authority to conduct compliance reviews and to investigate and resolve complaints of HIPAA security rule noncompliance; and the authority to impose civil monetary penalties for a covered entity’s failure to comply with the HIPAA security rule provisions. After ﬁve year of CMS responsibility for enforcement, the Ofﬁce of Inspector General (OIG) provided, in 2008, pointed criticism of CMS’ lackadaisical approach to covered entity enforcement. The OIG concluded CMS has “taken limited action to ensure that covered entities adequately implement the HIPAA Security Rule.” The report revealed CMS has not conducted a compliance review of covered entities. Further, however, the OIG found this process “unproductive.” So here, even the government’s main enforcement agency for information security and privacy violations in health care has failed to take cyber security seriously.



CONGRESS: CORRECTING THE SITUATION This lax oversight was not lost on lawmakers. In its passage of the HITECH Act, Congress realized that without secure and private electronic health information, we would not be successful. As such it made one of its ﬁve pillars or health policy objectives a clear focus on security and privacy of PHI. This clearly demonstrates Congress’ intent to make sure that privacy and security considerations are not given short shrift.



GOVERNMENT SHORTFALLS Even the government has been slow to enforce security and privacy provisions in health care. As most compliance ofﬁcers know, the fundamental bulwark for ensuring the safety of PHI is HIPAA, ﬁnalized on August 21, 1996. Subsequently, the U.S. Department of Health
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THE FIVE PILLARS OF MEANINGFUL USE FOR HITECH Urged on by Congress, various new provisions in HITECH (extensions to HIPAA effectively) have signiﬁcantly tightened restrictions and enforcement and will
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make health providers accountable for data breaches and information security. In particular, any breach of more than 500 records will be reported to the media for analysis. It is quite likely that hospitals and other providers who become repeat offenders for poor security will lose patients. Some of the key provisions of HITECH include the following: establishes a federal security breach notiﬁcation requirement for breach of PHI; requires each individual be notiﬁed if his or her “unsecured” PHI is accessed, acquired, or disclosed as a result of the breach; a breach notice provided to the individual must include: the date of the breach, the date of discovery, and the steps the individual should take to protect himself from potential harm; requires notiﬁcation to the federal government and prominent media outlets if more than 500 individuals are affected; applies to personal health record (PHR) vendors such as Google and Microsoft; ensures that new entities that were not contemplated when HIPAA was written are subject to the same privacy and security rules as others covered under HIPAA; these include PHR vendors, regional Figure 1.



health information organizations (RHIOs), and health information exchanges (HIEs); provides an individual the right to have access to certain information about him or her in electronic format, for which the provider may charge a fee; and gives individuals the right to receive an electronic copy of their PHI, if it is maintained in an electronic health record. (See Figure 1)



PENALTIES UNDER ARRA The penalties for violations under the American Recovery and Reinvestment Act of 2009 (ARRA) can be severe for both organizations and individuals responsible for the safety of health information. Since this is a broad deﬁnition, it likely includes various executives and practitioners who handle or supervise the systems that house this information. The specifics include: allows criminal penalties to apply to individuals; provides a new system of civil monetary penalties; modiﬁes distribution of certain civil monetary penalties collected; requires the Secretary of Health and Human Services to provide for periodic audits of covered entities and business associates; and ■ allows state attorneys general to bring civil actions in federal court on behalf of the residents of their state. It will now be up to CMS and state attorneys general to enforce violations and mete out penalties. Leading CMS executives have stated publicly that enforcement levels and capabilities will be more aggressively handled. We believe this is a critical juncture for health care and the enforcement tide has turned. Compliance ofﬁcers at health providers and other CEs have to become far more assertive. They can “hope” for lax enforcement at considerable peril.
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SAFE HARBOR AND THE ENCRYPTION FALLACY Breach notiﬁcation requirements for large data breaches can tarnish substantially a health provider’s reputation. While there is a strict new environment for information security under HITECH, the government has provided for a “safe harbor” from penalties due to data breaches or privacy violations if a health care entity makes adequate use of encryption controls. Fundamentally, information (data) must be protected from theft or tampering when being transferred over an electronic network or wherever it is physically located. These two parameters are known as “data in motion” or “data at rest.” Encryption is the process which is applied to data and alters it to make it humanly unreadable except by someone who knows how to decrypt it. The complexity of the algorithms used means that a strongly encrypted message might require thousands of hours of processing by very fast computers to break the encryption. Encryption of data then is the control technology that prevents data from being tampered with or stolen. Given the wide types of application data stores and transmission methods in use, various encryption approaches and techniques can and must be used. Figure 2.
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Under the revised HIPAA security rule, PHI is deemed to be encrypted by “the use of an algorithmic process to transform the data into a form in which there is a low probability of assigning meaning without use of a conﬁdential process or key” and the decryption process or key has not been breached. For many compliance ofﬁcers, this may appear to be panacea or magic bullet. Many may believe that we can and should encrypt everything. This is a fallacy. While it may limit damage from breaches, the wholesale encryption of every piece of data in rest or motion at a health provider or CE is simply not feasible. Adding encryption willy-nilly can break old systems ill equipped to handle encryption. Poorly executed encryption also can consume an inordinate amount of CE bandwidth and processing power and bring information delivery to a crawl. Cost considerations also factor into encryption decisions, and ﬁnally, the complexity of encrypting “everything” can be a nightmare to manage. Most CEs deliver information through applications sometimes numbering in the hundreds (each with a separate data store) to thousands of devices over an internal network. Thus, taking advantage of the safe-harbor provision under HITECH will not be a small undertaking. Careful analysis of the considerations listed above must be understood for each application and data repository; else you could force your employer into chaos. As of now the items that can be encrypted efficiently are limited and include end-user storage devices such as laptops, blackberries, and flash drives. This clearly is a good start, but it is not enough. Encrypting “everything” is simply not a reasonable approach at this time and cannot be used as a panacea.
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COMPLACENCY AT HEALTH CARE PROVIDERS



Figure 3.



Governments are not alone in being complacent. Health providers, and by implication compliance ofﬁcers, also should shoulder a signiﬁcant part of the blame. The industry-leading health information industry organization — Health Information Management Systems Society (HIMMS) — has clearly pointed out the complacency of health organizations with regard to patient information. In its report entitled 2010 HIMSS Analytics Report: Security of Patient Data, commissioned by Kroll’s Fraud Solutions, HIMSS researchers noted the following in the report’s executive summary: There is cause for concern, however, as our new study shows that the security practices in place continue to overemphasize “checklist” mentality for compliance without implementing more comprehensive and sustainable changes needed for meaningful improvements in the day-to-day handling of patient PHI and PII. Increased activity around security practices adopted to achieve compliance with new laws and regulations related to patient data security has not changed the fact that data in the industry continues to be at risk and may be targeted by individuals for fraudulent gain…hospitals appear to be focusing on how to handle a breach after it has taken place rather than focusing on risk assessments. There continues to be a lack of awareness of the extremely high costs associated with a health care breach. …Full enforcement of HITECH — including sanctions — which took effect February 22, 2010, will make the costs associated with a breach even more burdensome.



While there is expanding awareness around the importance of data security, it continues to be an issue addressed through cyber security in siloed departments (IT, security policy), adhoc training, or policy approval events. Awareness has yet to translate into organization-wide responsibility that is addressed through a holistic solution that covers all data (cyber and ofﬂine) across the entire organization’s continuum of care (including third-party vendors).



WHAT CAN GO WRONG IN SECURING HEALTH CARE INFORMATION? The metaphor of a leaky house is apt to describe information security in health care. Information, like heat or cold air, can escape from areas through thousands of small cracks and poorly insulated windows or seams. Today’s health information systems are exactly that — complicated Rube Goldberg contraptions with thousands of places from which information can escape. Security can be breached by an outside attacker or from within by employees of covered entities. Indeed, this internal threat should be a serious cause for concern because compliance ofﬁcers have not asked the right questions or cannot receive easy answers to them.
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For example, can you as a compliance ofﬁcer obtain from your CIO answers to the following questions in ﬁve minutes or less? 1. Identify any user accessing medical records of a person living on the same street or in the same zip code. 2. Identify any gynecologist on your staff who has looked at male patient records in the last week? 3. Identify which users viewed records of others working for the same department/cost center? If, as a compliance ofﬁcer, you cannot have a ready answer in ﬁve minutes, then you already may have suffered a massive data breach and do not know it. There are literally hundreds of such misuse cases or anomalies that constitute a data breach or violation. So again, we urge compliance ofﬁcers to understand the technical limitations or capabilities at getting this information. They must not expect this answer from the CIO but from someone who reports to them. Recall, the CIO is responsible for operating a large infrastructure on a very tight budget. Saving the hospitals from perceived security issues will not garner him kudos from his doctor bosses; implementing a new cardiology application might.



HOW MUCH DAMAGE CAN BE DONE? Considerable damage can be done when patient records are breached. The consequences to a health provider or CE can be tangible or intangible. Examples include: ﬁnes imposed by CMS or by state attorneys general; cost to rectify a patient’s potential loss of identity; civil lawsuits from patients; and loss of market value, customers, or patients suffered from the lack of trust in protecting patient data. Thus, under new breach deﬁnitions a data breach of 500 records is now considered sizable and potentially very damaging. Figure 2 illustrates the severity of the problem; the chart was initially published by Kevin Prince, Chief Architect Perimeter eS-
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ecurity, in a report entitled “A Comprehensive Study of Healthcare Data Security Breaches In the United States from 2000 – 2007.” The chart displays all types of records lost from 2000 to 2007. The key point is that this trend is accelerating, not slowing. From our prior work, we know that outside counsel, forensic, and privacy experts will be involved in breaches greater than 500. (The PR disaster for not seeking expert help could be far worse than spending the necessary money). We conservatively estimate that tangible costs (ﬁnes, fees, and direct expenses) to restore a patient’s identity are in the $300 per record range for any breach over 500 records. Thus, a breach of 1,000 records could result in direct or “tangible” expenses of over $ 300,000. For CEs on tight health budgets, this is a lot of money, and it does not include any intangible losses such as patient trust.



WORST CASE: A DOOMSDAY SCENARIO Consider the following hypothetical scenario: A. A category 5 hurricane is bearing down on New Orleans. B. There hasn’t been enough time to evacuate many residents; many of these will suffer major trauma, e.g., head injuries, shock, shattered limbs, punctured organs, et cetera. C. The information infrastructure of the two level-one trauma centers in Louisiana is targeted by terrorist groups using nonU.S. servers a few hours before the hurricane strikes. (They don’t even have to be on U.S. soil!) D. Ten minutes later, as the full force of the hurricane is felt, the electronic medical record, admission discharge and transfer, and lab systems, as well as the MRI machines and PACs systems in the trauma centers, have all been rendered useless. Restoring all the systems may take several days. E. How many people will have died or suffered? Is this a scenario we want to have played out? Is this an unreasonable situation or hypothesis? I think not. (A team of expert CONTINUED
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I found several problems this way. I got very few serious issues from our hot line. Now don’t get me wrong. I absolutely believe you have to have an anonymous reporting mechanism. They do ﬁnd problems. All I am saying is that you need to supplement it. I believe asking these sorts of questions randomly, regularly, and all year long produces more results than the anonymous reporting mechanism. If you have trouble buying this argument, think about some of the great leaders of this country and companies within this country. Great leaders were known for their interest in talking to the people. They were known for asking questions. They were known for talking to staff and asking question about how things were going. Leaders who lock themselves in their ofﬁce, spend time in endless meetings, or connect only with a small group of people are less successful. If you choose to ﬁnd all your problems through the hot line, I have some advice. The next time you do a risk assessment, put yourself down as a risk area. I would rank the risk as “high.”



NANJI CONTINUED



FROM
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“red team” hackers can do this in less than 30 minutes). ﬁcers have a duty and reCompliance ofﬁ sponsibility to do better. You must have purview of information security and privacy, and you must excel in it. It will be difﬁcult, ﬁcult, difﬁ but it is not a chore. It is a necessity. Your country, your organization needs you.



WHAT WE RECOMMEND CEs must begin with a correct governance structure in place for information security. This is the one fundamental requirement for good information security compliance. We recently recommended the organizational construct in Figure 3 for an academic medical center to prevent the mixing of operations with integrity monitoring (compliance).
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CONCLUSION Without adequate security, there is no trust. Insecure EHRs will result in rampant violaﬁnes and sanctions or breaches, inevitable ﬁnes tions, and ruined reputations. More tragically, the promise of EHRs to dramatically reduce health care costs and improve patient care will be in tatters. As citizens we simply cannot let this happen. We must design-in security with the right balance of processes, behavior changes, and technology controls. We need to start at the very top — with better information security governance.
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