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Abstract The purpose of this paper is to study about the use of distinctive anatomical (e.g., fingerprints, face, iris) and behavioural (e.g., speech, gait, signature) characteristics, called biometric identifiers or traits or characteristics for automatically recognizing individuals. Biometrics is becoming an essential component of effective person identification solutions because biometric identifiers cannot be shared or misplaced, and they intrinsically represent the individual’s bodily identity [1]. No single biometric is expected to effectively meet the requirements of all the applications. Fingerprint recognition has a very good balance of all the properties. A number of biometric characteristics are being used in various applications as Universality, Uniqueness, Permanence, Measurability, Performance, Acceptability, and Circumvention [2].00
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1. Introduction Fingerprint identification system has been widely used in many kinds of fields such as public security, enterprise, bank and so on. And the correctness of the feature extraction directly affects the reliability of the system. After introducing fingerprint minutiae, this paper discuss for minutiae extraction based on tracing the thin ridge line, expressing the type of current point and the states of its 8-neighborhood pixels by 8-neighbour coding, which can effectively extract ridge endings and ridge bifurcations in thinned fingerprint image. This cannot only improve the speed of feature extraction, but also accurately eliminate pseudo minutiae, so time of the image processing is shortened, and it can satisfy the need in the practical application. The process of fingerprint identification system mainly includes the following steps: the first step is the fingerprint acquisition, collecting fingerprints using the acquisition device and converting them to images; The second step is the fingerprint image pre-processing, retreating the original fingerprint image, which can reduce noise, and make the fingerprint image become a clear point-line chart, in order to lay the foundation for the fingerprint feature extraction followed. The third step is the extraction of feature points, which is mainly based on fingerprint form and minutiae feature. The final step is the feature points matching, comparing the input fingerprint with the template fingerprint, and judging whether they are the same [1]. The accuracy of feature point extraction, that plays an important role in the fingerprint identification system, directly affects the precision of the result of fingerprint matching. Punita Arora, IJRIT
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Fingerprints are the most widely used biometric feature for identification and verification in the field of biometrics. In this research we will discuss a minutiae based matching technique. This approach has been intensively studied; this technique is the backbone of the current available fingerprint recognition products.



2 What is Fingerprint? Skin on human fingertips contains ridges and valleys which together forms distinctive patterns. These patterns are fully developed under pregnancy and are permanent throughout whole lifetime. Prints of those patterns are called fingerprints. Injuries like cuts, burns and bruises can temporarily damage quality of fingerprints but when fully healed, patterns will be restored. Through various studies it has been observed that no two persons have the same fingerprints, hence they are unique for every individual Due to the above mentioned properties, and fingerprints are very popular as biometrics measurements. Especially in law enforcement where they have been used over a hundred years to help solve crime. Unfortunately fingerprint matching is complex pattern recognition problem the observations showed that the fingerprints offer more secure and reliable person identification than keys, passwords or id-cards can provide. Examples such as mobile phones and computers equipped with fingerprint sensing devices for fingerprint based password protection are being produced to replace ordinary password protection methods. Those are only a fraction of civilian applications where fingerprints can be used. Fingerprints are the ridge and furrow patterns on the tip of the finger and have been used extensively for personal identification of people. The biological properties of fingerprint formation are well understood and fingerprints have been used for identification purpose for centuries. Since the beginning of the 20th century, fingerprints have been extensively used for identification of criminal by the various forensic departments around the world. Due to its criminal connotations, some people feel uncomfortable in providing their fingerprints for identification in civilian applications. Fingerprints also have a number of disadvantages as compared to other biometrics. For example approximately 4% of the population does not have good quality fingerprint, manual workers get regular scratches on their fingers which poses a difficulty to the matching system, finger skin peels off due weather [3], finger develop natural permanent creases, temporary creases are formed when the hands are immersed in water for a long time and dirty finger cannot be properly imaged with the existing fingerprint sensors [2]. Further, since fingerprints cannot be captured without the user's knowledge, they are not suited for certain applications such as surveillance. . 2.1 Fingerprint Features A fingerprint is a pattern of curving line structures called ridges, where the skin has a higher profile than its surroundings, which are called the valleys. In most fingerprint images, the ridges are black and the valleys are white. Due to all kinds of noise and distortions, fingerprints cannot be matched simply by taking the cross-correlation or the Euclidean distance of the gray scale images. This is solved to some extent by extracting features from the fingerprints that are more robust to the distortions. Commonly used features are: 2.1.1 The directional field (DF) is defined as the local orientation of the ridge-valley structures. It describes the coarse structure, or basic shape, of a fingerprint and is calculated on a regular grid in the fingerprint. An example of a DF is given in Figure 2.1(a).
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2.1.2 The singular points (SPs) are the discontinuities in the directional field. Two types of SP exist. According to Henry [Hen00], a core is the uppermost point of the innermost curving ridge, and a delta is a point where three ridge flows meet. In some fingerprints, the SPs fall outside the image area. The SPs are indicated in the DF of Figure (a). 2.1.3 The minutiae provide the details of the ridge-valley structures. Automatic fingerprint recognition systems use the two elementary types of minutiae that exist, being ridge endings and bifurcations. Sometimes composite types of minutiae such as lakes or short ridges are also used. In Figure (b), the minutiae are indicated with small circles.



Figure-1



.



2.2. Why Fingerprints On the increasingly urgent need for reliable security, biometrics emphasized that the authentication method for the next generation. Among the various biometric technologies, fingerprint authentication has been in use longer and has more advantages than other biometric technologies do. Fingerprint authentication is arguably the most sophisticated method for all biometric technologies and has been thoroughly verified through various applications. Fingerprint Authentication has proven particularly high efficiency and further improved technology in criminal investigation for over a century [1]. Even features such as the motion of a person, the face or the firm may change over time and can be fabricated or imitated. However, a fingerprint is completely unique to an individual and remained unchanged throughout life. This uniqueness shows that fingerprint authentication is much more accurate and effective than any other method of authentication. Also, a fingerprint can be taken and digitized by the devices compact and relatively inexpensive and has only a small capacity for storing a database of information. With these strengths, fingerprint authentication has been an important part of the security market and remains more competitive than others in the world today [3].
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3. Fingerprint Recognition The method that is selected for fingerprint matching was first discovered by Sir Francis Galton. In 1888 he observed that fingerprints are rich in details also called minutiae in the form of discontinuities in ridges. He also noticed that position of those minutiae doesn’t change over the time. Therefore minutiae matching are a good way to establish if two fingerprints are from the same person or not.



Figure2 Minutia. (Valley is also referred as Furrow, Termination is also called Ending,and Bifurcation is also called Branch) The two most important minutiae are termination and bifurcation, termination, which is the immediate ending of a ridge; the other is called bifurcation, which is the point on the ridge from which two branches derive. The fingerprint recognition problem can be grouped into two sub-domains: one is fingerprint verification and the other is fingerprint identification.



Figure 3: fingerprint verification



Figure 4: fingerprint identification. Punita Arora, IJRIT
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4. Minutiae Based Matching This is the most popular and widely used in commercial applications, because of its good performance and low computation time, especially for good quality images. This method tries to align the minutiae of the input image (query template) and stored templates (reference template) and find the number of matched minutiae. After alignment, two minutiae are considered in matching if the special distance and direction difference between them are smaller than a given tolerance [8]. A correct aligning of fingerprint is very important in order to maximize the number of matched minutiae; this requires the computing of the translation and rotation information, as well as other geometrical transformations such as scale and distortion. In order to compute efficiently aligning information there has been proposed many approaches. In this section we present a method that uses segments (formed by minutiae) instead of isolated minutiae [14]. A segment is formed by two pair of minutiae of the same fingerprint, the way how the set of segments are constructed may vary (e.g., nearest neighbor, delaunay, etc). The figure below shows the segments constructed from the set of minutiae. Minutiae matching can be seen as a 2D point pattern problem. A matching algorithm is needed to determine the number of matching points between the two point patterns. The algorithm should be able to find optimal translation in x and y coordinates rotation and possible scale difference between the two point patterns. Through those parameters the maximum matching points can be found which is essential to assure good accuracy and performance for fingerprint verification Block-diagram of the automatic fingerprint verification system and its diverse parts can be seen in Figure. The template is a pre-stored point pattern of extracted minutiae from authentic fingerprint. It is produced in the same way as the point pattern of the fingerprint in the Figure on the left.



Figure 5: Steps for Minutia Based Matching



There are different techniques for fingerprint matching such approaches are discussed below. Matching of fingerprint consists of comparing two fingerprints and finds out if they belong to the same finger. Mathematically, any matching algorithm computes the degree of similarity, using the feature information of each fingerprint and return some score (e.g., between 0 and 1) which represents the probability that the two finger are from the same finger. Therefore depending of the resulted score, a fingerprint recognition system decides if there is matching or non-matching. Automatically fingerprint image matching is a challenging problem due to many factors such as displacement, rotation, non-linear distortion, partial overlapping, noise, skin condition, etc [4]. Many algorithms have been proposed in the pattern recognition literature. The large number of approaches can be classified in the following three classes: correlation based matching, minutiae based matching and ridge feature based matching. Punita Arora, IJRIT
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5. Conclusions In this paper, we have seen what does the term authentication means and the basic classification of authentication techniques. After the detail study of different authentication methods, it is crystal clear that why we prefer Fingerprints technique as a solution. While biometric authentication can offer a high degree of security, they are far from perfect solution. Sound principles of system engineering are still required to ensure a high level of security rather than the assurance of security coming simply from the inclusion of biometrics in some form. The influences of biometric technology on society and the risks to privacy and threat to identify will require mediation through legislation. For much of the short history of biometrics the technology developments have been in advance of ethical or legal ones. Fingerprint Recognition is used as a form of biometric to recognize identities of human beings. It includes all the stages from minutiae extraction from fingerprints to minutiae matching which generates a match score. Various standard techniques are used in the intermediate stages of processing. The relatively low percentage of verification rate as compared to other forms of biometrics indicates that the algorithm used is not very robust and is vulnerable to effects like scaling and elastic deformations. Various new techniques and algorithm have been studied and found out which give better results. Also a major challenge in Fingerprint recognition lies in the pre processing of the bad quality of fingerprint images which also add to the low verification rate.



6. Future Works The future scope of the work is to improve the quality of image either by improving the hardware to capture the image or by improving the image enhancement techniques, so that the input image to the thinning stage could be made better which can improve the future stages and the final outcome. While the implementation is successfully able to decide whether two fingerprint images belong to the same finger or not, it is by no means perfect. There are erroneous results produced sometimes. Also, the computation time of the algorithm is still somewhat high for a seamless real-time application. There is scope for improvement in the image enhancement step and minutiae matching algorithm. Image enhancement is generally the most crucial step as thinning and minutiae extraction simply cannot proceed to give any useful results as long as the quality of the image is very high. A further study into the statistical theory of fingerprint can be done. This can help us to better understand the statistical uniqueness of the fingerprint minutiae. The more refinement in the minutiae calculation can be done by improving the parameters in the algorithm which will help in the more accurate matching of the fingerprint images in the forensic applications.
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