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https://gsuite.google.com/setup/       



G Suite security best practices  G Suite takes security seriously, but we recommend taking  some or all of the following steps to strengthen the security  of your G Suite account.       
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Use a strong password   Take the ﬁrst step in keeping your account secure by setting a strong password:   ●



Don’t use the same password for more than one service (G Suite and  your online banking, for example). 



●



Use numbers, symbols such as ? or >, and a mix of uppercase and  lowercase letters in your password.  



●



Create a password with at least 8 characters.  



●



Don’t use personal information in your password, like your birthday. 



●



Don’t use sequential numbers or letters, like 12345 or QWERTY.  



●



Add a recovery phone number to get password reset codes by text. 



●



Don’t enter your password after clicking on a link from an untrusted  email. Instead, sign in directly at gmail.com or your G Suite user hub  from your browser at apps.google.com/user/hub. 



1.1



Change your G Suite password  1.



Sign in to your Google account at myaccount.google.com. 



2.



In the Sign-in & security, section, click Signing in to Google. 



3.



Click Password.   (If you’re prompted to sign in again, enter your G Suite email  and password.)  



4.  



Enter a new password, then click Change Password. 
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Update your operating system and browser regularly  Keeping your computer or mobile device updated regularly keeps your accounts  more secure.   Your internet browsers, as well as your Android, Windows®, or iOS® operating  systems, need regular patches and updates to keep your devices secure. So if you  receive a notice to update, make this a priority and update as soon as possible. You  can change your settings so these updates are installed automatically.   See more safety tips in Google’s Safety Center. 
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Use 2-Step Veri cation  To add an extra layer of security to your G Suite account, use 2-Step Veriﬁcation (2SV).   With 2SV, whenever you sign in to your G Suite account, in addition to entering  your password, you’re asked for a veriﬁcation code that’s sent to your phone by  text, voice, or the Google mobile app. Each code is unique and changes every  time you sign in.   All 2SV means is that you sign in in 2 steps: with something you know (your  password) and something you have (your phone). It offers an additional step to  protect your account, because a hacker would need to know your password and  have stolen your phone to sign in as you. 



3.1



Set up 2-Step Veri cation  1.



Go to your Google Account dashboard at accounts.google.com.  



2.



Click Sign-in & Security.  



3.



Scroll down to the Signing in the Google section, and   click 2-Step Veriﬁcation.  



4.



Click Get started. 



5.



If you’re prompted, enter your G Suite password.  



© 2018 Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043 



3 



 



 



 



   



6.



Enter your phone number and choose if you’d like a text message with  the code or a call. 



7.



Click Next. . 



8.



In the sign-in page, enter the veriﬁcation code you received on your  phone and click Next.  



9.



Click Turn on to start using 2-Step Veriﬁcation. The next time you  sign in to your Google account, you’ll receive another veriﬁcation code  that you must enter.  



10. (Optional) You can now receive a Google prompt on your phone. On the  2-Step Veriﬁcation page, in the Tired of typing veriﬁcation codes section,  click Add Google Prompt, and follow the instructions to set it up.  Tip: On the 2-Step Veriﬁcation page, you can print a one-time passcode that allows  you to sign in when you’re away from your phone. It’s quicker than entering a  veriﬁcation code. You can also choose to use a Security Key. You insert it into your  computer’s USB port instead of using a phone prompt.   



4 



Get ale s about activity on your account  You can get notiﬁcations if there’s important or suspicious activity on your account,  such as when some settings are changed or someone signs in from an  unrecognized device.  



4.1



Enable account activity ale s  1.



Sign in to your Admin console with your G Suite email and password.  



2.



Click More controls at the bottom of your Admin console Home page, and  then click Reports. 



3.



From the sidebar menu, click Manage Alerts.  You’ll see a list of possible alerts. 



4.



In the Status column on the side, toggle the switch to turn on alerts for  each item.   For example, toggle on the alert for Suspicious login activity, User’s  password changed, and Suspicious mobile activity. 
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