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Handling Seamless Mobility in IPv6 based Sensor Networks Mustafa Hasan, Ali Hammad Akbar, Shafique Ahmad Chaudhry, Hamid Mukhtar and Ki-Hyung Kim, Division of Information and Computer Engineering, Ajou University, Korea



Abstract—Wireless Sensor Network (WSN) that comprise low end devices (power, battery, cost, and life) are becoming increasingly important because they are poised to render a broad range of military and other commercial applications such as in Personal Area Networks (PANs). Amongst the various tiers of network connectivity, it is the IP-based Internet access that has truly enabled the ubiquity of these PANs. As many exciting applications emerge, that benefit from such IP connectivity, their burgeoning role necessitates provisioning of these applications beyond their local vicinity—entailing mobility. In order to keep network connectivity intact especially while the sensor nodes move, definition and provision of a mobility framework for such low end devices is a crucial problem. In this paper we have analyzed various mobility scenarios for the low end devices, specifically the IEE802.15.4 devices. We have objectively analyzed the throughput and delay measures for benchmarking their performance under the influence of mobility. The simulation results for various mobility scenarios substantially support the efficacy of our framework. Index Terms—IP based Ubiquitous Sensor Network (IP-USN), Mobility, And Personal Area Network (PAN)
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I. INTRODUCTION



ordern IP enabled low cost, low power communication networks play an important role in the realization of truly ubiquitous environments by providing wireless connectivity in applications with relaxed throughput requirements. A practical and commercially viable manifestation of IP-based ubiquitous sensor networks (IPUSNs) is the 6LoWPAN [1] in which IEEE802.15.4 devices connect to the Internet through a gateway. In order to provide seamless mobility support to these kinds of low capable devices, a myriad of new challenges come up mainly from the disparate resource-constrained nature of these devices and the resource-intensive functions required for mobility. The challenges are exacerbated due to the heterogeneity in the mobility models themselves. For example the mobility of a single device within the PAN is different in extent and implications from the mobility of a group of PAN devices which move from one 6LoWPAN to another. While the former can be handled by PAN devices, the later needs coordination amongst two 6LoWPAN gateways. Although there are architectures of various kinds that address these mobility issues in great detail (discussed critically in the related work section), no singular architecture has exclusively addressed the granular differences between these variants of IP-USN Project, Korea



mobility and put forth recommendations to optimize their communication. Therefore, a framework is still needed that a.) Provides an insight into different kinds of mobility models. b.) Demarcate their scope and effect on complexity in terms of computation and communication. c.) Define a utility-based complexity migration mechanism from low-end devices to high-end devices In this paper we have tried to meet the above-mentioned requirements by investigating how such mobility models develop, and by substantiating their resource requirements. We have presented a framework that exploits and extends the utility of network elements in supporting connectivity during mobility. Specifically, the framework expedites the migration of responsibility to tackle mobility by invoking appropriate mobility-related modules in the network elements such as the sensor nodes, mobile routers and the gateways. The organization of the paper is as the following; in section II we discuss some of the formative research in mobility that is forging the state-of-the-art today. A scenario that purports possible mobility scenarios for the low-end devices is presented in section III. We define the responsibility and how it should be distributed across the network elements in section IV. A holistic solution that amicably meets the requirement specifications in the preceding section, is presented in V. We determine the analytical mode in section VI. We evaluate the performance in section VII. Finally, section VIII concludes the paper. II. RELATED WORK Our related work section is bipartite in nature, involving the analysis of the state-of-the-art in node and network mobility. Specifically, we compare the work in Mobile IPv6 and Network Mobility (NEMO) [3] . Besides, the study of other kinds of support for mobility in sensor networks is also presented. Mobile IPv6 was proposed by the Internet Engineering Task Force (IETF) to handle the connection less mobility in IPv6 devices. When a node moves from one network to another it updates its current location through binding its home address to the current care of address through a binding update (BU). The introduction of NEMO is to support the network mobility, as well as reduce the 2nd layer handoff, and giving transparency to the network nodes [3]. MIPv6 provides support for mobility, requiring a minimalist signaling load on the communication which is indeed battery-
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IV. APPROACH



A B C D E



SNL • • × × •



Responsibility Matrix MRL GWL SNF × × × × × • • × × • × × × × ×



MRF × × • • ×



GWF × × × × ×



Communication



In this section we identify the network entities that carry most of the load incurred during each mobility scenario (sections III.A through III.E), in terms of detection, computation and communication. We later refer to load in a more generalized term of responsibility. After analyzing the relationship between responsibility and network elements, we define a utility function which if maximized implies a network-wide gain in throughput and other performance metrics.



Computation



III. MOBILITY SCENARIOS AND CLASSIFICATIONS In this section, we present mobility scenarios to characterize their effect on the resource requirements. After this section, we would have tangible classification of mobility to lay out our approach. The following scenario comprises two views, micro- and macro, each aimed at highlighting distinctive variants of mobility. Consider a military application, involving ground combat scenario, wherein troops are belonging to different command authorities. The troops in PAN ‘A’ are connected to the internet via the mobile router and the IP-gateway. Similarly, the nodes in PAN ‘B’ are connected to the Internet through the PAN coordinator and the IP-gateway. In the macro-view, there are two IP-gateways. Initially, PAN ‘A’ and PAN ‘B’ are connected to IP-gateway I, while sometime at the later stage, these two PANs move to IP-gateway II, generating some unique mobility scenarios. Throughout all the scenarios (×) refers to the point of departure and (•) is the new arrival location. As can be seen from the figure, following are the variants of mobility.



and is transparent to all its subordinate nodes. The scenario is quite similar to NEMO. E. Multiple-PAN mobility: A group of PANs moves without the support of the a mobile router from the jurisdiction of one 6LoWPAN gateway to the other. F. Special case—Nodes’ mobility in sleep mode: In sensor networks the nodes can periodically go to sleep state in order to save energy and increase the network lifetime. Such a behavior may be expected during all the intra- and inter-PAN mobility scenarios.



Detection



exhausting. If we consider a sensor node, it’s really hard to subsume signaling in a full-fledged manner. If we consider the NEMO, its reduce some of the signaling cost and 2nd layer handoff, but it increase the overhead for the tunneling purpose [2]. There are several technique proposed for route optimization to reduce tunneling, but not efficient to give ubiquitous mobility.



Figure 2: Coarse (non-optimized) usage of network elements



Figure 1: Basic Structure Overview



A. Intra-PAN node mobility: Consider PAN ‘A’, wherein each soldier is operating within his designated position. When a soldier moves to new location, it must be communicated to the mobile router (or PAN coordinator) so that routing may be facilitated. B. Inter-PAN node mobility: When the soldier moves from PAN ‘A’ to PAN ‘B’, a handover is needed in this case and the prefix of the node also changes. C. Router mobility: In this scenario the router can be mobile, while there are multiple mobile routers which can serve the purpose of efficient routing and fault tolerance. D. Network mobility: In this mobility scenario, the mobile router along with its associated nodes migrates from one IPgateway to the other. The handover is handled by the router



Fig. 2 shows the responsibility matrix in mobility scenarios A-E in which the connectivity is handled by the devices that are on the move themselves. The subscripts L and F refer to the local (departure network) and foreign (arrival network) elements. Here, we define the utility function U for a generalized device (SN: sensor node, Mobile Router: MR, and GW: Gateway) as the linear summation of the rewards and penalties. The rewards are associated to the device’s resources and the penalties are associated to its distance from the destination in as per the ordered relationship SN>MR>GW (hierarchical connectivity follows the relationship SN>MR, SN>>GW, MR>SN, MR>GW, GW>MR, GW>>SN). U=R+P



×



R= P= Note that the effective penalty in the case of sensor nodes would be n×P where n is the number of sensor nodes. A cautious calculation using table II to obtain the normalized values of the coefficients yields a=1, b=175 and c=7754, as the proportionate capabilities of devices. For table I with x=1 and n =10, the utility functions for the mobility scenarios are UA=10, UB = 20, UC = 350, UD = 350, UE = 10.
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Device



TABLE I RESOURCE COEFFICIENT Microproce Memory Battery ssor (AH)



TABLE II DELEGATION TABLE FORMAT Bandwidth



Coeffi cient



Home Address



HA Address



CN Address



Life Time



Status



Flags



SN



8-bit (1)



128 kB (1)



0.7 (1)



64 kbps (1)



a=4



3ffe:200:8:1:



3ffe:210:8:1



3afe:210:8:1



15



Act



A/H/



MR



32-bit (4)



64 MB (640)



35 (50)



b= 698



5ffe:210:8:1



3ffe:220:EE:1:



3bfe:202:8:1



20



Sleep



A/K



GW



128-bit (16)



1GB (10000)



Infinite



64 kbps~256 kbps (4) Fast Ethernet (20000)



c= 31016



Now that we have obtained a benchmark performance in terms of utility function, we present the architecture and the protocol that optimizes the handling of mobility under the scenarios purported above. V.



wants to go to the sleep/off state, it will let the MANNA know about its status change. B. Initial Trigger Before going with the operation details, let’s investigate the triggering details for the different mobility scenario, which makes our protocol as the ubiquitous solution. Home Network



Corresponding Node



PROPOSED ARCHITECTURE: MUNNA



In this section, we define a mobility supporting middleware, hereafter termed as Mobile Ubiquitous Nodes, Negotiation Agent (MUNNA), for the devices within a mobile network. It helps to share the responsibility by migrating the load of smaller devices (both low- and medium-end) to bigger network elements such as the GW and the MR. We also define signaling formats and additional functionality. As seen in Fig. 3, we host MUNNA both on the mobile router as well as the 6LoWPAN gateway. Its main function is to maintain a delegation table which is specially design to support the mobility of sensor nodes or low capable devices. MUNNA has the capability of generating and handling special signaling formats [11]. 1) Delegation Table The table entities here are sorted by the home agents address and corresponding nodes address. Delegation table contents home address field, home agent address field, corresponding node address field, binding life time field, status and flag fields. The home address and CN address field is keep in the sorted order. 2) Signaling format The framework adds some special signaling format as follows: Network and Node Authentication Message: NNAM will be generated by the MUNNA to authenticate the node and the network together with the Home Agent. Challenge Message: Challenge Message is a special encryption message which will be generated by the Home Agent in the reply of the NNA message. Secrete of the challenge is only know by the home agent and the node. But in that process as a middleware it will authenticate the router as well as a valid entity to work as a delegator. Solve Message: Solve message is the reply of the Challenge by the Home Agent. CN initiation Message: This message will send by the MN to initiate the communication with a particular CN. Status Message: It is a special kind of single send to the MANNA by the Mobile sensor node to declare its status change. This signal will occur only it wants to change its status. For example, when any Active mobile sensor node
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Figure 3: Basic Triggering and Protocol overview



Intra-PAN node mobility is unaware of MUNNA; it will be handled by 2nd layer mobility feature for the specific protocol. Inter-PAN node mobility requires the support of MUNNA. If the PAN node moves alone from one network to other network, 2nd layer mobility detection mechanism will recognize the mobility happened and will be triggered with the route solicitation message, after that it will follow the protocol description. In Router mobility the associated node become orphan, those nodes can be associated with the near mobile router or access network. Those nodes will trigger like they arrived in a new foreign network. In Network mobility scenario, the associated network node will be unaware of the mobility and MUNNA will rearrange the table according as he got all the information about the associated nodes. If any visiting nodes come to join this mobile network, it will be associated as single low capable device like Inter PAN association. In Multi-PAN or group mobility, each node of the group will be triggered as individual node. The shorting mechanism in the delegation table will make sure that those individual



4 nodes for the same purpose will get supported together with the single signal. In the special case of sleep mode, each node always is aware of their 2nd layer association. So, when it will change its local link point of attachment, it will be in full function mode and execute the mobility handoff. When it will be in sleep mode the MUNNA will also be aware of it, so it will reduce the extra signaling which is not important for the sleep mode devices. C. LowMIPv6 Operation 1) Mobile Node in Home Agent Like the other MIPv6 node, the low capable devices need to have a home agent. Low capable mobile node (LowMN) will register its home address, with specifying itself as a low capable device. Thus, the home agent (HA) maintains its identity for the mobility support with some initial secrete for authentication purpose. 2) Mobile Node in foreign Network Initial Association and Delegation: 1. While LowMN moves into the foreign network, it detects the change of its networking using the prefix advertisement. LowMN will response with the Router Solicitation Message with HA (RSMHA), which will help the access router to distinguish the LowMN from the other usual mobile node of MIPv6 capability. In that consequence, the access router forwards the device activity to the MUNNA for further mobility association and delegation activities. 2. When MUNNA gets the LowMN, it updates it’s the nodes care-of-address and home address in the delegation table in the sorted order with the home address. The care-offaddress is generated by auto-configuration with it source MAC address and home address prefix. 3. After that, MUNNA sends Network and node Authentication message (N2AM), to the home agent for the authentication of itself to support the delegation on behalf of the LowMN and at the same time authenticate the node itself. 4. When home agent get the N2MA, its checks authentication for the LowMN and response with a Challenge Message (CM) to solve using the initial secrete at the time of registration. 5. As soon as MUNNA gets the CM from the home agent it sends the router advertisement with the Challenge to be solve. In that case the challenge format is put into the option bits of the router advertisement message. 6. After getting the RA LowMN auto-configure its careof-address and also solve the problem with some simple function and acknowledge with the solution. 8. When MUNNA gets the solution, it makes the Binding Update (BU) message with solution and sends it to the Home agent. Home agent authenticates LowMN and MUNNA using the correct solution and registers the current MUNNA and the LowMN care-of-address (CoA). After that it acknowledges the MUNNA and MUNNA acknowledge the LowMN. After that the MUNNA gets the control over the LowMN further operations.



3) Route Optimization 1. LowMN sends the CN initiation message with current CN list to start the data transfer. 2. MUNNA updates its CN list in delegation table and wait for a random time with probability analysis of the group mobility. If more than one node is moving for the same purpose, it will have the same home agent and same corresponding nodes. And it has more probability that low capable devices with move together as a group or as the form of a PAN. Thus PAN’s nodes have the more probability to be from the same home agent and working with the same corresponding nodes. 3. After a random time, MUNNA get the nodes with same corresponding node and home agent. MUNNA will perform the return routibility test for the corresponding nodes. Actually it make this process will be aggregated for the common nodes and work at the same time. 4. After the Return routibility test, MUNNA will acknowledge the individual node.



Figure 4:LowMIPv6 Signaling TimeLine



Sleep state association 1. When Mobile Node change its state to the Sleep state or off state, its send the status change message to the MN. 2. MUNNA incorporates this message with the delegation table. When binding life it will be finished and need to send binding refreshment message for the HA and CN, MUNNA will take action according. VI. ANALYTICAL MODEL To analyze the model we define the simple analytical model. We compare with some of the popular analytical model of MIPv6 and HMIPv6 [4][5]. We determine the overall mobility latency and overall energy consumption cost analyzing our solution [6][7].



5 A. Mobility latency Cost LowMIPv6 mobility cost includes the overall location update latency and total binding refreshment cost, which can be determine using the following simple deterministic methods and partial probabilistic analysis[15][16]. In our following analytical model we used Round trip time (RTT) = Base Round trip time (BRTT) + Round Trip Queuing delay (RTQD). BRTT = , Where, RTPD is the round trip propagation delay and we assumed per hop RTPD is around 10 ms[8] 1) Location Update Cost Location update cost involves the binding update cost for Home Agent (HA) and binding update cost for the Corresponding node (CN). Binding update latency for HA, :



TABLE III EQUATION SYMBOLS AND TYPICAL VALUES Meaning of the Symbols



Typical Values



Average Number of hopes between the Delegation



5



Symbol



Agent Router to the Home Agent. Average Number of hopes between the Delegation



3



Agent Router to the corresponding Node. Per hope location update message transmission cost.



5ms



Per hope location update message transmission cost



10ms



for the wireless Ad hoc network. Proportionality constant of signaling cost over



5ms



wireless link. Mobile Nodes subnet Resident time. RTT



Router Transmission time,



100 sec means the



*



round Trip time from Mobile node to the Corresponding Node.



T



Transmission time



means the Transmission



*



time from Mobile node to the Corresponding Node.



Where, Movement Detection cost is typically 20ms for 802.15.4 devices. IP CoA Configuration cost is equals the delays of route advertisement, route solicitation, address configuration, duplicated address configuration and router updated. The binding registration and MUNNA activation delay is as follows. 2 2



Average binding update cost by MIPv6.



**



Average number of the CNs when an MN moves



5



into/out of a given domain Time required by the MN to detect the Mobility.



**



Time to configure the Care of Address.



**



Time Need for the binding update in the home



**



Agent. Energy required for transmitting packet Energy required for receiving packet



** **



Per hope location update message transmission



10



Energy cost for the wireless Ad hoc network.



Binding



update



latency



for



the



CN,



B



Proportionality constant of signaling energy cost Energy required for mobility detection



If we consider the group update the binding update latency for CN wis, 6



B



1



**



Energy required for Care-of-Address Association



**



Energy required for binding registration



**



Energy required for Binding update association with



**



Home Agent



2



is the number node. Where, Now, the Overall Location update latency for LowMIPv6: According to our mobility model given in the last section the average binding update cost can be derived as B B , where, = , U according to the fluid mobility model analysis [16]. 2) Binding Refreshment Cost Let the binding lifetime for the HA and CN in LowMIPv6 be ̃ and ̃ respectively. Then the average binding refresh cost in MIPv6 can be derived as follows: Here, is the ratio of an MN’s average binding time for the CNs to its average domain residence time. ∑



∆



0.6



over wireless link.



. Where ∆ means an MN’s average domain



Energy required for Binding update association with



**



Corresponding Node Energy cost for the binding-Refreshment



**



Probability of Node being in reduced power state



0.5



Probability of Node being in Active state



0.4



Probability of Node being in off state



0.1



*those values depend on the other parameter, which we have taken the typical value for our simulation. ** Its will give the total values.



residence time, and represents the binding time for the i-th CN, Which has been recorded in an MN’s binding update list during its average domain residence time. Also, n means the number of all the CNs recorded in the MN’s binding update list during its average domain residence time. Total mobility maintaining cost is the Binding update and Binding refreshment cost, . B. MIPv6 Energy Cost In this section we analyzed the energy consumption by the



6 individual node while maintaining mobility. The minimum =



,



Where, is the minimum SNR, is the path loss r is the transmission range, W pulse bandwidth, N Gaussian variance. In our evaluation we have taken the general values for those parameters [9][10]. MIPv6 Mobile Nodes Total Power consumption for Mobility Scenario: The power consumption with be the sum of energy required for the movement detection, care-of-address association and binding registration energy cost. Thus 2



Figure 7 suggest that it is energy efficient when one sensor node needs to make seamless mobility connection for a ongoing session. VIII. CONCLUSION



Total Energy cost on MN for the LowMIPv6 Binding Refreshment is the probability co-efficient when in



power saving mode. (0 1 Total Energy cost in the Process of mobility,



In our architecture, we have provided the light weight MIPv6 technique which incorporates with NEMO. Our framework has the capability to handle the basic all kind of mobility scenario for low capable sensor devices, also it provides the light weight authentication mechanism for those Low capable devices. We have evaluated our framework with the responsibility matrix and analytical model. Our framework shows a valiant effort to make a ubiquitous mobility solution considering the energy and efficiency. To give an full extension of our work, we are implementing out protocol in IPv6 enable IEEE 802.15.4 devices.



VII. EVALUATION



REFERENCES
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A B C D E
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Computation



Analyzing our framework and responsibility migration, we can redefine our responsibility matrix we define in figuer 2.



SNL • • • • •



Figure 5: Refined (Optimized) usage of network elements



According to our current responsibility matrix we can redefine our utility function with the same value of x = 1 and number of nodes 10. We can have UA=10, UB = 195, UC = 360, UD = 360, UE = 185. It’s apparently suggesting that we have increased the utility of the network elements by sharing the responsibility through migration. From our analytical model analysis and with typical values for MIPv6 [11][12], we have the following finding: Figure6, suggest that the latency benefit over other protocols. Time
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Figure 7: Energy saving over other protocols
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Figure 6: Handoff Latency and overall latency improve over other protocols
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