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Abstract—Since JPEG image format has been a popularly used image compression standard, forgery detection in JPEG images now plays an important role. Forgeries on compressed images often involve recompression and thus inevitably change the original compression characteristics. Quantization is the critical step in lossy compression which maps the DCT coefficients in an irreversible way under the quantization constraint set (QCS) theorem. In this paper, we first derive that a doubly compressed image disobeys the QCS theorem. We then propose a novel quantization noise model to characterize single and doubly compressed images. In order to detect double compression forgery, we propose to approximate the uncompressed ground truth image using image restoration techniques. Experimental results demonstrate the validity of the proposed quantization noise model and also the feasibility of the forgery detection method.



Other research uses the compression artifacts, either in spatial or frequency domain, as an inherent signature for JPEG images. Luo et al. [10] use a spatial domain method to detect the change on symmetric property of blocking artifacts for shifted and recompressed images. Our earlier work [11] analyses the blocking artifacts from their periodicity and proposes a blocking periodicity model to detect whether an image has been cropped and recompressed or not. In frequency domain analysis, Benford’s law has been used to model the statistic change on DCT coefficients caused by recompression [12, 13]. Also, He et al. [14] proposed to detect and locate doubly compressed regions via DCT coefficient analysis. However, although these frequency domain methods try to detect the change on DCT distributions, these methods may fail to detect the recompression forgeries when a JPEG image has been spatially shifted or cropped with misaligned block boundaries from the original image. On the other hand, the spatial domain methods, which rely on detecting the abnormality of blocking artifacts, may fail to detect the recompression forgeries without any shifted or misaligned block boundaries.



I. INTRODUCTION With well-developed image editing softwares, general users could now easily enhance or edit digital image contents in various ways. However, these easy-to-use editing techniques also bring new challenges in digital forensics. Many forgery detection methods have been proposed to extract traces resulted from image forgeries, such as re-sampling [1], change of nature image statistics [2], and inconsistency in color filter array (CFA) demosaicing algorithms [3, 4] or camera sensor noise patterns [5]. Unfortunately, most of the existing methods are applicable only to uncompressed raw images but fail to detect forgeries on compressed images. Since nowadays almost every digital image is compressed in JPEG format, study of forgery traces on JPEG images is becoming indispensable.



Recently, Farid [15] pointed out that JPEG ghosts property may reveal the trace of recompression. Assume we recompress a compressed image with different quality factors and measure the difference of DCT coefficients before and after the recompression for each setting. Then this difference (i.e. the JPEG ghosts) is minimized when the recompression quality factor is the same as the primary quality factor. Although the idea is simple, this approach needs a global test for all possible compression quality factors. In addition, once the forged regions have been shifted with misaligned block boundaries, one will have to detect the JPEG ghosts for all 64 possible alignments.



Forgeries on JPEG images often involve recompression and thus change the original compression characteristics. Most existing forgery detection techniques attempt to detect the inconsistency on compression characteristics. Some rely on the estimation of JPEG quantization table. In [6, 7], the primary quantization table is estimated from a doubly compressed JPEG image using histograms of individual DCT coefficients. In [8], the quantization table is estimated by quantization error minimization. Also, in [9], a maximum likelihood estimation method is proposed to estimate the JPEG quantization steps.



Motivated from the above discussion, in this paper, we aim to build a novel and theoretical formulation to model the compression characteristics. We propose to model the compression characteristics in terms of quantization errors and will demonstrate that the proposed model indeed characterize the change caused by recompression, either with or without misaligned block boundaries. While we adopt the proposed model to detect the doubly recompression forgeries, we need to measure the quantization noises between the test JPEG image
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From equation (5), the quantization noise between c ′′ and c is no longer bounded by the last quantization step q′′ . Assume the un-quantized DCT coefficient c is available, since we could obtain the quantization step q′′ from the JPEG header, we could then distinguish whether the quantization noise of each DCT coefficient obeys QCS theorem or not. Fig. 1 shows the histogram of quantization noises of the first AC term after single and double compression, respectively. In Fig. 1(a), q ′ = 5, thus the quantization noise is bounded by [2,2] . In Fig. 1(b), q ′ =10 and q′′ =5, from equation (5), then the quantization noise n′′ ranges from -8 to 8 and does not follow the QCS theorem anymore. ( Note that, here the distribution is a little bit different from what calculated by equation (5) because the computation of FDCT and IDCT in the second compression may result in rounding errors). Fig. 2 shows the pdfs of quantization noises of the first nine DCT terms in zig-zag scan order. Similar to Fig. 1, the pdf after single compression is nearly uniform and bounded by the quantization interval. On the other hand, the pdfs of quantization noises after double compression behave more like Gaussians. We now explain the two different pdfs from a theoretical perspective. Assume the two quantization noises c − c ′ and c ′ − c ′′ after each single compression are two independent uniform distributions. Thus, the density of the quantization noise c − c ′′ after double compression equals the convolution of the two uniform densities c − c ′ and c ′ − c ′′ [17]. Moreover, if further recompression is conducted on the image, then the pdf of the quantization noise between the final DCT coefficient and its un-quantized coefficient would be the convolution of a sequence of uniform densities and become a near Gaussian. Therefore, we could characterize the distributions of quantization noises for single compression and recompression with completely different models. Note that, this difference becomes less obvious for high frequency DCT terms, because most higher frequency DCT coefficients are quantized to zero after the first quantization.



and its uncompressed version. Since it is impractical to assume that the uncompressed image is available during forgery detection, in this paper, we further propose to approximate the uncompressed ground truth image using image restoration techniques. The rest of this paper is organized as follows. Section II describes the quantization noise model. Section III presents the proposed forgery detection approach based on image restoration. Section IV shows the experimental results. Finally, section V gives the conclusion. II. QUANTIZATION NOISE MODEL In JPEG lossy compression, the quantization error, which is the difference between original signal and quantized digital value, is usually treated as the compression distortion. Here, we introduce another perspective to analyze the quantization noise for single and doubly compressed images. We first model the quantization noise as



Ax = c = c′ + n′ = c′′ + n′′ ,



(1)



where A is a 64x64 DCT component basis matrix, x is the original intensity of one 8x8 block, c is the DCT coefficients vector, c′ and c′′ are quantized DCT coefficients vectors after first and second compression, respectively, and n′ , n′′ are their corresponding quantization noises. In (1), the quantized DCT coefficients c′ and c′′ are represented by ⎡c ⎤ ci′ = qi′ ⋅ round ⎢ i ⎥ , and ⎣ qi′ ⎦ (2) ⎡ ci′ ⎤ , ci′′ = qi′′ ⋅ round ⎢ ⎥ ⎣ q′′ ⎦ where q ′ , q′′ are the corresponding quantization steps, and i indicates the index of the 64 DCT components. In equation (1), our goal is to analyze the difference between n′ and n′′ . The quantization constraint set (QCS) theorem [16] showed that the un-quantized DCT coefficient would be bounded by



⎢ q′ ⎥ ⎢ q′ ⎥ c′ − ⎢ ⎥ ≤ c ≤ c′ + ⎢ ⎥ . (3) ⎣2⎦ ⎣2⎦ In other words, the quantization noise c − c ′ would be bounded by the quantization interval. Similarly, we could also derive the quantization noise of double compression by



⎢ q ′′ ⎥ ⎢ q ′′ ⎥ − ⎢ ⎥ ≤ c ′ − c ′′ ≤ ⎢ ⎥ . ⎣2⎦ ⎣2⎦



(4)



(a)



(b) st



Combining equations (3) and (4), we obtain ⎢ q ′ ⎥ ⎢ q ′′ ⎥ ⎢ q ′ ⎥ ⎢ q ′′ ⎥ − ( ⎢ ⎥ + ⎢ ⎥ ) ≤ c − c ′′ ≤ ⎢ ⎥ + ⎢ ⎥ . ⎣2⎦ ⎣2⎦ ⎣2⎦ ⎣2⎦



Fig. 1. The quantization noise histogram of 1 AC term: (a) single compression case, quantization step=5; and (b) double compression case, 1st quantization step=10, 2nd quantization step=5.



(5)
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From the above discussion, we propose to model the quantization noise distributions for single compression and recompression by uniform and Gaussian distributions, respectively. Let ω1 denote the single compression and ω2 denote the double compression. We formulate the quantization noises as



dim i =1



p ( nk ,i | w2 )



i =1



p ( nk ,i | w1 ) + p (nk ,i | w2 )



.



(8)



Fig. 3 shows two recompression forgery examples and their posterior maps with aligned and misaligned block boundaries. In either case, our proposed quantization noise model successfully characterizes the difference between the doubly compressed region and the single compressed surrounding area.
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⎢q ⎥ p (n k | ω1 ) = U (0, ⎢ ⎥ / 3) , and ⎣2⎦ p (n k | ω 2 ) = N (0, σ 2 ) ,



dim



p (ω 2 | n k ) = ∏ p ( w2 | nk ,i ) = ∏



(6)



where n k is the quantization noise of the k-th 8x8 block. We assume each DCT component is statistically independent and rewrite equation (6) as dim



dim



p( n k | ω1 ) = ∏ p( n k ,i | w1 ) =∏ U ( c k ,i − cˆ k ,i | 0, qi ) , i =1



i =1



(7)



and dim



(a)



(b)



(c)



(d)



dim



p( n k | ω 2 ) = ∏ p( n k ,i | w2 ) =∏ N ( c k ,i − cˆ k ,i | 0, σ ) . i =1



i =1



2 i



In (7), cˆk ,i indicates the i-th quantized DCT coefficient of the kth block, and ck ,i is its original un-quantized coefficient. The constant dim indicates the number of DCT components in zigzag scan order included in this model. We set dim =15 in the following experiments.



(a)



(b)



(c)



(d)



(e)



(f)



Fig. 3. (a) A forgery example with block alignment; (b) the posterior map of (a); (c) a forgery example with block misalignment, where the cropped position equals to (3,2); and (d) the posterior map of (c). The white pixel indicates that the probability equals 1, and black pixel indicates 0.



Fig. 4. Framework of this paper.



(g)



(h)



III. GROUND TRUTH ESTIMATION BASED ON IMAGE RESTORATION



(i)



Fig. 2. The pdfs of quantization noise of the first 9 DCT terms, where the thin red line indicates the single compression case, and the thick blue line indicates the double compression case: (a) DC term; and (b)-(i) the 1st-8th AC terms.



In Sec. II, we introduced a new and robust quantization noise model to characterize the differences between single and double compressions. The only difficulty to be resolved now is: where can we get the original and un-quantized image? Since the only information we have is the JPEG image, we then propose to approximate the ground truth image from the JPEG image using the image restoration techniques. The estimated ground truth should have similar properties to uncompressed images. In other words, the compression distortions, such as blocking artifacts, ringing artifacts, color distortion, and loss of high frequency details, should be eliminated or compensated.



Assume the un-quantized coefficients ck ,i is available, we first measure the unknown parameter σ i2 in equation (7) by the iterative algorithms such as EM. Next, from equation (7), we obtain the posterior probability p(ω2 | n k ) of each block:
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Fig. 4 shows the framework of our approach. Below we will describe our deblocking process and low frequency compensation. Although other complex image restoration techniques are also applicable to obtain a good approximation, here we just attempt to adopt a simple and effective method to demonstrate the feasibility of the proposed quantization noise models.



B. Low frequency compensation In addition to blocking artifacts, another compression distortion is loss of higher frequency detail. Research on image restoration has pointed out that it is almost impossible to predict the original higher frequency detail without any prior knowledge. Therefore, many learning-based methods have been introduced to deal with this problem. The codebook design in vector quantization (VQ) methods is useful to represent general higher frequency contents, such as texture or edge. Here, we adopt the VQ based approach [19] for reliable ground truth approximation. Nevertheless, our experiments show that high frequency compensation (HFC) usually results in poor performance. The reason is because VQ based approach attempts to compensate high frequency detail in terms of visual quality but not in terms of accuracy. Moreover, most traditional compensation methods are conducted in spatial domain and are often less effective on DCT coefficients. Therefore we modify the method proposed in [19] and compensate the DCT coefficients directly. In addition, instead of HFC, we introduce the idea of low frequency compensation (LFC). Only the first fifteen DCT coefficients in zig-zag scan order would be compensated. Fig. 6 shows the distributions of quantization noise magnitude. The quantization noise distribution after low frequency compensation now better approximates the ideal case.



A. Deblocking Deblocking process is the most intuitive method to eliminate compression distortions. Most existing approaches are applied on spatial domain by filtering only the image pixels around block boundary. Although the spatial-domain deblocking approaches achieve good performance in visual quality, these methods usually fail to recover the true pixel values because the quantization noise affects not only the boundary pixels but the whole 8x8 block. Moreover, since our quantization noise model is formulated in DCT domain, here, we adopt the DCT-domain deblocking method [18]. Consider one DCT block b and its one-pixeldiagonally-shifted block b' . From [18], the shifted block b' should have more nonzero values in high order AC terms than b because of the blocking artifacts but both should still have similar high frequency information. Therefore, the deblocking process adjusts the number of nonzero AC terms of b' according to b . We modify this approach for our ground truth approximation as the following three steps. z z



Step 1: Adjust the number of nonzero AC terms of b' according to b [18]. Step 2: For each block b , project the DCT coefficients to a convex set according to QCS:



ck ,i



z



⎧ ⎢ qi ⎥ ⎪cˆk ,i + ⎢ 2 ⎥, ⎣ ⎦ ⎪ ⎪ ⎢q ⎥ = ⎨cˆk ,i − ⎢ i ⎥, ⎣2⎦ ⎪ c k ,i ⎪ ⎪ ⎩



⎢q ⎥ if ck ,i > cˆk ,i + κ × ⎢ i ⎥ ⎣2⎦ . ⎢ qi ⎥ if ck ,i < cˆk ,i − κ × ⎢ ⎥ ⎣2⎦ , otherwise



(a)



(b)



(c)



(d) st



Fig. 5. The quantization noise distributions, where the 1 row is obtained when the ground truth is available, and the 2nd row is obtained with the estimated ground truth after the deblocking process: (a) DC term; (b) 2nd AC term; (c) 4th AC term; and (d) 8th AC term.



(9)



Step 3: Repeat step 1, until the DCT coefficients of all blocks are no longer changed.



In equation (9), the parameter κ is chosen as 3 in our experiment since we assume the quantization noise of double compression would not exceed three times of the quantization interval. Fig. 5 shows the quantization noise distribution measured using the deblocked image as the estimated ground truth and the one with the true ground truth. From Fig. 5, with the deblocked DCT coefficients, the difference in quantization noise distribution for single and double compression cases, though different from the ideal case, is still distinguishable.



(a)



(b)



(c)



(d)



Fig. 6. The magnitude distribution of quantization noise; where the 1st row is obtained with ground truth, the 2nd row is obtained with the estimated groundtruth after deblocking process, and the 3rd row is obtained with the
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estimated groundtruth after deblocking and low frequency compensation: (a) DC term; (b) 1st AC term; (c) 5th AC term; and (d) 10th AC term.



C. Modification of quantization noise model Although we approximate the ground truth with the above two steps, the quantization noise distribution still behaves differently from the ideal cases discussed in section II. Especially in single compression case, the quantization noise measured with the estimated ground truth is no longer bounded by the quantization interval, as described in equation (3). We observed that the approximated quantization noise usually ranges across the quantization interval and still concentrates to zero. Therefore, we modify our quantization model for single compression ω1 using the more general Laplacian distribution: dim



dim



i =1



i =1



p (n k | ω1 ) = ∏ p ( nk ,i | w1 ) =∏ L(cˆk ,i − ck ,i | 0, qi ) .



Fig. 7. The average of ROC curve, where the primary quality factor (QF1) equals to 50 and each quality setting has 500 forged images.



(9) B. Forgery detection based on image restoration Under the framework in Fig. 4, we are able to approximate a reliable ground truth and apply it to forgery detection. Fig. 8(a) shows an example before image restoration, and Fig. 8(b) shows the difference between (a) and restored image of (a). We obviously see that the artifacts around block boundary are restored and the image details also increase. Fig. 9 shows the detection result. The forged part in Fig. 9(a) is firstly compressed with quality factor 50, and then recompressed with quality factor 80. Fig. 9(b) indicates the posterior map. Although there are many noises in authenticated part, the forged part is still visually identified.



IV. EXPERIMENTAL RESULTS A. Robustness of quantization model To verify the robustness of quantization noise model applied to forgery detection, here we assume that we have known the ground truth of uncompressed images. In this experiment, each image size is 1024x1024. We firstly crop a part of image with size 480x480, compress it with JPEG quality factor QF1 , and reinsert it into the image. Then, we compress the whole image with JPEG quality factor QF2 . Note that, this forgery is visually seamless and doesn’t disturb any JPEG blocking statistics. There are 500 images for each quality setting QF1 and QF2 . Every image can derive a ROC curve. Fig. 7 shows the average ROC curve when QF1 equals to 50. It is clearly seen that the quantization noise model achieves high performance in copypaste forgery detection. Table 1 shows the detection accuracy of each quality setting. Here we use the average of area of ROC curve to validate the detection rate. Obviously, when QF1 < QF2 , the detection accuracy are almost close to 100%. When QF1 > QF2 , the detection accuracy ranges from 60% to 90%. The reason is that quantization noise is dominated by the quantization step of the second compression and is also ambiguous to be distinguished from single and double compression cases. Only when QF1 = QF2 , since the DCT coefficient would not be changed after recompression, the quantization noise model becomes useless.



TABLE 1. DETECTION ACCURACY(%), WHICH INDICATES THE AVERAGE OF ROC CURVE. FOR EACH QUALITY SETTING, THERE ARE 500 FORGED IMAGES. QF1 QF2



50



50



60



70



80



90



83.8



94.7



98.3



99.4



89.9



97.8



99.5



95.7



99.5



60



76.8



70



82.7



84.1



80



66.1



89.4



88.5



90



57.2



66.1



65.4



99.2 93.7



V. CONCLUSION In this paper, we propose a novel approach to detect the double compression forgeries. We have shown that the proposed quantization noise model indeed characterize the change on compression characteristics before and after recompression and have justified the effectiveness of the proposed model by experimental results. With this theoretical model, we resolve the forgery detection problem based on image restoration
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techniques. In the restoration perspective, many properties from image acquisition can be involved in the future work, such as CFA demosaicing, camera response function, or sensor pattern noise and etc. Once we know these properties, we can apply them to restore the uncompressed nature image for higher accuracy. In addition, this approach is capable of locating the forged 8x8 blocks automatically, which is rarely possessed by existing researches. Also, the quantization noise model is available both for aligned and misaligned block boundary cases and need not to approximate the exact cropping position. With these advantages, combining other efficient features proposed in previous works, we can further refine and deal with more forgery problems which apply to compressed images.



(a)



(b)



Fig. 9. (a) A forged image, where the red grid indicates the forged part; and (b) the posterior map of (a) based on the proposed approach.
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(c) Fig. 8. (a) A compressed image with quality factor 80; (b) the difference map between (a) and its restored prototype; and (c) the red grid in (b), which is resized for obvious seeing .
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