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OPTMYZR



INTERNSHIP PROJECT A distributed notification system with mobile front and backend hosted in the cloud.



Technologies used



Android SDK CodeIgniter Google Cloud Messaging Service Amazon Web Services SDK > Simple Notification Service > DynamoDB ( Cloud based NoSQL Database System )



Dev tools used



Android SDK



Eclipse IDE



To develop and debug Android App using



Aptana Studio 3.0



To code the backend scripts of the notification system using



Postman REST Client



Primarily to debug the process of making HTTP calls to web servers and analysing the responses.



Eclipse Android Development Tools Plugin.



CodeIgniter framework (PHP). Amazon Web Services SDK. .



TECHNOLOGY OVERVIEW About GCM and AWS



Google Cloud Messaging:



GCM



Its is a service that helps developers send data from servers to their Android applications



Amazon Web Service Simple Notification Service: It provides a multiprotocol “push” messaging for applications



AWS SNS



Amazon DynamoDB



It provides a scalable, NoSQL online Database Service. Used to store user messages and devices details in this project



DynamoDB - schema Users-Devices table UserID



Device GCM ID



SNS Endpoint Arn



Primary Index



Hash Key: GCM ID Range Key: SNS Endpoint Arn



Secondary Index



Hash Key: GCM ID Range Key: User ID



DynamoDB - schema Users-Messages table UserID



MessageID Subject



Message



Primary Index



Hash Key: UserID



Secondary Index



Hash Key: UserID



Sent Time



Range Key: Seen (true/false)



Range Key: MessageID



Seen Time



Seen (Y/N)



PROCESS FLOW Step 1: Device getting registered to GCM



GCM Google Cloud Messenger



Unique Device Recognized



Device ID caught by the Broadcast Receiver Class Device ID written and stored in the device file system



Unique Device ID Returned from GCM



PROCESS FLOW Step 2: Device and User getting registered to Amazon Web Service.



Retrieve device ID from device file system



HTTP Call Authentication



User redirected to Optmyzr dashboard



HTTP call to Optmyzr server with device ID



OPTMYZR SERVER



User login to OPTMYZR account



Cookie set and stored in a file and user ID as a static variable



YES



AWS DynamoDB database query: Verify if the incoming device ID and user ID matches with the data in the users table.



Success?



NO



End process Case 1 Device ID does not exist in table



Case 2 User ID and device ID mismatch



Case 3



Same IDs combination



Current user is a returning user from the same device and has been properly registered



Case 1:



Device ID does not exist in the table



A device endpoint is created in Amazon SNS associated with the GCM App and Endpoint Arn value is noted



Topic



• A private topic is created for the user (if not already existing)



Subscribe



• The created endpoint is subscribed to the private topic



Public



• The created endpoint is subscribed to the public topic



Cookie set and stored in a file and user ID as a static variable



An entry containing Endpoint Arn value, GCM device ID and associated user ID in the users database table is created



End



GCM



uID



1***



d**



2***



And taken to the dashboard



OPTMYZR SERVER



User logged in successfully



This means that the device is logging into Optmyzr for the first time and has not been registered for any notifications



User ID and device ID mismatch



Case 2:



New data



Cookie set and stored in a file and user ID as a static variable



Incoming data GCM



uID



End



d**



4***



1***



GCM



uID



End



GCM



uID



d**



2***



1***



d**



4***



New Subscription



• From the existing table, unsubscribe the current device (Endpoint) from its associated private topic Unsubscribe



• Subscribe the Endpoint to the topic associated with the incoming user ID ( create and one and subscribe if it doesn’t exist )



• Update the database to hold the new user-device combo Update database



And taken to the dashboard



Existing data



OPTMYZR SERVER



User logged in successfully



This means that the device was logged in as some other user before and the notification registration has to be revised and enabled for the current user and device combo



PROCESS FLOW Step 3: Publishing message/notification from server to device



{ JSON Message }



A



AWS: User y



{ JSON Message }



OPTMYZR SERVER



AWS DynamoDB messages table



AWS: User x



X



{ JSON Message }



Y



GCM



AWS: Public topic



X Q



P



A



Y



PROCESS FLOW Step 4: Receiving and displaying notification in device (mobile/tab)



{ JSON }



Cookie data fetched from device’s file system



AWS DynamoDB user messages table



Cookie expired



(On open notification)



HTTP Call UserID sent



OPTMYZR SERVER



For seen messages



No notification shown



Notification



Query for unread messages and collect data



Update database



Cookie expiration check



Delete notification element (JavaScript)



Generate responsive mobile web page displaying notifications



GCM



AJAX Call



SEEN (Button press)



THANK YOU Dhiwakar N Amarnath NIT Trichy
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