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IT2042–Information Security



1.1 UNIT I – INTRODUCTION



History, what is Information Security, Critical Characteristics of Information, NSTISSC Security Model, Components of an Information System, Securing the Components, Balancing Security and Access, The SDLC, The Security SDLC. Discuss the history of information security Information security begins with computer security, i.e., securing physical locations, hardware, and software from threats. Access to sensitive location was controlled by using badges, keys, and facial recognition. During early years, information security was more of physical security and simple document classification schemes. Primary threats to security were physical theft of equipment, espionage against the products of the systems, and sabotage. 1960s It became necessary to enable mainframes to communicate than mailing magnetic tapes between computer centers. ARPA examined the feasibility of a redundant, networked communications system to support the military’s exchange of information. 1970s–80s ARPANET became popular and more widely used, and the potential for its misuse grew. Individual remote sites did not have sufficient controls and safeguards to protect data from unauthorized remote users. Problems include vulnerability of password structure, lack of safety procedures for dialup connections, and nonexistent user identification and authorization to the system. The study titled “Protection Analysis: Final Report” identified vulnerabilities of operating system security. The Rand Report R-609 expanded the scope of information security by including: o Securing the data o Limiting random and unauthorized access to that data o Involving personnel from multiple levels of the organization in matters pertaining to information security MULTICS was the first operating system to integrate security into its core functions. 1990s Security was given a low priority during early days of internet. Stored information was more exposed to security threats as computers were networked with distributed computing. Mail server authentication and e-mail encryption was added later. 2000–Till date Internet brings millions of unsecured computer networks to communicate with each other Growing awareness of the need to improve information security, and its importance to national defense. Cyber attacks have forced governments and companies to protect computer-controlled control systems and other critical infrastructure. Nowadays nation and states are engaged in information warfare. Vijai Anand
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Define security. Security is the quality or state of being secure, to be free from danger, protection against adversaries who would do harm intentionally or otherwise. Security is always a multi-layered one. State the different layers or types of security in an organization. Physical security to protect physical items, objects, or areas from unauthorized access and misuse. Personnel security to protect the individual or group of individuals who are authorized to access the organization and its operations. Operations security to protect the details of a particular operation or series of activities. Communications security to protect communications media, technology, and content. Network security to protect networking components, connections, and contents. Define information security. Information security is to protect the confidentiality, integrity and availability of information assets, whether in storage, processing, or transmission. Information security is protection of information and its critical elements, including the systems and hardware that use, store, and transmit that information It is achieved via the application of policy, education, training and awareness, and technology. Briefly explain the components of information security. Information security includes the broad areas of information security management, computer and data security, and network security.



The CNSS model of information security evolved from a concept developed by the computer security industry called the C.I.A. triangle. Threats to information include accidental or intentional damage, destruction, theft, unintended or unauthorized modification, or misuse from human or nonhuman threats. Define the following key security concepts. Access A subject or object’s ability to use, manipulate, modify, or affect another subject or object. Authorized users have legal access to a system, whereas hackers have illegal access to a system. Access controls regulate access to subject/object.
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Asset An asset can be logical, such as a Web site, information, or data; or an asset can be physical, such as a person, computer system, or other tangible object. The organizational resource that is being protected. Attack An intentional or unintentional act that can cause damage to or otherwise compromise information and/or the systems that support it. Attacks can be active or passive, intentional or unintentional, and direct or indirect. o Someone casually reading sensitive information not intended for his or her use is a passive attack. o A hacker attempting to break into an information system is an intentional attack. o A lightning strike that causes a fire in a building is an unintentional attack. o A direct attack is a hacker using a personal computer to break into a system. o An indirect attack is a hacker compromising a system and using it to attack other systems Risk The probability that something unwanted will happen. Organizations must minimize risk to match their risk appetite, i.e., the quantity and nature of risk the organization is willing to accept. Subjects and objects A computer can be either the subject of an attack, i.e., an agent entity used to conduct the attack, or the object of an attack, i.e., the target entity. A computer can be both the subject and object of an attack, when, for example, it is compromised by an attack (object), and is then used to attack other systems (subject). Threat A category of objects, persons, or other entities that presents a danger to an asset. Threats are always present and can be purposeful or undirected. Vulnerability A weaknesses or fault in a system or protection mechanism that opens it to attack or damage. Some examples of vulnerabilities are a flaw in a software package, an unprotected system port, and an unlocked door. List and explain the critical characteristics of information. When a characteristic of information changes, the value of that information either increases, or, decreases. For example, timeliness of information can be a critical factor, because information loses much or all of its value when it is delivered too late. Availability Availability enables authorized users, persons or computer systems to access information without interference or obstruction and to receive it in the required format. For example, Librarians protect the contents of the library so that they are available only to authorized persons. Once authorized person have access, the information needed should be available in a useable format. Accuracy Information has accuracy when it is free from mistakes or errors and it has the value that the end user expects. If information has been intentionally or unintentionally modified, it is no longer accurate. For example, If a bank teller, for instance, mistakenly adds or subtracts too much from your account, the value of the information is changed.
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Authenticity Authenticity of information is the quality or state of being genuine or original, rather than a reproduction or fabrication. Information is authentic when it is in the same state in which it was created, placed, stored, or transferred. E-mail spoofing, the act of sending an e-mail message with a modified field. Spoofing the sender’s address can fool e-mail recipients to think that messages are legitimate traffic. Phishing is when an attacker attempts to obtain personal or financial information such as account numbers and passwords, by luring victims to a fraudulent Web server. Confidentiality Information has confidentiality when it is protected from disclosure or exposure to unauthorized individuals or systems. When unauthorized individuals or systems can view information, confidentiality is breached. Confidentiality can be protected by using: o Information classification o Secure document storage o Application of general security policies o Education of information custodians and end users Individuals who transact with an organization expect that their personal information will remain confidential. Problems arise when companies disclose confidential information either intentionally or by mistake. Employee throwing away a document containing critical information without shredding it Hacker who successfully steals sensitive information about the clients, such as names, addresses, and credit card numbers from the database. Bits and pieces of information provided by customer are copied, sold, replicated, distributed, etc. In salami theft, an employee steals a few pieces of information at a time, knowing that taking more would be noticed and eventually gets something complete or useable. Integrity Information has integrity when it is whole, complete, and uncorrupted. Integrity is threatened when the information is exposed to corruption, damage, destruction, or other disruption of its authentic state. Corruption can occur while information is being stored or transmitted. Viruses and worms are designed with the explicit purpose of corrupting data. Key method of assuring information integrity is file hashing, using some hashing algorithm that uses bits in the file to compute a single large number called a hash value. Noise in the transmission media, for instance, can also cause data to lose its integrity. Check bits can be used to detect and retransmission requested. Utility The utility of information is the quality or state of having value If information is available, but is not in a format meaningful to the end user, it is not useful. For example, census data information can help form a politician’s campaign strategy.
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Possession The possession of information is the quality or state of ownership or control. A breach of confidentiality always results in a breach of possession, whereas a breach of possession does not always result in a breach of confidentiality. For example, an employee who has quit decides to take a copy of the tape backups to sell the customer records to the competitor. Briefly explain the NSTISSC security model. NSTISSC is known as National Security Telecommunications and Information Systems Security Committee. NSTISSC was renamed as Committee on National Security Systems (CNSS). The model, created by John McCumber in 1991, provides a graphical representation of the architectural approach used in information security; known as McCumber Cube. The McCumber Cube shows three dimensions with 27 cells representing areas that must be addressed to secure today’s information systems. For example, the intersection between technology, integrity, and storage requires a control or safeguard that addresses the need to use technology to protect the integrity of information while in storage.



List and explain the components of an information system and their security. Information system (IS) consists of software, hardware, data, people, procedures, and networks. The six components enable information to be input, processed, output, and stored. Software Software includes applications, operating systems, and command utilities. Software is most difficult to secure due to bugs, weaknesses, or other fundamental problems in software. Software programs are often created under the constraints of time, cost, and manpower. Information security is often not implemented as an integral component from the beginning. Hardware Hardware houses and executes the software, stores and transports the data, and provides interfaces for the entry and removal of information from the system. Physical security such as locks and keys, restricts access to and interaction with the hardware components. Vijai Anand
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Breach of physical security can result in a loss of information. Laptop thefts are common early. Information contained in it is always worth more than it. Data Data stored, processed, and transmitted by a computer system must be protected. Data is the most valuable asset it is the main target of intentional attacks. Projects should make full use of the database management system’s security capabilities. People People can be the weakest link in an organization’s information security program. Policy, education and training, awareness, and technology are used to prevent people from accidentally or intentionally damaging or losing information. Social engineering can be used to manipulate actions of people to obtain access information about a system. Procedures Procedures are written instructions for accomplishing a specific task. When an unauthorized user obtains an organization’s procedures, it is a threat to integrity of the information. For example, a consultant to a bank learned how to wire funds by using the computer center’s procedures. By taking advantage of a security weakness (lack of authentication), he transferred millions by wire to his own account. Educating employees about safeguarding procedures is very important. Critical information should be disseminated among members of the organization only on a need-to-know basis. Networks When computer systems are networked, physical security is not enough. Steps to provide network security are essential. Implementation of alarm and intrusion systems helps to make system owners aware of ongoing compromises. Why should components of an information system be secured? Components of an information system should be secured and protected from misuse. Computer can be both subject and object of an attack. Direct and indirect attacks are also possible on a system. How can computer be subject and object of an attack?



Subject of an attack – Computer is used as an active tool to conduct the attack. Object of an attack – Computer itself is the entity being attacked. Vijai Anand
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Distinguish between direct and indirect attack. Direct attack When a hacker uses his personal computer to break into a system. Attack originating from the threat itself. Indirect attack When a system is compromised and used to attack other system. Attack originating from a system or resource that itself has been attacked, and is malfunctioning or working under the control of a threat. How will you balance security and access? It should be possible to make a system available to anyone, anywhere, anytime. Unrestricted access poses a danger to the security of the information, whereas a completely secure information system does not allow access to anyone. To achieve balance, i.e., information system that satisfies both user and security professional, the security level must allow reasonable access yet protect against threats. For example, security professional will opt for email encryption to protect secrets of the organization, whereas users complain that encrypting emails slows down and is a hassle. Both information security technologists and end users share the same overall goals of the organization, i.e., to ensure data availability with minimal delay. Discus the merits of different approaches to information security. The two approaches to information security are top-down and bottom-up. Bottom-up Efforts to improve information security begin from system administrator. Key advantage is the technical expertise of the individual administrators. Administrators know and understand threats to their systems and the mechanisms needed to protect them successfully. This approach lacks participant support and organizational power. Top-down approach Project is initiated by upper-level managers who issue policy, procedures and processes, dictate the goals and expected outcomes, etc. This approach has strong upper-management support, a dedicated CIO, funding, clear planning and implementation process. It has a higher probability of success. It may involve a formal system development life cycle methodology. Chief Information Officer (CIO) moves the project forward, ensures that it is properly managed, and pushes for acceptance throughout the organization. Because of high-level support, mid-level administrators allocate time and priority. Critical to success of this approach is also attributed to the involvement and support of end users. Key end users are assigned to a joint application development team (JAD). Processes and procedures are documented and integrated into the organizational culture.
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With a neat sketch explain the various phases of SDLC methodology Systems Development Life Cycle (SDLC) is a methodology for the design and implementation of an information system. SDLC has six phases namely Investigation, Analysis, Logical design, Physical design, Implementation and Maintenance & Change. In waterfall model, each phase begins with results and information gained from the previous phase.



Investigation Investigation phase begins with an examination of the event that initiates the process. The objectives, constraints, and scope of the project are specified. A preliminary cost-benefit analysis evaluates the perceived benefits and appropriate levels of cost for those benefits. Economic, technical, and behavioral feasibilities of the process is examined. Analysis Assessment of current system and capability to support the proposed system is done. Analysts determine what the new system is expected to do and how it will interact with existing systems. The findings of this phase are documented and feasibility analysis updated. Vijai Anand
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Logical Design System solutions for the business need are created. Based on the business need, applications are selected to provide needed services, and then data structures capable of providing the needed inputs are chosen. Analysts generate a number of alternative solutions, each with corresponding strengths and weaknesses, and costs and benefits. Eventually feasibility analysis is updated. The logical design is blueprint for the desired solution. Physical Design Specific technologies are selected to support alternatives identified in the logical design. Selected components are evaluated based on a make-or-buy decision. Final design integrates various components and technologies. Feasibility analysis is updated and final solution is presented to the management for approval. Implementation Required software is created, components are ordered, received, and tested. Users are trained and supporting documentation created. Components are tested individually and tested as a system. Feasibility analysis is updated and the system is submitted for a performance review and acceptance test. Maintenance and Change This phase consists of the tasks necessary to support and modify the system for the remainder of its useful life cycle. Periodically the system is tested for compliance, and feasibility of continuance versus discontinuance is evaluated. Upgrades, updates, and patches are managed. When the current system can no longer support the evolving needs of the organization, the project is terminated and a new project is initiated. Securing the SDLC The security considerations for SDLC phases ensure that system is secure and does not compromise C.I.A of the organization’s information assets. Information security must be designed into a system from its inception, rather than added during or after the implementation phase. Investigation/Analysis Phases Security categorization—defines three levels (i.e., low, moderate, or high) of potential impact on organizations should there be a breach of security. Preliminary risk assessment—defines the threat environment and basic security needs of the system. Logical/Physical Design Phases Risk assessment—identifies the protection requirements for the system through a formal risk assessment process. Security functional requirements analysis—includes the component system security environment and security functional requirements.
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Security assurance requirements analysis—assurance evidence needed to produce the desired level of confidence that information security will work correctly and effectively. Cost considerations and reporting—determines how much of development cost can be allocated to information security. It includes hardware, software, personnel, and training. Security planning—ensures that agreed upon security controls such as configuration management plan, contingency plan, incident response plan, etc., are documented. Security control development—ensures that security controls described in the security plans are designed, developed, and implemented. Developmental security test and evaluation—ensures that security controls developed are working properly and effective. Implementation Phase Inspection and acceptance—ensures that the functionality described in the specification is included in the deliverables. System integration—ensures that the system is integrated at the operational site. Security certification—ensures that the controls are effectively implemented through established techniques and procedures. It also uncovers the known vulnerabilities in the information system. Security accreditation—provides the necessary security authorization to process, store, or transmit information that is required. It is granted by a senior organization official. Maintenance and Change Phase Configuration management and control—ensures adequate consideration of the potential security impacts due to specific changes in the information system or environment. Continuous monitoring—ensures that controls are effective through periodic testing and evaluation. Information preservation—ensures that information conforms to current legal requirements and to accommodate future technology. Media sanitization—ensures that data is deleted, erased, and written over as necessary. Hardware and software disposal—ensures that hardware and software is disposed of as directed by the information system security officer. Explain the various phases of security system development life cycle. SDLC adapted to support the implementation of an information security project is known as Security SDLC (SecSDLC). SecSDLC unifies the process of identifying specific threats and creating controls to counter those threats. Investigation Begins with a directive from the management about process, outcomes, and goals of the project, budget and other constraints. Enterprise Information Security Policy (EISP) outlines the security program. Teams of managers, employees, and contractors analyze the problem, define scope, goals and objective of the project. Organizational feasibility analysis is performed to determine whether the organization has resources and commitment for a successful security analysis and design.
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Analysis A preliminary analysis of existing security policies, along with documented current threats and associated controls is conducted. Analysis of relevant legal issues that affects the design of security solution. For example, privacy laws to manage personal information. Risk management is initiated. It is the process of identifying, assessing, and evaluating risks (threats) to the organization’s security and to the stored / processed information. Logical Design Create and develop the blueprint for information security. Plan incident response actions to be taken in the event of partial or catastrophic loss. Queries to be raised are: o Continuity planning: How will business continue in the event of a loss? o Incident response: What steps are taken when an attack occurs? o Disaster recovery: What must be done to recover information and vital systems immediately after a disastrous event? Feasibility analysis determines whether or not the project should be continued or outsourced. Physical Design Evaluate the information security technology needed to support the blueprint. Determine final design from the set of alternative solutions. Physical security measures to support the proposed technological solution are included. Feasibility study to determine readiness of the organization for the proposed project. Implementation Security solutions are acquired (make/buy), tested, implemented, and tested again. Training and education programs are conducted. The tested project is presented to the management for final approval. Maintenance and Change Constant monitoring, testing, modification, updating, and repairing. Repairing damage and restoring information is a constant effort against an unseen adversary. Since new threats emerge, the information security profile must constantly evolve to prevent threats to sensitive data. Compare SDLC and SecSDLC. Phases Investigation



Analysis
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Common to SDLC and SecSDLC Unique to SecSDLC Outline project scope and goals Management defines project Estimate costs processes and goals and Evaluate existing resources documented in security policy Analyze feasibility Assess current system against Analyze existing security plan developed in Phase 1 policies and programs Develop preliminary system Analyze current threats and requirements controls Study integration of new system Examine legal issues cseannauniv.blogspot.in
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Phases



Common to SDLC and SecSDLC Unique to SecSDLC with existing system Perform risk analysis Document findings and update feasibility analysis Logical Design Assess current business needs Develop security blueprint against plan from Phase 2 Plan incident response actions Select applications, data Plan business response to disaster support, and structures Determine feasibility of Generate multiple solutions for continuing and/or outsourcing consideration the project Document findings and update feasibility analysis Physical Design Select technologies to support Select technologies needed to solutions developed in Phase 3 support security blueprint Select the best solution Develop definition of successful Decide to make or buy solution components Design physical security Document findings and update measures to support techno feasibility analysis logical solutions Review and approve project Implementation Develop or buy software Buy or develop security solutions Order components At end of phase, present tested Document the system package to management for Train users approval Update feasibility analysis Present system to users Test system and review performance Maintenance and Support and modify system Constantly monitor, test, modify, Change during its useful life update, and repair to meet Test periodically for compliance changing threats with business needs Upgrade and patch as necessary List the responsibilities of a CSIO. The Chief Information Security Officer (CISO) is responsible for the assessment, management, and implementation of information security in the organization. The CISO reports directly to the Chief Information Officer (CIO). List some members of information security project team. Champion—A senior executive who promotes the project financially & administratively. Team leader—A project manager who knows project/personnel management, etc. Security policy developers—develop and implementing successful policies Risk assessment specialists—Understand financial risk assessment techniques Security professionals—Dedicated and well-trained specialists in information security Systems administrators—responsible for administering systems that house information End users—Those whom the new system will most directly affect. Vijai Anand
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