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Background. In the standard message passing models it is assumed that the identity of a sender is known to the receiver. In practice, this often is not the case, due to impersonation attacks by malicious adversaries. Various impersonation attack schemes have been extensively investigated in the context of network security or cryptography, in particular for peep-to-peer and sensor networks [4,5]. Here, we study this problem in the context of distributed computing theory. Consider a set of n processors, p1 , ..., pn , communicating by means of pointto-point message passing between every pair of processors. Assume that the message sender is identiﬁed by including its id in the message. For simplicity the communication is assumed to be synchronous. The adversary is an external entity capable of injecting messages with arbitrary content into the network (but it is incapable of preventing the processors from receiving each other’s messages). The ids of the processors are assumed to be ﬁxed and known a priori, thus injecting messages that impersonate the real processors is the only way by which the adversary can interfere with the computation. Adversarial behavior of this kind is known as stolen identities Sybil attack [4,5]. For the purpose of formal analysis, the strength of the adversary is quantiﬁed by the number of messages it is able to send to each processor in every round. A k-adversary can generate up to k messages for every processor, so that a processor can receive up to n+k messages in a round, instead of just n correct messages. This formulation includes the particular cases of an adversary that in every round can impersonate some speciﬁc k processors, or of a system with n + k processors, k of which are Byzantine, capable of sending messages with arbitrary ids and content. When a processor receives several messages tagged by pi , it might be impossible to know which one of them is correct, in which case it is reasonable to drop these messages altogether. If all the messages having a ”fake twin” are handled this way, we end up with a synchronous mobile failures model [7] in which the number of transmission failures with respect to every receiver is bounded by k. This is known to be equivalent to the standard asynchronous crash failure model [6]. The opposite direction, however, is not true - the k-adversary model is strictly stronger than the asynchronous model with k failures, because all the messages sent in every round by the processors are received. For example, in the impersonation model each processor is able to compute (in a single round) an upper bound on the input values of all the processors, which is impossible in the asynchronous case even with a single failure. Thus the question of the relative power of the impersonation model remains. 
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Results. To answer the above question we have considered the k-set agreement problem (and consensus in particular) and the renaming problem in the impersonation model. There exists a simple bivalency proof, similar to [1], which shows that deterministic consensus is impossible even in the presence of 1-adversary. For the k-set agreement problem, there exists an algorithm in the presence of (k − 1)adversary, but no deterministic algorithm resilient against a k-adversary. The proof of the latter result uses the combinatorial topology machinery from [3]. For the renaming problem1 there exists a simple order-preserving algorithm resilient against a k-adversary, that has a target namespace of size n + k, which is optimal. In the asynchronous case, the minimum possible size of the target namespace of any order-preserving algorithm resilient to t failures is 2t (n − t + 1) − 1 [2]. Whereas for asynchronous order-preserving renaming, the large target namespace is a result of complete uncertainty about the input values of some processors, in the impersonation model this uncertainty is reduced (eventually the input of each processor is known to belong to a small set of possible values), and as a result the size of the target namespace is signiﬁcantly smaller. In summary, our results show that the eﬀects of an impersonation attack, mobile failures and the loss of synchrony are very much alike. The subtle diﬀerence in the computational power of the models is not evident for k-set agreement. On the other hand, renaming, which is the easier among the coordination problems, reveals that the models are not equivalent.
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To avoid a trivial solution, processor ids can be considered as entities that can be tested for equality but not compared, while renaming has to be performed using a unique private input provided to each processor.
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