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https://gsuite.google.com/setup/   



   



Make your email secure  You can help reduce spam and protect your domain by  adding 2 records to your domain settings: a Sender Policy  Framework (SPF) record and a DomainKeys Identiﬁed Mail  (DKIM) record.   You add these records to the DNS settings in your domain  hosting account. These records improve email delivery and  reduce spam in slightly different ways.   
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How SPF and DKIM records keep your email safe    ●



An SPF record conﬁrms that your mail servers are allowed to send  email for your domain. When you send an email to someone, their mail  servers check that the email comes from an authorized mail server  with your SPF record.  



●



A DKIM record allows the recipient of your email to match the unique  digital signature in your email headers to a public version of your domain’s  DNS record, marking it as a legitimate message from your domain.  



To add a digital signature to outgoing mail, you generate a domain key that G Suite  uses to create signed mail headers unique to your domain. You add the public key to  the Domain Name System (DNS) records for your domain.   You’ll reduce the potential for spam to be mislabeled as sent from your account if you  add both an SPF and DKIM record to your domain host account.    



2 



Add an SPF record to your domain   1.



Sign in to your domain account at your domain hosting company or registrar  (where you bought your domain).   Get help identifying your domain host. 



2.



Find the page for updating your domain’s DNS records.   This page might be called something like DNS settings, Name server  management, or Advanced settings. If you’re not sure where to ﬁnd this  page, search your domain host’s knowledge base for “DNS records,” or  contact their support team. 



3.



Create a TXT record with this text: v=spf1 include:_spf.google.com ~all  Some domain registrars may use different names for TXT records, like Record Host.  You may also have to enter @ in the host setting or record value ﬁeld. If you’re  getting an error message when you try to add your TXT record, ask your domain  registrar for help or check their Knowledge Base.    
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Tip: Adding a TXT record for SPF is similar to verifying your domain for G  Suite. If your hosting company is on this list in the Admin Help Center, scroll to  the instructions for adding the veriﬁcation code, where the host setting type is  listed. Or, contact your hosting registrar for help.  4.



Save your changes.   It can take up to 48 hours for the change to be applied, but typically this  happens much more quickly.  
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Add a DKIM record to your domain    If you bought your domain from one of Google’s domain host partners when you  signed up for Google, you don’t need to do this, because a DKIM record already exists. 



3.1



Step 1: Generate your domain key  1.



Sign in to the Google Admin console with your G Suite username   and password. 



2.



Click Apps > G Suite > Gmail. 



3.



Scroll down and click Authenticate email.  Your primary domain is automatically selected. 



4.



(Optional) To get a key for another domain, select it from the drop-down list.  



5.



Click Generate new record. 



6.



Click Generate.   The key appears in the text box.  



7.



Copy and paste all the text under DNS Host name (TXT record name) and  under TXT record value.   Don't include the colon, just the name and record. Your domain registrar might  require a period at the end of the DNS Host name (TXT record name) value. 



8.



Save your changes and keep the window or tab open in your browser.   Note: If you get an error message from your domain registrar saying it doesn't  support 2048-bit keys, change the key length from 2048 to 1024 in Step 2.  
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3.2



Step 2: Add the key to your domain host   1.



In your browser, open a new tab or window and sign in to your domain  account at your domain hosting company or registrar   (where you bought your domain).   Get help identifying your domain host. 



2.



Find the page for updating your domain’s DNS records.   It might be named something like DNS settings, Name server  management, or Advanced settings. If you’re not sure where to ﬁnd this  page, search your domain host’s knowledge base for “DNS records,” or  contact their support team. 



3.



Create a TXT record by adding the text you generated in step 1 in the text  box of the Authenticate email section of the Admin console:  a.



In the TXT Name ﬁeld (called Record Host or something  similar), copy and paste the text under DNS Host name (TXT  record name). This text should be google._domainkey  . 



b.



In the TXT Value ﬁeld (called Record Answer or something  similar), copy and paste the text under TXT record value. 



Your domain registrar might require a period at the end of the DNS Host  name (TXT record name) value, followed by your domain name: for  example, google._domainkey.your_domain.com  .  4.



Save your changes.   It can take up to 48 hours for the change to be applied, but typically this  happens faster.  



For detailed instructions about creating TXT records, including speciﬁc instructions for  popular domain hosts, see Create a TXT record.  
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3.3



Step 3: Add the digital signature to your emails  1.



Sign in to the Google Admin console with your G Suite username   and password. 



2.



Click Apps > G Suite > Gmail. 



3.



Scroll down and click Authenticate email. 



4.



Select your domain.   You’ll see the status of the domain key. 



5.



Click Start authentication.   G Suite will verify that the DKIM domain key is available on your domain. You  may need to wait for up to 48 hours for the changes you made to your domain  DNS to be updated.  



6.



(Optional) To check that your DKIM signature is active:   a.



Email someone with a Gmail or G Suite address.  



b.



In their inbox, open the email.  



c.



To the right of Reply, click the Down arrow



, and select  



Show original. Your page will refresh. In the DKIM section,   you should see PASS with [your domain].     
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Create a TXT record with this text: v=spf1 include:_spf.google.com ~all. Some domain registrars may use different names for TXT records, like Record Host . You may also have to enter @ in the host setting or record value field. If you're getting an error message when you try to add your TXT record, ask your domain registrar ... 
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Add email accounts to your Gmail app - G Suite 

Yahoo). If you use Microsoft Â® Office 365â„¢, tap Exchange and Office 365 . (If you don't see your email provider, click Other .) 2. Follow the instructions. You'll be asked to sign into the email account you want to add your. Gmail app. 3. Agree to
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Add an email signature - G Suite 

Save time and add a personal touch to your emails with a signature. Your email signature can include your contact information, company logo, or website link. It will automatically appear at the end of the messages you send. CONTENT. 1. Create your em
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Add your G Suite email to your mobile device's mail app 

That's it, you've connected your G Suite email to your Android mail app. It may take a few minutes for the device to sign into your domain. 2. iOS: Sync your G Suite email to your device's native mail app. 1. From your device, tap Settings (this may 
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Create repo s and email ale s - G Suite 

As the G Suite administrator of your account, you can monitor and manage your G Suite services from the. Google Admin console. You can analyze your team's ...
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Organize and email groups from Contacts - G Suite 

contacts by merging duplicate entries. 1. From Contacts, click Duplicates . (In old Contacts, at the top, click More > Find & merge duplicates.) 2. Choose from the following options: â—‹. In the top right, click Merge all. â—‹. (Optional) If you want
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Identify your accounts - G Suite 

Scroll down to find the user or type their name in the search box. 4. Click the user's name to open their account page. 5. (Optional) See the account status next to ...
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Cancel your G Suite account 

(You can cancel G Suite but keep your domain, or you can transfer your account.) Note : If you have other subscriptions, such as Google Vault, you must cancel these before you can cancel G Suite. You can do this from your Google Admin console by goin
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Use Google+ for your business - G Suite 

2 Use Circles to connect with people and businesses. With Google+, you can organize your contacts or topics you're interested in into. Circles (such as customers, friends, suppliers, industry influences, services, etc.). This lets you categorize and 
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Organize your inbox - G Suite 

In the Gmail search box, click the Down arrow to see more options. 2. Enter your search criteria, then click Create filter with this search . 3. Check Apply the label ...
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Grow your business - G Suite 

Google My Business helps local customers find you more easily across Google Search and ... internal or external blog, and enhance your social media profile.
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Jamboard - G Suite 

the walls of your company. Better saving and sharing. All your work is saved in ... Cutting-edge hardware and software designed for today's dynamic workplace.
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Box for G Suite 

popular business applications like Adobe Acrobat, Salesforce, IBM, Slack and more. â€œBox and G Suite together allow us to leverage Docs for working files, like.
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Protect your domain with SPF records - G Suite 

https://gsuite.google.com/setup/. Protect your domain with SPF records. Spammers may send emails that appear to come from your domain, by forging the From field. By adding a. Sender Policy Framework (SPF) record to your domain host, your recipients c
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Customize your Calendar se ings - G Suite 

If you work with people in another time zone, you can add their time zone to your. Calendar. You'll see both your current time zone and a secondary time zone displayed side-by-side at the left side of the screen. 1. Sign in to Google Calendar with yo
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Delegate access to your calendar - G Suite 

With the Google Calendar, you can delegate access to your calendar to ... Settings and sharing next to the calendar that you want to delegate. 3. Scroll down to ...
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Share your screen on Hangouts Meet - G Suite 

If you have several windows or programs open and you want to show one in particular, like the one with your presentation, click A Window . Then choose which.
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Download G Suite apps on your mobile device 

you have an Android or Apple Â® iOS Â® device, you can download all G Suite mobile apps or just the ones you want to use. If you want to use your phone's ...
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Manage billing for your team - G Suite 

users to your account and use all G Suite services. To keep using G Suite ... Sign in to your Google Admin console with your G Suite username and password. 2.
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Create a website for your domain - G Suite 

Most web builders create sites that are mobile-friendly; make sure the builder you choose does. â—‹. Compare prices, plans, and packages. Look at the cost of renewal as well as the ... Will the server space for the type of site you're looking to buil
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Improve your website's pe ormance - G Suite 

Google Analytics can provide a wealth of information about your website performance and about how people interact with it. You can use it to get an overview of the number of visitors you get to your site. Or, go more advanced and set up strategic mea
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Hold video meetings from your phone - G Suite 

Open the Meet mobile app and at the bottom, tap Add to create a new video meeting. 4. Tap Share . You'll be able to send the meeting link to your guests. 5.
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Switching to Drive from your C:\ drive - G Suite 

Get Drive: drive.google.com Android app | iOS app. Feature. In C:\ drive. In Drive. Storage. Store any file type (Microsoft. OutlookÂ® files, image files, PDFs, ...
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