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IT6601 Mobile Computing 2 Marks Q & A UNIT I INTRODUCTION Syllabus: Mobile Computing – Mobile Computing Vs Wireless Networking – Mobile Computing Applications – Characteristics of Mobile computing – Structure of Mobile Computing Application. MAC Protocols – Wireless MAC Issues – Fixed Assignment Schemes – Random Assignment Schemes – Reservation Based Schemes. 1. DEFINE MOBILE COMPUTING? Mobile Computing is a technology that allows transmission of data, voice and video via a computer or any other wireless enabled device without having to be connected to a fixed physical link. Mobile Computing is the use of portable computing devices (such as laptop and handheld computers) in conjunction with mobile communications technologies to enable users to access the Internet and data on their home or work computers from anywhere in the world.



2. List out some Advantages of Mobile Computing? Location Flexibility This has enabled users to work from anywhere as long as there is a connection established. A user can work without being in a fixed position. Their mobility ensures that they are able to carry out numerous tasks at the same time and perform their stated jobs. Saves Time The time consumed or wasted while travelling from different locations or to the office and back, has been slashed. One can now access all the important documents and files over a secure channel or portal and work as if they were on their computer. It has enhanced telecommuting in many companies. It has also reduced unnecessary incurred expenses. Enhanced Productivity Users can work efficiently and effectively from whichever location they find comfortable. This in turn enhances their productivity level. Ease of Research Research has been made easier, since users earlier were required to go to the field and search for facts and feed them back into the system. It has also made it easier for field
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officers and researchers to collect and feed data from wherever they are without making unnecessary trips to and from the office to the field. Entertainment Video and audio recordings can now be streamed on-the-go using mobile computing. It's easy to access a wide variety of movies, educational and informative material. With the improvement and availability of high speed data connections at considerable cost, one is able to get all the entertainment they want as they browse the internet for streamed data. One is able to watch news, movies, and documentaries among other entertainment offers over the internet. This was not possible before mobile computing dawned on the computing world. Streamlining of Business Processes Business processes are now easily available through secured connections. Looking into security issues, adequate measures have been put in place to ensure authentication and authorization of the user accessing the services. Some business functions can be run over secure links and sharing of information between business partners can also take place. Meetings, seminars and other informative services can be conducted using video and voice conferencing. Travel time and expenditure is also considerably reduced. 3. Disadvantages of Mobile Computing? Quality of Connectivity One of the disadvantages is that the mobile devices will need either WiFi connectivity or mobile network connectivity such as GPRS, 3G and in some countries even 4G connectivity that is why this is a disadvantage because if you are not near any of these connections your access to the internet is very limited. Security Concerns Mobile VPNs are unsafe to connect to, and also syncing devices might also lead to security concerns. Accessing a WiFi network can also be risky because WPA and WEP security can be bypassed easily. Power Consumption Due to the use of batteries in these devices, these do not tend to last long, if in a situation where there is no source of power for charging then that will certainly be a letdown. 4. LIST OUT MOBILE COMPUTING APPLICATIONS 



For Estate Agents







Emergency Services 2







In courts







In companies







Stock Information Collation/Control







Credit Card Verification







Electronic Mail/Paging



5. Types of WIRELESS MAC ISSUES? The three important issues are: 1.



Half Duplex operation –> either send or receive but not both at a given time



2. Time varying channel 3. Burst channel errors UNIT II MOBILE INTERNET PROTOCOL AND TRANSPORT LAYER Syllabus: Overview of Mobile IP – Features of Mobile IP – Key Mechanism in Mobile IP – route Optimization. Overview of TCP/IP – Architecture of TCP/IP- Adaptation of TCP Window – Improvement in TCP Performance.



6. FEATURES OF MOBILE IP 



Roaming Connectivity







Compatibility







Tunnelling and Reverse Tunnelling







Cordless



7. KEY MECHANISM IN MOBILE IP The Mobile IP process has three main phases, which are discussed in the following sections. i.Agent Discovery - A Mobile Node discovers its Foreign and Home Agents during agent discovery. ii.Registration - The Mobile Node registers its current location with the Foreign Agent and Home Agent during registration. iii.Tunnelling - A reciprocal tunnel is set up by the Home Agent to the care-of address (current location of the Mobile Node on the foreign network) to route packets to the Mobile Node as it roams. 8. Define Mobile IPv4 route optimization 3



Mobile IPv4 route optimization is a proposed extension to the Mobile IPv4 protocol. It provides enhancements to the routing of data grams between the mobile node and to the correspondent node. The enhancements provide means for a correspondent node to tunnel data grams directly to the mobile node or to its foreign agent care-of address. 9. Draw a direct routing with route optimization and foreign agent COA?



Fig 9.1 Direct routing with route optimization and foreign agent care-of address 10. List out the IMPROVEMENT IN TCP PERFORMANCE? The protocols to improve the performance of TCP are: Link-layer protocols Indirect-TCP (I-TCP) protocol The Snoop Protocol Selective Acknowledgments



UNIT III MOBILE TELECOMMUNICATION SYSTEM Syllabus : Global System for Mobile Communication (GSM) – General Packet Radio Service (GPRS) – Universal Mobile Telecommunication System (UMTS).



11. DEFINE GSM? GSM stands for Global System for Mobile Communication. It is a digital cellular technology used for transmitting mobile voice and data services. The concept of GSM emerged from a cell-based mobile radio system at Bell Laboratories in the early 1970s. GSM is the name
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of a standardization group established in 1982 to create a common European mobile telephone standard. Listed below are the features of GSM that account for its popularity and wide acceptance. 



Improved spectrum efficiency







International roaming







Low-cost mobile sets and base stations (BSs)







High-quality speech







Compatibility with Integrated Services Digital Network (ISDN) and other telephone company services







Support for new services 12. List out the GSM network? GSM network can be broadly divided into: 



The Mobile Station (MS)







The Base Station Subsystem (BSS)







The Network Switching Subsystem (NSS)







The Operation Support Subsystem (OSS)



13. Define International Mobile Station Equipment Identity (IMEI) The International Mobile Station Equipment Identity (IMEI) looks more like a serial number which distinctively identifies a mobile station internationally. This is allocated by the equipment manufacturer and registered by the network operator, who stores it in the Entrepreneurs-in-Residence (EIR). By means of IMEI, one recognizes obsolete, stolen, or non-functional equipment. Following are the parts of IMEI: 



Type Approval Code (TAC) : 6 decimal places, centrally assigned.







Final Assembly Code (FAC) : 6 decimal places, assigned by the manufacturer.







Serial Number (SNR) : 6 decimal places, assigned by the manufacturer.







Spare (SP) : 1 decimal place. Thus, IMEI = TAC + FAC + SNR + SP. It uniquely characterizes a mobile station



and gives clues about the manufacturer and the date of manufacturing. 14. Define GPRS? General Packet Radio System is also known as GPRS is a third-generation step toward internet access. GPRS is also known as GSM-IP that is a Global-System Mobile 5



Communications Internet Protocol as it keeps the users of this system online, allows to make voice calls, and access internet on-the-go. Even Time-Division Multiple Access (TDMA) users benefit from this system as it provides packet radio access. 15. What do you mean by Gateway GPRS Support Node (GGSN)? The Gateway GPRS Support Node acts as an interface and a router to external networks. It contains routing information for GPRS mobiles, which is used to tunnel packets through the IP based internal backbone to the correct Serving GPRS Support Node. The GGSN also collects charging information connected to the use of the external data networks and can act as a packet filter for incoming traffic. 16. Define UMTS – GPRS Tunnelling Protocol? The generation of GPRS Tunnelling Protocol (GTP) was virtually impossible, but is also not desirable to give it for the new system, but, on the other hand, it is quite understandable that the improvements are also needed in order to be able to interact with the world of legacy PS smoothly and support functions needed for the newest system.



UNIT IV MOBILE ADHOC NETWORKS Syllabus: Ad-Hoc Basic Concepts – Characteristics – Applications – Design Issues – Routing – Essential of Traditional Routing Protocols –Popular Routing Protocols – Vehicular Ad Hoc networks ( VANET) – MANET Vs VANET – Security.



17. Define WANET? A wireless ad hoc network (WANET) is a decentralized type of wireless network. The network is ad hoc because it does not rely on a pre existing infrastructure, such as routers in wired networks or access points in managed (infrastructure) wireless networks. Instead, each node participates in routing by forwarding data for other nodes, so the determination of which nodes forward data is made dynamically on the basis of network connectivity.



18. Define MANET? List the characteristics of MANET? It is a non infrastructure IP based network of mobile and wireless machine nodes connected with radio. In operation, the nodes of a MANET do not have a centralized
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administration mechanism. It is known for its routable network properties where each node act as a ―router‖ to forward the traffic to other specified node in the network.



The characteristics are: 



In MANET, each node acts as both host and router. That is it is autonomous in behaviour.







Multi-hop radio relaying- When a source node and destination node for a message is out of the radio range, the MANET are capable of multi-hop routing.







Distributed nature of operation for security, routing and host configuration. A centralized firewall is absent here.







The nodes can join or leave the network anytime, making the network topology dynamic in nature. 19. What is ROUTING? Routing is the process of selecting best paths in a network. In the past, the term routing



also meant forwarding network traffic among networks. However, that latter function is better described as forwarding. Routing is performed for many kinds of networks, including the telephone network (circuit switching), electronic data networks (such as the Internet), and transportation networks. This article is concerned primarily with routing in electronic data networks using packet switching technology. 20. How to Build Routing Tables? In link state routing, four sets of actions are required to ensure that each node has the routing table showing the least-cost node to every other node.



1. Creation of the states of the links by each node, called the link state packet (LSP). 2. Dissemination of LSPs to every other router, called flooding, in an efficient and reliable way. 3. Formation of a shortest path tree for each node. 4. Calculation of a routing table based on the shortest path tree.



UNIT V MOBILE PLATFORMS AND APPLICATIONS Syllabus: Mobile Device Operating Systems – Special Constrains & Requirements – Commercial Mobile Operating Systems – Software Development Kit: iOS, Android, BlackBerry, Windows Phone – MCommerce – Structure – Pros & Cons – Mobile Payment System – Security Issues.
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21. Define MOBILE DEVICE OPERATING SYSTEMS? A mobile operating system (or mobile OS) is an operating system for smart phones, tablets, PDAs, or other mobile devices. While computers such as the typical laptop are mobile, the operating systems usually used on them are not considered mobile ones as they were originally designed for bigger stationary desktop computers that historically did not have or need specific "mobile" features. This distinction is getting blurred in some newer operating systems that are hybrids made for both uses.



22. Define Open WebOS ? Open WebOS also known as Hp WebOS or just WebOS which was developed by Palm Inc but after some years it became the property of Hewlett-Packard. WebOS was launched in 2009 and was used in a number of smartphones and tablets. Hp promoted WebOS at a very high level by using it in high-end smartphones and tablets. The latest device working on WebOS was the Hp Touch Pad. With the introduction of Android in the market sales of Hp WebOS, based tablets got very less. At last Hp announced to discontinue WebOS-based devices, but the existing users were assured that they will get regular updates of the operating system.



23. What is called MeeGo? MeeGo was called a mobile platform, but it was designed to run multiple electronic devices including handhelds, in-car devices, television sets, and net books. All the devices on which MeeGo can have the same core but the user interface is entirely different according to the device. In 2010, Moorestown Tablet PC was introduced at COMPUTEX Taipei, which was also a MeeGo powered device.Most of you will have heard the name Nokia N9, but you will not be aware of the fact that this large selling device is operating on MeeGo.



24. List out SOFTWARE DEVELOPMENT KIT?  iOS  ANDROID  BLACKBERRY  WINDOWS
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UNIT I INTRODUCTION Syllabus: Mobile Computing – Mobile Computing Vs Wireless Networking – Mobile Computing Applications – Characteristics of Mobile computing – Structure of Mobile Computing Application. MAC Protocols – Wireless MAC Issues – Fixed Assignment Schemes – Random Assignment Schemes – Reservation Based Schemes. 1 Explain in detail about Evolution of Mobile Computing with its advantages and disadvantages? In today's computing world, different technologies have emerged. These have grown to support the existing computer networks all over the world. With mobile computing, we find that the need to be confined within one physical location has been eradicated. We hear of terms such as telecommuting, which is being able to work from home or the field but at the same time accessing resources as if one is in the office. The advent of portable computers and laptops, Personal Digital Assistants (PDA), PC tablets and smart phones, has in turn made mobile computing very convenient. The portability of these devices ensure and enable the users to access all services as if they were in the internal network of their company. For example, the use of Tablet PC and iPads. This new technology enables the users to update documents, surf the internet, send and receive email, stream live video files, take photographs and also support video and voice conferencing. The constant and ever increasing demand for superior and robust smart devices has been a catalyst for market share. Each manufacturer is trying to carve a niche for himself in the market. These devices are invented and innovated to provide state-of-the-art applications and services. For instance, different manufacturers of cellular phones have come up with unique smart phones that are capable of performing the same task as computers and at the same processing speed. The market share for different competitors is constantly being fought for. For example, the manufacturers of Apple's iPhone OS, Google's Android' Microsoft Windows Mobile, Research In Motion's Blackberry OS, are constantly competing to offer better products with each release. The need for better, portable, affordable, and robust technology has made these vendors to constantly be innovative. Market figure and statistics show an ever growing need 9



to purchase and use such devices for either professional or personal use. It is in this light that services to suit long-term implementation are developed or innovated. It has also pushed other industry vendors to adopt services that will provide better services. For example, cellular service providers are forced to improve and be innovative to capture more subscribers. This can be in terms of superior services such as high speed internet and data access, voice and video service etc. Hence the adoption of different generations of networks like of 2G, 2.5G, 3G, 4G network services.



The essence of mobile computing is to be able to work from any location. The use of iPads, tablets, smart phones, and notebooks have pushed the demand for these devices. Modern day workers have such devices that enable them to carry out their work from the confines of their own location. These devices are configured to access and store large amounts of vital data. Executive and top management can take decisions based on ready information without going to the office. For example, sales reports and market forecasts can be accessed through these devices or a meeting can take place via video or audio conferencing through these devices. With such features being high in demand, manufacturers are constantly coming up with applications geared to support different services in terms of mobile computing.
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Advantages of Mobile Computing Location Flexibility This has enabled users to work from anywhere as long as there is a connection established. A user can work without being in a fixed position. Their mobility ensures that they are able to carry out numerous tasks at the same time and perform their stated jobs. Saves Time The time consumed or wasted while travelling from different locations or to the office and back, has been slashed. One can now access all the important documents and files over a secure channel or portal and work as if they were on their computer. It has enhanced telecommuting in many companies. It has also reduced unnecessary incurred expenses. Enhanced Productivity Users can work efficiently and effectively from whichever location they find comfortable. This in turn enhances their productivity level. Ease of Research Research has been made easier, since users earlier were required to go to the field and search for facts and feed them back into the system. It has also made it easier for field officers and researchers to collect and feed data from wherever they are without making unnecessary trips to and from the office to the field. Entertainment Video and audio recordings can now be streamed on-the-go using mobile computing. It's easy to access a wide variety of movies, educational and informative material. With the improvement and availability of high speed data connections at considerable cost, one is able to get all the entertainment they want as they browse the internet for streamed data. One
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is able to watch news, movies, and documentaries among other entertainment offers over the internet. This was not possible before mobile computing dawned on the computing world. Streamlining of Business Processes Business processes are now easily available through secured connections. Looking into security issues, adequate measures have been put in place to ensure authentication and authorization of the user accessing the services. Some business functions can be run over secure links and sharing of information between business partners can also take place. Meetings, seminars and other informative services can be conducted using video and voice conferencing. Travel time and expenditure is also considerably reduced. Disadvantages of Mobile Computing Quality of Connectivity One of the disadvantages is that the mobile devices will need either WiFi connectivity or mobile network connectivity such as GPRS, 3G and in some countries even 4G connectivity that is why this is a disadvantage because if you are not near any of these connections your access to the internet is very limited. Security Concerns Mobile VPNs are unsafe to connect to, and also syncing devices might also lead to security concerns. accessing a WiFi network can also be risky because WPA and WEP security can be bypassed easily. Power Consumption Due to the use of batteries in these devices, these do not tend to last long, if in a situation where there is no source of power for charging then that will certainly be a let down. 2.1 List the CHARACTERISTICS OF MOBILE COMPUTING? 



Portability - The Ability to move a device within a learning environment or to different environments with ease.







Social Interactivity - The ability to share data and collaboration between users.







Context Sensitivity - The ability to gather and respond to real or simulated data unique to a current location, environment, or time.







Connectivity - The ability to be digitally connected for the purpose of communication of data in any environment.
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Individual - The ability to use the technology to provide scaffolding on difficult activities and lesson customization for individual learners.







Small Size - Mobile devices are also known as handhelds, palmtops and smart phones due to their roughly phone-like dimensions. A typical mobile device will fit in the average adult's hand or pocket. Some mobile devices may fold or slide from a compact, portable mode to a slightly larger size, revealing built-in keyboards or larger screens. Mobile devices make use of touch screens and small keypads to receive input, maintaining their small size and independence from external interface devices. The standard form of a mobile device allows the user to operate it with one hand, holding the device in the palm or fingers while executing its functions with the thumb. Netbooks and small tablet computers are sometimes mistaken for true mobile devices, based on their similarity in form and function, but if the device's size prohibits onehanded operation or hinders portability, then it cannot be considered a true mobile device.







Wireless Communication - Mobile devices are typically capable of communication with other similar devices, with stationary computers and systems, with networks and portable phones. Base mobile devices are capable of accessing the Internet through Bluetooth or Wi-Fi networks, and many models are equipped to access cell phone and wireless data networks as well. Email and texting are standard ways of communicating with mobile devices, although many are also capable of telephony, and some specialized mobile devices, such as RFID and barcode.



2.2 Draw and Explain MOBILE COMPUTING APPLICATION?
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Programming languages are used for mobile system software. Operating system functions to run the software components onto the hardware. Middleware components deployment. Layered structure arrangement of mobile computing components is used. Protocols and layers are used for transmission and reception. Programming Languages The following are the programming languages used for Mobile Computing applications are: 



Java - J2SE.







J2ME (Java2 Micro edition)







JavaCard (Java for smart card)







The Java enterprise edition (J2EE) used for web and enterprise server based applications of mobile services







C and C++







Visual C++







Visual Basic



Operating System Symbian OS, Window CE, Mac OS are the operating systems used in Mobile computing applications. It offers the user to run an application without considering the hardware specifications and functionalities. It provides functions which are used for scheduling the multiple tasks in a system. It provides the functions required for the synchronization of multiple tasks in the system. It uses multiple threads synchronization and priority allocation. Management functions (such as creation, activation, deletion, suspension, and delay) are used for tasks and memory. It provides Interfaces for communication between software components at the application layer, middleware layers, and hardware devices. It facilitates the execution of software components on diversified hardware. It provides Configurable libraries for the GUI (graphic user interface) in the device. It provides User application’s GUIs, VUI (voice user interface) components, and phone API. It provides the device drivers for the keyboard, display, USB, and other devices. Middleware Software components that link the application components with the networkdistributed components. It is used to discover the nearby device such as Bluetooth. It is used to discover the nearby hot spot for achieving device synchronization with the server or an enterprise server. It is used for retrieving data (which may be in Oracle or DB2) from a 14



network database. It is used for service discovery at network. It is used for adaptation of the application to the platform and service availability. Architecture of Mobile Computing Applications Client/server architecture (and its variants)



is often adopted for this kind of



applications. However we have to take into consideration some specific aspects related to the mobile devices (clients), and their connectivity with servers. Clients There are many mobile device types, including RIM devices, cellular telephones, PDAs, Tablet, PCs, and Laptop PCs. These mobile devices can typically operate as thin clients or fat clients, or they can be developed so that they can host web pages Thin Clients Thin clients have no custom application code and completely rely on the server for their functionality. They do not depend as heavily on the mobile device’s operating system or the mobile device type as fat clients. Thin clients typically use widely available web and Wireless Application Protocol (WAP) browsers to display the application content pages. Fat Clients Fat clients typically have one to three layers of application code on them and can operate independently from a server for some period of time. Typically, fat clients are most useful in situations where communication between a client and server cannot be guaranteed. For example, a fat client application may be able to accept user input and store data in a local database until connectivity with the server is re-established and the data can be moved to the server. This allows a user to continue working even if he/she is out of contact with the server. Fat clients depend heavily on the operating system and mobile device type and the code can be difficult to release and distribute. Fat clients can be implemented using one, two, or three layers of application code. However, if you only use one layer it is extremely difficult to isolate the individual areas of functionality and reuse and distribute the code over multiple device types. 3. Explain in detail about Wireless MAC Protocols? 3.1 FIXED ASSIGNMENT SCHEMES 3.1.1 TDMA Time Division Multiple Access (TDMA) is a digital wireless telephony transmission technique. TDMA allocates each user a different time slot on a given frequency. TDMA
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divides each cellular channel into three time slots in order to increase the amount of data that can be carried. TDMA technology was more popular in Europe, Japan and Asian countries, where as CDMA is widely used in North and South America. But now a days both technologies are very popular through out of the world. Advantages of TDMA: 



TDMA can easily adapt to transmission of data as well as voice communication.







TDMA has an ability to carry 64 kbps to 120 Mbps of data rates.







TDMA allows the operator to do services like fax, voice band data, and SMS as well as bandwidth-intensive application such as multimedia and video conferencing.







Since TDMA technology separates users according to time, it ensures that there will be no interference from simultaneous transmissions.







TDMA provides users with an extended battery life, since it transmits only portion of the time during conversations.







TDMA is the most cost effective technology to convert an analog system to digital.



Disadvantages of TDMA 



Disadvantage using TDMA technology is that the users has a predefined time slot. When moving from one cell site to other, if all the time slots in this cell are full the user might be disconnected.







Another problem in TDMA is that it is subjected to multipath distortion. To overcome this distortion, a time limit can be used on the system. Once the time limit is expired the signal is ignored.



3.1.2 CDMA Code Division Multiple Access (CDMA) is a digital wireless technology that uses spread-spectrum techniques. CDMA does not assign a specific frequency to each user. Instead, every channel uses the full available spectrum. Individual conversations are encoded with a pseudo-random digital sequence. CDMA consistently provides better capacity for voice and data communications than other commercial mobile technologies, allowing more subscribers to connect at any given time, and it is the common platform on which 3G technologies are built. Advantages of CDMA
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One of the main advantages of CDMA is that dropouts occur only when the phone is at least twice as far from the base station. Thus, it is used in the rural areas where GSM cannot cover.







Another advantage is its capacity; it has a very high spectral capacity that it can accommodate more users per MHz of bandwidth.



Disadvantages of CDMA 



Channel pollution, where signals from too many cell sites are present in the subscriber. s phone but none of them is dominant. When this situation arises, the quality of the audio degrades.







When compared to GSM is the lack of international roaming capabilities.







The ability to upgrade or change to another handset is not easy with this technology because the network service information for the phone is put in the actual phone unlike GSM which uses SIM card for this.







Limited variety of the handset, because at present the major mobile companies use GSM technology.



3.1.3 FDMA FDMA is the process of dividing one channel or bandwidth into multiple individual bands, each for use by a single user. Each individual band or channel is wide enough to accommodate the signal spectra of the transmissions to be propagated. The data to be transmitted is modulated on to each subcarrier, and all of them are linearly mixed together.



FDMA divides the shared medium bandwidth into individual channels. Subcarriers modulated by the information to be transmitted occupy each sub channel. The best example of this is the cable television system. The medium is a single coax cable that is used to broadcast hundreds of channels of video/audio programming to homes. The coax cable has a useful bandwidth from about 4 MHz to 1 GHz. This bandwidth is divided up into 6-MHz wide channels. Initially, one TV station or channel used a single 6-
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MHz band. But with digital techniques, multiple TV channels may share a single band today thanks to compression and multiplexing techniques used in each channel. This technique is also used in fibre optic communications systems. A single fibre optic cable has enormous bandwidth that can be subdivided to provide FDMA. Different data or information sources are each assigned a different light frequency for transmission. Light generally isn’t referred to by frequency but by its wavelength (λ). As a result, fiber optic FDMA is called wavelength division multiple access (WDMA) or just wavelength division multiplexing (WDM). One of the older FDMA systems is the original analog telephone system, which used a hierarchy of frequency multiplex techniques to put multiple telephone calls on single line. The analog 300-Hz to 3400-Hz voice signals were used to modulate subcarriers in 12 channels from 60 kHz to 108 kHz. Modulator/mixers created single sideband (SSB) signals, both upper and lower sidebands. These subcarriers were then further frequency multiplexed on subcarriers in the 312-kHz to 552-kHz range using the same modulation methods. At the receiving end of the system, the signals were sorted out and recovered with filters and demodulators. Original aerospace telemetry systems used an FDMA system to accommodate multiple sensor data on a single radio channel. Early satellite systems shared individual 36MHz bandwidth transponders in the 4-GHz to 6-GHz range with multiple voice, video, or data signals via FDMA. Today, all of these applications use TDMA digital techniques. Wireless medium makes the MAC design more challenging than the wire line networks. 3.1.4 SDMA Space-division multiple access (SDMA) is a channel access method based on creating parallel spatial pipes next to higher capacity pipes through spatial multiplexing and/or diversity, by which it is able to offer superior performance in radio multiple access communication systems. In traditional mobile cellular network systems, the base station has no information on the position of the mobile units within the cell and radiates the signal in all directions within the cell in order to provide radio coverage. This results in wasting power on transmissions when there are no mobile units to reach, in addition to causing interference for adjacent cells using the same frequency, so called co-channel cells. Likewise, in reception, the antenna receives signals coming from all directions including noise and interference signals. By using smart antenna technology and differing spatial locations of mobile units within the cell, space-division multiple access techniques offer attractive performance enhancements. 18



The radiation pattern of the base station, both in transmission and reception, is adapted to each user to obtain highest gain in the direction of that user. This is often done using phased array techniques. In GSM cellular networks, the base station is aware of the distance (but not direction) of a mobile phone by use of a technique called "timing advance" (TA). The base transceiver station (BTS) can determine how distant the mobile station (MS) is by interpreting the reported TA. This information, along with other parameters, can then be used to power down the BTS or MS, if a power control feature is implemented in the network. The power control in either BTS or MS is implemented in most modern networks, especially on the MS, as this ensures a better battery life for the MS. This is also why having a BTS close to the user results in less exposure to electromagnetic radiation. This is why one may actually be safer to have a BTS close to them as their MS will be powered down as much as possible. For example, there is more power being transmitted from the MS than what one would receive from the BTS even if they were 6 meters away from a BTS mast. However, this estimation might not consider all the Mobile stations that a particular BTS is supporting with EM radiation at any given time. In the same manner, 5th generation mobile networks will be focused in utilizing the given position of the MS in relation to BTS in order to focus all MS Radio frequency power to the BTS direction and vice versa, thus enabling power savings for the Mobile Operator, reducing MS SAR index, reducing the EM field around base stations since beam forming will concentrate rf power when it will be actually used rather than spread uniformly around the BTS, reducing health and safety concerns, enhancing spectral efficiency, and decreased MS battery consumption. 3.2 RANDOM ASSIGNMENT SCHEMES 3.2.1 Pure Aloha With Pure Aloha, stations are allowed access to the channel whenever they have data to transmit. Because the threat of data collision exists, each station must either monitor its transmission on the rebroadcast or await an acknowledgment from the destination station. By comparing the transmitted packet with the received packet or by the lack of an acknowledgement, the transmitting station can determine the success of the transmitted packet. If the transmission was unsuccessful it is resent after a random amount of time to reduce the probability of re-collision.
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3.2.2 Slotted Aloha The first of the contention based protocols we evaluate is the Slotted Aloha protocol. The channel bandwidth is a continuous stream of slots whose length is the time necessary to transmit one packet. A station with a packet to send will transmit on the next available slot boundary. In the event of a collision, each station involved in the collision retransmits at some random time in order to reduce the possibility of recollision. Obviously the limits imposed which govern the random retransmission of the packet will have an effect on the delay associated with successful packet delivery. If the limit is too short, the probability of recollision is high. If the limit is too long the probability of recollision lessens but there is unnecessary delay in the retransmission. For the Mars regional network studied here, the resending of the packet will occur at some random time not greater than the burst factor times the propagation delay. Another important simulation characteristic of the Slotted Aloha protocol is the action which takes place on transmission of the packet. Methods include blocking (i.e. prohibiting packet generation) until verification of successful transmission occurs. This is known as "stop-and-wait". Another method known as "go-back-n" allows continual transmission of queued packets, but on the detection of a collision, will retransmit all packets from the point of the collision. This is done to preserve the order of the packets. In this simulation model queued packets are continually sent and only the packets involved in a collision are retransmitted. This is called "selective-repeat" and allows out of order transmission of packets. By making a small restriction in the transmission freedom of the individual stations, the throughput of the Aloha protocol can be doubled. Assuming constant length packets, transmission time is broken into slots equivalent to the transmission time of a single packet. Stations are only allowed to transmit at slot 20



boundaries. When packets collide they will overlap completely instead of partially. This has the effect of doubling the efficiency of the Aloha protocol and has come to be known as Slotted Aloha.



3.2.3 CSMA CSMA is a network access method used on shared network topologies such as Ethernet to control access to the network. Devices attached to the network cable listen (carrier sense) before transmitting. If the channel is in use, devices wait before transmitting. MA (Multiple Access) indicates that many devices can connect to and share the same network. All devices have equal access to use the network when it is clear. In other words, a station that wants to communicate "listen" first on the media communication and awaits a "silence" of a preset time (called the Distributed Inter Frame Space or DIFS). After this compulsory period, the station starts a countdown for a random period considered. The maximum duration of this countdown is called the collision window (Window Collision, CW). If no equipment speaks before the end of the countdown, the station simply deliver its package. However, if it is overtaken by another station, it stops immediately its countdown and waits for the next silence. She then continued his account countdown where it left off. The waiting time random has the advantage of allowing a statistically equitable distribution of speaking time between the various network equipment, while making little unlikely (but not impossible) that both devices speak exactly the same time. The countdown system prevents a station waiting too long before issuing its package. It's a bit what place in a meeting room when no master session (and all the World's polite) expected a silence, then a few moments before speaking, to allow time for someone else to speak. The time is and randomly assigned, that is to say, more or less equally. 21



Again, this is what we do naturally in a meeting room if many people speak exactly the same time, they are realizing account immediately (as they listen at the same time they speak), and they interrupt without completing their sentence. After a while, one of them speaks again. If a new collision occurs, the two are interrupted again and tend to wait a little longer before speaking again. CSMA protocol was developed to overcome the problem found in ALOHA i.e. to minimize the chances of collision, so as to improve the performance. CSMA protocol is based on the principle of 'carrier sense'. The station senses the carrier or channel before transmitting a frame. It means the station checks the state of channel, whether it is idle or busy. Even though devices attempt to sense whether the network is in use, there is a good chance that two stations will attempt to access it at the same time. On large networks, the transmission time between one end of the cable and another is enough that one station may access the cable even though another has already just accessed it. The chances of collision still exist because of propagation delay. The frame transmitted by one station takes some time to reach other stations. In the meantime, other stations may sense the channel to be idle and transmit their frames. This results in the collision. There Are Three Different Type of CSMA Protocols (I) I-persistent CSMA (ii) Non- Persistent CSMA (iii) p-persistent CSMA



22



(i) I-persistent CSMA In this method, station that wants to transmit data continuously senses the channel to check whether the channel is idle or busy. If the channel is busy, the station waits until it becomes idle. When the station detects an idle-channel, it immediately transmits the frame with probability 1. Hence it is called I-persistent CSMA. This method has the highest chance of collision because two or more stations may find channel to be idle at the same time and transmit their frames. When the collision occurs, the stations wait a random amount of time and start all over again. Drawback of I-persistent The propagation delay time greatly affects this protocol. If after the station I begins its transmission, station 2 also became ready to send its data and senses the channel. If the station I signal has not yet reached station 2, station 2 will sense the channel to be idle and will begin its transmission. This will result in collision.



Even if propagation delay time is zero, collision will still occur. If two stations became .ready in the middle of third station's transmission, both stations will wait until the transmission of first station ends and then both will begin their transmission exactly simultaneously. This will also result in collision. (ii) Non-persistent CSMA In this scheme, if a station wants to transmit a frame and it finds that the channel is busy (some other station is transmitting) then it will wait for fixed interval of time. After this time, it again checks the status of the channel and if the channel is free it will transmit. A station that has a frame to send senses the channel. If the channel is idle, it sends immediately. If the channel is busy, it waits a random amount of time and then senses the channel again. In non-persistent CSMA the station does not continuously sense the channel for the purpose of capturing it when it detects the end of previous transmission. Advantage of non-persistent It reduces the chance of collision because the stations wait a random amount of time. It is unlikely that two or more stations will wait for same amount of time and will retransmit at the same time. Disadvantage of non-persistent 23



It reduces the efficiency of network because the channel remains idle when there may be stations with frames to send. This is due to the fact that the stations wait a random amount of time after the collision.



(iii) p-persistent CSMA This method is used when channel has time slots such that the time slot duration is equal to or greater than the maximum propagation delay time. Whenever a station becomes ready to send, it senses the channel. If channel is busy, station waits until next slot. If channel is idle, it transmits with a probability p. With the probability q=l-p, the station then waits for the beginning of the next time slot. If the next slot is also idle, it either transmits or waits again with probabilities p and q. This process is repeated till either frame has been transmitted or another station has begun transmitting. In case of the transmission by another station, the station acts as though collision has occurred and it waits a random amount of time and starts again. Advantage of p-persistent • It reduces the chance of collision and improves the efficiency of the network. 3.3 RESERVATION BASED SCHEMES 3.3.1 Polling Polling is the process where the computer or controlling device waits for an external device to check for its readiness or state, often with low-level hardware. For example, when a printer is connected via a parallel port, the computer waits until the printer has received the next character. These processes can be as minute as only reading one bit. Polling is sometimes used synonymously with busy-wait polling. In this situation, when an I/O operation is required, the computer does nothing other than check the status of the I/O device until it is ready, at which point the device is accessed. In other words, the computer waits until the device is ready. Polling also refers to the situation where a device is 24



repeatedly checked for readiness, and if it is not, the computer returns to a different task. Although not as wasteful of CPU cycles as busy waiting, this is generally not as efficient as the alternative to polling, interrupt-driven I/O. In a simple single-purpose system, even busy-wait is perfectly appropriate if no action is possible until the I/O access, but more often than not this was traditionally a consequence of simple hardware or non-multitasking operating systems. Polling is often intimately involved with very low-level hardware. For example, polling a parallel printer port to check whether it is ready for another character involves examining as little as one bit of a byte. That bit represents, at the time of reading, whether a single wire in the printer cable is at low or high voltage. The I/O instruction that reads this byte directly transfers the voltage state of eight real world wires to the eight circuits (flip flops) that make up one byte of a CPU register. Polling has the disadvantage that if there are too many devices to check, the time required to poll them can exceed the time available to service the I/O device. ≠ Algorithm Polling can be described in following steps: 1. The host repeatedly reads the busy bit of the controller until it becomes clear. 2. When clear, the host writes in the command register and writes a byte into the data-out register. 3. The host sets the command-ready bit (set to 1). 4. When the controller senses command-ready bit is set, it sets busy bit. 5. The controller reads the command register and since write bit is set, it performs necessary I/O operations on the device. If the read bit is set to one instead of write bit, data from device is loaded into data-in register, which is further read by the host. 6. The controller clears the command-ready bit once everything is over, it clears error bit to show successful operation and reset busy bit (0). Types A polling cycle is the time in which each element is monitored once. The optimal polling cycle will vary according to several factors, including the desired speed of response and the overhead (e.g., processor time and bandwidth) of the polling. In roll call polling, the polling device or process queries each element on a list in a fixed sequence. Because it waits for a response from each element, a timing mechanism is necessary to prevent lock-ups caused by non-responding elements. Roll call polling can be inefficient if the overhead for the polling messages is high, there are numerous elements to be polled in each polling cycle and only a few elements are active. 25



In hub polling, also referred to as token polling, each element polls the next element in some fixed sequence. This continues until the first element is reached, at which time the polling cycle starts all over again. Polling can be employed in various computing contexts in order to control the execution or transmission sequence of the elements involved. For example, in multitasking operating systems, polling can be used to allocate processor time and other resources to the various competing processes. In networks, polling is used to determine which nodes want to access the network. It is also used by routing protocols to retrieve routing information, as is the case with EGP (exterior gateway protocol). An alternative to polling is the use of interrupts, which are signals generated by devices or processes to indicate that they need attention, want to communicate, etc. Although polling can be very simple, in many situations (e.g., multitasking operating systems) it is more efficient to use interrupts because it can reduce processor usage and/or bandwidth consumption. Token Bus Token Bus is described in the IEEE 802.4 specification, and is a Local Area Network (LAN) in which the stations on the bus or tree form a logical ring. Each station is assigned a place in an ordered sequence, with the last station in the sequence being followed by the first, as shown below. Each station knows the address of the station to its "left" and "right" in the sequence.



A Token Bus network This type of network, like a Token Ring network, employs a small data frame only a few bytes in size, known as a token, to grant individual stations exclusive access to the network transmission medium. Token-passing networks are deterministic in the way that they control access to the network, with each node playing an active role in the process. When a
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station acquires control of the token, it is allowed to transmit one or more data frames, depending on the time limit imposed by the network. When the station has finished using the token to transmit data, or the time limit has expired, it relinquishes control of the token, which is then available to the next station in the logical sequence. When the ring is initialised, the station with the highest number in the sequence has control of the token. The physical topology of the network is either a bus or a tree, although the order in which stations are connected to the network is not important. The network topology means that we are essentially dealing with a broadcast network, and every frame transmitted is received by all attached stations. With the exception of broadcast frames, however, frames will only be read by the station to which they are addressed, and ignored by all other stations. As the token frame is transmitted, it carries the destination address of the next station in the logical sequence. As each individual station is powered on, it is allocated a place in the ring sequence (note that in the diagram above, station two is not participating in the ring). The Token Bus medium access control protocol allows stations to join the ring or leave the ring on an ad-hoc basis. Token Bus networks were conceived to meet the needs of automated industrial manufacturing systems and owe much to a proposal by General Motors for a networking system to be used in their own manufacturing plants -Manufacturing Automation Protocol (MAP). Ethernet was not considered suitable for factory automation systems because of the contention-based nature of its medium access control protocol, which meant that the length of time a station might have to wait to send a frame was unpredictable. Ethernet also lacked a priority system, so there was no way to ensure that more important data would not be held up by less urgent traffic. A token-passing system in which each station takes turns to transmit a frame was considered a better option, because if there are n stations, and each station takes T seconds to send a frame, no station has to wait longer than T seconds to acquire the token. The ring topology of existing token-passing systems, however, was not such an attractive idea, since a break in the ring would cause a general network failure. A ring topology was also considered to be incompatible with the linear topology of assembly-line or process control systems. Token Bus was a hybrid system that provided the robustness and linearity of a bus or tree topology, whilst retaining the known worst-case performance of a token-passing medium access control method. The transmission medium most often used for broadband Token Bus networks is 75 Ohm coaxial cable (the same type
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of cable used for cable TV), although alternative cabling configurations are available. Both single and dual cable systems may be used, with or without head-ends.



UNIT II MOBILE INTERNET PROTOCOL AND TRANSPORT LAYER Syllabus: Overview of Mobile IP – Features of Mobile IP – Key Mechanism in Mobile IP – route Optimization. Overview of TCP/IP – Architecture of TCP/IP- Adaptation of TCP Window – Improvement in TCP Performance.



4. Explain in detail about OVERVIEW OF MOBILE IP and FEATURES OF MOBILE IP? 4.1 OVERVIEW OF MOBILE IP Mobile IP is an open standard, defined by the Internet Engineering Task Force (IETF) RFC 3220. By using Mobile IP, you can keep the same IP address, stay connected, and maintain ongoing applications while roaming between IP networks. Mobile IP is scalable for the Internet because it is based on IP—any media that can support IP can support Mobile IP. The Cisco Mobile Networks feature enables a mobile access router and its subnets to be mobile and maintain all IP connectivity, transparent to the IP hosts connecting through this mobile access router. Currently, this feature is a static network implementation that supports stub routers only. In IP networks, routing is based on stationary IP addresses. A device on a network is reachable through normal IP routing by the IP address it is assigned on the network. When a device roams away from its home network, it is no longer reachable by using normal IP routing. This results in the active sessions of the device being terminated. Mobile IP enables users to keep the same IP address while travelling to a different network, ensuring that a roaming individual can continue communication without sessions or connections being dropped. Because the mobility functions of Mobile IP are performed at the network layer rather than the physical layer, the mobile device can span different types of wireless and wire line networks while maintaining connections. Remote login, remote printing, and file transfers are examples of applications where it is desirable not to interrupt communications while an individual roams across network boundaries. Also, certain network services, such as software licenses and access privileges, are based on IP addresses. Changing these IP addresses could compromise the network services. 28



A device that can roam while appearing to a user to be at its home network is called a mobile node. Examples of mobile nodes include: a personal digital assistant, a laptop computer, or a data-ready cellular phone—that can change its point of attachment from one network or subnet to another. This mobile node can travel from link to link and maintain communications using the same IP address. There is no need for any changes to applications, because the solution is at the network layer, which provides the transparent network mobility. The Cisco Mobile Networks feature comprises three components—the mobile access router (MR), home agent (HA), and foreign agent (FA). Figure shows the three components (mobile access router, home agent, and foreign agent) and their relationships within the mobile network.



The mobile access router functions similarly to the mobile node with one key difference—the mobile access router allows entire networks to roam. For example, an airplane with a mobile access router can fly around the world while passengers stay connected to the Internet. This communication is accomplished by Mobile IP aware routers tunnelling packets, which are destined to hosts on the mobile networks, to the location where the mobile access router is visiting. The mobile access router then forwards the packets to the destination device. These devices can be mobile nodes without Mobile IP client software. The mobile access router eliminates the need for a Mobile IP client. The mobile access router ―hides‖ the IP roaming from the local IP nodes so that the local nodes appear to be directly attached to the home network. A home agent is a router on the home network of the mobile access router. It provides the anchoring point for the mobile networks. The home agent maintains an association between the home IP address of the mobile access router and its care-of address, which is the current location of the mobile access router 29



on a foreign or visited network. The home agent is responsible for keeping track of where the mobile access router roams and tunnelling packets to the current location of the mobile network. The home agent also inserts the mobile networks into its routing table. A foreign agent is a router on a foreign network that assists the mobile access router in informing its home agent of its current care-of address. It functions as the point of attachment to the mobile access router, delivering packets from the home agent to the mobile access router. The foreign agent is a fixed router with a direct logical connection to the mobile access router. The mobile access router and foreign agent need not be connected directly by a wireless link. For example, if the mobile access router is roaming, the connection between the foreign agent and mobile access router occurs on interfaces that are not on the same subnet. This feature does not add any new functionality to the foreign agent component.



4.2 FEATURES OF MOBILE IP Mobile Internet Protocol (Mobile IP) was created in order to provide better mobile connectivity without interrupting computers that are already connected to a network. When mobile devices were introduced, there was no network technology in place for these devices to connect to the Internet. Mobile IP created a new subset of IP connectivity that worked within the already established system, keeping network engineers from having to scrap and reinvent the way Internet connection works. Roaming Connectivity Mobile IP allows mobile devices to connect to the Internet when they are not at their home network. This lets laptops connect to hotspots and it lets phones connect through 3G and other Internet network sources. An IP address lets a network know where to send and
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receive information from on a network. Mobile IP uses an address that references its home network while finding a location on the new network. This keeps Mobile IP from knocking other computers off of a network, because each computer comes from a unique network and has a unique number. Compatibility Mobile IP is compatible with most networks that offer the Internet. This include the 3G network used for mobile televisions; Internet hotspots found in cafes, airports and book stores; and all home network devices. Early attempts at Mobile IP would only work with certain routers or certain types of networks. Mobile IP today has no special requirements because the system is universal and fits within the original IP infrastructure. Tunnelling and Reverse Tunnelling The method by which mobile IP receives information from a network is called tunnelling. A network cannot directly send information to a mobile IP device. In order to get this information the mobile device must create an IP address within its new IP address. This allows the network to send information to the IP address through the ―tunnel‖ of the two new IPs. Firewalls and routers can sometimes block tunnelling by enabling what is called ingress filtering. Mobile IP also can use the process of reverse tunnelling, which is a similar process that reverses the flow of information to achieve the same result as tunnelling. Cordless The greatest feature of Mobile IP is that there are no cords needed to complete the network connection. The standard IP required that networks be connected by a phone line or Ethernet cord. With Mobile IP, the device finds the network automatically and attempts to establish a connection. Some mobile capable devices like laptop computers have the ability to connect using the Mobile IP or using the standard IP with an Ethernet or phone cord.



5. Briefly explain about KEY MECHANISM IN MOBILE IP and ROUTE OPTIMIZATION? 5.1 KEY MECHANISM IN MOBILE IP The Mobile IP process has three main phases, which are discussed in the following sections. i.Agent Discovery - A Mobile Node discovers its Foreign and Home Agents during agent discovery. ii.Registration - The Mobile Node registers its current location with the Foreign Agent and Home Agent during registration.
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iii.Tunnelling - A reciprocal tunnel is set up by the Home Agent to the care-of address (current location of the Mobile Node on the foreign network) to route packets to the Mobile Node as it roams. i.Agent Discovery During the agent discovery phase, the Home Agent and Foreign Agent advertise their services on the network by using the ICMP Router Discovery Protocol (IRDP). The Mobile Node listens to these advertisements to determine if it is connected to its home network or foreign network. The IRDP advertisements carry Mobile IP extensions that specify whether an agent is a Home Agent, Foreign Agent, or both; its care-of address; the types of services it will provide such as reverse tunnelling and generic routing encapsulation (GRE); and the allowed registration lifetime or roaming period for visiting Mobile Nodes. Rather than waiting for agent advertisements, a Mobile Node can send out an agent solicitation. This solicitation forces any agents on the link to immediately send an agent advertisement. If a Mobile Node determines that it is connected to a foreign network, it acquires a care-of address. Two types of care-of addresses exist: 



Care-of address acquired from a Foreign Agent







Co-located care-of address



A Foreign Agent care-of address is an IP address of a Foreign Agent that has an interface on the foreign network being visited by a Mobile Node. A Mobile Node that acquires this type of care-of address can share the address with other Mobile Nodes. A co-located care-of address is an IP address temporarily assigned to the interface of the Mobile Node itself. A co-located care-of address represents the current position of the Mobile Node on the foreign network and can be used by only one Mobile Node at a time. When the Mobile Node hears a Foreign Agent advertisement and detects that it has moved outside of its home network, it begins registration. ii.Registration The Mobile Node is configured with the IP address and mobility security association (which includes the shared key) of its Home Agent. In addition, the Mobile Node is configured with either its home IP address, or another user identifier, such as a Network Access Identifier. The Mobile Node uses this information along with the information that it learns from the Foreign Agent advertisements to form a Mobile IP registration request. It adds the
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registration request to its pending list and sends the registration request to its Home Agent either through the Foreign Agent or directly if it is using a co-located care-of address and is not required to register through the Foreign Agent. If the registration request is sent through the Foreign Agent, the Foreign Agent checks the validity of the registration request, which includes checking that the requested lifetime does not exceed its limitations, the requested tunnel encapsulation is available, and that reverse tunnel is supported. If the registration request is valid, the Foreign Agent adds the visiting Mobile Node to its pending list before relaying the request to the Home Agent. If the registration request is not valid, the Foreign Agent sends a registration reply with appropriate error code to the Mobile Node. The Home Agent checks the validity of the registration request, which includes authentication of the Mobile Node. If the registration request is valid, the Home Agent creates a mobility binding (an association of the Mobile Node with its care-of address), a tunnel to the care-of address, and a routing entry for forwarding packets to the home address through the tunnel. The Home Agent then sends a registration reply to the Mobile Node through the Foreign Agent (if the registration request was received via the Foreign Agent) or directly to the Mobile Node. If the registration request is not valid, the Home Agent rejects the request by sending a registration reply with an appropriate error code. The Foreign Agent checks the validity of the registration reply, including ensuring that an associated registration request exists in its pending list. If the registration reply is valid, the Foreign Agent adds the Mobile Node to its visitor list, establishes a tunnel to the Home Agent, and creates a routing entry for forwarding packets to the home address. It then relays the registration reply to the Mobile Node. Finally, the Mobile Node checks the validity of the registration reply, which includes ensuring an associated request is in its pending list as well as proper authentication of the Home Agent. If the registration reply is not valid, the Mobile Node discards the reply. If a valid registration reply specifies that the registration is accepted, the Mobile Node is confirmed that the mobility agents are aware of its roaming. In the co-located care-of address case, it adds a tunnel to the Home Agent. Subsequently, it sends all packets to the Foreign Agent. The Mobile Node reregisters before its registration lifetime expires. The Home Agent and Foreign Agent update their mobility binding and visitor entry, respectively, during reregistration. In the case where the registration is denied, the Mobile Node makes the 33



necessary adjustments and attempts to register again. For example, if the registration is denied because of time mismatch and the Home Agent sends back its time stamp for synchronization, the Mobile Node adjusts the time stamp in future registration requests. Thus, a successful Mobile IP registration sets up the routing mechanism for transporting packets to and from the Mobile Node as it roams. iii.Tunnelling The Mobile Node sends packets using its home IP address, effectively maintaining the appearance that it is always on its home network. Even while the Mobile Node is roaming on foreign networks, its movements are transparent to correspondent nodes.Data packets addressed to the Mobile Node are routed to its home network, where the Home Agent now intercepts and tunnels them to the care-of address toward the Mobile Node. Tunnelling has two primary functions: encapsulation of the data packet to reach the tunnel endpoint, and decapsulation when the packet is delivered at that endpoint. The default tunnel mode is IP Encapsulation within IP Encapsulation. Optionally, GRE and minimal encapsulation within IP may be used.Typically, the Mobile Node sends packets to the Foreign Agent, which routes them to their final destination, the Correspondent Node, as shown in Figure 2. Packet Forwarding



However, this data path is topologically incorrect because it does not reflect the true IP network source for the data — rather, it reflects the home network of the Mobile Node. Because the packets show the home network as their source inside a foreign network, an access control list on routers in the network called ingress filtering drops the packets instead of forwarding them. A feature called reverse tunnelling solves this problem by having the Foreign Agent tunnel packets back to the Home Agent when it receives them from the Mobile Node. Reverse Tunnel
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Tunnel MTU discovery is a mechanism for a tunnel encapsulator such as the Home Agent to participate in path MTU discovery to avoid any packet fragmentation in the routing path between a Correspondent Node and Mobile Node. For packets destined to the Mobile Node, the Home Agent maintains the MTU of the tunnel to the care-of address and informs the Correspondent Node of the reduced packet size. This improves routing efficiency by avoiding fragmentation and reassembly at the tunnel endpoints to ensure that packets reach the Mobile Node. Security Mobile IP uses a strong authentication scheme for security purposes. All registration messages between a Mobile Node and Home Agent are required to contain the Mobile-Home Authentication Extension (MHAE). The integrity of the registration messages is protected by a preshared 128-bit key between a Mobile Node and Home Agent. The keyed message digest algorithm 5 (MD5) in "prefix+suffix" mode is used to compute the authenticator value in the appended MHAE, which is mandatory. Mobile IP also supports the hash-based message authentication code (HMAC-MD5). The receiver compares the authenticator value it computes over the message with the value in the extension to verify the authenticity. Optionally, the Mobile-Foreign Authentication Extension and Foreign-Home Authentication Extension are appended to protect message exchanges between a Mobile Node and Foreign Agent and between a Foreign Agent and Home Agent, respectively. Replay protection uses the identification field in the registration messages as a timestamp and sequence number. The Home Agent returns its time stamp to synchronize the Mobile Node for registration. Cisco IOS software allows the mobility keys to be stored on an authentication, authorization, and accounting (AAA) server that can be accessed using TACACS+ or 35



RADIUS protocols. Mobile IP in Cisco IOS software also contains registration filters, enabling companies to restrict who is allowed to register. 5.2 ROUTE OPTIMIZATION Mobile IPv4 route optimization Mobile IPv4 route optimization is a proposed extension to the Mobile IPv4 protocol. It provides enhancements to the routing of data grams between the mobile node and to the correspondent node. The enhancements provide means for a correspondent node to tunnel data grams directly to the mobile node or to its foreign agent care-of address. Route optimization messages and data structures The route optimization extension adds a conceptual data structure, the binding cache, to the correspondent node and to the foreign agent. The binding cache contains bindings for mobile nodes' home addresses and their current care-of addresses. With the binding the correspondent node can tunnel data grams directly to the mobile node's care-of address. Every time the home agent receives a datagram that is destined to a mobile node currently away from home, it sends a binding update to the correspondent node to update the information in the correspondent node's binding cache. After this the correspondent node can directly tunnel packets to the mobile node. Thus direct bi-directional communication is achieved with route optimization. Direct routing with route optimization and foreign agent care-of address.



Route optimization adds four new UDP-messages to the Mobile IPv4 protocol: Binding update informs the correspondent node or foreign agent of the mobile node's new location. It is sent by the home agent or in the case of previous foreign agent notification, by the new foreign agent, as shown in Figure 4. The binding update contains the care-of 36



address and the home address of the mobile node and also the lifetime of the binding. It also must contain a mobile IP authentication extension. An identification number may also be present to provide a way of matching updates with acknowledgements and to protect against replay attacks. Binding acknowledgement is sent by the correspondent node or the foreign agent in response to the binding update. It contains the mobile node's home address and a status code. It also contains an identification number, if there was one in the corresponding binding update. Binding request is sent by the correspondent node to the home agent to request a binding update. It contains the home address of the queried mobile node and possibly an identification number. Binding warning is sent by the previous foreign agent in response to receiving a tunnelled datagram for a mobile node for which it has a binding and for which it is not acting as the current foreign agent. The binding warning is sent to the home agent. It contains the home address of the mobile node and the address of the correspondent node that does not have up to date information of the mobile node's current care-of address. With this information the home agent can send a binding update to the correspondent node. Binding update to correspondent node



The effect on static routes As the correspondent node learns the care-of address of the mobile node from the binding update, it can tunnel data grams directly to the mobile node's care-of address . Thus only the first data grams are routed via the home agent. This reduces the network load and
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also reduces the delays caused by routing. Thus the optimization is valuable to mobile nodes that visit networks located far from their home agent. However, the overhead caused by tunnelling is not decreased. The correspondent node's use of minimal encapsulation is a partial remedy, if both the encapsulator and the decapsulator support it. Ingress filtering may also prevent the mobile node from sending data grams directly to the correspondent node. The use of direct reverse tunnelling from the care-of address to the correspondent node's address is a possible solution to ingress filtering. However, it is not possible with foreign agent care-of addresses, since the current reverse tunnelling standard requires the foreign agent to tunnel all packets to the home agent of the mobile node. Smooth handoffs with route optimization In the static case the protocol is fairly simple, but handoffs somewhat complicate the situation. When the correspondent node has an out of date entry for the mobile node's care-of address it tries to send the tunnelled datagram to the mobile node's previous location and the datagram is lost. To solve this problem the protocol includes the previous foreign agent notification mechanism, which adds a binding cache to the foreign agent. When a mobile node moves to a new sub network it sends a registration request to the new foreign agent. The registration request may contain a previous foreign agent notification extension. Upon receiving such a request the foreign agent builds a binding update and sends it to the previous foreign agent. The previous foreign agent can then, after authenticating the update, create a binding for the mobile node. With this binding it can re-tunnel data grams to the mobile node's new care-of address. The re-tunnelling requires foreign agent care-of addresses in order for the agents to act as tunnel endpoints. The previous foreign agent notification mechanism provides temporary localization of the handoffs. It does not reduce the signalling load between the home agent and the mobile node, but reduces the number of data grams lost due to correspondent nodes with out-of date bindings. Security considerations Since the correspondent nodes and foreign agents have binding caches, which change the routing of data grams destined to mobile nodes, the binding updates must be authenticated. The authentication is performed in a similar manner as in base Mobile IPv4. All binding updates contain a route optimization or smooth handoff authentication extension. This extension contains a hash, which is calculated from the datagram and the shared secret.
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The correspondent node and the mobile node's home agent need a security association. This association is used for the authentication of the binding updates. Since the mobile node sends a binding update directly to its previous foreign agent, they also need a security association. If the security associations are not preconfigured they can be established via a key management protocol such as ISAKMP or SKIP. General deployment requirements In order to make use of the binding updates the correspondent nodes must be able to process and authenticate them and be able to encapsulate data grams. To establish this, the network stacks of the operating systems require changes. Since correspondent nodes need to establish a security association with the home agent and foreign agents need to establish one with the mobile node, a widely deployed key management system is obviously needed. Otherwise only nodes with statically configured security associations can benefit from the binding updates. 6. Explain in detail about TCP/IP Layers and Adaptation of TCP window? 6.1 TCP/IP Layers There is no official TCP/IP protocol model, as there is in the case of OSI. However, based on the protocol standards that have been developed, we can organize the communication task for TCP/IP into five relatively independent layers:  Application layer  Host-to-host, or transport layer  Internet layer  Network access layer  Physical layer The physical layer covers the physical interface between a data transmission device (such as a workstation or computer) and a transmission medium or network. This layer is concerned with specifying the characteristics of the transmission medium, the nature of the signals, the data rate, and related matters. The network access layer is concerned with the exchange of data between an end system and the network to which it's attached. The sending computer must provide the network with the address of the destination computer, so that the network can route the data to the appropriate destination. The sending computer may need to invoke certain services, such as priority, that might be provided by the network.
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The specific software used at this layer depends on the type of network to be used; different standards have been developed for circuit-switching, packet-switching (for example, frame relay), local area networks (such as Ethernet), and others. Thus, it makes sense to separate those functions having to do with network access into a separate layer. By doing this, the remainder of the communications software, above the network access layer, need not be concerned about the specifics of the network to be used. The same higher-layer software should function properly regardless of the particular network to which the computer is attached. The network access layer is concerned with access to and routing data across a network for two end systems attached to the same network. In those cases where two devices are attached to different networks, procedures are needed to allow data to traverse multiple interconnected networks. This is the function of the Internet layer. The Internet protocol (IP) is used at this layer to provide the routing function across multiple networks. This protocol is implement not only in the end systems but also in routers. A router is a processor that connects two networks; its primary function is to relay data from one network to the other on its route from the source to the destination end system. Regardless of the nature of the applications that are exchanging data, there is usually a requirement that data be exchanged reliably. That is, we want to be assured that all of the data arrives at the destination application, in the order in which it was sent. The mechanisms for providing reliability are essentially independent of the nature of the applications. Thus, it makes sense to collect those mechanisms in a common layer shared by all applications; this is referred to as the host-to-host or transport layer. The transmission control protocol (TCP) is the most commonly used protocol to provide this functionality. Finally, the application layer contains the logic needed to support the various user applications. For each type of application, such as file transfer, a separate module is needed that's peculiar to that application. The Application Layer The application layer defines how certain services operate and how they can be used. Examples are the FTP service for transferring files, HTTP for serving Web pages and SMTP for e-mail. These services are defined in a rather abstract manner. Two parties, called the client and the server, set up a connection over which they exchange messages in accordance with a specific protocol. The client starts the protocol by requesting the service. Often the next step is for the server to authenticate the client, for example by asking for a password or by executing a publickey based protocol. 40



Taking e-mail as an example, the protocol in question is called the Simple Mail Transfer Protocol (SMTP). The client and the server set up an SMTP connection over which they exchange identifying information. The client then tells who the message is from and who the intended recipient is. The server then indicates whether it accepts or refuses the message (for example if it's spam or the intended recipient is unknown). If the message is accepted, the client sends the actual content of the message and the server stores it in the right mailbox. The Transport Layer On the Internet, the transport layer is realized by two protocols. The first is the Transmission Control Protocol (TCP) and the second is the User Datagram Protocol (UDP). Both break up a message that an application wants to send into packets and attempt to deliver those packets to the intended recipient. At the recipient's side, both take the payload from the received packets and pass those to the application layer. The main difference between TCP and UDP is that TCP is reliable and UDP is not. TCP will collect incoming packets, put them in the right order and thereby reassemble the original message. If necessary, TCP requests retransmission of lost or damaged packets. UDP merely takes each incoming packet and delivers the payload (the original message) to the application layer. Any errors or out-of-order data should be taken care of by the application. UDP is much faster than TCP, and so is mainly used for applications like audio and video streaming, where the occasional error is less important than getting all the data there at the right time. More generally, UDP is designed for applications that do not require the packets to be in any specific order. Because of this, UDP is sometimes called a "connection-less" protocol. Taking the example of e-mail again, the e-mail client and server communicate over a reliable TCP connection. The server listens on a certain port (port 25) until a connection request arrives from the client. The server acknowledges the request, and a TCP connection is established. Using this connection the client and server can exchange data. The content of this data is not really relevant at this level: that's the responsibility of the application layer. The e-mail message and all the other information exchanged at that SMTP application layer are merely payload, data that needs to be transported. Hence the name transport layer. The Network Layer
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The network layer is responsible for transmitting and routing data packets over the network. The Internet uses the Internet Protocol or IP as its network layer. Each node on the network has an address, which of course is called the IP address. Data is sent as IP packets. A transport layer connection is made up up of a large number of IP packets exchanged by the client and server. The Internet Protocol (IP) is very simple: a packet has a source, a destination and a payload, and it's passed from one node in the network to another until it gets to the destination. The IP does not notice that a packet gets lost. It just never gets to the destination. If a particular node cannot pass the packet to the next node along the normal route, it will do its best to find an alternative path. That's why IP is sometimes called a "best-effort" protocol. When the client sends its TCP connection request, the network layer puts the request in a number of packets and transmits each of them to the server. Each packet can take a different route, and some of the packets may get lost along the way. If they all make it, the transport layer at the server is able to reconstruct the request, and it will prepare a response confirming that a TCP connection has been set up. This response is sent back again in a number of IP packets that will hopefully make it to the client. The Link Layer The Internet Protocol basically assumes all computers are part of one very large "web" of nodes that can all pass packets to other nodes. There's always a route from one node to another, even if sometimes a very large number of intermediate nodes get involved. The link layer is what makes this assumption true. The link layer provides a network connection between hosts on a particular local network, as well as interconnection between such local networks. The e-mail client runs on a personal computer in someone's home network, which is set up using the Ethernet protocol. The link layer now is that Ethernet network. The IP packets that this computer transmits, are added as payload to Ethernet packets (called "frames") that are transmitted over the local network to the ADSL modem that connects the local network to the provider. A different kind of link layer protocol is used to transmit the payload taken from the Ethernet frames from the ADSL modem to the provider. At the provider this payload is again passed forward using yet another link level protocol. The "web of nodes" that the Internet Protocol relies on thus actually is made up of a large number of local networks, each with their own link layer protocol, that each forward the IP packet by putting it into their own kind of message that is then sent over the local network.
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The Physical Layer The lowest layer is the physical layer, which defines how the cables, network cards, wireless transmitters and other hardware connect computers to networks and networks to the rest of the Internet. Examples of physical layer networks are Ethernet, WiFi, Token Ring and Fiber Data Distributed Interface (FDDI). Note that many of these technologies also have their own link layer protocol. Often link and physical layer are closely related. The physical layer provides the means to transfer the actual bits from one computer to another. In an Ethernet network (a link layer protocol), a computer is connected by plugging a network cable into its Ethernet card, and then plugging the other end of that cable into a router or switch. The physical layer specifies how bits of data are sent over that cable: how do the electrical currents or the pulses the card sends get turned back into the data for the higher level layers. For wireless networks, this works exactly the same, except of course there is no cable.



6.2 ADAPTATION OF TCP WINDOW The first phase of a TCP session is establishment of the connection. This requires a three-way handshake, ensuring that both sides of the connection have an unambiguous understanding of the sequence number space of the remote side for this session. The operation of the connection is as follows: 



The local system sends the remote end an initial sequence number to the remote port, using a SYN packet.







The remote system responds with an ACK of the initial sequence number and the initial sequence number of the remote end in a response SYN packet.







The local end responds with an ACK of this remote sequence number.







The performance implication of this protocol exchange is that it takes one and a half round-trip times (RTTs) for the two systems to synchronize state before any data can be sent.
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After the connection has been established, the TCP protocol manages the reliable exchange of data between the two systems. The algorithms that determine the various retransmission timers have been redefined numerous times. TCP is a sliding-window protocol, and the general principle of flow control is based on the management of the advertised window size and the management of retransmission timeouts, attempting to optimize protocol performance within the observed delay and loss parameters of the connection. Tuning a TCP protocol stack for optimal performance over a very low-delay, highbandwidth LAN requires different settings to obtain optimal performance over a dialup Internet connection, which in turn is different for the requirements of a high-speed wide-area network. Although TCP attempts to discover the delay bandwidth product of the connection, and attempts to automatically optimize its flow rates within the estimated parameters of the network path, some estimates will not be accurate, and the corresponding efforts by TCP to optimize behavior may not be completely successful. Another critical aspect is that TCP is an adaptive flow-control protocol. TCP uses a basic flow-control algorithm of increasing the data-flow rate until the network signals that some form of saturation level has been reached (normally indicated by data loss). When the sender receives an indication of data loss, the TCP flow rate is reduced; when reliable transmission is reestablished, the flow rate slowly increases again. If no reliable flow is reestablished, the flow rate backs further off to an initial probe of a single packet, and the entire adaptive flow-control process starts again.This process has numerous results relevant to service quality. First, TCP behaves adaptively , rather than predictively . The flow-control algorithms are intended to increase the data-flow rate to fill all available network path capacity, but they are also intended to quickly back off if the 44



available capacity changes because of interaction with other traffic, or if a dynamic change occurs in the end-to-end network path. For example, a single TCP flow across an otherwise idle network attempts to fill the network path with data, optimizing the flow rate within the available network capacity. If a second TCP flow opens up across the same path, the two flow-control algorithms will interact so that both flows will stabilize to use approximately half of the available capacity per flow. The objective of the TCP algorithms is to adapt so that the network is fully used whenever one or more data flows are present. In design, tension always exists between the efficiency of network use and the enforcement of predictable session performance. With TCP, you give up predictable throughput but gain a highly utilized, efficient network. UNIT III MOBILE TELECOMMUNICATION SYSTEM Syllabus : Global System for Mobile Communication (GSM) – General Packet Radio Service (GPRS) – Universal Mobile Telecommunication System (UMTS).



7. EXPLAIN SYSTEM ARCHITECTURE FOR GLOBAL SYSTEM FOR MOBILE COMMUNICATION? GSM stands for Global System for Mobile Communication. It is a digital cellular technology used for transmitting mobile voice and data services. The concept of GSM emerged from a cell-based mobile radio system at Bell Laboratories in the early 1970s. GSM is the name of a standardization group established in 1982 to create a common European mobile telephone standard. GSM is the most widely accepted standard in telecommunications and it is implemented globally.GSM is a circuit-switched system that divides each 200 kHz channel into eight 25 kHz time-slots. GSM operates on the mobile communication bands 900 MHz and 1800 MHz in most parts of the world. In the US, GSM operates in the bands 850 MHz and 1900 MHz. GSM owns a market share of more than 70 percent of the world's digital cellular subscribers. GSM makes use of narrowband Time Division Multiple Access (TDMA) technique for transmitting signals. GSM was developed using digital technology. It has an ability to carry 64 kbps to 120 Mbps of data rates. Presently GSM supports more than one billion mobile subscribers in more than 210 countries throughout the world. GSM provides basic to advanced voice and data services including roaming service. Roaming is the ability to use your GSM phone number in another GSM network.GSM digitizes 45



and compresses data, then sends it down through a channel with two other streams of user data, each in its own timeslot. Why GSM? Listed below are the features of GSM that account for its popularity and wide acceptance. 



Improved spectrum efficiency







International roaming







Low-cost mobile sets and base stations (BSs)







High-quality speech







Compatibility with Integrated Services Digital Network (ISDN) and other telephone company services







Support for new services



GSM History The following table shows some of the important events in the rollout of the GSM system. Years 1982



Events Conference of European Posts and Telegraph (CEPT) establishes a GSM group to widen the standards for a pan-European cellular mobile system.



1985



A list of recommendations to be generated by the group is accepted.



1986



Executed field tests to check the different radio techniques recommended for the air interface.



1987



Time Division Multiple Access (TDMA) is chosen as the access method (with Frequency Division Multiple Access [FDMA]). The initial Memorandum of Understanding (MoU) is signed by telecommunication operators representing 12 countries.



1988



GSM system is validated.



1989



The European Telecommunications Standards Institute (ETSI) was given the responsibility of the GSM specifications.



1990



Phase 1 of the GSM specifications is delivered.
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1991



Commercial launch of the GSM service occurs. The DCS1800 specifications are finalized.



1992



The addition of the countries that signed the GSM MoU takes place. Coverage spreads to larger cities and airports.



1993



Coverage of main roads GSM services starts outside Europe.



1994



Data transmission capabilities launched. The number of networks rises to 69 in 43 countries by the end of 1994.



1995



Phase 2 of the GSM specifications occurs. Coverage is extended to rural areas.



1996



June: 133 network in 81 countries operational.



1997



July: 200 network in 109 countries operational, around 44 million subscribers worldwide.



1999



Wireless Application Protocol (WAP) came into existence and became operational in 130 countries with 260 million subscribers.



2000



General Packet Radio Service(GPRS) came into existence.



2001



As of May 2001, over 550 million people were subscribers to mobile telecommunications.



A GSM network comprises of many functional units. These functions and interfaces are explained in this chapter. The GSM network can be broadly divided into: 



The Mobile Station (MS)







The Base Station Subsystem (BSS)







The Network Switching Subsystem (NSS)







The Operation Support Subsystem (OSS)



Given below is a simple pictorial view of the GSM architecture.
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The additional components of the GSM architecture comprise of databases and messaging systems functions: 



Home Location Register (HLR)







Visitor Location Register (VLR)







Equipment Identity Register (EIR)







Authentication Center (AuC)







SMS Serving Center (SMS SC)







Gateway MSC (GMSC)







Chargeback Center (CBC)







Transcoder and Adaptation Unit (TRAU)



The following diagram shows the GSM network along with the added elements:
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The MS and the BSS communicate across the Um interface. It is also known as the air interface or the radio link. The BSS communicates with the Network Service Switching (NSS) center across the A interface. GSM network areas In a GSM network, the following areas are defined: Cell : Cell is the basic service area; one BTS covers one cell. Each cell is given a Cell Global Identity (CGI), a number that uniquely identifies the cell. Location Area : A group of cells form a Location Area (LA). This is the area that is paged when a subscriber gets an incoming call. Each LA is assigned a Location Area Identity (LAI). Each LA is served by one or more BSCs. MSC/VLR Service Area : The area covered by one MSC is called the MSC/VLR service area. PLMN : The area covered by one network operator is called the Public Land Mobile Network (PLMN). A PLMN can contain one or more MSCs. GSM protocol stack GSM architecture is a layered model that is designed to allow communications between two different systems. The lower layers assure the services of the upper-layer protocols. Each layer passes suitable notifications to ensure the transmitted data has been formatted, transmitted, and received accurately. The GMS protocol stacks diagram is shown below:
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MS Protocols Based on the interface, the GSM signalling protocol is assembled into three general layers: Layer 1 : The physical layer. It uses the channel structures over the air interface. Layer 2 : The data-link layer. Across the Um interface, the data-link layer is a modified version of the Link access protocol for the D channel (LAP-D) protocol used in ISDN, called Link access protocol on the Dm channel (LAP-Dm). Across the A interface, the Message Transfer Part (MTP), Layer 2 of SS7 is used. Layer 3 : GSM signalling protocol’s third layer is divided into three sublayers: o



Radio Resource Management (RR),



o



Mobility Management (MM), and



o



Connection Management (CM).



MS to BTS Protocols The RR layer is the lower layer that manages a link, both radio and fixed, between the MS and the MSC. For this formation, the main components involved are the MS, BSS, and MSC. The responsibility of the RR layer is to manage the RR-session, the time when a mobile is in a dedicated mode, and the radio channels including the allocation of dedicated channels. The MM layer is stacked above the RR layer. It handles the functions that arise from the mobility of the subscriber, as well as the authentication and security aspects. Location management is concerned with the procedures that enable the system to know the current location of a powered-on MS so that incoming call routing can be completed. The CM layer is the topmost layer of the GSM protocol stack. This layer is responsible for Call Control, Supplementary Service Management, and Short Message 50



Service Management. Each of these services are treated as individual layer within the CM layer. Other functions of the CC sub layer include call establishment, selection of the type of service (including alternating between services during a call), and call release. BSC Protocols The BSC uses a different set of protocols after receiving the data from the BTS. The Abis interface is used between the BTS and BSC. At this level, the radio resources at the lower portion of Layer 3 are changed from the RR to the Base Transceiver Station Management (BTSM). The BTS management layer is a relay function at the BTS to the BSC. The RR protocols are responsible for the allocation and reallocation of traffic channels between the MS and the BTS. These services include controlling the initial access to the system, paging for MT calls, the handover of calls between cell sites, power control, and call termination. The BSC still has some radio resource management in place for the frequency coordination, frequency allocation, and the management of the overall network layer for the Layer 2 interfaces. To transit from the BSC to the MSC, the BSS mobile application part or the direct application part is used, and SS7 protocols is applied by the relay, so that the MTP 1-3 can be used as the prime architecture. MSC Protocols At the MSC, starting from the BSC, the information is mapped across the A interface to the MTP Layers 1 through 3. Here, Base Station System Management Application Part (BSS MAP) is said to be the equivalent set of radio resources. The relay process is finished by the layers that are stacked on top of Layer 3 protocols, they are BSS MAP/DTAP, MM, and CM. This completes the relay process. To find and connect to the users across the network, MSCs interact using the controlsignalling network. Location registers are included in the MSC databases to assist in the role of determining how and whether connections are to be made to roaming users.Each GSM MS user is given a HLR that in turn comprises of the user’s location and subscribed services. VLR is a separate register that is used to track the location of a user. When the users move out of the HLR covered area, the VLR is notified by the MS to find the location of the user. The VLR in turn, with the help of the control network, signals the HLR of the MS’s new location. With the help of location information contained in the user’s HLR, the MT calls can be routed to the user. GSM addressing 51



GSM treats the users and the equipment in different ways. Phone numbers, subscribers, and equipment identifiers are some of the known ones. There are many other identifiers that have been well-defined, which are required for the subscriber’s mobility management and for addressing the remaining network elements. Vital addresses and identifiers that are used in GSM are addressed below. International Mobile Station Equipment Identity (IMEI) The International Mobile Station Equipment Identity (IMEI) looks more like a serial number which distinctively identifies a mobile station internationally. This is allocated by the equipment manufacturer and registered by the network operator, who stores it in the Entrepreneurs-in-Residence (EIR). By means of IMEI, one recognizes obsolete, stolen, or non-functional equipment. Following are the parts of IMEI: 



Type Approval Code (TAC) : 6 decimal places, centrally assigned.







Final Assembly Code (FAC) : 6 decimal places, assigned by the manufacturer.







Serial Number (SNR) : 6 decimal places, assigned by the manufacturer.







Spare (SP) : 1 decimal place. Thus, IMEI = TAC + FAC + SNR + SP. It uniquely characterizes a mobile station



and gives clues about the manufacturer and the date of manufacturing. International Mobile Subscriber Identity (IMSI) Every registered user has an original International Mobile Subscriber Identity (IMSI) with a valid IMEI stored in their Subscriber Identity Module (SIM). IMSI comprises of the following parts: 



Mobile Country Code (MCC) : 3 decimal places, internationally standardized.







Mobile Network Code (MNC) : 2 decimal places, for unique identification of



mobile network within the country. 



Mobile Subscriber Identification Number (MSIN) : Maximum 10 decimal places,



identification number of the subscriber in the home mobile network. Mobile Subscriber ISDN Number (MSISDN) The authentic telephone number of a mobile station is the Mobile Subscriber ISDN Number (MSISDN). Based on the SIM, a mobile station can have many MSISDNs, as each subscriber is assigned with a separate MSISDN to their SIM respectively. Listed below is the structure followed by MSISDN categories, as they are defined based on international ISDN number plan: 



Country Code (CC) : Up to 3 decimal places. 52







National Destination Code (NDC) : Typically 2-3 decimal places.







Subscriber Number (SN) : Maximum 10 decimal places.



Mobile Station Roaming Number (MSRN) Mobile Station Roaming Number (MSRN) is an interim location dependent ISDN number, assigned to a mobile station by a regionally responsible Visitor Location Register (VLA). Using MSRN, the incoming calls are channelled to the MS. The MSRN has the same structure as the MSISDN. 



Country Code (CC) : of the visited network.







National Destination Code (NDC) : of the visited network.







Subscriber Number (SN) : in the current mobile network.



Location Area Identity (LAI) Within a PLMN, a Location Area identifies its own authentic Location Area Identity (LAI). The LAI hierarchy is based on international standard and structured in a unique format as mentioned below: 



Country Code (CC) : 3 decimal places.







Mobile Network Code (MNC) : 2 decimal places.







Location Area Code (LAC) : maximum 5 decimal places or maximum twice 8 bits



coded in hexadecimal (LAC < FFFF). Temporary Mobile Subscriber Identity (TMSI) Temporary Mobile Subscriber Identity (TMSI) can be assigned by the VLR, which is responsible for the current location of a subscriber. The TMSI needs to have only local significance in the area handled by the VLR. This is stored on the network side only in the VLR and is not passed to the Home Location Register (HLR). Together with the current location area, the TMSI identifies a subscriber uniquely. It can contain up to 4 × 8 bits. Local Mobile Subscriber Identity (LMSI) Each mobile station can be assigned with a Local Mobile Subscriber Identity (LMSI), which is an original key, by the VLR. This key can be used as the auxiliary searching key for each mobile station within its region. It can also help accelerate the database access. An LMSI is assigned if the mobile station is registered with the VLR and sent to the HLR. LMSI comprises of four octets (4x8 bits). Cell Identifier (CI)
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Using a Cell Identifier (CI) (maximum 2 × 8) bits, the individual cells that are within an LA can be recognized. When the Global Cell Identity (LAI + CI) calls are combined, then it is uniquely defined. 8. EXPLAIN SYSTEM ARCHITECTURE FOR GENERAL PACKET RADIO SERVICE? General Packet Radio System is also known as GPRS is a third-generation step toward internet access. GPRS is also known as GSM-IP that is a Global-System Mobile Communications Internet Protocol as it keeps the users of this system online, allows to make voice calls, and access internet on-the-go. Even Time-Division Multiple Access (TDMA) users benefit from this system as it provides packet radio access. GPRS also permits the network operators to execute an Internet Protocol (IP) based core architecture for integrated voice and data applications that will continue to be used and expanded for 3G services. GPRS supersedes the wired connections, as this system has simplified access to the packet data networks like the internet. The packet radio principle is employed by GPRS to transport user data packets in a structure way between GSM mobile stations and external packet data networks. These packets can be directly routed to the packet switched networks from the GPRS mobile stations. In the current versions of GPRS, networks based on the Internet Protocol (IP) like the global internet or private/corporate intranets and X.25 networks are supported. Who owns GPRS ? The GPRS specifications are written by the European Telecommunications Standard Institute (ETSI), the European counterpart of the American National Standard Institute (ANSI). Key Features Following three key features describe wireless packet data:  The always online feature - Removes the dial-up process, making applications only one click away.  An upgrade to existing systems - Operators do not have to replace their equipment; rather, GPRS is added on top of the existing infrastructure.  An integral part of future 3G systems - GPRS is the packet data core network for 3G systems EDGE and WCDMA. Goals of GPRS
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GPRS is the first step toward an end-to-end wireless infrastructure and has the following goals: 



Open architecture







Consistent IP services







Same infrastructure for different air interfaces







Integrated telephony and Internet infrastructure







Leverage industry investment in IP







Service innovation independent of infrastructure



Benefits of GPRS Higher Data Rate GPRS benefits the users in many ways, one of which is higher data rates in turn of shorter access times. In the typical GSM mobile, setup alone is a lengthy process and equally, rates for data permission are restrained to 9.6 kbit/s. The session establishment time offered while GPRS is in practice is lower than one second and ISDN-line data rates are up to many 10 kbit/s. Easy Billing GPRS packet transmission offers a more user-friendly billing than that offered by circuit switched services. In circuit switched services, billing is based on the duration of the connection. This is unsuitable for applications with bursty traffic. The user must pay for the entire airtime, even for idle periods when no packets are sent (e.g., when the user reads a Web page). In contrast to this, with packet switched services, billing can be based on the amount of transmitted data. The advantage for the user is that he or she can be "online" over a long period of time but will be billed based on the transmitted data volume. GPRS Architecture GPRS architecture works on the same procedure like GSM network, but, has additional entities that allow packet data transmission. This data network overlaps a secondgeneration GSM network providing packet data transport at the rates from 9.6 to 171 kbps. Along with the packet data transport the GSM network accommodates multiple users to share the same air interface resources concurrently. Following is the GPRS Architecture diagram:
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GPRS attempts to reuse the existing GSM network elements as much as possible, but to effectively build a packet-based mobile cellular network, some new network elements, interfaces, and protocols for handling packet traffic are required. Therefore, GPRS requires modifications to numerous GSM network elements as summarized below: GSM Network Element



Modification or Upgrade Required for GPRS.



Mobile Station (MS)



New Mobile Station is required to access GPRS services. These new terminals will be backward compatible with GSM for voice calls.



BTS



A software upgrade is required in the existing Base Transceiver Station(BTS).



BSC



The Base Station Controller (BSC) requires a software upgrade and the installation of new hardware called the packet control unit (PCU). The PCU directs the data traffic to the GPRS network and can be a separate hardware element associated with the BSC.



GPRS Support Nodes (GSNs)



The deployment of GPRS requires the installation of new core network elements called the serving GPRS support node (SGSN) and gateway GPRS support node (GGSN).
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Databases (HLR, VLR, etc.)



All the databases involved in the network will require software upgrades to handle the new call models and functions introduced by GPRS.



GPRS Mobile Stations New Mobile Stations (MS) are required to use GPRS services because existing GSM phones do not handle the enhanced air interface or packet data. A variety of MS can exist, including a high-speed version of current phones to support high-speed data access, a new PDA device with an embedded GSM phone, and PC cards for laptop computers. These mobile stations are backward compatible for making voice calls using GSM.



GPRS Base Station Subsystem Each BSC requires the installation of one or more Packet Control Units (PCUs) and a software upgrade. The PCU provides a physical and logical data interface to the Base Station Subsystem (BSS) for packet data traffic. The BTS can also require a software upgrade but typically does not require hardware enhancements. When either voice or data traffic is originated at the subscriber mobile, it is transported over the air interface to the BTS, and from the BTS to the BSC in the same way as a standard GSM call. However, at the output of the BSC, the traffic is separated; voice is sent to the Mobile Switching Center (MSC) per standard GSM, and data is sent to a new device called the SGSN via the PCU over a Frame Relay interface. GPRS Support Nodes Following two new components, called Gateway GPRS Support Nodes (GSNs) and, Serving GPRS Support Node (SGSN) are added: Gateway GPRS Support Node (GGSN) The Gateway GPRS Support Node acts as an interface and a router to external networks. It contains routing information for GPRS mobiles, which is used to tunnel packets through the IP based internal backbone to the correct Serving GPRS Support Node. The GGSN also collects charging information connected to the use of the external data networks and can act as a packet filter for incoming traffic.
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Serving GPRS Support Node (SGSN) The Serving GPRS Support Node is responsible for authentication of GPRS mobiles, registration of mobiles in the network, mobility management, and collecting information on charging for the use of the air interface. Internal Backbone The internal backbone is an IP based network used to carry packets between different GSNs. Tunnelling is used between SGSNs and GGSNs, so the internal backbone does not need any information about domains outside the GPRS network. Signalling from a GSN to a MSC, HLR or EIR is done using SS7. Routing Area GPRS introduces the concept of a Routing Area. This concept is similar to Location Area in GSM, except that it generally contains fewer cells. Because routing areas are smaller than location areas, less radio resources are used while broadcasting a page message.



GPRS Protocol Stack The flow of GPRS protocol stack and end-to-end message from MS to the GGSN is displayed in the below diagram. GTP is the protocol used between the SGSN and GGSN using the Gn interface. This is a Layer 3 tunnelling protocol.



The process that takes place in the application looks like a normal IP sub-network for the users both inside and outside the network. The vital thing that needs attention is, the application communicates via standard IP, that is carried through the GPRS network and out through the gateway GPRS. The packets that are mobile between the GGSN and the SGSN use the GPRS tunnelling protocol, this way the IP addresses located on the external side of



58



the GPRS network do not have deal with the internal backbone. UDP and IP are run by GTP. SubNetwork Dependent Convergence Protocol (SNDCP) and Logical Link Control (LLC) combination used in between the SGSN and the MS. The SNDCP flattens data to reduce the load on the radio channel. A safe logical link by encrypting packets is provided by LLC and the same LLC link is used as long as a mobile is under a single SGSN. In case, the mobile moves to a new routing area that lies under a different SGSN; then, the old LLC link is removed and a new link is established with the new Serving GSN X.25. Services are provided by running X.25 on top of TCP/IP in the internal backbone. GPRS Applications GPRS has opened a wide range of unique services to the mobile wireless subscriber. Some of the characteristics that have opened a market full of enhanced value services to the users. Below are some of the characteristics: 



Mobility - The ability to maintain constant voice and data communications while on the move.







Immediacy - Allows subscribers to obtain connectivity when needed, regardless of location and without a lengthy login session.







Localization - Allows subscribers to obtain information relevant to their current location.







Using the above three characteristics varied possible applications are being developed to offer to the mobile subscribers. These applications, in general, can be divided into two high-level categories: o Corporation o Consumer



These two levels further include: 



Communications - E-mail, fax, unified messaging and intranet/internet access, etc.







Value-added services - Information services and games, etc.







E-commerce - Retail, ticket purchasing, banking and financial trading, etc.







Location-based applications - Navigation, traffic conditions, airline/rail schedules and location finder, etc.







Vertical applications - Freight delivery, fleet management and sales-force automation.
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Advertising - Advertising may be location sensitive. For example, a user entering a mall can receive advertisements specific to the stores in that mall. Along with the above applications, non-voice services like SMS, MMS and voice calls



are also possible with GPRS. Closed User Group (CUG) is a common term used after GPRS is in the market, in addition, it is planned to implement supplementary services, such as Call Forwarding Unconditional (CFU), and Call Forwarding on Mobile subscriber Not Reachable (CFNRc), and closed user group (CUG). GPRS Quality Of Service Quality of Service (QoS) requirements of conventional mobile packet data applications are in assorted forms. The QoS is a vital feature of GPRS services as there are different QoS support requirements for assorted GPRS applications like realtime multimedia, web browsing, and e-mail transfer. GPRS allows defining QoS profiles using the following parameters : 



Service Precedence







Reliability







Delay and







Throughput



These parameters are described below: Service Precedence The preference given to a service when compared to another service is known as Service Precedence. This level of priority is classified into three levels called: 



high







normal







low When there is network congestion, the packets of low priority are discarded as



compared to high or normal priority packets. Reliability This parameter signifies the transmission characteristics required by an application. The reliability classes are defined which guarantee certain maximum values for the probability of loss, duplication, mis-sequencing, and corruption of packets. Delay The delay is defined as the end-to-end transfer time between two communicating mobile stations or between a mobile station and the GI interface to an external packet data network. 60



This includes all delays within the GPRS network, e.g., the delay for request and assignment of radio resources and the transit delay in the GPRS backbone network. Transfer delays outside the GPRS network, e.g., in external transit networks, are not taken into account. Throughput The throughput specifies the maximum/peak bit rate and the mean bit rate. Using these QoS classes, QoS profiles can be negotiated between the mobile user and the network for each session, depending on the QoS demand and the available resources. The billing of the service is then based on the transmitted data volume, the type of service, and the chosen QoS profile. GPRS Mobile Station Class Mobile Station Classes talk about the globally-known equipment handset which is also known as Mobile Station (MS) and its three different classes. This equipment, more popular as handset, is used to make phone calls and access data services. The MS comprises of Terminal Equipment (TE) and Mobile Terminal (MT). TE is the equipment that accommodates the applications and the user interaction, while the MT is the part that connects to the network. In the following example, Palm Pilot is TE and Mobile phone is MT.



In order to take advantage of the new GPRS services, we need new GPRS enabled handsets. There are three different classes of GPRS terminal equipments: Class A Class A terminals can manage both packet data and voice simultaneously. Which means, one needs two transceivers, as the handset has to send or receive data and voice at
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the same time. This is the main reason why class A terminals are high-priced to manufacture than class B and C terminals. Class B Class B terminals do not play the same role like Class A. These terminals can manage either packet data or voice at a time. One can use a single transceiver for both, resulting in the low cost of terminals. For example, If a user is using the GPRS session (like WAP browsing, file transfer, etc.) then this session is halted if he or she receives a call. This terminal does not allow both the sessions active in one go. This backlog needs rectification thereby giving the user a facility of both receiving a call and maintaining the data session. Class C Class C terminals can manage either only packet data or only voice. Examples of class C terminals are GPRS PCM/CIA cards, embedded modules in vending machines, and so on. Due to the high cost of class A handsets, most handset manufacturers have announced that their first handsets will be class B. Currently, work is going on in 3GPP to standardize a light weight class A in order to make handsets with simultaneous voice and data available at a reasonable cost. GPRS Access Mode The GPRS access modes specify whether or not the GGSN requests user authentication at the access point to a Public Data Network (PDN). The available options are: 



Transparent - No security authorization/authentication is requested by the GGSN.







Non-transparent - In this case, GGSN acts as a proxy for authenticating. The GPRS transparent and non-transparent modes relate only to PDP type IPv4. Transparent Mode Transparent access pertains to a GPRS PLMN that is not involved in subscriber access authorization and authentication. Access to PDN-related security procedures are transparent to GSNs. In transparent access mode, the MS is given an address belonging to the operator or any other addressing space of domain. The address is given either at subscription as a static address or at PDP context activation, as a dynamic address. The dynamic address is allocated from a Dynamic Host Configuration Protocol (DHCP) server in the GPRS network. Any user authentication is done within the GPRS network. No RADIUS authentication is performed; only IMSI-based authentication (from the subscriber identity module in the handset) is done.
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Non Transparent Mode Non-transparent access to an intranet/ISP means that the PLMN plays a role in the intranet/ISP authentication of the MS. Non-transparent access uses the Password Authentication Protocol (PAP) or Challenge Handshake Authentication Protocol (CHAP) message issued by the mobile terminal and piggybacked in the GTP PDP context activation message. This message is used to build a RADIUS request toward the RADIUS server associated with the access point name (APN). GPRS Access Point Name The GPRS standards define a network identity called an Access Point Name (APN). An APN identifies a PDN that is accessible from a GGSN node in a GPRS network. In GPRS, only the APN is used to select the target network. To configure an APN, the operator configures three elements on the GSN node: 



Access point - Defines an APN and its associated access characteristics, including security (RADIUS), dynamic address allocation (DHCP), and DNS services.







Access point list - Defines a logical interface that is associated with the virtual template.







Access group - Defines whether access is permitted between the PDN and the MS.



GPRS Billing As packet data is introduced into mobile systems, the question of how to bill for the services arises. Always online and paying by the minute does not sound all that appealing. Here, we describe the possibilities but it totally depends on different service providers, how they want to charge their customers. The SGSN and GGSN register all possible aspects of a GPRS user's behaviour and generate billing information accordingly. This information is gathered in so-called Charging Data Records (CDR) and is delivered to a billing gateway. The GPRS service charging can be based on the following parameters: 



Volume - The amount of bytes transferred, i.e., downloaded and uploaded.







Duration - The duration of a PDP context session.







Time - Date, time of day, and day of the week (enabling lower tariffs at off peak hours).







Final destination - A subscriber could be charged for access to the specific network, such as through a proxy server.







Location - The current location of the subscriber.







Quality of Service - Pay more for higher network priority. 63







SMS - The SGSN will produce specific CDRs for SMS.







Served IMSI/subscriber - Different subscriber classes (different tariffs for frequent users, businesses, or private users).







Reverse charging - The receiving subscriber is not charged for the received data; instead, the sending party is charged.







Free of charge - Specified data to be free of charge.







Flat rate - A fixed monthly fee.







Bearer service - Charging based on different bearer services (for an operator who has several networks, such as GSM900 and GSM1800, and who wants to promote usage of one of the networks). Or, perhaps the bearer service would be good for areas where it would be cheaper for the operator to offer services from a wireless LAN rather than from the GSM network.



UNIT IV MOBILE ADHOC NETWORKS Syllabus: Ad-Hoc Basic Concepts – Characteristics – Applications – Design Issues – Routing – Essential of Traditional Routing Protocols –Popular Routing Protocols – Vehicular Ad Hoc networks ( VANET) – MANET Vs VANET – Security.



9. Explain in detail about CHARACTERISTICS & DESIGN ISSUES OF MANET? 9.1 CHARACTERISTICS OF MANET It is an non infrastructure IP based network of mobile and wireless machine nodes connected with radio. In operation, the nodes of a MANET do not have a centralized administration mechanism. It is known for its routable network properties where each node act as a ―router‖ to forward the traffic to other specified node in the network.



The characteristics are: 



In MANET, each node act as both host and router. That is it is autonomous in behaviour.







Multi-hop radio relaying- When a source node and destination node for a message is out of the radio range, the MANETs are capable of multi-hop routing.







Distributed nature of operation for security, routing and host configuration. A centralized firewall is absent here.
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The nodes can join or leave the network anytime, making the network topology dynamic in nature.







Mobile nodes are characterized with less memory, power and light weight features.







The reliability, efficiency, stability and capacity of wireless links are often inferior when compared with wired links. This shows the fluctuating link bandwidth of wireless links.







Mobile and spontaneous behaviour which demands minimum human intervention to configure the network.







All nodes have identical features with similar responsibilities and capabilities and hence it forms a completely symmetric environment.







High user density and large level of user mobility.







Nodal connectivity is intermittent.







Distributed operation: There is no background network for the central control of the network operations, the control of the network is distributed among the nodes. The nodes involved in a MANET should cooperate with each other and communicate among themselves and each node acts as a relay as needed, to implement specific functions such as routing and security.







Multi hop routing: When a node tries to send information to other nodes which is out of its communication range, the packet should be forwarded via one or more intermediate nodes.







Autonomous terminal: In MANET, each mobile node is an independent node, which could function as both a host and a router.







Dynamic topology: Nodes are free to move arbitrarily with different speeds; thus, the network topology may change randomly and at unpredictable time. The nodes in the MANET dynamically establish routing among themselves as they travel around, establishing their own network.







Light-weight terminals: In maximum cases, the nodes at MANET are mobile with less CPU capability, low power storage and small memory size.







Shared Physical Medium: The wireless communication medium is accessible to any entity with the appropriate equipment and adequate resources. Accordingly, access to the channel cannot be restricted.



9.1.1 APPLICATIONS 



Military battlefield: Ad-Hoc networking would allow the military to take advantage of commonplace network technology to maintain an information network between the soldiers, vehicles, and military information head quarter. 65







Collaborative work: For some business environments, the need for collaborative computing might be more important outside office environments than inside and where people do need to have outside meetings to cooperate and exchange information on a given project.







Local level: Ad-Hoc networks can autonomously link an instant and temporary multimedia network using notebook computers to spread and share information among participants at a e.g. conference or classroom. Another appropriate local level application might be in home networks where devices can communicate directly to exchange information.







Personal area network and bluetooth: A personal area network is a short range, localized network where nodes are usually associated with a given person. Shortrange MANET such as Bluetooth can simplify the inter communication between various mobile devices such as a laptop, and a mobile phone.







Commercial Sector: Ad hoc can be used in emergency/rescue operations for disaster relief efforts, e.g. in fire, flood, or earthquake. Emergency rescue operations must take place where non-existing or damaged communications infrastructure and rapid deployment of a communication network is needed.







Mobile Ad hoc Networks (MANET) : A mobile ad hoc network (MANET) is a continuously self-configuring, infrastructure-less network of mobile devices connected without wires.







Vehicular Ad hoc Networks (VANETs) are used for communication between vehicles and roadside equipment. Intelligent vehicular ad hoc networks (In VANETs) are a kind of artificial intelligence that helps vehicles to behave in intelligent manners during vehicle-to-vehicle collisions, accidents.







Smart Phone Ad hoc Networks (SPANs) leverage the existing hardware (primarily Bluetooth and Wi-Fi) in commercially available smart phones to create peer-to-peer networks without relying on cellular carrier networks, wireless access points, or traditional network infrastructure.







Internet based mobile ad hoc networks (iMANETs) are ad hoc networks that link mobile nodes and fixed Internet-gateway nodes. One implementation of this is Persistent System's Cloud Relay.







Military / Tactical MANETs are used by military units with emphasis on security, range, and integration with existing systems. 66



9.2 DESIGN ISSUES OF MANET 



The wireless link characteristics are time-varying in nature: There are transmission impediments like fading, path loss, blockage and interference that adds to the susceptible behaviour of wireless channels. The reliability of wireless transmission is resisted by different factors.







Limited range of wireless transmission – The limited radio band results in reduced data rates compared to the wireless networks. Hence optimal usage of bandwidth is necessary by keeping low overhead as possible.







Packet losses due to errors in transmission – MANETs experience higher packet loss due to factors such as hidden terminals that results in collisions, wireless channel issues (high bit error rate (BER)), interference, frequent breakage in paths caused by mobility of nodes, increased collisions due to the presence of hidden terminals and uni-directional links.







Route changes due to mobility- The dynamic nature of network topology results in frequent path breaks.







Frequent network partitions- The random movement of nodes often leads to partition of the network. This mostly affects the intermediate nodes.







Limited bandwidth: Wireless link continue to have significantly lower capacity than infra structured networks. In addition, the realized throughput of wireless communication after accounting for the effect of multiple access, fading, noise, and interference conditions, etc., is often much less than a radio’s maximum transmission rate.







Dynamic topology: Dynamic topology membership may disturb the trust relationship among nodes. The trust may also be disturbed if some nodes are detected as compromised.







Routing Overhead: In wireless adhoc networks, nodes often change their location within network. So, some stale routes are generated in the routing table which leads to unnecessary routing overhead.







Hidden terminal problem: The hidden terminal problem refers to the collision of packets at a receiving node due to the simultaneous transmission of those nodes that are not within the direct transmission range of the sender, but are within the transmission range of the receiver.
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Packet losses due to transmission errors: Ad hoc wireless networks experiences a much higher packet loss due to factors such as increased collisions due to the presence of hidden terminals, presence of interference, uni-directional links, frequent path breaks due to mobility of nodes.







Mobility-induced route changes: The network topology in an ad hoc wireless network is highly dynamic due to the movement of nodes; hence an on-going session suffers frequent path breaks. This situation often leads to frequent route changes.







Battery constraints: Devices used in these networks have restrictions on the power source in order to maintain portability, size and weight of the device.







Security threats: The wireless mobile ad hoc nature of MANETs brings new security challenges to the network design. As the wireless medium is vulnerable to eavesdropping and ad hoc network functionality is established through node cooperation, mobile ad hoc networks are intrinsically exposed to numerous security attacks.



10.1







Explain the concept of M-COMMERCE in detail?



The phrase mobile commerce was originally coined in 1997 by Kevin Duffey at the launch of the Global Mobile Commerce Forum, to mean "the delivery of electronic commerce capabilities directly into the consumer’s hand, anywhere, via wireless technology." Many choose to think of Mobile Commerce as meaning "a retail outlet in your customer’s pocket."







Mobile commerce is worth US$230 billion, with Asia representing almost half of the market, and has been forecast to reach US$700 billion in 2017. According to BI Intelligence in January 2013, 29% of mobile users have now made a purchase with their phones. Walmart estimated that 40% of all visits to their internet shopping site in December 2012 was from a mobile device.







Bank of America predicts $67.1 billion in purchases will be made from mobile devices by European and U.S. shoppers in 2015. Mobile retailers in UK alone are expected to increase revenues up to 31% in FY 2013–14. The Global Mobile Commerce Forum, which came to include over 100 organisations, had its fully minuted launch in London on 10 November 1997. Kevin Duffey was elected as the Executive Chairman at the first meeting in November 1997.







The meeting was opened by Dr Mike Short, former chairman of the GSM Association, with the very first forecasts for mobile commerce from Kevin Duffey 68



(Group Telecoms Director of Logica) and Tom Alexander (later CEO of Virgin Mobile and then of Orange). 



Over 100 companies joined the Forum within a year, many forming mobile commerce teams of their own, e.g. MasterCard and Motorola. Of these one hundred companies, the first two were Logica and Cellnet (which later became O2). Member organisations such as Nokia, Apple, Alcatel, and Vodafone began a series of trials and collaborations.







Mobile commerce services were first delivered in 1997, when the first two mobilephone enabled Coca Cola vending machines were installed in the Helsinki area in Finland. The machines accepted payment via SMS text messages. This work evolved to several newmobile applications such as the first mobile phone-based banking service was launched in 1997 by Merita Bank of Finland, also using SMS. Finnair mobile check-in was also a major milestone, first introduced in 2001.







The m-Commerce(tm) server developed in late 1997 by Kevin Duffey and Andrew Tobin at Logica won the 1998 Financial Times award for "most innovative mobile product," in a solution implemented with De La Rue, Motorola and Logica. The Financial Times commended the solution for "turning mobile commerce into a reality."



The



trademark



for



m-Commerce



was



filed



on



7



April



2008



(http://www.trademarkia.co.uk/uk/mcommerce-56494.htm). 



In 1998, the first sales of digital content as downloads to mobile phones were made possible when the first commercial downloadable ringtones were launched in Finland by Radiolinja (now part of Elisa Oyj). Two major national commercial platforms for mobile commerce were launched in 1999: Smart Money (http://smart.com.ph/money/) in the Philippines, and NTT DoCoMo's i-Mode Internet service in Japan. i-Mode offered a revolutionary revenue-sharing plan where NTT DoCoMo kept 9 percent of the fee users paid for content, and returned 91 percent to the content owner.







Mobile-commerce-related services spread rapidly in early 2000. Norway launched mobile parking payments. Austria offered train ticketing via mobile device. Japan offered mobile purchases of airline tickets. In April 2002, building on the work of the Global Mobile Commerce Forum (GMCF), the European Telecommunications Standards Institute (ETSI) appointed Joachim Hoffmann of Motorola to develop official standards for mobile commerce.
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In appointing Mr Hoffman, ETSI quoted industry analysts as predicting "that mcommerce is poised for such an exponential growth over the next few years that could reach US$200 billion by 2004".







The first book to cover mobile commerce was Tomi Ahonen's M-profits in 2002. The first university short course to discuss mobile commerce was held at the University of Oxford in 2003, with Tomi Ahonen and Steve Jones lecturing. As of 2008, UCL Computer Science and Peter J. Bentley demonstrated the potential for medical applications on mobile devices.







PDAs and cellular phones have become so popular that many businesses are beginning to use mobile commerce as a more efficient way to communicate with their customers. In order to exploit the potential mobile commerce market, mobile phone manufacturers such as Nokia, Ericsson, Motorola, and Qualcomm are working with carriers







such as AT&T Wireless and Sprint to develop WAP-enabled smartphones. Smartphones offer fax, e-mail, and phone capabilities.







"Profitability for device vendors and carriers hinges on high-end mobile devices and the accompanying killer applications," said Burchett. Perennial early adopters, such as the youth market, which are the least price sensitive, as well as more open to premium mobile content and applications, must also be a key target for device vendors.







Since the launch of the iPhone, mobile commerce has moved away from SMS systems and into actual applications. SMS has significant security vulnerabilities and congestion problems, even though it is widely available and accessible. In addition, improvements in the capabilities of modern mobile devices make it prudent to place more of the resource burden on the mobile device.







More recently, brick and mortar business owners, and big-box retailers in particular, have made an effort to take advantage of mobile commerce by utilizing a number of mobile capabilities such as location-based services, barcode scanning, and push notifications toimprove the customer experience of shopping in physical stores.







By creating what is referred to as a 'bricks & clicks' environment, physical retailers can allow customers to access the common benefits of shopping online (such as product reviews, information, and coupons) while still shopping in the physical store.







This is seen as a bridge between the gap created by e-commerce and in-store shopping, and is being utilized by physical retailers as a way to compete with the 70



lower prices typically seen through online retailers. By mid summer 2013, "omni channel" retailers (those with significant e-commerce and in-store sales) were seeing between 25% and 30% of traffic to their online properties originating from mobile devices. 



Some other pure play/online-only retail sites (especially those in the travel category) as well as flash sales sites and deal sites were seeing between 40% and 50% of traffic (and sometimes significantly more) originate from mobile devices.







The Google Wallet Mobile App launched in September 2011 and the m-Commerce joint venture formed in June 2011 between Vodafone, O2, Orange and T-Mobile are recent developments of note. Reflecting the importance of m-Commerce, in April 2012 the Competition Commissioner of the European Commission ordered an indepth investigation of the m-Commerce joint venture between Vodafone, O2, Orange and T-Mobile. A recent survey states that 2012, 41% of smartphone customers have purchased retail products with their mobile devices.



10.2



Explain SOFTWARE DEVELOPMENT KIT for iOS, ANDROID,BLACKBERRY,WINDOWS



PHONE? 10.2.1 iOS



iOS (originally iPhone OS) is a mobile operating system created and developed by Apple Inc. and distributed exclusively for Apple hardware. It is the operating system that presently powers many of the company's mobile devices, including the iPhone, iPad, and iPod touch. In October 2015, it was the most commonly used mobile operating system, in a few countries, such as in Canada, the United States, the United Kingdom, Norway, Sweden, Denmark, Japan, and Australia, while iOS is far behind Google's Android globally; iOS had a 19.7% share of the smartphone mobile operating system units shipped in the fourth quarter of 2014, behind Android with 76.6%.However, on tablets, iOS is the most commonly used tablet operating system in the world, while it has lost majority in many countries (e.g. the Africa continent and briefly lost Asia). Originally unveiled in 2007, for the iPhone, it has been extended to support other Apple devices such as the iPod Touch (September 2007), iPad(January 2010), iPad Mini (November 2012) and second-generation Apple TV onward (September 2010). As of January 2015, Apple's App Store contained more than 1.4 million iOS applications, 725,000 of which are native for iPads. These mobile apps have collectively been downloaded more than 100 billion times.
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The iOS user interface is based on the concept of direct manipulation, using multi-touch gestures. Interface control elements consist of sliders, switches, and buttons. Interaction with the OS includes gestures such as swipe, tap,pinch, and reverse pinch, all of which have specific definitions within the context of the iOS operating system and its multi-touch interface. Internal accelerometers are used by some applications to respond to shaking the device (one common result is the undo command) or rotating it in three dimensions (one common result is switching from portrait to landscape mode). iOS shares with OS X some frameworks such as Core Foundation and Foundation Kit; however, its UI toolkit is Cocoa Touch rather than OS X's Cocoa, so that it provides the UIKit framework rather than the AppKit framework. It is therefore not compatible with OS X for applications. Also while iOS also shares the Darwin foundation with OS X, Unix-like shell access is not available for users and restricted for apps, making iOS not fully Unixcompatible either. Major versions of iOS are released annually. The current release, iOS 9.1, was released on October 21, 2015. In iOS, there are four abstraction layers: the Core OS layer, the Core Services layer, the Media layer, and the Cocoa Touch layer. The current version of the operating system (iOS 9), dedicates around 1.3 GB of the device's flash memory for iOS itself. It runs on theiPhone 4S and later, iPad 2 and later, iPad Pro, all models of the iPad Mini, and the 5th-generation iPod Touch and later. 10.2.2 ANDROID



Android is a mobile operating system (OS) currently developed by Google, based on the Linux kernel and designed primarily for touch screen mobile devices such as smart phones and tablets. Android's user interface is mainly based on direct manipulation, using touch gestures that loosely correspond to real-world actions, such as swiping, tapping and pinching, to manipulate on-screen objects, along with a virtual keyboard for text input. In addition to touch screen devices, Google has further developed Android TV for televisions, Android Auto for cars, and Android Wear for wrist watches, each with a specialized user interface. Variants of Android are also used on notebooks, gameconsoles, digital cameras, and other electronics. As of 2015, Android has the largest installed base of all operating systems. Initially developed by Android, Inc., which Google bought in 2005, Android was unveiled in 2007, along with the founding of the Open Handset Alliance – a consortium of hardware, software, and telecommunication companies devoted to advancing open standardsfor mobile
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devices. As of July 2013, the Google Play store has had over one million Android applications ("apps") published, and over 50 billion applications downloaded. An April–May 2013 survey of mobile application developers found that 71% of developers create applications for Android, and a 2015 survey found that 40% of full-time professional developers see Android as their priority target platform, which is comparable to Apple's iOS on 37% with both platforms far above others. At Google I/O 2014, the company revealed that there were over one billion active monthly Android users, up from 538 million in June 2013. Android's source code is released by Google under open source licenses, although most Android devices ultimately ship with a combination of open source and proprietary software, including proprietary software required for accessing Google services. Android is popular with technology companies that require a ready-made, low-cost and customizable operating system for high-tech devices. Its open nature has encouraged a large community of developers and enthusiasts to use the open-source code as a foundation for community-driven projects, which add new features for advanced users or bring Android to devices originally shipped with other operating systems. At the same time, as Android has no centralised update system most Android devices fail to receive security updates: research in 2015 concluded that almost 90% of Android phones in use had known but unpatched security vulnerabilities due to lack of updates and support. The success of Android has made it a target for patent litigation as part of the so-called "smartphone wars" between technology companies. 10.2.3 BlackBerry BlackBerry OS is a proprietary mobile operating system developed by BlackBerry Ltd for its BlackBerry line of smart phone handheld devices. The operating system provides multitasking and supports specialized input devices that have been adopted by BlackBerry Ltd. for use in its handhelds, particularly the track wheel, trackball, and most recently, the track pad and touch screen. The BlackBerry platform is perhaps best known for its native support for corporate email, through MIDP 1.0 and, more recently, a subset of MIDP 2.0, which allows complete wireless activation and synchronization with Microsoft Exchange, Lotus Domino, or Novell GroupWise email, calendar, tasks, notes, and contacts, when used with BlackBerry Enterprise Server. The operating system also supports WAP 1.2. Updates to the operating system may be automatically available from wireless carriers that support the BlackBerry over the air software loading (OTASL) service. Third-party developers can



73



write software using the available BlackBerry API classes, although applications that make use of certain functionality must be digitally signed. Research from June 2011 indicated that approximately 45% of mobile developers were using the platform at the time of publication. BlackBerry OS was discontinued after the release of BlackBerry 10, but BlackBerry will continue support for the BlackBerry OS. 10.2.4 Windows Phone Windows Phone (WP) is a family of mobile operating systems developed by Microsoft for smart phones as the replacement successor to Windows Mobile and Zune. Windows Phone features a new user interface derived from Metro design language. Unlike Windows Mobile, it is primarily aimed at the consumer market rather than the enterprise market. It was first launched in October 2010 with Windows Phone 7. Windows Phone 8.1 was the last public release of the operating system, released to manufacturing on April 14, 2014 Work on a major Windows Mobile update may have begun as early as 2004 under the codename "Photon", but work moved slowly and the project was ultimately cancelled. In 2008, Microsoft reorganized the Windows Mobile group and started work on a new mobile operating system. The product was to be released in 2009 as Windows Phone, but several delays prompted Microsoft to develop Windows Mobile 6.5 as an interim release. Windows Phone was developed quickly. One result was that the new OS would not be compatible with Windows Mobile applications. Larry Lieberman, senior product manager for Microsoft's Mobile Developer Experience, told eWeek: "If we'd had more time and resources, we may have been able to do something in terms of backward compatibility." Lieberman said that Microsoft was attempting to look at the mobile phone market in a new way, with the end user in mind as well as the enterprise network. Terry Myerson, corporate VP of Windows Phone engineering, said, "With the move to capacitive touch screens, away from the stylus, and the moves to some of the hardware choices we made for the Windows Phone 7 experience, we had to break application compatibility with Windows Mobile 6.5.
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