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Business Continuity Rocks! Learning a New Vocabulary, Wishing Upon an Automatic Transfer Switch and Following 4 Best Practice Recommendations Industry 



Average Cost of Downtime/Hour



Cellular Communications Telephone Ticket Sales Airline Reservations Credit Card Operations Brokerage Operations 



$41,000 $72,000 $90,000 $2,580,000 $6,480,000



Table 1. The costs of an outage for selected commercial customers [1]



In a 2003 report, the cost of downtime to various industries was estimated as shown in Table 1. Business-continuity applications (web-hosting, database shadowing/mirroring, content-distribution networks, etc.) developed quickly around these numbers. The cost of high-nine availability is now an assumed part of business. Even before the impetus from Y2K, Hurricane Katrina, and the August 2003 North American power outage, business-continuity practice had all the indications of a professional discipline: thousands of well-



paid practitioners, hundreds of trade journals, 501-C non-profit advocacy groups, lobbyists, accreditation and certification programs, and the like. NFPA 1600, begun in 1995, developed more or less in parallel with these applications and quickly drew links with related codes and standards. Given Homeland Security’s desire to ensure power reliability, the natural evolution of the standards making process led to the question: how can the methods by which businesscontinuity applications that safeguard the interests of its stakeholders’ reputation,



brand and value creating activities, be applied to the small town fire department, the university public safety department, or the county emergency management center? Losses here are incalculable. A good start would be to see how much of a foundation already exists. In Table 2 (opposite page) we put all of the alternate systems side-by-side to show how 708 compares with the related special systems in Chapter 7. The New Vocabulary Article 708 adds important terms of art in the main, enforceable language of the Article and in the Annex F. A partial list of these terms, with annotations, appears below. Facility engineering documentation (708.1) Typically this is the one line diagrams and maintenance documents associated with the as-built configuration of the facility. But the way this term is used in its present location, facility engineering docu-



Table 2. When you put the core concepts of Chapter 7 special systems side-by-side like this in the table below, it is easier to see the gap



filled by Article 708. With sufficient capacity in, and 72 hours of fuel for, the prime mover—and with the appropriate application of auto-



matic transfer switches—an existing alternate power system can be transformed into a COPS. Energy chain architectures are routinely



partitioned this way in health care power systems according to Article 517 of the NEC. Copyright National Fire Protection Association, Quincy, Massachusetts



Table 2: Comparing Core Concepts Title 



Scope or Definition



Fine Print Note



700 Emergency Systems



These systems are intended to automatically supply illumination, power, or both, to designated areas and equipment in the event of failure of the normal supply, or in the event of accident to elements of a system intended to supply, distribute, and control power and illumination essential for safety to human life.



FPN 3: Emergency systems are generally installed in places of assembly where artificial illumination is required for safe exiting and for panic control in buildings subject to occupancy by large numbers of persons, such as hotels, theaters, sports arenas, health care facilities, and similar institutions. Emergency systems may also provide power for such functions as ventilation where essential to maintain life, fire detection and alarm systems, elevators, fire pumps, public safety communications systems, industrial processes where current interruption would produce serious life safety or health hazards, and similar functions.



701 Legally Required Standby Systems



These systems are intended to automatically supply power to selected loads (other than those classed as emergency systems) in the event of failure of the normal source.



FPN: Legally required standby systems are typically installed to serve loads, such as heating and refrigeration systems, communications systems, ventilation and smoke removal systems, sewage disposal, lighting systems, and industrial processes, that, when stopped during any interruption of the normal electrical supply, could create hazards or hamper rescue or fire-fighting operations.



702 Optional Standby



These systems are intended to supply power to public or private facilities or property where life safety does not depend on the performance of the system. Optional standby systems are intended to supply on-site generated power to selected loads either automatically or manually.



FPN: Optional standby systems are typically installed to provide an alternate source of electric power for such facilities as industrial and commercial buildings, farms, and residences and to serve loads such as heating and refrigeration systems, data processing and communications systems, and industrial processes that, when stopped during any power outage, could cause discomfort, serious interruption of the process, damage to the product or process, or the like.



708 Critical Operations Power Systems



708.2 Definition. Critical Operations Power Systems (COPS). Power systems for facilities or parts of facilities that require continuous operation for the reasons of public safety, emergency management, national security, or business continuity. [Emphasis added]



FPN No. 1: Critical operations power systems are generally installed in vital infrastructure facilities that, if destroyed or incapacitated, would disrupt national security, the economy, public health or safety; and where enhanced electrical infrastructure for continuity of operation has been deemed necessary by governmental authority.



mentation could also be a process charter, a book in battle box, or something else. What facility engineering documentation looks like, where it is kept, and who keeps it real will have to evolve into a common understanding. Government Agency (Annex F, Section I) The prospect for confusion among non-governmental authorities with statutory authority over the critical infrastructure was tracking in both the proposal and comment stage of the 2008 NEC. Article 708 seems to contemplate an authority other than an engineer who says an installation is critical. Will that higher governmental authority be a gold control team appointed by the state, the county emergency planning officer, or someone else? Failure Modes And Effects Criticality Analysis (FMECA) (Annex F, Section I) FMECA is one of two methods by which the COPS reliability engineer would use to chart the probability of failure modes against the severity of their consequences. It is a powerful tool to identify the level of risk associated with your facility



and will support the “whatif” process of cost-effective designs. FMECA identifies failure modes with relatively high probability and severity of consequences, allowing remedial effort to be directed where it will produce the greatest value. Article 708 looks like a large bill of particulars for a book that many believe is just an installation standard. Thought leadership and trust will be necessary to move forward; so will statesmanship among related agencies. Every safety requirement, every policy initiative, comes with implications for the legal profession, for OSHA and for relationships with insurance companies. Organizations will need time to digest Article 708 and to resolve mass-tort and complex liability exposures. [2] Innovation In Standardization Both the wheel and sliced bread have undergone improvements over the years and symbolize the devil’s bargain we make with technology when we turn innovators loose. Too many choices can confuse designers and



maintenance personnel. The significance of standardization in mission critical power systems was made clear when the US Army Corps of Engineers Power Reliability Enhancement office released its findings for distribution to civilian expert agencies. In Reference [3] you will find the development of a series of Technical Manuals™ designed to assist the facility manager in understanding the mechanisms that make his or her facility work. The technical manuals also introduced practical tools for a.) identifying and supporting real problems, b.) showing how to achieve the best suited risk assessment for an individual facility. In light of the need to balance standardization with innovation, all electrical equipment manufacturers should offer interchangeable, scalable solutions. A wish-list for



the consultants retained by local governments might contain one or more of the following: • Make it possible for a new automatic transfer switch to communicate with a legacy transfer switch from a different manufacturer. • Make it possible for a new automatic transfer switch to communicate with an integral transfer switch in an existing fire pump or stored energy power system. • Make it possible for information gathered in the automatic transfer switch firmware to be sent to the local utility dispatch center. • Simplify the supply chain that provides replacement parts. • Innovate financing methods for service level agreements. Article 708 specifically permits the dual use of the DCOA prime mover as a peak-shaving source as long as loads can be picked up selectively during disaster management operations. The jump from the use of a COPS prime mover for emergency/standby use to a prime mover that can be also used as a peak-shaver is the topic of a separate



paper. There are many raterelated issues that impede the expansion of peak-shaving to distributed generation [4]. Back to the Order Book If the practical effect of the 2008 version of Article 708 does nothing more than embolden a few local emergency authorities to send up a request for funding to just study whether their critical power installation can meet COPS performance requirements then the effort will have been worth while.



1 Organizations in the



business-continuity space should scale down what they know about the new 10-100 MW data centers to the 1-10 MW levels where only a Tier 1 or 2 COPS are required. Go after the messy small jobs; there are many more of them, but be careful about assuming that they can be built in “cookie cutter” fashion. Incremental approaches are necessarily custom approaches.



2 Be active in planning the



existing power security system that is “almost” COPS-compliant that can be made 100 percent COPS compliant. Does it



need to be a stand-alone facility or can we carve a DCOA, or a secondary cold site, out of a larger facility? Borderline cases in small installations are where most of the good needs to be done.



3 Know your business and



the effects of a poorly designed infrastructure, resulting in loss of activity. A structured engineering approach to achieving the level of acceptable risk for your activities is key to an affordable solution.



4 We should beware of



over-capitalizing the alternate systems at the cost of effective alternatives on the primary system. The risk assessment depends heavily upon the availability of the first (preferred or primary) utility service. For some types of disasters, robust critical operations can reduce power loss duration times by making it possible for emergency management teams to work in an environment that will assist in preventive action and system restoration operations undertaken by the utility. We should not be locking out the local utility from a role in the alternate systems.



Any CEO will tell you, the commercialization of a



product takes longer than product development. In an analogous fashion, the NFPA Standards Committee approved the first draft of Article 708 despite many of its nascent characteristics. An imperfect COPS article now is better than a perfect COPS article later. What does this all mean? For the first time



there is a requirement to look at your activity and decide if it is part of a much more critical infrastructure. If it is, then there is a requirement set forth to make you take a look at an umbrella of services and see where you actually fit. Great stuff for cost effective, ever improving, infrastructure for the community.
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