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Online Signature Verification using Dynamic Time Warping Siew Keng Chan and Yong Haur Tay Faculty of Information and Communication Technology Universiti Tunku Abdul Rahman (UTAR), MALAYSIA [email protected], [email protected]



Abstract Biometrics authentication has been gaining popularity among the industries that highly incorporate securities in their daily activities. Signature verification is one of the biometrics authentication techniques which has been used for years and publicly accepted. The ease of use of signature verification coupled with lower cost and technology advances in tablet technologies, signature verification has been adapted into applications such as credit cards transactions, checks transactions and documents verification. This paper focuses on the development of an online signature verification using Dynamic Time Warping (DTW) algorithm. The developed system would be fully described in the relevant sections as well as the techniques and implementations involved. The developed system was tested on a database in the purpose to evaluate the performance of the system. The database used in the system is obtained from Signature Verification Competition 2004 (SVC2004) which consists of genuine signatures and skilled forgery signatures. The equal error rate (EER) obtained after some experiments is 0.15 using universal threshold and 0.135 using user-based threshold with the implementation of Dynamic Time Warping (DTW) algorithm.
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Introduction Signature verification involves the process of verifying whether a signature of a signer is true against whom the signer is claimed to be. At the beginning of its usage, signature was verified through its shapes and graphical looks by people. Over times when technology evolved, a number of methods have been developed to overcome the increasing fraudulent transactions caused by forgery signatures and to meet the increasing needs of lower security authentication for instance checks authentication and credit cards fraudulent.



Two types of signature verification namely online signature verification and offline signature verification are well separated by the types of input data. Online signature verification uses signatures that are taken from digitizing tablet which captures dynamic features such as coordinates, pen inclination, pressure and altitude [1]. It can be found in applications such as electronic documents verification. Offline signature verification uses signatures that are taken from the image of the signatures. It is normally found in applications such as bank checks. However, online signature verification has been widely used due to the rapid development of digitizing technology and it provides more information to the verification process compared with offline signature. Furthermore, it is harder to forge those dynamic features captured from a digitizing tablet. As a result, online signature verification is more reliable than offline signature verification. In online signature verification, dynamic features which include global and local features are captured from the digitizing tablet. Global feature describes the entire signature which includes features like signing speed and signature bounding box. Local feature describes the specific point along the trajectory of the signature such as distance and curvature change between two consecutive points. Alisher [2] had used only local features in her implementation which are the x and y offsets relative to the first point on the signature trajectory, x and y coordinate differences between two consecutive points, curvature differences between two consecutive points and critical points of signature trajectory. After the features are retrieved, most of the time the features extracted would be preprocessed using a series of technique such as smoothing, normalization and re-sampling. Smoothing is used to remove the jaggedness occur along the signature trajectory. Normalization is used to scale the signature to its width and height or either one of it. Resampling is used to remove redundant points or to resample the signature to have equidistant points. Before implementing these techniques, a number of considerations have to be taken into account as some of the characteristics of the signature would be removed from the signature which might cause inaccuracy in the verification process. H. Lei et al [1] have used size normalization to normalize the signature based on its width and height.



There are two algorithms which are used in computing the dissimilarity of two signatures which depends on the type of features used. For global features, Euclidean distance for instance would be used. This is because the number of features extracted is equal. For local features, the commonly used algorithms would be Dynamic Time Warping (DTW) and Hidden Markov Model (HMM). These two algorithms are very useful in aligning two signatures of different length. H. Let et al [1] have coupled DTW with another method known as Extended R-Squared (ER2) method to compute a similarity score of the signature. DTW was used to obtain the warped path between two signatures. Then, both signatures would be normalized to have equal length as ER2 can only be used on sequences of equal length. After the distance or dissimilarity is obtained, decision of whether to reject or accept the signature. Filters or classifiers are commonly used in the decision making. Alisher [2] has used classifiers which are Principal Component Analysis (PCA), Bayes Classifier and Support Vector Machine (SVM). Comparison has been done among these classifiers and PCA achieved the best result with Equal Error Rate of 1.46%. H. Lei et al [1] have used a formula called Gaussian formula to convert the distance obtained from DTW algorithm into a similarity score. The Gaussian Formula is (1). dist in formula (1) is the distance obtained from DTW algorithm. Md is the maximum distance obtained from stored template signatures for a particular subject.
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Dynamic Time Warping (DTW) DTW algorithm is a matching technique that is used to align two sequences of different length. The general algorithm for DTW is (2).



D ( m , n ) = d ( r m , t n ) + {min( D ( m , n − 1 ), D ( m − 1 , n − 1 ), D ( m − 1 , n )}



(2)



d(rm,tn) is the distance computed for between two coordinates. The second term of the formula is to obtain the minimum distance from the correspondent points. D(m,n) would be the accumulated distance obtained so far. A warped path and an accumulated distance would be obtained from this algorithm. This is illustrated in Figure 1. Gaussian Formula Gaussian formula is used to convert the distance obtained from DTW algorithm into a manageable value or score. The formula is shown in equation (1). This score is used in determining the decision whether to accept or reject the test signature enrolled. System Description This section describes the system structure which consists of two main modules which are enrollment module and main verification module. Figure 2 shows the overall structure of the system and how the system works. The following section would explain the details of each modules and sub-modules.
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Template signatures are sample genuine signatures taken from subject to build up a profile for that particular subject. An empirically selected threshold would be used to decide whether to accept or reject the signature. In evaluating the performance of the system, a series of experiments would be carried and error rates would be used as a measure of the performance. There are two error rates known as False Acceptance Rate (FAR) and False Rejection Rate (FRR). FAR describes the number of wrongly accepted forgery signatures while FRR describes the number of wrongly rejected genuine signatures. EER is used to describe the error rate where FAR and FRR are equal.



Approach and Methods This section would explain the approaches and methods implemented. The algorithm used is DTW algorithm. Gaussian formula is used to convert the distance obtained from DTW algorithm into a similarity score. This score would be used to compare with a threshold to make the decision whether to accept or reject the signature.



Figure 1: This figure is the illustration of DTW algorithm which shows the possible warped path. The accumulated distance would be obtained from the top right. Enrollment Module Enrollment module is part of the system that collects and generates the necessary profiles of subjects. Enrollment module consists of three sub-modules which are enrollment



sub-module, database generator sub-module and database sub-module. Enrollment sub-module is where six reference signatures are taken from each subject to generate a set of statistics. This set of statistics consists of the user-based threshold, maximum distance and minimum distance obtained from the reference signatures of the subject and stored in a text file. The text file is named after the subject ID. Each subject is given an ID for part of the verification purposes. The database generator sub-module contains the preprocessing process, the feature extractions process and the DTW algorithm. These processes are the same for the distance computation sub-module in the main verification module. The pre-processing process involves the size normalization process where the sequence is normalized based on its width and height. The features extracted from the sequences include:• Distance of x and y coordinates • Curvature distance • Distance of two consecutive points • Distance of each point from the first point All the features are extracted using the Euclidean distance formula (3) except for curvature distance. d is the distance to be obtained. x and y are the coordinates of the points.



d =



(xm − xn )2 + (ym − yn )2



(3)



The curvature distance would first obtain the speed of each point using formula (4). Then, the curvature distance would be obtained using formula (5). x and y are the coordinates of the points for both formulas. d is the speed and c is the curvature distance of the particular point.
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Data acquisition sub-module is where a test signature would be obtained from the subject using a digitizing tablet. The tablet would store the necessary information such as x and y coordinates into a text file. Distance computation sub-module performs the same operations as the database generator sub-module in enrollment module. The processes involved are preprocessing technique, feature extraction process and DTW algorithm. All the templates signatures would be pair wised with the test signature and a minimum distance would be obtained from the list of distances. The minimum distance would then be converted into a score using the Gaussian formula. The score would be used by the verification submodule. The verification sub-module would retrieve the thresholds of the subject which is stored in the subject’s profile using the ID supplied from the database. Two types of threshold would be retrieved which are user-based threshold and universal threshold. The user-based threshold is varied among subjects while the universal threshold is the same for all subjects. If the score is less than the threshold, the test signature would be rejected as forgery signature and vice versa.



Results There are two experiments carried out to test the performance of the system using the database obtained from SVC2004. In this database, there are 85 subjects each with 40 genuine signatures and 40 forgery signatures.
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Main Verification Module Main verification module is part of the system that performs the verification process using the information generated in the enrollment module for each subject. This module consists of three sub-modules which are data acquisition sub-module, distance computation sub-module and verification submodule.



(5)



The DTW algorithm aligned the two sequences and produced a distance between the two distances. This distance is then converted into score using Gaussian formula. The database sub-module is where all the profiles generated for each subject are kept. All the files are named accordingly using the subjects’ ID.



The first experiment was to test the system’s performance using the DTW algorithm on universal threshold and userbased threshold. The second experiment was to discriminate the difference between the Dmax and Dmin in the Gaussian formula. Dmaz is the maximum distance obtained from the pair wise alignment of the six template signatures and Dmin is the minimum distance. The three error rates mentioned in the earlier section would be used as the measurement of the performance of the system. The EER achieved in the first experiment was 0.15 for the case of using universal threshold and 0.135 for the case of using user-based threshold. The EER achieved in the second experiment was 0.15 for using Dmin and 0.19 for using Dmax.



Enrollment Module Provide six template signatures



Database Sub-module (Stores all the subjects’ profile). The profiles will be requested by verification sub-module in the main verification module. The information sent back to the sub-module includes the thresholds.
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Verification Sub-module (Make decision to accept or reject the test signatures using Universal Threshold and User-based Threshold) The thresholds are obtained from database sub-module in the enrollment module.
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Main Verification Module



Figure 2: This figure shows the entire structure of the developed signature verification system.



Discussion Analysis has been carried out to study the results obtained from the first experiment using user-based threshold and universal threshold on DTW algorithm. The results show that user-based threshold performed better than universal threshold. User-based threshold was generated specially for each subject whereas universal threshold was used for all the subjects in the database. The user-based threshold was generated using the Gaussian formula using the distances obtained from the template signatures.



Analysis has been carried out to study the second experiment which was used to test the discriminative of maximum distance and minimum distance used in the Gaussian formula. Five subjects have been selected for this analysis. All the genuine and forgery signatures of each of the selected subjects were used in the analysis. Each of the signatures was pair wise aligned with the template signatures stored for the selected subjects. The minimum distance was recorded and tabulated. Minimum distance of the genuine signature class and maximum distance of the forgery signature class were obtained from the list of the distances. The margins were computed for each subject between the minimum distance of the genuine class and the maximum distance of the forgery



class. From the observation for these five subjects, the margin is larger when Dmin was used compared with the margin when Dmax was used. This shows that Dmin is more suitable to be used and provides better classification of the genuine and forgery classes.



Conclusion Throughout the research on signature verification, there are a few methods that can be used in enhancing the performance of the system and reduce the error rates. The classes of genuine signatures and forgery signatures are generally inseparable classes on the feature space. Thus, in order to separate the classes into two different classes, classifiers such as Principal Component Analysis (PCA) and Support Vector Machine (SVM) may be useful in the classification purposes. For the algorithm, DTW can be further enhanced in terms of computation time. Fast Dynamic Time Warping is a technique that reduces the computation time. In terms of feature extractions, more features can be studied and used in the system such as the global features. Global features can be viewed as important features as local features defining the signatures. With more discriminative features implemented, the system perhaps can perform better in the verification module.
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