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Agreement problems



Agreement on whether a transaction succeded or not (Atomic Commit) which client’s request arrived first (State Machine Replication) which server is the master (Leader Election) agreement problems are common but difficult because of failures Piotr Zieli´ nski
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System assumptions message passing: communication by messages process failures: servers can crash



A



message loss: messages can get lost asynchrony: no time bounds for messages, no clocks Piotr Zieli´ nski
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Consensus Processes propose values and make decisions validity: decision is one of the proposals agreement: all decisions are the same termination: all correct processes decide
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Current state dozens of protocols in existence slight changes in assumptions require new protocols malicious participants 10+ pages of correctness proofs! highly non-trivial to design



Conclusion wasted effort → unified approach necessary Piotr Zieli´ nski
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decision depends on one input: not recoverable when leader fails Piotr Zieli´ nski
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decide when received the same (1) from a majority ( A B ) assume a majority of processes are correct



majority contains a correct process → recovery always possible
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majority contains a correct process → recovery always possible
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Complete Consensus algorithm each round as before: leader proposes, decision by majority if not successful, new round with new leader do not propose values conflicting with previous decisions Piotr Zieli´ nski
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propose the value 1 from the leader decide if receive the same from ≥ 2 processes 2 is a parameter
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OTC as a black box one OTC per one Consensus round decision if all correct processes propose the same the decision is recoverably unique Piotr Zieli´ nski
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Opportunities for cheating leader can send different proposals processes can modify forwarded messages recovery phase full algorithms very complicated Piotr Zieli´ nski
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Who is cheating? maybe A broadcast 1 to B , and 2 to C ? maybe B really received 2, and A is just slow? maybe C really received 1, and A is just slow? impossible to determine Piotr Zieli´ nski
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Malicious participants three steps necessary [Castro and Liskov, 1999] 2nd and 3rd steps are OTCs no need to look inside OTCs to prove correctness (blackbox) composition of two OTCs is also an OTC Piotr Zieli´ nski
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Dutta et al. [2004] multi-step Byzantine (new) n: number of processes Piotr Zieli´ nski
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OTC Summary Simple implementation broadcast and wait for a given number of replies simple to extend to custom failure models automatic verification and discovery possible [Zieli´ nski, 2006]



Reconstructs all known Consensus protocols even with malicious participants no overhead in latency or processes lower bounds attained



Modularity precisely defined interface (blackbox) dramatically reduces development time and proofs



Applicable to similar problems non-blocking Atomic Commit in 2 communication steps
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