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Welcome to PRIVATE WiFi ! TM



PRIVATE WiFi ensures your online privacy and provides secure, encrypted access to the Internet from anywhere around the globe. With identity theft, unsecured wifi hotspots, and assaults on online privacy spreading rapidly, PRIVATE WiFi allows you to protect your data while accessing the Internet from wifi hotspots, hotels, airports, and corporate offices. With PRIVATE WiFi, you can confidently secure your data and personal information when you are online. PRIVATE WiFi encrypts all your Internet data to and from our gateways, including web browsing, instant messaging, streaming, VoIP and email. See Also How PRIVATE WiFi Works Managing Your Account Managing Your Settings Loading, Activating and Deactivating PRIVATE WiFi
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How PRIVATE WiFi Works TM



PRIVATE WiFi is a VPN. A VPN, or Virtual Private Network, secures and privatizes data across the Internet by building an encrypted “tunnel.” Data passes through this tunnel scrambled beyond recognition. Even if it were intercepted, it would be useless to anyone who does not possess the key to decrypt it. When you activate PRIVATE WiFi, it quickly builds this encrypted tunnel through your Internet connection to one of our secure Internet gateways. All Internet data between you and PRIVATE WiFi is now encrypted, and no one can view your information, including your Internet Service Provider. Further, your protection and privacy is not limited to just browsing. PRIVATE WiFi encrypts all your Internet data to and from our gateways, including web browsing, instant messaging, streaming, VoIP and email. PRIVATE WiFi also assigns you a temporary private IP address from our gateway. An IP (or Internet Protocol) address is a numerical label that is assigned to devices participating in a computer network that uses the Internet Protocol for communication between its nodes. Your public IP address will be from whichever PRIVATE WiFi server you are connected to for that session. This private IP address cannot be traced by anyone nor can anyone find your real IP address or location. Once your data reaches our secure Internet gateway, we send it to its destination. This process is safe because it would be virtually impossible to access data between a secure data center over an actual Internet backbone link. It is virtually impossible to break into a guarded data center with biometric scanners and other security measures. When we receive the data from your destination server, we send it to you through the encrypted tunnel so no one can intercept it. The best part is that this only takes milliseconds. You won’t even notice that it’s happening. See Also Welcome to PRIVATE WiFi
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Loading, Activating and Deactivating PRIVATE WiFi



TM



After you install PRIVATE WiFi, you can determine when PRIVATE WiFi is loaded (when the software has started up on your computer) and when it is activated (when a connection has been established from your computer to our server and data encryption has started). You can manage both of these automatic controls in the Managing Your Settings section. You can manually load PRIVATE WiFi if it is not set up to automatically load when your computer starts up by going to Start > All Programs > PRIVATE WiFi on your PC, or by clicking the PRIVATE WiFi desktop icon on your PC or Mac. You can manually activate PRIVATE WiFi if it is not set up to automatically activate when you open a browser window. Note that PRIVATE WiFi must be loaded for it to be activated. If PRIVATE WiFi has been loaded, one of three icons will appear in your system tray: - PRIVATE WiFi has been loaded and it is currently deactivated. - PRIVATE WiFi has been loaded and it is currently activated. - PRIVATE WiFi has been loaded but is not needed because you are accessing a secure (WPA, WPA2, or wired) connection.



To manually activate PRIVATE WiFi: 1. 2.



Right-click on the PRIVATE WiFi icon in your system tray. The PRIVATE WiFi menu appears. Select Activate. The Activating screen appears.



PRIVATE WiFi activates after a few moments. In addition, the PRIVATE WiFi icon in the system tray turns from red to green:



.



To deactivate PRIVATE WiFi: 1. 2.



Right-click on the PRIVATE WiFi icon in your system tray. The PRIVATE WiFi menu appears. Select Deactivate. PRIVATE WiFi is deactivated.



Note: Even though PRIVATE WiFi is deactivated, it is still loaded. The PRIVATE WiFi icon in the system tray turns from green to red , which indicates that no privacy protection is currently taking place. If you want to close PRIVATE WiFi, right-click on the system tray icon and select Quit. See Also Managing Your Settings
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Managing Your Settings Your PRIVATE WiFiTM settings allow you to manage when to activate PRIVATE WiFi.



Viewing Your PRIVATE WiFi Settings You can view your PRIVATE WiFi settings by right-clicking on the PRIVATE WiFi icon in your system tray, and then selecting Settings. The Basic settings screen appears.



The Basic settings screen contains the following fields: 







Load PRIVATE WiFi at computer startup: Select this checkbox if you want PRIVATE WiFi to load when your computer is running. This setting is selected by default. For more information about activating and deactivating PRIVATE WiFi, see Loading, Activating and Deactivating PRIVATE WiFi. Activate On: This drop-down menu contains three options: - Unsecured WiFi connection: PRIVATE WiFi automatically starts only when you are accessing an unsecured wifi network. This setting is selected by default. - Any Internet connection: PRIVATE WiFi automatically starts whenever you connect to the Internet. - Never – Activate Manually: PRIVATE WiFi does not start automatically, only when you manually load and activate it.



After changing your basic settings, click Apply to apply them. Click the Advanced tab to view the Advanced settings. The Advanced settings screen appears.



The Advanced settings screen contains the following fields: 











Firewall and Antivirus Filters: PRIVATE WiFi offers you additional protection with a free firewall and antivirus filter. This protection is turned on automatically. However, we strongly recommend that you use PRIVATE WiFi in conjunction with your computer’s firewall and antivirus software, which should always be activated and up-to-date. Change Location: This drop-down menu allows you to change the server location you are accessing. When you select a location using this menu, the Change Server menu is populated with the specific servers from the selected location. Change Server: This drop-down menu allows you to change the specific server you are accessing, which changes where websites think you are located. It also changes your IP address. By changing these things, you are enhancing your privacy and anonymity. The servers displayed in this menu are the specific servers in the location you selected in the Change Location menu. Click Apply after selecting a new server location. Click Set as default to set the currently selected location as your default location. Note: We have many servers located throughout the U.S., Canada, Europe, and Asia. PRIVATE WiFi assigns these servers automatically, but you can use this menu to choose a different location if you wish.



See Also Loading, Activating and Deactivating PRIVATE WiFi Managing Your Account
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Managing Your Account You can view your PRIVATE WiFiTM account information by right-clicking on the PRIVATE WiFi icon in your system tray, and then selecting Account. The following information appears:     



Account Type: Your account type. License Description: A description of your license type. If your license is expired, this field displays 'Expired.' Order Number: Your subscription’s order number. Serial Number: Your subscription’s serial number. Expires on: The date your subscription expires.



See Also Managing Your Settings Copyright © 2013 PRIVATE WiFi



Uninstalling PRIVATE WiFi



TM



You can uninstall PRIVATE WiFi at any time for any reason. To uninstall PRIVATE WiFi from a PC, do the following: 1. 2. 3. 4. 5.



Go to Start > Control Panel. The Control Panel appears. Click Add or Remove Programs or Uninstall a program, depending on which version of Windows you are using. The Add or Remove Programs window appears. Scroll down and select PRIVATE WiFi. Click Remove. A dialog box appears asking if you want to remove PRIVATE WiFi. Click Yes. PRIVATE WiFi is removed from your computer.



To uninstall PRIVATE WiFi from a Mac, drag the PRIVATE WiFi icon on your desktop to the trash.



Copyright © 2013 PRIVATE WiFi



Contacting Customer Support Live Customer Support is available for all users at no additional charge. If you are not yet a PRIVATE WiFiTM user, you are also welcome to contact Customer Support with any questions regarding our products or services. If you are viewing this from the PRIVATE WiFi website, go to Product Features or Contact Us and then click one of the two Customer Support buttons: Phone or Email. If you are viewing this from the PRIVATE WiFi application, go to Help, click the Customer Support tab, and then click one of the two Customer Support buttons: Phone or Email. 



Live support by phone is available from 9 AM to 10 PM, EST, seven days a week. To reach Customer Support by phone, call (860) 615-9896.







Email support is available from 9 AM to 10 PM, EST, seven days a week. To contact Customer Support by email, go to privatewifi.com/support. You will receive a response in under an hour.
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