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In this paper, we examine security issues related to proactive routing protocols for Mobile Ad-hoc NETworks (MANETs). Specifically, we investigate security properties of the Optimized Link-State Routing (OLSR) Protocol, a proactive routing protocol for MANETs. We analyze the possible attacks against the integrity of the network routing infrastructure, and present techniques to counter some attacks. Our main approach is based on a formal model to describe normal and incorrect node behaviors. This model allows us to derive security properties. The algorithm checks if these security properties are violated. If they are, detection occurs to allow the normal node to find a path without incorrect node behavior. Our approach does not change the message format, so it is very easy to implement the corresponding algorithm. While we use OLSR as an example of protocol for our studies, we argue that the presented techniques apply equally to any proactive routing protocol for MANETs. Mots-cl´ es: Mobile Ad Hoc Network, intrusion detection, Availability, OLSR



1 Introduction A Mobile Ad-hoc NETwork (MANET) is a collection of nodes which are able to connect to a wireless medium forming an arbitrary and dynamic network. Implicitly herein is the ability for the network topology to change over time as links in the network appear and disappear. In order to enable communication between pair of nodes in such a MANET, a routing protocol is employed. The abstract task of the routing protocol is to discover the topology to ensure that each node is able to acquire a recent map of the network topology to construct routes. A class of MANET routing protocols is proactive, i.e. the routing protocol ensures that all nodes at all times have sufficient topological information to construct routes to reach all destinations in the network. This is achieved through periodic message exchanges. OLSR [4] is an example of a Proactive MANET routing protocol. A significant issue in the ad-hoc domain is the integrity of the network itself. OLSR allows, according to its specification, any node to participate in the network, the assumption being that all nodes are well behaving. If this assumption fails, then the network may be subject to malicious attacks and the integrity of the network is not guaranteed. In this paper, we investigate the issues of security in proactive MANET routing protocols, especially with emphasis on providing a security extension to OLSR. The primary issue with respect to securing MANET routing protocols is thus to ensure the network integrity, even in presence of malicious nodes. Our approach is based on a formal security model called Nomad [6]. This model allows us to express node behaviors (normal and incorrect behaviors). From these expressions, we can derive properties to specify a security policy. These properties are checked when a message is received. If a property is violated, a reaction occurs and the node attempts to find another path or MPR keeping the malicious node away. We chek our algorithm by simulations and results we obtain are promising. The remainder of this paper is organized as follows. Section 2 presents OLSR with sufficient details to devise security mechanisms to be integrated within the protocol. Section 3 describes the vulnerabilities of proactive routing protocols including OLSR. In section 4 we present related works.



Fr´ed´eric Cuppens, Nora Cuppens-Boulahia, Tony Ramard Section 5 gives an outline of our approach to satisfy availability requirements in ad hoc networks and briefly present the modelling language we choose to express these availability properties and to specify node profiles. In Section 6, we define the node profiles and availability properties to detect malicious behaviors and section 7 is an experimentation of our mechanism to secure OLSR based on these properties.



2 Optimized Link State Routing Protocol The Optimized Link State Routing protocol (OLSR) [3, 4] is a proactive link state routing protocol, designed specifically for mobile ad-hoc networks. OLSR employs an optimized flooding mechanism to diffuse link-state information, and diffuses only partial link-state to all nodes in the network. In this section, we will describe the elements of OLSR, required for the purpose of investigating security issues. A complete description of OLSR can be found in [4].



2.1 OLSR Control Traffic Control traffic in OLSR is exchanged through two different types of messages: ’Hello’ and ’TC’ messages. Hello messages are exchanged periodically between neighbor nodes, to detect links between neighbors, to detect the identity of neighbors and to signal MPR selection. TC messages are periodically broadcasted to the whole network, to signal linkstate information to all nodes.



2.1.1 Hello messages Hello messages are sent periodically by a node and include the node address as well as three encoded lists: a list of neighbors, from which control traffic has been heard (but where bi-directionality is not yet confirmed), a list of neighbor nodes, for which bidirectional communication has been established, and a list of neighbor nodes, which has been selected to act as MPR for the originator of the Hello message. Hello messages are exchanged between neighbor nodes only. In addition to information about neighbor nodes, periodic exchange of Hello messages allows each node to maintain information describing the links between neighbor nodes and nodes which are two hops away. This information is recorded in a 2-hop neighbor set and is explicitly used for the MPR optimization - the core optimization of OLSR, described in section 2.1.3.



2.1.2 TC messages Like Hello messages, TC messages are sent periodically by a node. The purpose of a TC message is to diffuse topological information to the whole network. Thus, a TC message contains a set of bi-directional links between a node and a subset of its neighbors, see [4] and [2] for a discussion on the selection of which neighbors to include in the TC messages to provide sufficient topological information. TC messages are diffused to the whole network, employing the MPR optimization described in section 2.1.3.



2.1.3 Multipoint Relay Selection and Signaling Multipoint Relays (MPRs) are the core optimization in OLSR. It works as follows: Each node must select MPRs among its neighbor nodes such that a message sent by a node and repeated by the MPR nodes will be received by all nodes two hops away. MPR selection is done based on the 2-hop neighbor set received through the exchange of Hello messages, and is signaled through the same mechanism: a link status of ’MPR’ specifies that the link between the originator of the Hello message and the listed address is symmetric - and that the node with the included address is selected as MPR by the originator.



3 Vulnerabilities In this section, we will discuss various security vulnerabilities in proactive routing protocol. We will specifically enumerate vulnerabilities in OLSR, however we point out that this section does not
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Fig. 1: Two hop neighbors and ’multipoint relays’ (the solid circles) of a node. (a) illustrates the situation where all neighbors retransmit a broadcast, (b) illustrates where only the MPRs of a node retransmit the broadcast[1]



emphasize ’flaws’ that are specific to the OLSR protocol. Rather, the vulnerabilities are instances of what all proactive routing protocols are subject to. One vulnerability, common to all routing protocols operating a wireless ad-hoc network, is ’jamming’, i.e. a node generates massive amounts of interfering radio transmissions. In this paper, we will neither consider a network resistance against jamming nor traffic overloading. An attack against the ability to provide connectivity in the network can result from incorrect behavior of, at least, one node in the network. In this context, incorrect means that the node does not process and sends control traffic in compliance with the routing protocol specifications. We note that in most cases such non-compliant behavior of a node is malicious, i.e. specifically targeted to interfere with the network connectivity. The node responsible for this incorrect behavior may be either an intruder (a node which is not supposed to be in the network) or a compromised node (a node, which is supposed to be in the network, but which has been modified to be noncompliant with the routing protocol). We also note, that non-compliant behavior of a node may be non-malicious, e.g. due to a simple dysfunction of a node. When an ad-hoc network is operating under a proactive routing protocol, each node has two different (but related) responsibilities. First, each node must correctly generate routing protocol control traffic, compliant to the protocol specification. Second, each node is responsible for forwarding routing protocol control traffic on behalf of other nodes in the network. Thus incorrect behavior of a node can result from either a node generating incorrect control messages or from incorrect relaying of control traffic from other nodes (see figure 2). In the remainder of this section, we will investigate how these incorrect behaviors plague the OLSR protocol.



Fig. 2: Two kinds of attacks in a proactive routing protocol: node X generates incorrect information (e.g. claims node A as a neighbor) while node Y does not relay control traffic for other nodes.
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Fig. 3: Identity Spoofing of Hello messages: node X masquerades the identity of node A when sending Hello messages. Nodes B and C may, subsequently, announce reachability to node A through their TC messages.



Fig. 4: Node X generates incorrect TC messages, e.g. claiming a link between node X and node A.



3.1 Incorrect Control Traffic Generation OLSR employs, basically, two different kinds of control traffic: Hello messages and TC messages. In this section, we will describe how a non-compliant behavior of a node with the protocol specification may affect the network connectivity through incorrect generation of Hello and TC messages. In general, we observe that with respect to control traffic generation, a node may misbehave in two different ways: by generating control traffic claiming to be another node (Identity Spoofing) or by claiming incorrect information (links) in the control messages (Link Spoofing).



3.2 Incorrect Hello messages Identity Spoofing: A node may send Hello messages, claiming to have the identity of another node. E.g. node X sends Hello messages, with the originator address set to that of node A, as illustrated in figure 3. This may result in the network containing conflicting routes to node A, with possible loops. Link Spoofing: A node may send Hello messages, signaling an incorrect set of neighbors, as a consequence some nodes may not be reachable in the network.



3.3 Incorrect TC Messages Identity Spoofing: A node may send TC messages, claiming to have the identity of another node. Actually, this implies link spoofing since a node taking the identity of another node claims incorrect links to the network. Link Spoofing: A node may send TC messages, claiming an incorrect set of links. If the set is incomplete, i.e. a node ’ignores’ links to some nodes in its MPR selector set, the network may be lose connectivity to these ’ignored’ neighbors - as well as to neighbors which are reachable only through these ’ignored’ neighbors. A node may also include non-existing links (links to nonneighbor nodes) in a TC message (see figure 4). Link spoofing in TC messages may yield to routing loops and conflicting routes in the network.



3.4 Incorrect Control Traffic Relaying TC messages (or routing protocol control messages in general) not properly relayed, may result in connectivity loss. In networks with no redundancy (e.g. in a ’strip’ network), connectivity loss will



Property Based Intrusion Detection to Secure OLSR occur for sure. Similarly if a node does not forward data packets (e.g. if intra-node forwarding is impaired), loss of connectivity may also occur.



4 Related Works In [1] the authors propose to associate one signature with each OLSR message, rather than one for each OLSR packet. In addition to this, one timestamp is provided for each signature. The timestamps are used to assess the freshness of the messages, thus avoiding replay attacks. The signature is encapsulated and transmitted as an ordinary OLSR message. This means that the signature and the message can travel in separate packets and separate routes from the originator. Also, the proposed system in [1] is an end-to-end system. The suggested timestamp exchange protocol proposed in [1] is a rather complex solution. Secure OLSR [7] involves protection and hop-by-hop checks of a whole packet. A digest is computed by the forwarder node, added to the OLSR packet, and checked by the next-hop node. This allows the digest to encompass mutable fields such as the Time To Live or the Hop Count. The digest is added in the form of a control message, and includes a timestamp. The algorithm used to digest the packet is SHA-1 with a secret shared key. Time synchronization is done through a challenge-response mechanism, via dedicated control messages. SOLSR [8] protects the traffic by adding a packet signature, while using hash chains to secure the Time To Live and Hop Count mutable fields. It also implements a defense against the wormhole attack. A node sends probe packets to measure their travel time, from which it can compute the travel distance. Then the node evaluates this distance: if it is greater than the transmission range, the message may have been tunnelled through a wormhole. Our approach is very different from the herein related works. Our work is based on a model to derive security properties coupled with an intrusion detection strategy. These security properties are validated by simulations, whereas related works stated here are based on cryptography and timestamps. The difference between our approach and these related works ( [9] [11] [10] [12] ) is the fact that we do not change the message format, consequently our algorithm is easier to implement, and we flow a property oriented intrusion detection approach and develop a reaction mechanism to deal with the detected intrusions.



5 Modeling approaches To study different availability properties in mobile ad-hoc networks (MANET), we take into account topological dimension. This study is based on the properties of topological information exchanged during the network building and the topological maintenance. The regular network maintenance between nodes allows the discovery of the available routes and the participant nodes. Each node provided with a sensor, analyzes and detects errors in “control messages” exchanged among the nodes and readjust, if possible, its routing tables in compliance with this analysis. When dealing with security properties like availability, classical first order logics are no longer appropriate. We need a more expressive security model such as the Nomad model [6]. Nomad is a security model based on deontic logic and temporal and temporized logics of actions which provides expressiveness necessary to specify availability requirements. Thanks to the Nomad model, we specified the OLSR protocol and expressed availability properties. In this paper, we only use the temporal and temporized framework of Nomad. Thus, we introduce the temporal modality 2A and the temporized modality ≤d A, for d ≥ 0. If A is a formula, then 2A is to be read “A is always true” and ≤d A is to be read “A is eventually true within a delay of d units of time”. Using these modalities, we can express two availability properties: • ”Usual” availability: a message m must be received by a node nd in maximum delay d each time it is sent by a node ns (a)



2(SEN D(ns, nd, m) → ≤d RECEIV E(ns, nd, m))



Fr´ed´eric Cuppens, Nora Cuppens-Boulahia, Tony Ramard • Weak availability: a message m must be received by a node nd in maximum delay d each time it is sent by a node ns and there exists a route, a transitive closure of symmetric links, between ns and nd. (b)



2(SEN D(ns, nd, m) ∧ ROU T E(ns, nd) → ≤d RECEIV E(ns, nd, m))



We try to satisfy the property (b), as it is the most compliant availability property with the characteristics of ad-hoc networks. For this purpose, we shall derive more basic properties (see the following section) from the protocol specification.



6 OLSR availability analysis Each node has a view of the network topology derived from (Hello and TC) messages it received. This view can be modified by a malicious node and an attack against the availability can occur. To study different availability properties, node profiles have to be specified (6.1) to understand the behavior of normal and malicious nodes. Thanks to theses profiles and the messages (6.2), basic properties (6.3) can be expressed and have to be satisfied to ensure availability.



6.1 Node profiles MANET nodes which participate in the network routing can be grouped by the way they act in the network. The identified behaviors of nodes are called node profiles. These profiles are very important to understand how a normal node and an intruder work. Thus, we can derive properties to identify theses profiles. • Profile of a cooperative MPR node nb who always transmits TC messages when it receives them from its neighbor na before the expiration of time M ax. COOPERATIVE(nb) ↔ 2(RECEIV E(na, nb, m)∧ N EIGHBOR(nb, nv) ∧ M P R N EIGHBOR(na, nb)



(1)



→ ≤M ax P ROP AGAT E(nb, nv, m))



• Profile of a “lazy node” nb who transmits messages irregularly. LAZY(nb) ↔ ¬COOP ERAT IV E(nb)



(2)



• Profile of an “egoist node” nb who never, transmits messages. An egoist MPR node receives TC messages directly from the sender or other MPR relays but it does not transmit those messages. EGOIST(nb) ↔ 2(RECEIV E(na, nb, m)∧ M P R N EIGHBOR(na, nb) ∧ N EIGHBOR(nb, nv))



(3)



→ 2¬P ROP AGAT E(nb, nv, m)



• Profile of a “slanderer node” that generates incorrect information. SLANDERER(nb) ↔ ((SEN D(nb, ns, m)∨ P ROP AGAT E(nb, ns, m)) ∧ ¬BELIEV E(nb, m))



(4)



Such a node can forward incorrect information (carried by control messages) received from other nodes. SLANDERER(nb) ↔ (¬T C(na, nb, m) ∧ N EIGHBOR(nb, nv)∧ M P R N EIGHBOR(na, nb) ∧ P ROP AGAT E(nb, nv, m)) ∨ (¬HELLO(na, nb, m) ∧ N EIGHBOR(na, nb)∧ SEN D(nb, na, m))



Property Based Intrusion Detection to Secure OLSR • Profile of a “secretive node” (malicious MPR node) that does not forward any correct message which has to be forwarded through this node. SECRETIVE(nb) ↔ (T C(na, nb, m) ∧ BELIEV E(nb, m)∧ M P R N EIGHBOR(na, nb) ∧ N EIGHBOR(nb, nv)∧ ¬P ROP AGAT E(nb, nv, m)) ∨ (HELLO(na, nb, m) ∧ BELIEV E(nb, m)∧ N EIGHBOR(na, nb) ∧ ¬SEN D(nb, na, m))



• Profile of a “lying node” nb that generates incorrect information or does not forward any correct message which has to be forwarded: LYING(nb) ↔ SLAN DERER(nb) ∨ SECRET IV E(nb)



(5)



• Profile of a “honest node” nb that sends only correct routing information: HONEST(nb) ↔ 2¬LY IN G(nb)



(6)



Among these profiles we are interesting particularly in the profile of lying node that we use to derive properties shown in the section 6.3.



6.2 Analysis of OLSR messages properties Our approach consists in deriving properties from node profiles and OLSR specification. These properties are checked when a (TC or Hello) message is received by a given node. If these properties are not satisfied, a detection occurs, and the incorrect node is not selected as MPR. Then the route tables are modified in order to not take into account the node with incorrect behavior. In OLSR specification, control messages are exchanged between nodes: Hello messages contain information of all one-hop neighbors of a node. Using the Hello message exchanges, a node informs all its two-hop neighbors about its view of the network topology. In the absence of malicious node, TC messages are propagated in the whole network and provide the same view of the network topology for each network node. Our analysis aims at detecting any intrusion (inconsistencies) in OLSR control messages. We notice that a node communicates mainly its view of the network topology via Hello and TC messages. Thus we tried to cross information redundancy in Hello and TC messages to detect node profiles defined in 6.1. This redundancy of topological information in the control messages implies some properties presented in section 6.3 and is used to check if a node has lied, in order to react accordingly: “generate an alert”, “do not choose the liar as MPR”, “do not send to the liar any messages”, or “manage carefully suspicious information”, etc. The following characteristics are useful to derive properties in order to secure OLSR protocol: • If the “neighbor” relationship is bidirectional, the neighbor set carried by Hello messages must be also bidirectional. For example, if a node A is a neighbor of another node B, then node B is also a neighbor of node A. • The MPR nodes of a node A must reach all the neighbors of its two-hop neighbors and the MPR nodes must transmit the TC messages periodically. • If a node A is a MPR selector of node B (claimed in a TC message by B), then node B must be found in the MPR set of node A (carried by Hello message from A). • TC messages must be relayed by all MPR nodes.



6.3 Basic analysis properties Using the characteristics presented in section 6.2, we can now derive some properties that allow us to detect the inconsistencies in OLSR control messages as the following.
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6.3.1 Hello-TC relationship property For a MPR node, all its MPR selectors carried by TC messages are always found among all the one-hop neighbors carried by Hello message. HELLO(na, nb, m) ∧ T C(na, nb, m′ ) ∧ N EXT (m, m′ ) ∧M P R(m′ , nc ) → N EIGHBOR(m, nc )



(7)



This property defines that a node na send a TC message m′ claiming a set of all local MPR selectors M P RS SET just after having diffused to its neighborhood a Hello message m claiming a set of all its one-hop neighbors N EIGHBOR SET . Figure 5 shows an example of a MPR node N and its neighborhood A, C, D and E among which node C and node D have chosen node N as their MPR. Node N sends a Hello message carrying a list N EIGHBOR SET = {A, C, D, E} and then M P RS SET = {C, D} to its neighborhood. Thus, we have M P RS SET ⊆ N EIGHBOR SET .



Fig. 5: A MANET example in which node N is chosen as MPR by nodes C and D.



The violation of this property allows us to conclude that the source of TC message has modified the list of MPR selectors (by adding some existing or fictive nodes) and the intruder has lied because it has the objective to become a MPR node. This violation allows us to detect a slanderer profile as defined in 6.1.



6.3.2 MPR-MPR selector relationship property The property allows us to check the relation: “if a node nb is MPR selector of another node na, then node na is a MPR node of node nb”. So, there are two cases to check for this property: • When a node nb receives a TC message from node na, if node nb is claimed as node na’s MPR selector, then node nb must have chosen node na as its MPR. T C(na, nb, m) ∧ IN M P RS SET (nb, m) → M P R N EIGHBOR(nb, na)



(8)



• When a node nb receives a TC message from node na, if another node nc is claimed as MPR selector of node na, then node nc must have chosen node na as its MPR and declared that in its previous Hello message. T C(na, nb, m) ∧ HELLO(nc, nb, m′ )∧ IN M P RS SET (nc, m) → IN M P R SET (na, m′ )



(9)



Figure 6 shows an example of a node N which has been selected as MPR by nodes B, D and E. At a given moment, if node N sends a TC message with M P RS SET = {B, D, E}, then node N must be found in the MPR sets of nodes B, D and E : N ∈ M P R SET (B), N ∈ M P R SET (D) and N ∈ M P R SET (E). If the property is violated, then the source of TC message has lied to become a MPR for some of its neighbors. This incorrect behavior which is compliant with a slanderer profile is considered as an attack of link spoofing. This attack is used to attract the traffic intended for the neighbors of the malicious node. Instead of sending M P RS SET = {B, D, E}, node N sends M P RS SET = {A, B, D, E}, so the property allows nodes A and B (after receiving the TC message from node N ) to detect that node N has lied.
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Fig. 6: The node B can verify these properties in Hello and TC messages



6.3.3 Message integrity property When a MPR node n1 receives a TC message and if this message must be forwarded via node n1, then the TC message must not be modified by node n1. The same copies of the TC message must be received by its originator and all MPR nodes who have forwarded this TC message. T C(ns, n1, m) ∧ M P R N EIGHBOR(ns, n1) → T C RELAY (n1, m)



(10)



The relation (10) describes the message integrity property: the node ns announces a TC message m; when receiving the message m, MPR node n1 (respectively n2..., nk) makes a copy m′ (respectively m′′ , ..., mk) of the message m and forwards it to the other neighbors. The content of message m must not be modified.



Fig. 7: An example of a TC message modification.



In the example shown in figure 7, the message integrity property allows a node N to ensure the integrity of TC messages exchanged in the MANET. Node N sends, in its TC message, a list of nodes M P RS SET = {A, B, C, D} that have selected node N as their MPR with the sequence number equal to a value p. The TC message is forwarded by node D and then by node E in order to reach the whole MANET. This case could present two types of possible attacks on the payload of the TC message: • Modification of the list of MPR selectors: if node D (respectively E) is a lying node and tries to modify the content of the TC message sent by node N , then node N (respectively D) will detect this intrusion. • Modification on the sequence number: the intruder node D (or E) forwards the received TC message by modifying the sequence number into another value p′ (p′ >> p). Consequently, nodes E and F stop treating any TC messages originated from A with a value lower than p′ .



6.3.4 Neighborhood-MPR relationship property When receiving a TC message from a node na, if another node is claimed to be a MPR selector of node na, then node na must be found in the neighborhood of that node and node na has been declared as a neighbor in its previous Hello message. T C(na, nb, m) ∧ IN M P RS SET (nb, m) → N EIGHBOR(na, nb)



(11)



A similar property can be applied to a node that receives the TC message and another Hello message from the node being declared as MPR selector in the TC message: T C(na, nb, m) ∧ IN M P RS SET (nc, m) ∧HELLO(nc, nb, m′ ) → IN N EIGHBOR SET (na, m′ )



(12)



Fr´ed´eric Cuppens, Nora Cuppens-Boulahia, Tony Ramard When a node receives a TC message, it applies this property to check the validity of the received TC message. If the property is violated, then many attacks are possible: (1) The TC message’s sender has lied and wished to be selected as a MPR (Link spoofing), (2) The TC message sender has lied on its identity (identity usurpation) or (3) some relays or an intruder along the way between the source of TC message and the receiving node could also modify the message.



6.4 Analysis Our objective is to detect behavior corresponding to a lying node profile and to allow normal node to choose another path without intruders. Thus, we weave these properties in the code using an aspect programming approach. Each property is checked when a message is received. Consequently we use these basic properties to identify some point cuts. We weave at these pointcuts our detection and reaction mechanism in the same manner as we done in fixed networks [5]. Our mechanism based on control message analysis can be implemented independently on each OLSR node in order to detect conflicts or inconsistencies in the OLSR control messages. When a node receives a TC message, it uses these properties to check and validate the TC messages before it updates its tables. The node who sends the TC message uses these properties to detect if there is an anomaly during the exchange of routing information. The detection of conflicting information in the case of OLSR can be based on these four basic properties. By doing so, the security level and the robustness of routing operation can be optimized.



7 Availability experimentation in OLSR The availability properties in MANET routing protocols, especially OLSR, have been studied. During our study, the investigated availability properties have been validated through simulation.



7.1 Implementation First we tried an OLSR implementation compliant with the RFC3626 that we extended with our analysis mechanism on OLSR control messages. There are several implementations of the OLSR protocol compliant with the RFC3626 [4]. During our study, we have worked on a popular implementation of the UNIK university [4], written in C.



7.1.1 Implementation of analysis mechanism With our approach, an OLSR node executes the regular OLSR code and when it detects an incorrect behavior, the security mode is activated; the process is the following: • The properties presented in section 6.3 are based on the exchanges of OLSR control messages. To analyze a received message, our implementation records locally all the input and output messages in a log file. Each node applies the defined properties to check all incoming messages step by step. • When a node detects an incorrect behavior in control messages and finds the node responsible for this intrusion, it does not communicate systematically its detection to the other nodes; it manages carefully the information carried by the suspicious message and will wait for other Hello and TC messages that confirm its belief. This is because it is perhaps a false positive and the intrusion may be due to the mobility in the MANET. • The suspected nodes are then “tagged” accordingly to their profiles determined by a checking node. Thus, before updating its routing table, the checking node tries to search for other possible routes to reach the neighbors of the suspected nodes. If no other route exists, the node still keeps the current routes to reach the distant nodes which are visible only by the suspected nodes.
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7.1.2 Implementation of incorrect behaviors We modified the regular OLSR code to simulate some behaviors of malicious nodes. That allows us to validate our properties taking into account various predefined attacks: • A MPR egoist node receives TC messages from other MPR nodes but it does not forward the messages. The implementation of that kind of nodes was achieved by deactivating the forward function. • A lying node generates incorrect information and broadcasts them in the network. This misbehavior can be identity usurpation and/or link spoofing. The code execution takes two parameters: (1) the IP address of an existing node which is not in its neighborhood (Identity usurpation) and (2) any other IP address which does not correspond to any network node (Link spoofing). These inconsistencies allow a lying node to be chosen as MPR by some of its neighbors. When it becomes MPR, it can deteriorate TC messages, or it can relay by modifying sequence number or the contents of TC messages before forwarding them to other neighbors. It may also generate false TC messages to flood the whole network and to cause, thereafter, the disturbance of the network.



7.2 Virtual links management To simulate, on only one machine, a virtual network making communicate olsrd processes (each process models a node), we used an application of virtual links management called olsr switch. The application plays the role of a real router allowing several olsrd processes to connect themselves and communicate over TCP protocol via loop-back interface. Olsr switch works on two data sets: a client set and a link set. A “client” is a olsrd process connected to the virtual network. There are two unidirectional links between all nodes (A → B and B → A) which can be handled independently. When receiving the traffic of an olsrd client, the switch forwards traffic to other clients it has a valid link with. The links can be in three different “modes” according to the configuration quality of this link: • Open link (quality 100) - all the traffic is forwarded on this link, • Closed link (quality 0) - no traffic is dispatched on this link, • lossy link (quality 1-99) - in this mode, the quality constraint is used as the percentage of the receiving packets compared to all the traffic which circulates on this link. For example, if the link quality is set to 80, then there is on average 20% of lost packets. With Olsr switch, we can handle the virtual network topology in real time.



7.3 Simulation 7.3.1 Experimental virtual network The experimental virtual network is composed of a finite number of nodes. They are equipped with various OLSR codes according to the profiles of studied nodes. OLSR processes are launched independently to join or leave the network. The formed network is dynamic but without mobility. We used an IP address space of 10.0.0.0/24 for the nodes. Figure 8 shows an example of the nodes laid out in our experimental virtual network. The virtual network topology is composed of processes which execute different OLSR codes and are laid out in various Linux virtual terminals giving a semi-dynamic topology. A node can join or leave the network dynamically and the quality of the link with other nodes can be simulated in real time. This topology is used to test our analysis mechanism in different situations: (1) A minimal connectivity because the nodes only have a single available route to join a given node, (2) An instability in the network can paralyze a set of nodes then possibly the whole network.
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Fig. 8: An example of experimental virtual network composed of eleven nodes. The surrounded numbers are the last bytes of the nodes addresses and the value on each link indicates the link quality in percentage of arriving packets compared to all the traffic circulating on that link.



7.3.2 Simulation results To present some results of our simulations following some examples of attacks and their impacts, we use the example of virtual network topology shown in figure 8. The simulation results show the different contents in the routing tables of nodes following two modes: (1) activated analysis mechanism and (2) deactivated analysis mechanism. We then analyze the topology with the normal node behavior, and finally the topology with an intruder and without the analysis mechanism, the topology with an intruder and the analysis mechanism. Normal Node behavior simulation We started our simulation with the normal behaviors of nodes without any attack and any verification. In this case, we supposed that the quality of all the network links was perfect (without packet loss). Table 1 presents a relevant OLSR data obtained for the example and figure 9 summarizes the routes used for the whole network.



Fig. 9: Normal behavior simulation: routes calculated by the nodes.



Attacks simulation In table 1, we can notice that none of the nodes choose node 11 as MPR. In this second case, the malicious mechanism is implemented in the OLSR code of node 11 which plays the role of a lying node by claiming incorrectly that it has a link with node 7 and with a fictive node 20. This time, we observed that node 11 achieved manipulating the routing tables of other nodes. Node 8, which has chosen node 10 to reach node 7, changes its routing table with a false routing information. This change affects the routing tables of its neighbors (nodes 6 and 9) about node 7. Thus, without the analysis mechanism no node can detect the incorrect behavior. Figure 10 presents the topology. Use of the analysis mechanism In this step, all nodes (except intruder node 11) run the same OLSR code in which the analysis mechanism is implemented. Node 7 receives a TC message from



Property Based Intrusion Detection to Secure OLSR Node 1 2 3 4 5 6 7 8 9 10 11



1-hop neighbors 3,4,5,6 1,4,5 1,3,5 1,3,4,7 1,8 5,10 6,9,10,11 8 7,8,11 8,10



2-hop neighbors 7,8 6,7 6,7 6,10 3,4,5,9,10,11 1,3,4,8,11 1,7 6,10,11 5,6,9 6,7,9



MPR 5,6 1,5 1,5 1,7 1,8 5,10 6,10 8 7,8 8,10



MPR selectors 3,4,5,6 1,3,4,7 1,8 5,10 6,9,10,11 7,8,11 -



Tab. 1: Relevant OLSR data



Fig. 10: An example attack on the virtual network topology.



node 11 with a “symmetrical neighbor” relationship. Checking its table, node 7 does not find node 11 (properties 6.3.1 or/and 6.3.3). Thus, node 7 supposes that node 11 has lied to become MPR. Node 7 assigns then a “tag” on the two-hop link with node 11. This “tag” will serve thereafter not to choose a route via node 11 for reaching distant nodes. Node 10, symmetrical neighbor of node 7, has not received a symmetric link between node 7 and node 11 from node 7 (properties 6.3.2 or/and 6.3.4), it also assigns a “tag” on its link with node 11 so that node 10 will not choose node 11 as MPR if it can find a route that allows it to discover the neighborhood of node 11 without passing through this node. However, since there is no other route, nodes 10 and 7 keep the ancient route with node 11 to reach node 20. Our approach can thus detect an incorrect node behavior and the algorithm chooses another path where this incorrect node behavior is not included.



8 Conclusion The techniques presented in this paper are based on specifying security properties in MANET, especially the availability property. If a route exists from a mobile node to another, then this node (if it is permitted) would be able to obtain the route whenever it needs. And the routing operation would take a bounded delay to complete. Through this study, we chose the OLSR protocol to analyze the availability requirements for MANETs. Several properties related to the availability have been expressed based on the specification of the protocol OLSR (these properties are compliant with the RFC3626) and malicious node profiles and used to deploy an intrusion detection and reaction technique. Each MANET node observes its neighbors’ behaviors corresponding to the received messages which provides means checking if its neighbor is malicious or not. This approach seems to us the most adapted for MANETs. To validate our analysis, an experimentation has been done on a virtual network where the analysis mechanisms and some misbehavior have been implemented. The obtained results from



Fr´ed´eric Cuppens, Nora Cuppens-Boulahia, Tony Ramard Node 1 2 3 4 5 6 7 8 9 10 11



1-hop neighbors 3,4,5,6 1,4,5 1,3,5 1,3,4,7 1,8 5,10 6,9,10,11 8 7,8,11 8,10



2-hop neighbors 7,8 6,7 6,7 6,10 3,4,5,9,10,11 1,3,4,8,11 1,7,20 6,10,11 5,6,9,20 6,9



MPR 5,6 1,5 1,5 1,7 1,8 5,10 6,10,11 8 7,8,11 8,10



MPR selectors 3,4,5,6 1,3,4,7 1,8 5,10 6,9,10,11 7,8,11 8,10



Tab. 2: Relevant OLSR data modified because of node 11.



our experiments encouraged us to go further in our investigations. We plan to experiment our approach on the real dynamic characteristic of MANET. We are investigating other parameters such as high mobility of nodes that causes the links between nodes unstable. The objective is to identify and express other properties that we shall use to adapt our detection/reaction mechanism to such extreme cases.
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