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ABSTRACT
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includes a ?ash memory controller connected to a ?ash



memory device, and an input-output interface circuit acti vated to establish a communication With the host. In an embodiment, the ?ash card uses a USB interface circuit for
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Related US. Application Data



Continuation-in-part of application No. 10/799,039,



relocating valid data to available blocks, and erase count Wear leveling of blocks, etc. Furthermore, each ?ash memory device includes an internal bu?er for accelerating



?led on Mar. 11, 2004, noW abandoned.



the block management operations.



(63) Continuation-in-part of application No. 11/458,987, ?led on Jul. 20, 2006.



r9 COMPUTER HOST



____ __



F12 READER CARD



'/10



R13



CARD BODY 1



INPUT/OUTPUT INTERFACE



FLASH MEMORY



CIRCUIT E



DEVICE g



|



—



PROCESSING



UNIT 2



DISPLAY



UNIT _e_ I POWER



SOURCE Z



I



“"‘w



FUNCTIONAL KEY SET g



FINGERPRINT SENSOR g



Patent Application Publication Apr. 3, 2008 Sheet 1 0f 15



['9



US 2008/0082736 A1



r 12



HOST



____ __



COMPUTER



CARD



READER



N3



/10



i



CARD BODY 1



INPUT/OUTPUT |NTERFACE



FLASH MEMORY



CIRCUIT Q



DEVICE Q



|



PROCESSING



UNIT 2



DISPLAY UNIT Q POWER SOURCE Z



|_____'_l FUNCTIONAL KEY SET Q



FIG. 1



FINGERPRINT SENSOR 5



Patent Application Publication Apr. 3, 2008 Sheet 2 0f 15



US 2008/0082736 A1



DISPLAY UNIT 6A



HOST COMPUTER



FUNCTIONAL KEY SET 8A INTERFACE BUS -|In



CARD BODY 1 FLASH CONTROLLER 21



INPUT/OUTPUT INTERFACE CIRCUIT 5A



PROCESSING UNIT 2A



FLASH MEMORY



DEVICE Q



FIG. 2



W



_T _C_E



_



EB_RUMS



u m: _



UTR_E



PNU “ _R



Rm _UEC_PG_“ OUommw “



0_ RT PC5_ _TI_UEATI“



3\ \ |. .I||__|



Sn E ANM “ RE$2 “ 6_mA_ MR2__EWEL_8WUL1



OP_FNE__S _B ODIUR_SUOU CNWP T_



LC _ P S _ E



_EU _



W TE AR _ a w V



H 2



_| ¢|_



G _R I_



R



FIG. 3



FLASH



Patent Application Publication Apr. 3, 2008 Sheet 3 0f 15



HOST COMPUTER



US 2008/0082736 A1



10C



gA INTERFACE BUS



CARD BODY 1_C_



INPUT/OUTPUT INTERFACE



O :EQEER



CIRCUITQQ



C NT



PROCESSING 21‘;



UNIT 3C



FLASH MEMORY



DEVICE g



FIG. 4 :



a t



106



. Mrcroprocessor ‘



ROM



I



.5 Mapp in g


Table



=



104



Logic



g



Register “2” File



5 E



'



I



=



E



.



— Flash Interface ‘ Controller



Conversion 'w/l02 Logic - Q - -



In]



-



Flash Memory Device



1 I



110a) b



IE



8



Interface



5 ‘



,



’



-



-



- _ - - _ - _ - ~ - -



Host System @52 FIG. 5



116



- - _ - - _ - _



-



110 1100 -



- - _ -



_



_ . _ _ _ _ _ _ _ _



_ - - - - - _ - - _ - -



E 5 - - - -



-J



Patent Application Publication Apr. 3, 2008 Sheet 4 of 15



PBA Address



US 2008/0082736 A1



Valid _.



Offset of LBA



L Device #



lmerfaca



1 \_



.____



Ht 05



Flash



PBA block, sector address in device



Controller \ ~— 1 14a 8



\“l14b



_



system Q’



116



x 1 14C >1



‘1 ‘



.



I.



‘I’



LBA sector



address system from Host



1



1 l 2 r ~-- -' - ' “~ ' - " - 1



Ki



Device #0



:



bound Reg



'



Default 0



1



g



'



:



I



I



I



'



I



'



i i



1 1011 _



i A \ Device #0



i



i i



I



Address



1



i i



1



Mapping



:



Table CS\



:



Device #0



I



Higher



: :



_



: : I



bound Reg



I



: : : :



>= D



‘



W



I



:



Arbitration



:



Logic



.



I Device #0 content - 1 '



.



I



I



I



I



I



l



: :



z



l



I



I



I i



i



:



Device #1



|



Lower bound



:



Reg



.



*' """"" ‘ ' wI



i



Lower



i



LBA



'



|



I



I



I



O



.



Hlgher/ ' Device #0 content : :



:



Lower



'



,



,



t



b d R OP“



: I



| I



| I



' I



Device #1 I



eilg‘er' :



l



‘



Mapping



I i



:



Table cs\



I



I



I



i + device #1 content -1 I



I



I



i Ii



I



l



1



I



, l



l



I



I



Higher bound



.



,“—\ Device #1 Address



I



7 “Pg



Device #0 content



: :



il



:



i



I



:



Dcvice #2



i i



: ;



Lower bound R cg



I ,I ,I



i



Device #0 content







i



LBA



i :



|



I



l



I



I



I



:



+ device #1 content : z



:



i



i i



:



I



Device #2



:



Higher bound



:



Reg



I



: :



:



i



A Device #1



I



I



l



Mapping



.



|



:



Table cs\



: :



:



I



:



Device #0 content



I



+ device #1 content



l



I



: :



:



I



I



e



: + device #2 content -I i z



:



: :



I



I



5



J



I



L



I



:



108



:



I



J



Address



Patent Application Publication Apr. 3, 2008 Sheet 5 of 15



Chip A



402a m 40%



US 2008/0082736 A1



:31. .



V0404



402a



SE’



Vabd=? aim wi?beielocated



(and :l? page



“W



E 406



External



buffer



"



1st



@504 Internal



buffer.:



(‘nth



in:



“W



i(n-l)th



506



ind page chip 3



408



FIG.7 (PRIOR ART) Initiating at least one operation.



2 50* @602



7



Conducting a search for a destination block within a ?ash memory device.



0604



Relocating valid data within the ?ash memory device from a source



block to the destination block



FIG. 9



@606



BlockB



Patent Application Publication Apr. 3, 2008 Sheet 6 0f 15



US 2008/0082736 A1



i< r



z



§



Eo:w:5



5 g as9%58:5



E3m5%as



5:0%522gianais? \fshs ésésg5a3. F----.



:82 w R. m



£|2.il5?érsmphé$2.5 52%.“AME»: (ésw?m ?wW.-@§. W



asamé



.29“.



?gs-“i



we 5: i“an. _?i._m=.



Patent Application Publication Apr. 3, 2008 Sheet 8 0f 15



a:



z»



_ wwam mama c wunm c wmam_



Quanc



US 2008/0082736 A1



n:



37:,. omt.ne;



iswmum



omu+slm u$5wom



dzm2 282



SEo



Och



[\la:



SE _



SE=



IQ£82 5:3:



it7:



33


Patent Application Publication Apr. 3, 2008 Sheet 9 0f 15



802w



Intcnogatc ?ash my ID to know type, capacity



804“



Prog device address lower! oppcr bond register



806$



. l 0 Rcocwc host LBA mfo



'



808



¢ Determine PBA



me No.



US 2008/0082736 A1



816 ( Read successful rctnm ) I



813



§



B00 action



m



"0



Yes



{814



om remm correct?



8'01 Write command? >—N"—' my»!!! ml $11 '



Yes



< Frgmmcthtomrsshm?r 820



812-f



Y“



No



Trigger garbagc



collection process, an“ m commas \szz



824w Write info mo ?ash device ‘



826%



828



Prog om



N°



Yes V



830w Bad block relocation process



FIG. 11



Patent Application Publication Apr. 3, 2008 Sheet 10 0f 15



zo m



US 2008/0082736 A1



"Eamon-“5 E3 .0;


230.



2m2.1



3.53 new



3m.inuEv5»8m3m:Til c5593w d:I



£515‘8c 2:18



.fl r



.“EC509¢z4ao3 m



1Quad“ 28S3 S23:32o.8u5310 25x32:u.5o3-z 8m3.08:30 05:023.8530 a



a



32:ES


Patent Application Publication Apr. 3, 2008 Sheet 11 0f 15



US 2008/0082736 A1



m8



168



gmunoa E3 u:m:



as 8m



83.58 53 :21.



‘m8.



N5). 328



2m52.: d::



‘I7l



3mEuo3w?o



o:



.55a3hEvang:



u:



258b8a.q



“28d3rains;



BMW05#3“c85as3.e



E2:1£85238 3..~838u 32:5%~T.35:.



Patent Application Publication Apr. 3, 2008 Sheet 12 0f 15



US 2008/0082736 A1



@



Mark tire bed block in corresponding device reserved area, to hits per bloclc no sector number in one of o» to bits. “902



Find enough available secton in am: device? No



1



v 9



Garbage collection process



‘7



Complete . 910



“914



write



Identify bed block valid/Not obsolete sectors



“"996



Identify destination sector N916 which is free for relocation



No



922



Relocate valid sector in bad block to destination block in same device



Are all volidlNot obsolete



Update LBA —> PBA (New) .



mm hm $25M“?



new relocation



mg table to re?ect



(:lD FIG. 12



~9l8



~920



Patent Application Publication Apr. 3, 2008 Sheet 13 0f 15



US 2008/0082736 A1



CED 2w Find block with largcsl number of obsolete 10°



sectors in the 11m memory device



Identify number of ValidfNol obsolcte ‘004$



smtors in this block



100w



1mm (1mm block



mp



my 0



Erase block with lugésl amber of absolctc ‘014*’ mmmmmm l0l6



' .



is



Bad block



No 1020~P



Wm g?‘



1018



12 Erascommh-Mupdate?rstpageofthe 02“ tmgelmsodblockwitbncwmscoounl



CED FIG. 13



Patent Application Publication Apr. 3, 2008 Sheet 14 0f 15



US 2008/0082736 A1



@



@ No



is any block >=



4cm



lllllw



"mw “18¢



“20w



—»



mg‘



erase count



.



.



'



Find lowest average erase



Milli W blmk



count device



i



1



1mm ltteutifyminimumerssecormt “14w



Latch av



1104



.



identify worst block or llllS device x1128 l



Yu _



“"02



_



we



1108



Average block erase count in each time



ldentifyminimrmrmaseconnt 14132



block in same device



block in this lowest devioe



h



h



Relocate valid sectors toother sectors I



Relocate valid sectors toother sectors L



Erase this minimum block,



x184



Erase this minimum block, “(I 136



this block erase count 


this block erase count 


h



l



Move worst block to this block in same device



Move worst block to this block acme devices



l



v



Update LBA-ePBA



Update LBA->PBA



l



i



ll22~/u Device threshold comm-Ht



,pmo



“1138



1140



Global threshold oouuk-Hl ~l 142



@@ FIG. 14



Apr. 3, 2008



US 2008/0082736 A1



MANAGING BAD BLOCKS IN VARIOUS FLASH MEMORY CELLS FOR ELECTRONIC DATA FLASH CARD RELATED APPLICATIONS



the speci?c application. A block is considered “bad” if any of its sectors contains one or more non-functional memory cells (i.e., one or more memory cells that fail to achieve a



predetermined minimal operating state during a program or erase operation). In some high-reliability applications, a “bad” block de?nition can be extended to any blocks Which



[0001] This application is a continuation-in-part of US. patent application for “ELECTRONIC DATA FLASH CARD WITH FINGERPRINT VERIFICATION CAPA



BILITY”, US. application Ser. No. 11/458,987, ?led Jul. 20, 2006, and a continuation-in-part of US. patent application for “SYSTEM AND



METHOD



FOR MANAGING



BLOCKS IN FLASH MEMORY”, US. application Ser. No. 10/799,039, ?led Mar. 11, 2004. FIELD OF THE INVENTION



[0002]



The invention relates to electronic data ?ash cards,



more particularly to a system and method for managing blocks of memory in the ?ash memory devices of an electronic data ?ash card. BACKGROUND OF THE INVENTION



[0003]



Con?dential data ?les are often stored in ?oppy



has some unstable symptoms, for example, high data error bits detected. A block is considered “good” if all of its memory cells are functional and believed reliable enough. A bank generally refers to a group of physical blocks sharing a program/read page buffer inner ?ash. In most of cases, the copy-back command can be applied to move data betWeen tWo blocks in a same bank. Copy back command might not be valid to move data betWeen two different banks.



[0007] A ?ash memory device may initially have a large number (e.g., 10%) of bad blocks. In addition, a ?ash memory device may have initially good blocks that later become bad blocks before the end of the manufacturer speci?ed life span of the ?ash memory device. These bad blocks manifest during Write or erase operations of ?ash memory device. Unfortunately, increasing occurrences of



bad blocks dramatically decreases the performance of the ?ash memory system.



disks or are delivered via netWorks that require passWords or



[0008] Most ?ash memory systems (e.g., electronic data



that use encryption coding for security. Con?dential docu ments are sent by adding safety seals and impressions during delivery. HoWever, con?dential data ?les and documents are



?ash cards) utiliZe more than one ?ash memory device, and



deal With bad blocks by searching the arrays of multiple ?ash memory devices for available good blocks. Valid data that is stored in a bad block (or data assigned to a bad block)



exposed to the danger that the passWords, encryption codes, safety seals and impressions may be broken (deciphered),



needs to be reassigned and/or relocated to one or more



thereby resulting in unauthoriZed access to the con?dential information.



available good blocks. According to conventional methods, this reassignment/relocation process typically involves



[0004]



the ?ash memory device) While available good blocks With



As ?ash memory technology becomes more



advanced, ?ash memory is replacing traditional magnetic disks as storage media for mobile systems. Flash memory



has signi?cant advantages over ?oppy disks or magnetic hard disks such as having high-G resistance and loW poWer dissipation. Because of the smaller physical siZe of ?ash



transferring the data to an external bu?er (i.e., located o? of available good sectors are searched for in any of the ?ash memory devices of the system. The data is then Written to those blocks When a su?icient number of available good sectors are found.



memory, they are also more conducive to mobile systems.



[0009] A problem With the above-described conventional



Accordingly, the ?ash memory trend has been groWing because of its compatibility With mobile systems and loW



memory devices are at capacity (i.e., no available good



poWer feature.



blocks), the ?ash memory system must continue searching



[0005] HoWever, there are inherent limitations associated With ?ash memory. First, ?ash memory cells that have



already been programmed must be erased before being reprogrammed. Also, ?ash memory cells have a limited life span; i.e., they can be erased only a limited number of times before failure. For example, one million is a typical maxi



reassignment/relocation process is that if one or more ?ash



other ?ash memory devices until a su?icient number of



available good blocks With available good sectors are found. This can cause congestion at the external bu?er, Which



adversely affects the overall performance of the ?ash memory system. [0010]



The number of available good blocks in a ?ash



mum number of erases for a NAND ?ash memory cell.



memory device become feWer as ?ash memory devices ?ll



Accordingly, ?ash memory access is sloW due to the erase



to capacity and as the number of obsolete (non-valid) blocks increases. An obsolete block is a good block With obsolete sectors, Which are sectors that have been programmed With data but the data has been subsequently updated. When the data is updated, the obsolete data remains in the obsolete sector and the updated data is Written to neW sectors, Which become valid sectors having valid data. Valid data can



before-Write nature, and ongoing erasing Will damage the ?ash memory cells over time.



[0006] The memory cell array of a ?ash memory device is typically organiZed into basic structures referred to as “sec tors” or “pages”, Which in turn are grouped into “blocks”. A sector can have X bytes as a data ?eld plus Y bytes as a spare



?eld. Normally, a sector can have 512 bytes (small block format), or 2048 bytes (large block format) as a data ?eld, and 16 bytes or 64 bytes as a spare ?eld. Some Multi-Level



Cell (MLC) ?ash may have 2048 bytes and more spare bytes than 64 bytes. It is also possible that a sector has 4096 bytes (or more) data bytes. A block is a group (e.g., 16, 32, 64, or more) of sectors, With the number of sectors depending on



include updated data as Well as data that has not been



updated. Accordingly, the number of obsolete blocks groWs as ?les are modi?ed or deleted.



[0011] Obsolete blocks are recycled in an operation com monly referred to as a “garbage collection” operation. Dur ing a garbage collection operation, obsolete blocks are erased so that they are again available for future Write
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operations. An obsolete block can contain both obsolete data and valid data. The valid data needs to be copied to an available good block before the obsolete block can be



erased. During a garbage collection operation While a search



the dynamic portion of the ?ash detection algorithm code along With the con?dential data in at least one ?ash memory device, not only can the ROM siZe of the electronic data ?ash card be reduced, but neW ?ash types can be supported



for available good blocks is being conducted, valid data in



Without hardWare alteration simply by changing the dynamic



an obsolete block is copied to an external bulfer While



portion of the ?ash type detection algorithm codes stored in



multiple ?ash memory devices are globally searched to locate available good blocks. Once found, the valid data in the external bulfer can be copied to the available good blocks. Similar to the reassignment/relocation process, a



the ?ash memory. The overall cost is reduced and the



problem With this conventional garbage collection operation is that congestion can occur at the external buffer, Which



adversely affects the performance of the ?ash memory



unnecessary development time is also eliminated. [0017] In accordance With another embodiment of the present invention, the processing unit of an electronic data ?ash card is operable selectively in a programming mode, a data retrieving mode, and a resetting mode. When the



processing unit is in the programming mode, the processing



system.



unit activates the input/ output interface circuit to receive the



[0012] Another solution for dealing With bad blocks involves replacing blocks in an operation commonly



data ?le in the ?ash memory device. When the processing



con?dential data ?le from the ho st computer, and to store the



referred to as “Wear leveling.” In such an operation, valid data is transferred from one block to another to distribute the data more evenly. HoWever, this operation also involves an external buffer and a search for available good blocks among



unit is in the data retrieving mode, the processing unit



multiple devices. As stated above, such operations can result in congestion at the external buffer, Which adversely affects performance of the ?ash memory system.



from the ?ash memory device.



[0013]



Generally, there is not a good solution to these



problems today in that conventional approaches do not address the added processing time required to search mul tiple ?ash memory devices for available good blocks. The



activates the input/output interface circuit to transmit the data ?le to the host computer. In the data resetting mode, the



data ?le (and the reference ?ngerprint data) is/are erased [0018] In one embodiment, the processing unit is a micro processor including one of an 8051, 8052, 80286, RISC,



ARM, MIPS or digital signal processor (DSP). [0019] In accordance With an embodiment of the present invention, the input/output (I/O) interface circuit is a USB interface circuit.



knoWn solutions also do not address the issue of potential congestion at the external buffer that can occur during such a search. Unfortunately, such limitations adversely affect the



[0020] In accordance With another embodiment of the present invention, a USB ?ash device transfers high-speed



management of bad blocks, garbage collection, and Wear



data to and from host computer using only the Bulk-Only



leveling.



Transfer (BOT) protocol. BOT is a more e?icient and faster



[0014] Accordingly, What is needed is an improved system and method for controlling ?ash memory. The system and method should address the processing time required to search for available good blocks When dealing With bad blocks, garbage collection, and Wear leveling. The system and method should also be simple, cost effective and capable



of being easily adapted to existing technology. The present invention addresses such a need.



transfer protocol than CBI protocol because BOT transport of command, data, status rely on Bulk endpoints in addition to default Control endpoints. [0021] In accordance With another embodiment of the present invention, an electronic data ?ash card (or other ?ash memory system) includes a ?ash memory controller having a processor that performs block management operations on multiple ?ash memory devices associated With the system.



SUMMARY OF THE INVENTION



These block management operations include identifying bad blocks, recycling obsolete blocks, and Wear leveling opera



[0015] The present invention is generally directed to an electronic data ?ash card including a ?ash memory device,



tions. In one aspect of the present invention, the processor utiliZes data from arbitration logic to direct a search for available good blocks on a particular ?ash memory device



a ?ngerprint sensor, an input-output interface circuit and a



processing unit. The electronic data ?ash card is adapted to be accessed by a host (external) computer such as a personal computer, notebook computer or other electronic host device. As an electronic data ?ash card is easier to carry and



durable for ruggedness, personal data can be stored inside the ?ash memory device in an encrypted form such that it can only be accessed, for example, by Way of a ?ngerprint sensor associated With card body to make sure unauthorized person cannot misuse the card.



[0016] In accordance With an aspect of the invention, a ?ash memory controller is part of the processing unit to control the operation of the ?ash memory device. The processing unit is connected to the ?ash memory device and the input/output interface circuit. The ?ash memory control



during block management operations, instead of directing the search to all of the ?ash memory devices as in the prior art. In addition, the processor utiliZes an internal bulfer Within each ?ash memory device to store valid data during the search for available good blocks on that ?ash memory



device. By limiting the search for available good blocks to a speci?c ?ash memory device, and by utiliZing an internal bulfer provided on the speci?ed ?ash memory device, the present invention reduces the search time for available good blocks and eliminates the need for an external buffer, thereby



avoiding the external bulfer congestion that adversely affects performance of conventional ?ash memory systems. Con



sequently, the speed at Which block management operations are performed is signi?cantly increased.



ler logic includes a ?ash type algorithm for detecting



BRIEF DESCRIPTION OF THE DRAWING



Whether the ?ash memory device is of a ?ash type that is



[0022] Other features and advantages of the present inven tion Will become apparent in the folloWing detailed descrip



supported by the ?ash memory controller logic. By storing
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tion of the preferred embodiment With reference to the



accompanying drawings, of Which: [0023]



FIG. 1 is a block diagram showing an electronic



DETAILED DESCRIPTION



[0042] Referring to FIG. 1, according to an embodiment of the present invention, an electronic data ?ash card 10 is



data ?ash card With ?ngerprint veri?cation capability in



adapted to be accessed by an external (host) computer 9



accordance With an embodiment of the present invention.



either via an interface bus 13 or a card reader 12 or other



[0024] FIG. 2 is a schematic circuit block diagram illus trating an electronic data ?ash card according to another embodiment of the present invention. [0025]



FIG. 3 is a block diagram of a processing unit



utilized in an electronic data ?ash card in accordance With



interface mechanism (not shoWn), and includes a card body 1, a processing unit 2, one or more ?ash memory devices 3, a ?ngerprint sensor 4, an input/output interface circuit 5, an



optional display unit 6, an optional poWer source (e.g., battery) 7, and an optional function key set 8. [0043]



Flash memory device 3 is mounted on the card



another embodiment of the present invention.



body 1, stores in a knoWn manner therein one or more data



[0026] FIG. 4 is a schematic circuit block diagram illus trating an electronic data ?ash card according to another embodiment of the present invention.



obtained by scanning a ?ngerprint of one or more authorized users of the electronic data ?ash card 10. Only authorized



?les, a reference passWord, and the reference ?ngerprint data users can access the stored data ?les. The data ?le can be a



[0027] FIG. 5 is a block diagram ofa ?ash memory system in accordance With another embodiment of the present invention. [0028]



FIG. 6 is a block diagram shoWing in more detail



the interface betWeen the arbitration logic, the register ?le, and the mapping table of the ?ash memory system of FIG. 5 in accordance With the present invention. [0029]



FIG. 7 is a block diagram shoWing a conventional



picture ?le or a text ?le.



[0044] The ?ngerprint sensor 4 is mounted on the card body 1, and is adapted to scan a ?ngerprint of a user of electronic data ?ash card 10 to generate ?ngerprint scan data. One example of the ?ngerprint sensor 4 that can be used in the present invention is that disclosed in a co-oWned US. Pat. No. 6,547,130, entitled “INTEGRATED CIRCUIT CARD WITH FINGERPRINT VERIFICATION CAPA



block management operation.



BILITY”, the entire disclosure of Which is incorporated herein by reference. The ?ngerprint sensor described in the



[0030]



FIG. 8 is a block diagram shoWing a block man



above patent includes an array of scan cells that de?nes a



agement operation in accordance With the present invention.



?ngerprint scanning area. The ?ngerprint scan data includes



[0031] FIG. 9 is a high-level ?oW chart shoWing a method for managing bad blocks in ?ash memory in accordance With the present invention. [0032]



FIG. 10 is a block diagram shoWing in more detail



one embodiment of a ?ash memory device, Which can be



used to implement a ?ash memory device of FIGS. 6 and 8



in accordance With the present invention. [0033] FIG. 10A shoWs another embodiment of a ?ash memory device.



a plurality of scan line data obtained by scanning corre sponding lines of array of scan cells. The lines of array of scan cells are scanned in a roW direction as Well as column



direction of said array. Each of the scan cells generates a ?rst



logic signal upon detection of a ridge in the ?ngerprint of the holder of card body, and a second logic signal upon detec tion of a valley in the ?ngerprint of the holder of card body. [0045]



The input/output interface circuit 5 is mounted on



the card body 1, and can be activated so as to establish



communication With the host computer 9 by Way of an appropriate socket via an interface bus 13 or a card reader



[0034] FIG. 10B shoWs one embodiment of a ?ash memory device.



12. In one embodiment, input/output interface circuit 5 includes circuits and control logic associated With a Uni versal Serial Bus (USB), PCMCIA or RS232 interface



[0035] FIG. 11 is a ?oW chart shoWing one embodiment of a method for accessing data in accordance With the present invention.



structure that is connectable to an associated socket con nected to or mounted on the host computer 9. In another



[0036] FIG. 11A is a ?oW chart shoWing an alternate embodiment of a method for accessing data.



one of a Secure Digital (SD) interface circuit, a Multi-Media



[0037] FIG. 11B is a ?oW chart shoWing another alternate embodiment of a method for accessing data. [0038]



FIG. 12 is a ?oW chart shoWing a method for



replacing bad blocks in accordance With the present inven tion. [0039]



FIG. 13 is a ?oW chart shoWing a method for a



garbage collection operation in accordance With the present invention. [0040] FIG. 14 is a ?oW chart shoWing one embodiment of a method for a Wear-leveling operation. [0041] FIG. 15 is a ?oW chart shoWing an alternate embodiment of a method for a Wear-leveling operation.



embodiment, the input/ output interface circuit 5 may include



Card (MMC) interface circuit, a Compact Flash (CF) inter face circuit, a Memory Stick (MS) interface circuit, a PCI-Express interface circuit, a Integrated Drive Electronics (IDE) interface circuit, and a Serial Advanced Technology Attachment (SATA) interface circuit, Which interface With the host computer 9 via an interface bus 13 or a card reader 12.



[0046] The processing unit 2 is mounted on the card body 1, and is connected to the ?ash memory device 3, the ?ngerprint sensor 4 and the input/output interface circuit 5 by Way of associated conductive traces or Wires disposed on card body 1. In one embodiment, processing unit 2 is one of



an 8051, 8052, 80286 microprocessors available, for example, from Intel Corporation. In other embodiments, processing unit 2 includes a RISC, ARM, MIPS or other



digital signal processors (DSP). In accordance With an



Apr. 3, 2008



US 2008/0082736 A1



aspect of the present invention, processing unit 2 is con trolled by a program stored at least partially in ?ash memory



device 3 such that processing unit 2 is operable selectively in: (l) a programming mode, Where the processing unit 2 activates the input/output interface circuit 5 to receive the data ?le and the reference ?ngerprint data from the host computer 9, and to store the data ?le and the reference ?ngerprint data in ?ash memory device 3; (2) a data retriev



ing mode, Where the processing unit 2 activates the input/ output interface circuit 5 to transmit the data ?le stored in ?ash memory device 3 to the host computer 9; and (3) a data



ceiver block, a serial interface engine block, data buffers,



registers and interrupt logic. Input/output interface circuit 5A is coupled to an internal bus to alloW for the various elements of input/output interface circuit 5A to communi cate With the elements of ?ash memory controller 21. Flash memory controller 21 includes a microprocessor unit, a ROM, a RAM, ?ash memory controller logic, error correc



tion code logic, and general purpose input/output (GPIO) logic. In one embodiment, the GPIO logic is coupled to a plurality of LEDs for status indication such as poWer good, read/Write ?ash activity, etc., and other I/O devices. Flash



resetting mode, Where the data ?le and the reference ?nger



memory controller 21 is coupled to one or more ?ash



print data are erased from the ?ash memory device 3. In



memory devices 3.



operation, host computer 9 sends Write and read requests to electronic data ?ash card 10 via interface bus 13 or a card



[0053] In this embodiment, host computer 9A includes a function key set 8A, is connected to the processing unit 2A



reader 12 and input/ output interface circuit 5 to the process ing unit 2, Which in turn utilizes a ?ash memory controller



via an interface bus or a card reader When electronic data



(not shoWn) to read from or Write to the associated one or more ?ash memory devices 3. In one embodiment, for



to selectively set electronic data ?ash card 10A in one of the



further security protection, the processing unit 2 automati cally initiates operation in the data resetting mode upon detecting that a preset time period has elapsed since the last authorized access of the data ?le stored in the ?ash memory device 3.



[0047]



The optional poWer source 7 is mounted on the



card body 1, and is connected to the processing unit 2 and other associated units on card body 1 for supplying electrical



?ash card 10A is in operation. Function key set 8A is used



programming, data retrieving and data resetting modes. The function key set 8A is also operable to provide an input passWord to the host computer 9A. The processing unit 2A



compares the input passWord With the reference passWord stored in the ?ash memory device 3, and initiates authorized operation of electronic data ?ash card 10A upon verifying



that the input passWord corresponds With the reference



passWord.



poWer thereto.



[0054] Also in this embodiment, a host computer 9A includes display unit 6A, is connected to the processing unit



[0048] The optional function key set 8, Which is mounted



2A When electronic data ?ash card 10A is in operation via an interface bus or a card reader. Display unit 6A is used for



on the card body 1, is connected to the processing unit 2, and is operable so as to initiate operation of processing unit 2 in a selected one of the programming, data retrieving and data resetting modes. The function key set 8 is operable to provide an input passWord to the processing unit 2. The



processing unit 2 compares the input passWord With the reference passWord stored in the ?ash memory device 3, and initiates authorized operation of electronic data ?ash card 10



upon verifying that the input passWord corresponds With the reference passWord. [0049] The optional display unit 6 is mounted on the card body 1, and is connected to and controlled by the processing unit 2 for shoWing the data ?le exchanged With the host computer 9 and for displaying the operating status of the electronic data ?ash card 10.



[0050] The folloWing are some of the advantages of the present invention: ?rst, the electronic data ?ash card has a



small volume but a large storage capability, thereby resulting in convenience during data transfer; and second, because everyone has a unique ?ngerprint, the electronic data ?ash card only permits authorized persons to access the data ?les



stored therein, thereby resulting in enhanced security. [0051] Additional features and advantages of the present invention are set forth beloW.



[0052] FIG. 2 is a block diagram of an electronic data ?ash card 10A in accordance With an alternative embodiment of the present invention that omits the ?ngerprint sensor and the associated user identi?cation process. The electronic



data ?ash card 10A includes a highly integrated processing unit 2A including an input/output interface circuit 5A and a ?ash memory controller 21 for integration cost reduction reasons. Input/output interface circuit 5A includes a trans



shoWing the data ?le exchanged With the host computer 9A, and for shoWing the operating status of the electronic data ?ash card 10A.



[0055]



FIG. 3 shoWs processing unit 2A in additional



detail. Electronic data ?ash card 10A includes a poWer regulator 22 for providing one or more poWer supplies to



processing unit 2A. The poWer supplies provide different voltages to associated units of electronic data ?ash card 10A



according to the poWer requirements. Capacitors (not shoWn) may be required for poWer stability. Electronic data ?ash card 10A includes a reset circuit 23 for providing a



reset signal to processing unit 2A. Upon poWer up, reset circuit 23 asserts reset signal to all units. After internal voltages reach a stable level, the reset signal is then de



asserted, and resisters and capacitors (not shoWn) are pro vided for adequate reset timing adjustment. Electronic data ?ash card 10A also includes a quartz crystal oscillator (not shoWn) to provide the fundamental frequency to a PLL Within processing unit 2A. In some cases, electronic data ?ash card 10A has no restrict local clock requirement, so a



quartz crystal oscillator and PLL can be replaced by a cheaper clock generator, for example, RC oscillator or ring oscillator Which is suitable to be integrated on a silicon



substrate. [0056]



In accordance With an embodiment of the inven



tion, input/output interface circuit 5A, reset circuit 23, and poWer regulator 22 are integrated or partially integrated



Within processing unit 2A. The high integration substantially reduces the overall space needed, the complexity, and the cost of manufacturing. [0057]



Compactness and cost are key factors to removable



devices such as the electronic data ?ash cards described
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