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Request for Proposal for IS Audit and VAPT at DC and DRC



1. Objectives Repco Bank is a multi-state cooperative society engaged in banking activities with registered office at Chennai. The bank has 108 branches in south India spread across Tamilnadu, Kerala, Andhra Pradesh, Telangana, Karnataka and Pondicherry. The bank has implemented its own Core Banking Solutions (CBS) for providing various banking services to its member customers. The bank has its own Data Center in Chennai and Disaster Recovery Center in Bangalore.



1.1



Invitation for Bid REPCO Bank invites sealed offers (Technical and Commercial bids) for each area of



operations separately as specified in the scope of work, from eligible SPs/Companies to conduct Risk Based Information Systems Audit / Information Systems Security Review at Chennai and other places as specified in this document. Bid reference Application Fee (Non Refundable) Earnest Money Deposit Date of release of RFP Queries regarding bid, if any to be sent by the bidder on or before Date and time for issues of clarifications on the queries Non-Disclosure Agreement (NDA)



Address for communication



Last date and time for submission of BIDS (Technical & Commercial) Date and time of opening of technical bids Date and time of opening of commercial bids



Rc.No:002/PPD/2017-18 dated 15.06.2017 Rs. 1000/Rs. 50,000/15 June 2017, 10:00 AM 28.06.2017, 05:00 PM E-Mail - [email protected] & [email protected] 30 June 2017, 11:00 AM The Service Provider (SP) has to sign NDA with Bank before any information shall be shared. M/s Repco Bank, Head Office, Repco Towers, No.33, North Usman Road, T.Nagar, Chennai-600017. E-Mail : [email protected] 05 July/5:00 PM 06 July/11:00 AM To be notified suitably to the technically qualified bidders.



A complete set of the bidding Documents can be downloaded from our website www.repcobank.com/ www.repcobank.co.in and the bid should be submitted to the office Repco Bank - | CONFIDENTIAL
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of Repco Bank, Premises and Procurement Division, Repco Towers, No 33, North Usman Road, T.Nagar, Chennai - 600017. The application fee of



1,000/- (Non- refundable) in



the form of a Demand Draft in favour of Repco Bank, payable at Chennai shall be attached with the application at the time of submission of bidding document to the Bank. The intending bidders has to remit an Earnest Money deposit (EMD) of



50,000/- by way of



Demand Draft favouring Repco Bank payable at Chennai while submitting the tender/request for proposal (RFP) document. EMD amount will be refunded to unsuccessful bidders after opening of commercial bids. EMD of L1, L2 & L3 will be retained till the award of purchase orders. The bids received without Tender application fee and EMD will be rejected. You are requested to send your Proposals - Technical and Commercials as per the enclosed formats in the annexure documents. Envelopes have to be Non-window and Sealed.



1.2



Envelope 1 containing



Technical Proposal (Submit Hard Copy)



Envelope 2 containing



Commercial Proposal (Only one bid to be kept)



Technical Proposal 



The Technical proposal should be complete in all respects and contain all information asked for except prices.







The primary scope of work is listed out in Annexure I







The Service Provider (SP) has to sign a NON DISCLOSURE AGREEMENT with Bank before any information shall be shared by bank is enclosed as Annexure XI.







The detailed Technical proposal is enclosed as Annexure II



The Bank reserves its right to enlarge the scope of deliverables and to increase the deliverables any time before the work order is given.
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1.3



Commercial Proposal 



The Commercial proposal should give all relevant price information and should not contradict the Technical proposal in any manner.







The prices quoted in the commercial proposal should be without any conditions. The bidder should submit an undertaking letter(Annexure VI) that there are no deviations to the specifications mentioned in the RFP either with the technical or commercial proposals submitted.







The bidder should quote separately the prices for the Information Systems Process Audit and the Technical Audit consisting of the Vulnerability Assessment/Penetration Testing.







The bidder shall bear all the costs associated with the preparation and submission of the proposals and REPCO BANK will in no case be responsible or liable for those costs, regardless of the conduct or the outcome of the tendering process.







The detailed Commercial proposal is enclosed as Annexure VIII.



The Bank reserves the right to accept or reject in part or full, any or all the offers without assigning any reasons thereof. The Bank reserves the right to accept/reject any/all offers at any stage without assigning any reason whatsoever. Bank’s decision in this regard shall be final and binding. Please also note that this is only an enquiry and without any commitment on the part of the Bank to place the order with you.



General Manager (Premises & Procurement Division)
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2. Confidentiality The RFP document is confidential and is not to be reproduced, transmitted, or made available by the Recipient to any other party. The RFP document is provided to the Recipient on the basis of the undertaking of confidentiality given by the Recipient to Bank. Bank may update or revise the RFP document or any part of it. The Recipient acknowledges that any such revised or amended document is received subject to the same terms and conditions as this original and subject to the same confidentiality undertaking. The Recipient will not disclose or discuss the contents of the RFP document with any officer, employee, consultant, director, agent, or other person associated or affiliated in any way with Bank or any of its customers, suppliers, or agents without the prior written consent of Bank.



3. Evaluation of Offers Each Recipient acknowledges and accepts that Bank may, in its absolute discretion, apply whatever criteria it deems appropriate in the selection of organizations, not limited to those selection criteria set out in this RFP document. The RFP document will not be construed as any contract or arrangement which may result from the issue of this RFP document or any investigation or review carried out by a Recipient. The Recipient acknowledges by submitting its response to this RFP document that it has not relied on any information, representation, or warranty given in this RFP document.
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4. Instructions to the Bidder 4.1 Audit Objectives The Bank wishes to appoint competent Service Provider (SP) for conducting an IS Audit of its IT Security architecture and Information System resources and infrastructure with the major objectives of evaluation of internal system and control for Safeguarding of Information System Assets/Resources Maintenance of Data Integrity, Availability, Confidentiality, Maintenance System Effectiveness and ensuring System Efficiency.



4.2 Audit Approaches Through preparation of IS audit checklists based on globally accepted standards and RBI guidelines/circulars. Based on the audit findings risk assessment to be classified as Low, Medium and High, in each specific audit areas.



4.3 Audit Methodology The IS audit work will include manual procedures, computer assisted procedures and fully automated procedures, depending on the chosen audit approach.



4.4 Auditors Audit should be by persons having CISA and other suitable qualifications with adequate experience in the audit areas given below.



4.5 Audit Scope A description of the envisaged scope is enumerated in brief as under and in detail in the Annexure I. However, the Bank reserves its right to change the scope of the RFP considering the size and variety of the requirements and the changing business conditions. a) Audit of Data Center at Chennai and Disaster Recovery Site at Bangalore. b) Network Security. c) CBS Operations. 4.5.1. The auditors are required to verify for compliance status of the previous Audit Reports for which Audits were conducted Auditors should follow Risk Based approach in all areas.
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4.5.2. The auditors shall assess the risks to the IS Assets by evaluating the probability of an untoward event occurring and its impact on business and rate the assets accordingly. Risk factors include: a.



Adequacy of internal controls.



b.



Business criticality.



c.



Regulatory requirements.



d.



Amount / value & Number of transactions processed.



e.



Customer facing systems.



f.



Financial loss potential.



g.



Technical competence.



h.



Technical and process complexity.



i.



Stability of application.



j.



Number of interfaces.



k.



Availability of documentation.



l.



Extent of dependence on the IT system.



m.



Confidentiality requirements, Major changes carried out.



n.



Previous audit observations and senior management oversight.



4.5.4. To ensure that Data Integrity across various systems is maintained. 4.5.4. To ensure compliance of Information Technology (IT) Act 2000, Information Technology (Amendment) Act-2008 and other Information System related guidelines. 4.5.5. Application in terms of its functionality, controls and change management systems. 4.5.4. Physical Security controls for the relevant servers / production environment. 4.5.7. Logical Security controls, User Management Process, Systems Administration, Access Control Measure Operational Security Controls including troubleshooting / help desk. 4.5.8. People in terms of establishing proper Segregation of duties and other administrative controls. 4.5.9. Vulnerability Assessment and Penetration testing wherever applicable. Repco Bank - | CONFIDENTIAL
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4.5.10. Adequacy of audit trail, history of access to database, Monitoring Mechanism. 4.5.11. Business Continuity preparedness / Disaster Recovery Preparedness/ Backup. (for Data, Systems, Personnel etc.) 4.5.12. Documentation, Manuals, availability. 4.5.14. The adequacy of existing Guidelines and Procedures in the relevant areas. 4.5.14. The adequacy and effectiveness of internal control systems. Based on the contents of the RFP, the selected SP shall be required to independently arrive at Audit Methodology, based on globally acceptable standards and best practices. The Bank expressly stipulates that the SP’s selection under this RFP is on the understanding that this RFP contains only the principal provisions for the entire audit assignment. The SP shall be required to undertake to perform all such tasks, render requisite services and make available such resources as may be required for the successful completion of the entire audit assignment at no additional cost to the Bank.



4.6 Audit Findings & Reports Risk analysis along with Risk Matrix with scoring model should be submitted as part of audit findings. The following reports are an indicative that should be covered for the areawise auditinga) IS Audit (Technical & Process) Report of all the areas covering the objectives, efficiency and effectiveness? b) Presentation to the Top Management of the findings of the Reports. c) Risk Analysis Report. d) Recommendations for Risk Mitigation. e) Gap analysis and recommendation for mitigation. f) The check list with guidelines for the subsequent audit (hard & soft copies). The report findings should cover all the areas separately mentioned in the scope.



4.7 Duration of Audit The entire audit should be completed and the deliverables submitted within 60 days from the date of letter of appointment.
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4.8 Pre-Qualification Criteria The SP is required to meet the following minimum eligibility criteria and provide adequate documentary evidence for each of the criteria stipulated below: 4.8.1. The SP should have at least 3 years experience in the field of security cum functionality audit of application software and should have carried out similar work in the Government organization/ PSUs /Banks. 4.8.2. The SP should have a pool of resources who possess CISA certification. 4.8.4. Bidder must submit a detailed statement of facts and profile of the company, Official Website details along with the bid. 4.8.4. The bidder should be a Government organization/ Public sector unit/ Partnership SP/Limited Company/ Private Limited Company having its Registered Office in India. Relevant documents of registration should be submitted as part of the proposal. For the purpose of this bid any consortium will not be acceptable. 4.8.5. The bidder should have a minimum turnover of Rs.1.50 Crores (One and Half Crores only) from Information Security/ System audit/ System review related activities (from operations in India) during each of the last three financial years i.e. F.Y.2014-15, 2015-16 and 2016-17. 4.8.4. Audited Balance Sheets and Profit & Loss Account reports for last three financial years’ shall be submitted along with the BID. Organizations where balance sheet/ PL A/c is not prepared, bidder should submit audited Income /Expenditure & Cash Flow statement for the last three years. 4.8.7



The bidder should have made net profits in succession for the past 3 years.



The relevant documents are to be submitted as part of the proposal 4.8.8



The bidder should not currently have been blacklisted by any Govt.



Department



/PSU/ PSE / RBI / IBA or nationalized Banks. Self-declaration to that



effect should be submitted along with the technical Bid.
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4.8.9



To ensure audit independence, the bidder should not be a vendor/



consultant for supply/installation of Hardware/Software components of the Bank or involved in implementing Security & Network infrastructure of the Bank, but excluding IS Audit Services, either directly or indirectly through a consortium, in the past three years to REPCO Bank. 4.8.10 The Bidder should not have conducted IS Audit of Repco Bank during last two years. 4.8.12 All members proposed by the bidder, as above, should be employees on the



rolls of the bidding Organization. No part of the engagement shall be



outsourced by the selected bidder to third party vendors without prior written consent of Repco Bank. 4.8.13 The bidders preferably have conducted minimum Two IS Audits of Data Centre/ DRC etc. during last three years out of which at least one audit preferably of a Bank in India. The proposal should include certificates stating successful completion of the mentioned audit engagements. The conduct of IS Audit as mentioned above should include:a) Vulnerability assessment of servers/security equipment/ network equipment. b) External penetration test of the environment exposed to outside world through internet. c) Verification of compliance of systems and procedures as per Organization’s IT Security Policy/guidelines. 4.8.14 Bidder should have successfully conducted Audit of Banking Application Software/Modules running in Banks.



4.9 Other terms and conditions: Repco Bank reserves the right to: a) Reject any or all responses received in response to the RFP. b) Waive or Change any formalities, irregularities, or inconsistencies in proposal format delivery. Repco Bank - | CONFIDENTIAL
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c) To negotiate any aspect of proposal with any bidder and negotiate with more than one bidder at a time. d) Extend the time for submission of all proposals. e) Select the most responsive bidder (in case no bidder satisfies the eligibility criteria in totality). f) Select the next most responsive bidder if negotiations with the bidder of choice fail to result in an agreement within a specified time frame. g) Share the information/ clarifications provided in response to RFP by any bidder, with any other bidder(s) /others, in any form. h) Cancel the RFP/Tender at any stage, without assigning any reason whatsoever. i) The bidder has to submit hard copies of the complete technical bid and commercial bid in two separate sealed envelope labeled “Technical Bid against RFP Reference: Rc.No:002/PPD/2017-18 dated: 15/06 /2017” and “Commercial Bid against RFP Reference: Rc.No:002/PPD/2017-18 dated: 15/06 /2017” put in a single cover. j) The bidder shall take care of submitting the Bid properly filed so that the papers are not loose. The Bids, which are not sealed as indicated above, are also liable for rejection. k) The tender not submitted in the prescribed format or submitted incomplete in details is liable for rejection. The Bank is not responsible for non-receipt of quotation within the specified date and time due to any reason including postal delays or Holidays. l) The technical bid will be evaluated for technical suitability as well as for other terms and conditions. Previous experience, methodology, professional skill sets available and allocated for the project, number/ nature of projects handled by the bidder for the Indian Banking sector and Public sector Banks in particular as per RBI guidelines etc. will be taken into consideration while evaluating the technical bid. m) It is mandatory to provide the technical details in the exact format of technical specifications given in the Annexure II. Correct technical information of the Audit methodologies being offered must be filled in. Filling of the information using terms such as “OK”, “Accepted”, “Noted”, and “Compliance” is not acceptable. The Bank reserves the right to treat offers not adhering to these guidelines as unacceptable. n) All the formats as specified in Annexures need to be filled in exactly as per the proforma given and any deviation is likely to cause rejection of the bid. The relevant Repco Bank - | CONFIDENTIAL
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information regarding IS Audit of CBS DC, DRC etc. conducted by the bidder should be submitted along with the offer. Non submission or partial submission of the information along with the offer would result in disqualification of the bid of the concerned bidder. o) The Bank shall not allow/ permit changes in the technical bid once it is submitted after the deadline of submission is over. p) The offer may not be evaluated by the Bank in case of non-adherence to the format or partial submission of technical details as per the format given in the offer. q) Bank may at its discretion abandon the process of the selection of IS Auditor at any time before notification of award.



5. Project Team Members The successful bidder should deploy only qualified and experienced personnel for the assignment to be allotted. In particular the Information Systems Process Audit fieldwork should be executed only by resources who are CISA qualified of good standing and with a minimum of five years of post CISA certification experience. Details of such persons with complete details of their qualification (both general and technical), experience in the relevant area of assignment and domain knowledge shall be furnished with the technical bid. During the assignment, the substitution of key staff identified for the assignment will not be allowed unless such substitution becomes unavoidable to overcome any undue delay or that such changes are critical to meet the obligation. In such circumstances, the SP can do so only with the concurrence of the Bank by providing other staff of same level of qualifications and expertise. If the Bank is not satisfied with the substitution, the Bank reserves the right to terminate the contract and recover whatever payments made by the Bank to the SP during the course of this assignment besides claiming an amount, equal to the contract value as liquidated damages. However, the Bank reserves the right to insist the SP to replace any team member with another (with the qualifications and expertise as required by the Bank) during the course of assignment.
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RFP Reference: Rc.No:002/PPD/2017-18



13



Request for Proposal for IS Audit and VAPT at DC and DRC



6. Professionalism The SP should provide professional, objective and impartial advice at all times and hold the Bank’s interests paramount and should observe the highest standard of ethics while executing the assignment



7. Adherence to Standards The SP should adhere to laws of land and rules, regulations and guidelines prescribed by various regulatory, statutory and Government authorities. The Bank reserves the right to conduct an audit/ongoing audit of the consulting services provided by the SP. The Bank reserves the right to ascertain information from the institutions to which the bidders have rendered their services for execution of similar projects.



8. Subcontracting The SP shall not subcontract or permit anyone other than its personnel to perform any of the work, service or other performance required of the SP under the contract without the prior written consent of the Bank.



9. SP Selection / Evaluation Process The Technical Proposal will be evaluated first for technical suitability. Commercial Proposal shall be opened only for the short-listed bidders who have qualified in the Technical Proposal evaluation. The evaluation of technical proposals, among other things, will be based on the following parameters and also given the percentage of marks: a) Prior experience of the bidder in undertaking audits in the given areas - 15% b) Proposed Audit Approach & Methodology to be adopted for the audit. IS audit tools to be used, estimated time and deliverables architecture - 35% c) Qualifications / Certifications / Expertise / Skills of the proposed project team members - 50%
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At the sole discretion and determination of the Bank, the Bank may add any other relevant criteria for evaluating the proposals received in response to this RFP. The technical marks cut off for opening of the commercial bid opening would be 70% (70 marks out of 100). SPs scoring below the same would not be considered for commercial bid opening. In the event only one SP qualifies the Bank will have the right to place the order with the single qualified SP. In the event no SP technically qualifies (i.e. all are below 70%) then the bank may choose to select the SP with the highest score among the area. Bank reserves the right to negotiate the price with the finally short listed bidder before awarding the contract. It may be noted that Bank will not entertain any price negotiations with any other bidder, till the Least Price bidder declines to accept the offer. The Bank will apply the Technical Evaluation criteria as deemed fit for the purpose of evaluation in consultation with the Committee constituted for this purpose. The evaluation criteria as applied by the Bank will be final and binding and no SP will have the right to challenge or question the criteria applied by the Bank.



10. Time-Frame and Deliverables The selected SP should complete the audit and hand over the final report within 60 days from the date of acceptance of the assignment / order. Before submitting the final report the SP is expected to discuss the observations / recommendations with the Auditee (Department concerned). While the SP may prepare the report in their own format, we expect the same to contain the following: - Report should contain observations on the gaps / short comings, in the existing practices, with reference to best practices and industry standards.Report should contain the risk associated with non-adherence to best practices in the short / long term and suggestion/recommendation for improvement, if any. a)



Report should identify / classify observations into critical and non-critical.



b) An Executive summary should form part of the report. c)



All pages of the report should be signed and stamped.
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ANNEXURE I 1. Scope of Audit The scope should cover the following a) Locations. b) Applications. c) IT Processes. d) Infrastructure.



a) Locations 



Data Centre located at Chennai.







DR Site located at Bangalore.







Ten Selected branches (Five in Chennai and Five other than Chennai).



b) Applications 



Core Banking Solution (CBS).







Loan Originating System (LOS).







Human Resource Management System (HRMS).







Website.







SMS.



c) IT Processes: 



Review of IS & IT Policies and Documentation.







Review of Physical and Environmental Controls.







Information Security Governance.







Capacity Management and Availability Management.







Configuration Assessment.







Change Management, User Management.







Logical Access Management.







Disaster Recovery and Business continuity Plan – Procedures, Drills.







Email Security.







Backup and Recovery Management.







Risk Mitigation measures.







Incident and Problem Management.
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Vulnerability assessment (including cross-site scripting) and review of security configurations relating to Hardware, Networking & Security solutions deployed and topology.







Anti-virus Controls on servers and Desktops.







Documentation Review – AMCs, Licenses, SLAs, Agreements, etc.







System Audit of 5 Local and 5 outstation branches.



d) Infrastructure: 



Servers at Data Center and DR site.







Network Devices at Data Center and DR site.







Desktops at the selected branches.



2. Audit Scope for VA & PT (DC & DR) a) Port scanning of the servers, network devices and security devices/applications. b) Analysis and assessment of vulnerabilities of entire network. c) Network traffic observation for important and confidential information like username, password flowing in clear text. d) Comprehensive scanning of all IP address ranges in use to determine vulnerabilities that may exist in network devices & servers, and to audit all responses to determine if any risks exist. e) Use vulnerability scanners to scan the critical/network devices and servers to determine vulnerability exists. f) Check for the known vulnerabilities in the Operating Systems and applications like Browser, E-Mail, and Application Server etc. g) Check for unnecessary services/ applications running on network devices/ servers/ workstations. h) Unauthorized access into the network and extent of such access possible.
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i) Unauthorized modifications to the network and the traffic flowing over network. j) SQL Injection, Cross Site Scripting, Information Leakage, Cookie handling, IP Spoofing, Buffer overflow, Session hijacks, Farming, Phishing etc. k) Spoofing of identity over the network. l) Controls against possibility of denial of services attacks. m) Effectiveness of Virus Control systems in E-mail gateways. n) Possibility of traffic route poisoning. o) Review of IOS. p) Checking Fault tolerance. q) MAC Spoofing. r) Checking Port duplex and speed setting. s) Review with reference to “OWASP Top 10 Web Application Security Risks”. t) Penetration Testing (External) of Bank’s Internet facing Information Systems including Internet.
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ANNEXURE II



RFP Reference: Rc.No:002/PPD/2017-18



TECHNICAL BID
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Annexure II – (A) (TECHNICAL BID)



A. PROFILE OF THE BIDDER DESCRIPTION



DETAILS



Registered name of the Bidder Registered address of the Bidder Address:



Address for correspondence of the Bidder Phone: E-mail Id: FAX No:



Primary Contact: Name: Designation: Phone No: Mobile Phone : Contact name of the official who can E-mail ID : commit on the contractual terms and the name of an alternate official who may be contacted in Alternate Contact: the absence of the former Name: Designation: Phone No: Mobile Phone : E-mail ID :



Contact addresses if different from above Website address



URL:



Authorized Signatory with Seal Date: Place:
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Annexure II - (B) (TECHNICAL BID)



B. ORGANIZATIONAL STRUCTURE DESCRIPTION



DETAILS



Business Structure of the Bidder -Government Organization / PSU / Partnership SP /Limited Co. / Private Ltd. Co. (enclose relevant registration details) Registered Office Bidder Organization’s date of inception/ Commencement of Business No. of completed years in existence as on the last date of bid submission Constitution Name of Directors Core Business of Bidder Bidder is engaged in Information Systems Audits since (month & year) & total experience (in years/months) in IS Audit services Whether Information Systems Audit is a core function of the bidder? Empanelment valid from : Empanelment valid up to : Empanelment with CERT-In as an IS Audit Organization-current status (enclose empanelment details)



whether applied for fresh empanelment: Please provide date and reference no along with the proof.



Whether submitting the Bid as a part of any consortium (Yes/No)



Authorized Signatory with Seal Date: Place:



Repco Bank - | CONFIDENTIAL



RFP Reference: Rc.No:002/PPD/2017-18



21



Request for Proposal for IS Audit and VAPT at DC and DRC



Annexure II –(C) (TECHNICAL BID)



C. FINANCIAL INFORMATION DESCRIPTION



DETAILS 2014-2015 2015-2016 2016-2017



Total turnover over the past three years from operations in India



Authenticated proof of Audited Balance-Sheet etc. for the last 3 years (enclosed relevant documents are ) : 1) 2) 3) 2014-2015 2015-2016 2016-2017



Turnover from IS Audit or/and Consultancy services over the past three years



Net Profit of the Organization for last 3 years



Rs. Rs. Rs.



Rs. Rs. Rs.



Authenticated proof of revenue from IS Audit or/and Consultancy Services (enclosed relevant documents are ) : 1) 2) 3) 2014-2015 Rs. 2015-2016 Rs. 2016-2017 Rs. Authenticated proof of Audited Balance-Sheet and Profit & Loss Account for last 3 years (enclosed relevant documents are ) : 1) 2) 3)



Authorized Signatory with Seal Date: Place:
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Annexure II - (D) (TECHNICAL BID)



D. DECLARATION BY BIDDER DESCRIPTION



DETAILS



Bidder warrants financial solvency i.e., ability to meet all the debts as and when they fall due



(substantiate)



Bidder confirms that it has currently not been blacklisted by any Govt. Department /PSU/PSE or Banks or the bidder/SP is otherwise not involved in any such incident with any concern whatsoever, where the job undertaken / performed and conduct has been questioned by any authority, which may lead to legal action.



(substantiate)



(Enclose a relevant declaration /confirmation to this effect - Annexure VIII) Bidder confirms that it has not been a vendor /consultant for supply of Hardware/Software components of the Bank or involved in implementing security & network infrastructure or providing services excluding IS Audit services, either directly or indirectly through a consortium, in the past three years to REPCO Bank (Enclose a relevant declaration /confirmation to this effect - Annexure VIII) Bidder confirms that it has not rendered IS Audit services to the Bank for two consecutive years



(substantiate)



(substantiate)



Authorized Signatory with Seal Date: Place:
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Annexure II - (E) (TECHNICAL BID)



E. MANPOWER DETAILS DESCRIPTION



DETAILS Sl.No.



Number of professional manpower available for IS Audit in the Organization. (mention count for permanent employees only )



Details of Team leads / Project leads/Key Personnel, having prior IS audit experience of DC/DRC etc. in a Bank or other Organization, to be assigned for the REPCO BANK IS Audit Project.



1.



Professional with Certification CISA



Manpower count



TOTAL



Specify number of CISA :



(Enclose Individual curriculum vitae of Team leads / Project leads and other key personnel to be assigned for the REPCO Bank IS Audit project as per Annexure IV & V.



Authorized Signatory with Seal Date: Place:
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Annexure II - (F) (TECHNICAL BID)



F. EXPERTISE & EXPERIENCE DESCRIPTION



DETAILS 1.



Details of the assignments where the bidder has performed IS audit of Data Centre / DRC & related Infrastructure in a Bank/Other Organization during the past three years



2. 4. 4. 5. Sl.No.



IS Audits of DC/DRS etc. carried out in Banks & other Organizations out till 31/03/2017 (enclose relevant PO details)



1. 2. 4. 4. 5.



Total no. of IS Audit conducted



Bank Public Sector Banks Private Banks Co-Operative Banks Other Banks Organizations other than Banks Total
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Banks where IS Audit of CBS Data Centre / DRC and associated infrastructure was undertaken by the Bidder till 31/03/2017 including VAPT/ Product Audit.(enclose relevant documents)



Explain audit experience in Banks/ CBS environment, if any



Sl. No.



Name of the Bank



Nature of Audit (IS Audit of DC/DR/ VAPT/ Product Audit)



Date of Purchase Order



1 2 3 4 5



Details of Two Audits of DC/DRC etc. connected with minimum100 Branches/Offices (Including One Bank in India) which were audited by the Bidder during the past Three years. (Enclose separate sheet for each Organization with relevant Purchase Orders & Audit completion certificate. Also provide details of the two Organizations in Annexure III)



Authorized Signatory with Seal Date: Place:
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ANNEXURE III (TECHNICAL BID)



PERFORMANCE STATEMENT OF THE BIDDER DESCRIPTION Name of the Bank / Organization Address of the Bank / Organization Project Name (Mention only /VAPT & allied Infrastructure related projects in Banks/other organizations /Product Audit) (Enclose Purchase Order Copy) Scope covered in the IS Audit Project i.



IS Audit of DC/DR (Y/N)



ii.



VAPT (Y/N)



DETAILS



IS Audit start date Current status of the Project whether completed (Date of completion) (Enclose completion certificate) Duration of the Project 1) Name: 2) Designation: Contact person details from the Bank side 3) Phone No.: 4) Email Id: Names of project staff/ professionals involved Nature of audit work that was outsourced (if any)



Authorized Signatory with Seal Date: Place:
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ANNEXURE IV (TECHNICAL BID) PROFILE OF THE CORE AUDIT TEAM TO BE ASSIGNED FOR THE PROJECT



Sl. No.



Name



Design.



Part time/ Full time



Role in IS Audit (Task/Module)



Professional Qualification



Years of IS Audit Exp.



1. 2. 4. 4. 5. 4. 7.



Authorized Signatory with Seal



Date: Place:
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ANNEXURE V (TECHNICAL BID)



INDIVIDUAL CVs FOR THE TEAM LEAD AND OTHER MEMBERS OF THE CORE AUDIT TEAM TO BE ASSIGNED FOR THE PROJECT (To be furnished on separate sheet for each member of the Core Audit team) DESCRIPTION



DETAILS



Name of the member Role of the Member Employee of the Audit SP / Company since: Designation: Educational Qualification: Other Certifications/accreditations: Employment history Total IS Audit Experience (no. of years, areas of experience) Experience in similar IS Audit Projects over the past three years (including client details, role of member, activities performed, duration of experience) Sl.No.



Client Organization where the member was involved in IS Audit



Duration of involvement in months & year



Details of assignment done & role assigned



Authorized Signatory with Seal Date: Place:
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ANNEXURE VI (TECHNICAL BID) BID FORM To The General Manager, Repco Bank, Head Office, “Repco Tower”, No.33, North Usman Road, T.Nagar, Chennai – 600 017. Dated: 15th June 2017



RFP Rc.No:002/PPD/2017-18



Having examined the Request for Proposal (RFP) including all annexures, the receipt of which is hereby duly acknowledged, we the undersigned offer to provide IS Audit services in conformity with the said RFP in accordance with the Schedule of Prices indicated in the Commercial Offer and made part of the Bid. We undertake, if our bid is accepted, to deliver the services in accordance with the delivery schedule specified in schedule of requirement.



We agree to abide by this bid for the period of 30 days after the date fixed for Technical bid opening and it shall remain binding upon us and may be extended at any time before the expiration of that period. We undertake that, in competing for (and, if the award is made to us, in executing) the above contract, we will strictly observe the laws against fraud and corruption in force in India namely “Prevention of Corruption Act 1988”. We understand that the Bank is not bound to accept the lowest of any bid the Bank may receive. Dated this ________________ day of _____________ 2017.



------------------------



-----------------------------



(Signature)



(In the Capacity of)



Duly authorised to sign bid for and on behalf of (Name and address of the Bidder)____________________________ Business_________________________ Address________________
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ANNEXURE VII (TECHNICAL BID)



LETTER OF CONFIRMATION To The General Manager, Repco Bank, Head Office, “Repco Tower”, No.33, North Usman Road, T.Nagar, Chennai – 600 017. Dated: 15th June 2017



Rc.No:002/PPD/2017-18 Dear Sir,



We confirm that we will abide by the conditions mentioned in the Tender Document (RFP and annexures) in full and without any deviation subject to Annexures



We shall observe confidentiality of all the information passed on to us in course of the IS Audit process and shall not use the information for any other purpose than the current tender. We confirm that we have currently not been blacklisted by any Govt. Department / PSU / PSE / RBI IBA or nationalized Banks or otherwise not involved in any such incident with any concern whatsoever, where the job undertaken / performed and conduct has been questioned by any authority, which may lead to legal action.



We also confirm that we are not a vendor involved



in



either



supply/installation



of



/consultant to the bank and not



Hardware/Software,



implementation



of



Security/Network Infrastructure of the Bank or providing services excluding IS Audit services, in the past three years directly or indirectly through a consortium.



Place: Date:



(Authorized Signatory) SEAL
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ANNEXURE VIII RFP Reference: Rc.No:002/PPD/2017-18



COMMERCIAL BID
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Annexure VIII - (A) (COMMERCIAL BID)



A. FORMAT FOR COMMERCIAL BID (in INR) Sl.No



Particulars



1



Cost of IS Audit for entire CBS and allied infrastructure for the scope defined in the RFP (Inclusive of all fees &expenses)



Amount including all taxes excluding Service tax (A) Cost of IS Audit



Service Tax as per the current rate applicable (B)



Total Amount (C)=(A)+(B)



Cost of VAPT Cost of Vulnerability Assessment (VA) for (a) the scope defined in the RFP (Inclusive of all fees & expenses) 2



Cost of External Penetration Testing (PT) for the scope (b) defined in the RFP (Inclusive of all fees & expenses) TOTAL COST OF AUDIT (1+2)



(TOTAL COST OF AUDIT IN WORDS Rs…)



Authorized Signatory with Seal Date: Place:
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Note:  The Commercial Bid should contain the Total Project cost, on a fixed cost Basis. Repco Bank will neither provide nor reimburse any expenditure towards any type of Accommodation, Travel Ticket, Airfares, Train fares, Halting expenses, Transport, Lodging, Boarding etc.  The Commercial prices as quoted above would be valid for a period of 90 days from the date of placing the order.  The prices quoted above should be inclusive of all taxes & Duties as applicable except Service Tax.  Service Tax should be mentioned in the separate column as provided in the format .  Providing commercial proposal other than this format may lead to rejection of the bid.
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Annexure VIII - (B) (COMMERCIAL BID) B. CONTRACT FORM



(Non-Judicial Stamp Paper of appropriate value) RFP Rc.No:002/PPD/2017-18



Dated: 15th June 2017



CONTRACT NUMBER:



THIS AGREEMENT made the _________ day of ______, 20___ between REPCO BANK (hereinafter “the Bank”) of one part and (Name of Selected Vendor) of ____________ (City and Country of Vendor) (hereinafter “the Vendor”) of the other part: WHEREAS the Bank is desirous that certain services should be provided by the Vendor, viz. ________________ ________________ (Brief description of Services) and has accepted a bid by the Vendor for supply of software and services to meet its requirement from time to time. NOW THIS AGREEMENT WITNESSETH AS FOLLOWS: 1. In this Agreement words and expressions shall have the same meanings as are respectively assigned to them in the Conditions of Contract referred to. 2. The following documents shall be deemed to form and be read and construed as part of this Agreement, viz. (a) The RFP No. ______ dated _____th 2017 and all its addendums/ modifications (b) The Bid form and price schedule submitted by the bidder and subsequent amendments made into it as accepted by the bank. (c) the Scope of works, deliverable (d) the schedule of requirements (e) the Conditions of Vendor Selection (f) the Conditions of Procurement (g) The Bank’s Notification of Selection of Vendor for IS Audit. (h) Service level Agreement (SLA) &Purchase Order 4. In consideration of the payments to be made by the Bank to the Vendor in terms of Purchase Order for IS Audit services placed by Head Office of the Bank, the vendor hereby covenants with the Bank to provide the services therein in conformity in all respects with the provisions of the contract. 4. The Bank hereby covenants to pay the vendor in consideration of the provision of services, the Purchase Order Price or such other sum as may become payable under the provisions of the Contract at the times and in the manner prescribed by the Contract. IN WITNESS whereof the parties hereto have caused this Agreement to be executed in accordance with their respective laws the day and year first above written. Signed, sealed and Delivered by the Said ________________________ (For the Auditor) in presence of _______________________ Signed, sealed and Delivered by the Said ________________________ (For the Bank) in presence of ______________________
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ANNEXURE –IX Count of Servers/Devices In Different Audit Locations SYSTEM AUDIT LOCATIONS EQUIPMENTS Servers (Windows Server /Linux etc.) SAN Storage SAN Switch Core Routers Firewall



CHENNAI DC/HO



BANGALORE DRC



10



4



2 4 1 1



1 1 1 1



Desktops



Branches: Chennai Locations Outstation Branches



20



BRANCHES



Chennai location (5 Branches) Outstation (5 Branches)



46 48



Vysarpadi, Adayar, Porur, Tondiarpet, Virugambakkam. Bangalore, Hyderabad, Coimbatore, Madurai, Sullia.



(This is an indicative list of Infrastructure available with the Bank. Actual count may vary later on. Details and other specifications will be provided at the time of commencement of audit)
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ANNEXURE –X Count of Servers/Devices In Different Audit Locations VA & PT VA (INTERNAL) LOCATIONS EQUIPMENTS Internet facing devices Servers (Windows Server /Linux etc.) SAN Storage SAN Switch Core Routers Firewall Desktops



PT (EXTERNAL)



CHENNAI



CHENNAI



DC-HO



DC/Branch



--



5



14 3 5 2 2 850



(This is an indicative list of Infrastructure available with the Bank. Actual count may vary later on. Details and other specifications will be provided at the time of commencement of audit)
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ANNEXURE –XI NON - DISCLOSURE AGREEMENT



This Agreement made on this _____ day of__________, ______ (the ‘Effective Date’)



BETWEEN:



(1) The Repatriates Co-operative Finance and Development Bank Ltd., shortly known as ‘REPCO BANK LTD’ registered under Madras Co-operative Societies Act, 1961 (Act 53 of 1961) and deemed to be registered under Multi State Co-operative Societies Act, 2002 having its Head Office at “Repco Tower”, No.33, North Usman Road, T. Nagar, Chennai - 17 AND (2) __________________________________________________________________ __________________________________________________________________ __________________________________________________________________ (hereinafter referred to, individually, as the “Party” and collectively, as the “Parties”)



Background:



i)



The Parties are, or will be, evaluating, discussing and negotiating a potential contractual relationship concerning the ___________________________________ ______________________________________________________ (the ‘Project’).



ii)



The Parties may, in these evaluations, discussions and negotiations, disclose to each other information that is technically and /or commercially confidential.



iii)



The Parties have agreed that disclosure and use of such technical and/or commercial confidential information shall be made and on the terms and conditions of this Agreement.
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Now it is agreed as follows:



1.0



Definitions: In this Agreement the following terms shall, unless the context otherwise requires, have the following meanings:



1.1



‘Disclosing Party’ means the Party disclosing Confidential Information to the other Party under this Agreement.



1.2



‘Receiving Party’ means the Party receiving Confidential Information from the other Party under this Agreement.



1.3



‘Confidential Information’ means any information, which shall include but is not limited to, design, fabrication & assembly drawings, know-how, processes, product specifications, raw materials, trade secrets, market opportunities, or business or financial affairs of the Parties or their customers, product samples, inventions, concepts and any other technical and/or commercial information, disclosed directly or indirectly and in any form whatsoever (including, but not limited to, disclosure made in writing, oral or in the form of samples, models, computer programs, drawings or other instruments) furnished by the Disclosing Party to the Receiving Party under this Agreement. 1.3.1 Such Confidential Information shall also include but shall not be limited to 1.3.1.1 Information disclosed by the Disclosing Party in writing marked as confidential at the time of disclosure; 1.3.1.2 Information disclosed by the Disclosing Party orally which is slated to be confidential at the time of disclosure; 1.3.1.3 Information disclosed in any other manner is designated in writing as Confidential Information at the time of disclosure; or 1.3.1.4 Notwithstanding sub-clauses 1.3.1.1, 1.3.1.2 and 1.3.1.3 of this definition, any information whose nature makes it obvious that it is confidential.
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1.3.2



Such Confidential Information shall not include any information which:



1.3.2.1 is, at the time of disclosure, publicly known; or becomes at a later date, publicly available otherwise than a wrongful act or negligence or breach of this Agreement of or by the Receiving party; or



1.3.2.2 the Receiving Party can demonstrate by its written records was in its possession, or known to the Receiving Party, before receipt under this Agreement, and which was not previously acquired under an obligation of confidentiality; or



1.3.2.3 is Legitimately obtained at any time by the Receiving Party from a third party without restrictions in respect of disclosure or use; or 1.3.2.4 the Receiving Party can demonstrate to the satisfaction of the Disclosing



Party,



has



been



developed independently of its



obligations under this Agreement and



without



access



to



the



Confidential Information.



1.4



‘Purpose’ means the evaluations, discussions, negotiations and execution regarding a contractual relationship between the Parties in respect of the Project defined in paragraph (i) of the Background section.



1.5



‘Affiliate’ means any legal entity which, at the time of disclosure to it on any Confidential Information, is directly or indirectly controlling, controlled by or under common control with any of the Parties.



1.6



‘Contemplated Agreement’ means any future legally binding Agreement between the Parties in respect of the Project envisaged under this Agreement.
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2.0



Non-Disclosure of Confidential Information:



2.1



In consideration of the disclosure of Confidential Information by the Disclosing Party to the Receiving Party solely for the Purpose defined under clause 1.4 of the definition clause of this agreement, the Receiving Party undertakes whether by itself, its successors and heirs, not to disclose Confidential Information to any third party, unless in accordance with Clause 4.



2.2



In addition to the undertaking in Clause 2.1, the Receiving Party shall be liable for:



2.2.1 any loss, theft or other inadvertent disclosure of Confidential Information, and



2.2.2 any unauthorized disclosure of Confidential Information by persons (including, but not limited to, present and former employees) or entities to whom the Receiving Party under this Agreement has the right to disclose Confidential Information, except where, the Receiving Party has used the same degree of care in safeguarding such Confidential Information as it uses for its own Confidential Information of like importance and in no event less than a reasonable degree of care; and upon becoming aware of such inadvertent or unauthorized disclosure the Receiving Party has promptly notified the Disclosing Party thereof and taken all reasonable measures to mitigate the effects of such disclosure and to prevent further disclosure. 2.3



The Receiving Party understands and agrees that: 2.3.1 any information known only to a few people to whom it might be of commercial interest and not generally known to the public is not public knowledge;



2.3.2 a combination of two or more parts of the Confidential Information is not public knowledge merely because each part is separately available to the public. Repco Bank - | CONFIDENTIAL
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2.4



The Receiving Party acknowledges the technical, commercial and strategic value of the Confidential Information to the Disclosing Party and understands that unauthorized disclosure of such Confidential Information will be injurious to the Disclosing Party.



3.0



Use of Confidential Information:



The Receiving Party is entitled to use the Confidential Information but only for the Purpose specified in clause 1.4 of the definition clause of this agreement.



4.0



Permitted Disclosure of Confidential Information:



4.1



The Receiving Party may disclose in confidence Confidential Information to any of its Affiliates and employees, in which event the Affiliate and employee shall be entitled to use the Confidential Information but only to the same extent the Receiving Party is permitted to do so under this Agreement. The Receiving Party agrees that such Affiliates or employees are subject to confidentiality obligations no less restrictive than those of this Agreement.



4.2



The Receiving Party shall limit the dissemination of Confidential Information of its Affiliates and employees having a need to receive such information to carry out the Purpose.



4.3



The Receiving Party may disclose Confidential Information to its consultants, contractors, sub-contractors, agents or similar persons and entities having a need to receive such information to carry out the Purpose on the prior written consent of the Disclosing Party. In the event that the Disclosing Party gives such consents, the Receiving Party agrees that such individuals are subject to confidentiality obligations no less restrictive than those of this Agreement.



4.4



Notwithstanding Clause 2.1, the Receiving Party shall not be prevented from disclosing Confidential Information, where (i) such disclosure is in response to
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a valid order of a court or any other governmental body having jurisdiction over this Agreement or (ii) such disclosure is otherwise required by law, provided that the Receiving Party, to the extent possible, has first given prior written notice to the Disclosing Party and made reasonable efforts to protect the Confidential Information in connection with such disclosure.



5.0



Copying and Return of Furnished Instruments:



5.1



The Receiving Party shall not be entitled to copy samples, models, computer programs, drawings, documents or other instruments furnished by the Disclosing Party hereunder and containing Confidential Information, unless and to the extent it is necessary for the Purpose.



5.2



All samples, models, computer programs, drawings, documents and other instruments furnished hereunder and containing Confidential Information shall remain the Disclosing Party’s property.



5.3



At any time upon request from the Disclosing Party or upon the conclusion of the Purpose or expiry of this Agreement, the Receiving Party, at its own cost, will return or procure the return, promptly and in any event within 14 days of receipt of such request, of each and every copy of Confidential Information given by the Disclosing Party, and satisfy the Disclosing Party that it no longer holds any further Confidential Information.



6.0



Non-Disclosure of Negotiations:



Except as provided in Clause 4, each Party agrees that it will not, without the other Party’s prior written approval, disclose to any third party the fact that the Parties are discussing the Project. The Parties acknowledge that the provisions of this Agreement shall apply in respect of the content of any such discussions. The undertaking set forth in this Clause 7 shall survive the termination of this Agreement.
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7.0



Term and Termination:



7.1



This Agreement shall become effective on the Effective Date. The provisions of this Agreement shall however apply retroactively to any Confidential Information, which may have been disclosed in connection with discussions and negotiations regarding the Project prior to the Effective Date.



7.2



This Agreement shall remain in force for five (5) years from the Effective Date, except to the extent this Agreement is superseded by stipulations of the Contemplated Agreement.



7.3



The rights and obligations of each Party with respect to all Confidential Information of the other Party that is received under this Agreement shall remain in effect for a period of five (5) years from the date of disclosure of Confidential Information.



8.0



Intellectual Property Rights:



All Confidential Information disclosed herein shall remain the sole property of the Disclosing Party and the Receiving Party shall obtain no right thereto of any kind by reason of this Agreement.



9.0



Future Agreements:



Nothing in this Agreement shall obligate either Party to enter into any further Agreements.



10.0



Amendments:



Any amendment to this Agreement shall be agreed in writing by both Parties and shall refer to this Agreement.
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11.0



Severance:



If any term or provision in this Agreement is held to be either illegal or unenforceable, in whole or in part, under any enactment or rule of law, such term or provision or part shall to that extent be deemed not to form part of this Agreement, but the validity and enforceability of the remainder of this Agreement shall not be affected.



12.0



Governing Law:



This Agreement shall be governed by and construed in accordance with the laws of India and in any dispute arising out of or relating to this agreement, the Parties submit to the exclusive jurisdiction of the Courts situated at Delhi, India.



13.0



General:



13.1



Upon 45 days written notice, the Disclosing Party may audit the use of the programs, materials, marketing materials, services, and such additional disclosed resources. The Receiving Party agrees to co-operate with the Disclosing Party’s audit and to provide reasonable assistance and access to information.



13.2



The Disclosing Party shall not have any liability to the Receiving Party for any claims made by third parties arising out of their use of the Disclosing Party’s trademarks (including “Logo”) or marketing materials. The Receiving Party agrees to indemnify the Disclosing Party for any loss, liability, damages, cost or expense (including attorney’s fees) arising out of any claims, which may be made against the Disclosing Party arising out of their use of the Logo or marketing materials where such claim relates to their activities, products or services. Notwithstanding above, the Receiving Party shall have no obligation to indemnify the Disclosing Party with respect to a claim of trademark or copyright infringement based upon their use of the Logo or marketing materials, as expressly permitted under this Agreement.
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13.3



The Receiving Party shall disclose of any similar agreements explicit or otherwise, for similar purpose/application with in its own organization, or any other third party.



13.4



In the event of a breach or threatened breach by the Receiving Party of any provisions of this Agreement, the Disclosing Party, in addition to and not in limitation of any other rights, remedies or damages available to the Disclosing Party at law or in equity, shall be entitled to a temporary restraining order / preliminary injunction in order to prevent or to restrain any such breach by the Receiving Party, or by any or all persons directly or indirectly acting for, on behalf of, or with the Receiving Party.



IN WITNESS WHEREOF, this Agreement was duly executed on behalf of the Parties on the day and year first above written.



For and on behalf of



For and on behalf of



REPCO BANK



_____________________



Sign



: _____________________



_____________________



Sign



: _____________________



Name



:



Name



:



Title



:



Title



:
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END OF THE DOCUMENT
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