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ABSTRACT Sketch is a sub-linear space data structure that can find frequent items (or heavy hitters) with very good accuracy. But the current sketches are not good at the finding speed which is critical in the real-time network monitoring applications, especially in the change detection and anomaly detection. One of the state-of-theart schemas for this question is based on the group testing technique, which sacrifices the storage space and the update speed. Another one is by "modular hashing" and "IP mangling", which is complex and only adapt to IP network traffic. To address this challenge, we provided a novel reversible sketch data structure which had exactly sub-linear finding time proportional to the sketch length at none cost of the storage space and a little cost of the update time, and had even better accuracy than the Count-Min sketch. We introduced the XOR-based hash functions over the Galois field GF({0,1}n, ⊕, ·), and defined the maximum dispersion among hash functions. We chose d nonsingular boolean matrices randomly to implement the random projection from the source address space {0,1}n to the hash address space {0,1}m, and used the inverse matrix of one of the randomly chosen nonsingular matrices to implement the reversal mapping. Based on the reversible sketch, we implemented an algorithm that finds and estimates the frequent items online with good accuracy. The estimate procedure used a two-stage strategy which includes the Identification and the Verification. The Identification step generates the candidate frequent items and the Verification step further verifies these items. Using a large amount of real Internet traffic data from NLANR, the experiments demonstrated great improvement at the finding speed and some improvement at the accuracy over the current representative sketch, e.g. Count-Min sketch. Our preliminary results hint at the possibility of using the reversible sketch as a building block for network anomaly detection and distributed real-time traffic analysis.
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1. INTRODUCTION Internet is huge complex network systems which connect huge number of data generators and data consumers. Monitoring and analyzing network traffic accurately in near real time is essential for many network applications. For example, Network anomaly detection systems need to continuously monitoring the traffic in order to uncover anomalous traffic patterns in near real-time, especially those caused by flash crowds, denial-of-service attacks (DoS), worms, and etc. Network traffic engineering systems need to observe the traffic pattern prior to the traffic control or load balance. Network billing systems need to monitor the traffic usage pattern in order to perform usage-based pricing. This paper focus on identifying and estimating heavy hitters online under the assumption that the stream volume is so huge that exactly maintaining each distinct item is infeasible, and the response requirement is real-time so the items can only be processed and analyzed in high speed memory. There are mainly two approaches in this situation: sampling-based and sketchingbased, which can also be called data-driven and universe-driven respectively [5]. Compared to the sampling approach, the sketching approach has such advantages: It supports deletion operation in a multi-set, and is linearity for the combination and subtract of the sketches that used the same parameters and hash functions [6,7]. Sketch is a particularly powerful technique for real-time analysis of the massive, high speed data generated by IP networks. Many sketches have been implemented [2,4,8]. Sketches are probabilistic summary data structures based on the random projection [7]. They are sub-linear in storage space and are adapt to finding frequent items, querying range sums, computing quantiles, and etc. In the networking context, sketch has been successfully applied to detecting (hierarchical) heavy hitters [3] and heavy changes [2,18]. There are mainly four criteria for evaluating the performance of sketches: 1. Fast Update Speed. Sketch should be capable of operating at network line speed on per packet or per flow record basis. Thus per packet or per flow record processing time has to be very fast so that processing can be carried out in real time.



2. Low Storage Space. Although memory and disk is increasingly cheap and plentiful, storing and processing traffic data at per packet speed calls for high speed memory with very small access times. Such memory (such as SRAMs) can be expensive, and so it is desirable that sketch use small space for processing and storing summaries of IP traffic data streams. 3. Fast Finding Speed. The operation of finding and estimating the frequent items should be relatively fast to react to the post processing (such as: anomalous alert, intrusion detection and prevention, traffic controlling, etc.). 4. Good accuracy of finding and estimating frequent items. It's very important that the operation should also give very good accuracy of its output. Fast finding speed is critical for near real time applications such as network anomalous detection, network intrusion detection, network traffic engineering, etc. There are mainly two approaches to achieve this goal in the sketching techniques. The first is based on the group testing technique [12], which sacrifices the storage space and the update speed. Another one [19, 20] is by "modular hashing" and "IP mangling", which is complex and only adapt to IP network traffic. We introduced a novel reversible sketch which chose nonsingular boolean matrices randomly to implement the random projection. The reversible sketch greatly improved the speed of finding and estimating the frequent items with almost none cost of the storage space and a little cost of the update time. The remainder of the paper is organized as follows. In Section 2, we define the problem, give an overview of sketch work, and survey the related work. In Section 3, we describe the reversible sketch. In Section 4, we evaluate the proposed method using synthetical data and real Internet traffic data. We conclude in Section 5.



2. BACKGROUND 2.1 Heavy Hitters in Data Stream The heavy hitters mean the frequent items in data stream. Finding frequent items is a basic problem in data stream and is the block of many other queries and approaches, such as iceberg query[1], network traffic anomaly detection[2], and finding (hierarchical) heavy hitters [3,4]. Let U={0,1}n be the set of n-digit binary numbers. Let Z={zx|x∈U} be the number set indexed by U. U is called the key set and Z is called the value set. zx is initialized to zero for all x∈U. Let S=a1,a2,… be the data stream arrived sequentially. Every data stream item is abstracted as a key-value pair (x,v) and x∈U, v∈Z. When the data stream item (x,v) arrives, the update program zx= zx+v is executed. In this situation, the set Z is defined as the value set dynamically generated by the data stream S. Definition 1. (Heavy Hitters) Let set Z be the value set dynamically generated by the data stream S. Define the L1 norm as Z 1 = ∑ x∈U z x . Fix a threshold Φ (0


F = {x | x ∈ U ∧ z x ≥ φ Z data stream S.



1



as the heavy hitters decided by the



2.2 Count-Min Sketch



Count-Min (CM) sketch [4] is a representative and efficient sketching technique. Let [U] denote set {0,1,…,U-1}, [W] denote set {0,1,…,W-1}, and fix a prime P>U>W, then H={h(x)=((ax + b) mod P) mod W | x∈[U], a, b∈[P]} is a family of pair-wise independent hash functions from [U] to [W]. By choosing d hash functions h1, … ,hd from H uniformly at random, the random projection from [U] to [W] can be implemented. The Count-Min sketch maintains a two dimensional array C[d][W] in memory. When a data stream item (x, v) arrives, it executes update programs: {for i=1 to d C[i][hi(x)]+=v;}, and it estimates the current frequency of item x by mini(C[i][hi(x)]). The Count-Min sketch is a variation of the Bloom Filter [9] in nature; it reduces the range of hash functions from O(U) to O(logU), and looses the k-wise (k>2 generally) independence to 2-wise independence. It adapt to finding frequent items, querying range sums, finding quantiles, and etc. Its performance is strongly related to and influenced by the skew of the data distribution [10]; when the skew of the data distribution is larger, its efficiency is better, and vice versa. Using the Count-Min sketch as the oracle, by stacking logn Count-Min sketches, we can implement a hierarchical Count-Min sketch. We call it CMH sketch data structure. Based on the CMH sketch, using the divide and conquer strategy and the group testing technique, we can greatly improve the speed of finding the frequent items at the cost of the storage space and update time. Moreover, the CMH sketch can be used to summary the hierarchical structure in data stream [3], which we don’t mention here. We used the CM and CMH sketch as the baseline of evaluating the reversible sketch.



3. OUR APPROACH 3.1 Theory



Definition 2. (XOR-based hash functions) Let U={0,1}n be the



(



n-dimensional binary vector space, and U = U \ {0} is the ndimensional binary vector space except for the zero vector. Let W={0,1}m be the m-dimensional binary vector space. Let Г={0,1}n×m be the set of n×m boolean matrices. For any A∈Г, it can be expressed as bellow: n



 bn −1, m −1 bn −1, m − 2 L bn −1,0   R n −1   bn − 2, m −1 bn − 2, m − 2 L bn − 2,0  . A =  M  =   M M M   R 0    b0, m − 2 L b0,0   b0, m −1 ( And for any x = [ xn −1 , L , x0 ] ∈ U 0 , define a hash function as the



vector-matrix multiplication xA over GF(2)1×n, where multiplication and addition are to be done modulo 2 and are equivalent to the AND and XOR functions, respectively. Define a family of XOR-based hash functions as:



( H = {h( x) = xA | x ∈ U 0 , A ∈ Γ} .



(1)



The hash function can also be expressed as:



h( x) = xA = ⊕ 0≤i ≤ n −1( Ri ⋅ xi ) .



(2)



Proposition 1. The family of XOR-based hash functions H in Definition 2 is pair-wise independent when randomly and uniformly chosen boolean matrices from Г. (The proof is omitted)



□



Definition 3. (Maximum dispersion) Let h1(x) be a hash function from set U to set W1, h2(x) be a hash function from set U to set W2. If ∀ a ∈ W1, ∀ b ∈ W 2 , { x ∈ U : h1 ( x ) = a } I { x ∈ U : h 2 ( x ) = b } = { x ∈ U : h1 ( x ) = a ∧ h 2 ( x ) = b }



(3) ,



= | U | ( | W 1 || W 2 |)



Before go to the data structure, we introduce some C procedures first, which are essential components of the reversible sketch. 1. isFullRank(unsigned int *A, int m). It judges whether a n×m boolean matrix A is full ranked. If n=m, it judges whether a n×n boolean matrix is nonsingular. 2. Invert(unsigned int *A, int n). It compute the inverse matrix of a a n×n nonsingular boolean matrix A. 3. XorHash(unsigned int x, unsigned int *A, int n). It compute the vector-matrix multiplication of an item key x and a n×n nonsingular boolean matrix A. We define a variable groups= ceil(n/m) as the division of n by



then h1(x) and h2(x) have maximum dispersion between each other.



m.



[21,22] discussed the analogical concept which be expressed by the interbank dispersion of the skewed associated caches. The simultaneous conflict on two hash functions which have maximum dispersion between each other is extraordinary less than those not. We inspired from this idea and used the hash functions which have maximum dispersion between each other to implement the random projection. Although the pair-wise independent hash functions has guaranteed low conflict level with high probability, the hash functions with maximum dispersion between each other should perform better.



Data structure. A reversible sketch includes two parts. First is a three dimensional counter array C[d][groups][W], of which, d is the number of the nonsingular boolean matrices chosen randomly from the space Г={0,1}n×n, groups is the division of n by m, W is the range of the hash functions. Second is the d nonsingular boolean matrices A1,…,Ad, which are randomly chose and stored in an array of unsigned integer random numbers RA[d][n]. Some pseudo random number generators, such as RANROT [13], can be used to generate the random numbers.



Definition 4. (Full-ranked boolean matrix over GF({0,1}n, ⊕, ·)) For any n×m boolean matrix A=[C1,…,Cm], C1,…,Cm ∈ {0,1}n n≥m, if there does not exist a set of coefficients (not all zero) b1,…,bm∈{0,1}, such that b1 ⋅ C1 ⊕ L ⊕ bm ⋅ Cm = 0 , then C1,…,Cm are linearly independent and the boolean matrix A=[C1,…,Cm] is full ranked. If n=m, then the boolean matrix A=[C1,…,Cn] is nonsingular. Proposition



2.



If



a



n×(m1+m2)



boolean



matrix



A = [C1 ,L , Cm1 , L , Cm1 + m2 ] ( n≥m1+m2) is full ranked, and let A1 = [C1 , L , Cm1 ] , A2 = [Cm1 +1 , L , Cm1 + m2 ] , then the hash functions h1 ( x) = xA1 and dispersion between each other.



h2 ( x) = xA2



have



n=m1+m2,



and



Algorithm 1 randomA() Step 1. Generating a pseudo-randomly boolean matrix A uniformly from the boolean matrix space Г={0,1}n×n.



maximum



Step 2. If isFullRank(A,n) then store the matrix A, else reject the matrix A.



□



Step 3. Looping the Step 1. and Step 2. to generate d nonsingular boolean matrices randomly.



(The proof is omitted) When



Randomly choose d nonsingular boolean matrices. There have been several algorithms to generate random nonsingular boolean matrices on GF({0,1}n, ⊕, ·) uniformly[16,17]. We implemented a simple procedure to choose nonsingular matrices at random from the boolean matrix space Г={0,1}n×n. The procedure cannot promise the uniformity of the randomized chosen, so we lack enough underlying theory to analysis its performance. But the experiments demonstrated no worse than the performance of the Count-Min sketch.



A = [C1 ,L , Cm1 , L , Cm1 + m2 ]



is



nonsingular, then we can compute the inverse matrix of the matrix A. Using the inverse matrix A’, the reverse mapping of the hash functions h1 ( x) = xA1 and h2 ( x) = xA2 can be completed. Consequently, the reverse operation of the sketch can be implemented, that is illustrated at the Estimate procedure in Section 3.2.



3.2 Reversible Sketch The Reversible Sketch (RS) uses d nonsingular matrices A1,…,Ad which are chosen at random from the boolean matrix space Г={0,1}n×n to implement random projection from U={0,1}n to W={0,1}m. According to the constraint of the computer address space, we limit that n≤32, therefore, any boolean vector in U={0,1}n can be stored by an unsigned integer.



For the first chosen nonsingular boolean matrix, we compute its inverse matrix by calling the procedure Invert. Update procedure. When an item (x,v) arrives, which means that the item key x is added by a quantity of v, then v is added to the counters of the counter array C[d][groups][W], and the counters’ addresses are determined by A1,…,Ad. Algorithm 2 Update(x,v) T += v; // T is the current total frequencies of the items, and T=||Z||1 for (i=0;i


for (j=0;j>=m; } } // Update Estimate procedure. We used a two stage strategy to find and estimate the frequent items in data stream. First step is the Identification which used the structure C[0][groups][W] as the identification structure. For any combination of the counters in different groups, if all the counters are larger than the threshold, then it’s a candidate item. The item’s key can be computed by the inverse matrix of the first chosen nonsingular matrix R[0]. Second step is the Verification which used the structure C[1…d1][groups][W] as the verification structure. For every candidate item, it checks whether all the corresponding counters in the verification structure are larger than the threshold. If so, it outputs the item as the frequent item; or else, it rejects the item. Algorithm 3 Verify(key) est = INT_MAX; // initialize a max value for the estimate value for (i=1;i>=m; } }



Experiments were carried out on a 1.7-GHz notebook PC with 512-MB RAM. Experimental Data. We evaluated on two classes of data. 1. Synthetic data sets that were made by using standard routines to draw values from a Zipf distribution with specified parameter z. Each experiment consisted of drawing items from a domain of size U=224. For convenience, we called this kind of data SYN data. 2. The real IP packets data that were collected by the Passive Measurement and Analysis (PMA) project of National Laboratory for Applied Network Research (NLANR). The experiments used the 20010225-020000 trace data in the Auckland-IV data sets, which was an IP header trace captured with a DAG3 system at the University of Auckland Internet uplink by the WAND research group in February 25, 2001[14]. The trace consists of more than 35 millions IP headers and its data format is DAG, which uses 40Bytes to store one IP header. We parsed the DAG records and extracted the source IP address field and destination IP address field from the DAG records. Because the first byte of all the source IP addresses and destination IP addresses was 10, we cut out it from all the IP addresses and got a IP address domain of size U=224. For convenience, we called the source IP address field data SRCIP and the destination IP address field data DSTIP respectively. Accuracy Criteria. We evaluated the accuracy of the reversible sketch through three criteria. 1. Recall. The recall of a query result is the proportion of the frequent items that are found by the algorithm. The recall equals to 100% means that the algorithm identified all the frequent items, and none was missed. From the implementation of the reversible sketch, we knew that the recall of the finding frequent items algorithm is 100%. 2. Precision. The precision is the proportion of items identified by the algorithm that are frequent items. 3. The relative error ratio of the estimated value to the real value, namely Ex = ( zˆ x − z x ) z x .



return est;



We used the average of the relative error ratio Avg ( E x ) and the



} // Verify



maximum of relative error ratio Max( Ex ) as a whole to measure the reversible sketch and its algorithms.



Algorithm 4 Estimate(thresh) // when groups=2 for (i1=0; i1thresh) for (i2=0; i2thresh) { hash=( i1thresh) output(key); } } // Estimate.



4. EXPERIMENTS AND ANALYSIS We implemented the reversible sketch in C and made use of the public implementations of the Count-Min sketch data structure available from http://www.cs.rutgers.edu/~muthu/ massdal-codeindex.html for comparison, from which we draw much inspiration.



We chose that m=12, d=2, the threshold Φ=0.003, then W=212=4096, groups= ceil(n/m)=2. We gave the same parameters for the CM, CMH, and REV sketches. Especially for the CMH sketch, we gave the granularity=2. Thus, the CM sketch and the REV sketch had almost the same space, and the CMH sketch had more than three times space than the CM and REV sketches. The update time of the CM sketch was the shortest among these three sketches. And the update time of the REV sketch was less than two times of that of the CM sketch, the CMH sketch less than four times. The output time of the CM sketch was the longest among them. And the output time of the REV and CMH sketches reduced four to five magnitudes than that of the CM sketch. From the Table 1, we could conclude that the REV sketch greatly improved the output speed using almost the same space with the CM sketch and less than two times of the update time of the CM sketch. Moreover, the REV sketch is based on the XOR operation, and adapt to the hardware implementation [23]. In the high-speed data stream environments (such as the backbone network), many algorithms have to be implemented with hardware. In this situation, the REV sketch is much more conformable than the CM sketch.



Table. 1 The space, update time, and output time of the CM, CMH, and REV sketches. Sketch



Space(Bytes)



UpTime(ns)



OutTime(us)



CM



65600



320



12000000



CMH



218688



1200



200



(c) The maximum error ratio Figure 1. The accuracy of the CM, CMH, and REV sketches (SRCIP data).



REV 65872 600 1200 Next, we evaluated the accuracy of these three sketches at three aspects: the precision, the average error ratio, and the maximum error ratio. Figure 1(a,b,c) compare the accuracy of the CM, CMH, and REV sketches when the data is SRCIP. Fig.. 2(a,b,c) compare the accuracy of the CM, CMH, and REV sketches when the data is DSTIP. From the figures, we could see that the REV sketch had no less or even better accuracy than that of the CM sketch.



(a) The precision



(a) The precision



(b) The average error ratio



(b) The average error ratio



(c) The maximum error ratio Figure 2. The accuracy of the CM, CMH, and REV sketches (DSTIP data).



5. CONCLUSION In order to reduce the time of finding the frequent items in the sketch data structure, we inspired from the maximum dispersion among hash functions and the nonsingular boolean matrix on GF({0,1}n, ⊕, ·), and implemented a reversible sketch. The reversible sketch greatly improved the finding speed than the CM



sketch at almost none cost of the space and a little cost of the update time. And the accuracy of the reversible sketch was no less than that of the CM sketch, or even better. Moreover, the reversible sketch was based on the XOR operation, and adapted to the hardware implementation, and thus was much valuable in the real-time applications. The future work is to complement the random generation of the nonsingular boolean matrices, and explore the applications of the maximum dispersion concept in other fields such as clustering.
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