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No resolution presented herein reflects the policy of the Minnesota State Bar Association until approved by the Assembly. Informational reports, comments, and supporting data are not approved by their acceptance for filing and do not become part of the policy of the Minnesota State Bar Association unless specifically approved by the Assembly. Report and Recommendation to the MSBA Regarding Proposed Amendments to MRPC 1.6, Confidentiality of Information Rules of Professional Conduct Committee November 1, 2017 RECOMMENDATION RESOLVED, that the MSBA petition the Minnesota Supreme Court to adopt proposed amendments to Minnesota Rules of Professional Conduct 1.6(b)(8) and (9), and related comments, as set forth in this report. Rule 1.6(b) A lawyer may reveal information relating to the representation of a client if: (8) the lawyer reasonably believes the disclosure is necessary to respond to a client’s specific and public accusation, made outside a legal proceeding, of misconduct by the lawyer, where the accusation (a) raises a substantial question as to the lawyer’s honesty, trustworthiness, or fitness as a lawyer in other respects and (b) includes the client’s disclosure of information or purported information related to establish a claim or defense on behalf of the lawyer in an actual or potential controversy between the lawyer and the client, to establish a defense in a civil, criminal, or disciplinary proceeding against the lawyer based upon conduct in which the client was involved, or to respond in any proceeding to allegations by the client concerning the lawyer’s representation of the client; (9) the lawyer reasonably believes the disclosure is necessary to establish a claim or defense in an actual or potential civil, criminal, or disciplinary proceeding against the lawyer based upon conduct in which the client was involved, or to respond in any proceeding to allegations by the client concerning the lawyer’s representation of the client; (910) the lawyer reasonably believes the disclosure is necessary to comply with other law or a court order; (1011) the lawyer reasonably believes the disclosure is necessary to inform the Office of Lawyers Professional Responsibility of knowledge of another lawyer's violation of the Rules of Professional Conduct that raises a substantial question as to that lawyer's honesty, trustworthiness, or fitness as a lawyer in other respects. See Rule 8.3; or
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(1112) the lawyer reasonably believes the disclosure is necessary to detect and resolve conflicts of interest arising from the lawyer's change of employment or from changes in the composition or ownership of a firm, but only if the revealed information would not compromise the attorney-client privilege or otherwise prejudice the client. Comments to Rule 1.6. [8] Where a legal claim or disciplinary charge alleges complicity of the lawyer in a client’s  conduct or other misconduct of the lawyer involving representation of the client, the lawyer may  respond to the extent the lawyer reasonably believes necessary to establish a defense. The same is  true with respect to a claim involving the conduct or representation of a former client. Such a  charge can arise in a civil, criminal, disciplinary or other proceeding and can be based on a wrong  allegedly committed by the lawyer against the client or on a wrong alleged by a third person, for  example, a person claiming to have been defrauded by the lawyer and client acting together. The  lawyer’s right to respond arises when an assertion of such complicity has been made. Paragraph  (b)(8) does not require the lawyer to await the commencement of an action or proceeding that  charges such complicity, so that the defense may be established by responding directly to a third  party who has made such an assertion. The right to defend also applies, of course, where a  proceeding has been commenced. Paragraph (b)(8) does not permit disclosure to respond to



a client’s petty or vague critique, or general opinion, of a lawyer, such as those that are common in online rating services. Specific allegations are those which can be factually verified or corrected. Public accusations are those made to third persons other than the lawyer and those associated with the lawyer in a firm. Paragraphs (b)(8) and (b)(9) recognize the principle that the beneficiary of a fiduciary relationship may not exploit it to the detriment of the fiduciary.  



[9] A lawyer entitled to a fee is permitted by paragraph (b)(8) to prove the services  rendered in an action to collect it. This aspect of the rule expresses the principle that the  beneficiary of a fiduciary relationship may not exploit it to the detriment of the fiduciary. Where



a legal claim or disciplinary charge alleges complicity of the lawyer in a client’s conduct or other misconduct of the lawyer involving representation of the client, the lawyer may respond to the extent the lawyer reasonably believes necessary to establish a defense. The same is true with respect to a claim or charge involving the conduct or representation of a former client. Such a claim or charge can arise in a civil, criminal, disciplinary or other proceeding and can be based on a wrong allegedly committed by the lawyer against the client or on a wrong alleged by a third person, for example, a person claiming to have been defrauded by the lawyer and client acting together. The lawyer’s right to respond arises when an assertion of such complicity has been made. Paragraph (b)(9) does not require the lawyer to await the commencement of an action or proceeding that charges such complicity, so that the defense may be established by responding directly to a third party who has made such an assertion. The right to defend also applies, of course, where a proceeding has been commenced. A lawyer entitled to a fee is permitted by paragraph (b)(9) to prove the services rendered in an action to collect it.
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REPORT Committee History, Mission, Procedures. The Rule 1.6 subcommittee was appointed on April 25, 2017, by Mike McCarthy, then Chair of the MSBA Committee on the Rules of Professional Conduct (Committee). Initial members of the subcommittee were William J. Wernz, Fred Finch, David Schultz, Tim Baland, Jr., and Patrick R. Burns. On and after September 12, 2017, Timothy Burke replaced Patrick R. Burns. Appointment of the subcommittee was requested by William J. Wernz in a memo dated April 17, 2017. The memo stated the purposes of the subcommittee would be (a) to study and make recommendations regarding a possible petition to amend Rule 1.6(b)(8), Minn. R. Prof. Conduct; and (b) to consider how the development of electronic social media and other electronic publication modes may affect the issues addressed by Rule 1.6(b)(8). The memo also stated, “The main occasion for this request is the issuance by the Lawyers Professional Responsibility Board (LPRB) of Opinion 24, on September 30, 2016.” The memo also identified what Mr. Wernz regarded as serious problems with Opinion 24. The subcommittee’s recommendations were heard and considered at the Committee meeting held on September 26, 2017. At that meeting, the Committee voted to support the recommendations of the subcommittee absent any dissenting comments received from MSBA sections. Following that meeting, the proposed changes and background information were provided to all MSBA section chairs, with notice that comments were due October 27, 2017. The only comment received came from the New Lawyers Section, indicating they had reviewed and discussed the proposed changes to Rule 1.6 and voted to support them. This information was brought back to the Committee when they met on October 31, 2017. It was noted by representatives of the Office of Lawyers Professional Responsibility (OLPR) that the LRPB would not be formally discussing the proposed amendments until their meeting in January, 2018. As a formality, the Committee again voted to support bringing the proposed changes to the MSBA Assembly at their December meeting. The Committee felt it important that these changes, along with the changes recommended to Rule 5.5, be combined in one petition to the Court. Sources. Sources reviewed by the subcommittee included Lawyers Board Opinion 24, the April 17, 2017, memo of Mr. Wernz, Patrick R. Burns, Client Confidentiality and Client Criticisms, Bench & B. of Minn., Dec. 2016 (“OLPR article”) and William J. Wernz, Board Forbids Lawyer-Self-Defense in Public Forum – a Further Look – Board Op. 24, 3



Minn. Law., April 10, 2017 (“Wernz article”). The subcommittee also reviewed literature related to the advent and influence of electronic social media. Minnesota and ABA Model Rules 1.6. Since they were first adopted in 1985, the Minnesota Rules of Professional Conduct have followed the ABA Model Rules of Professional Conduct to a large degree. The 2005 amendments to the Minnesota Rules were generally designed to increase the overlap of the two sets of rules. Nonetheless, Minnesota Rule 1.6 (“Confidentiality of Information”) has always had many variations from Model Rule 1.6. In 1985, the Court rejected ABA Model Rule 1.6 altogether, preferring to carry forward the confidentiality provisions of the Minnesota Code of Professional Responsibility into Minnesota Rule 1.6. From the 1980s to the early part of this century Minnesota adopted amendments to Rule 1.6 which generally enhanced the discretion of lawyers to disclose confidential information when necessary to rectify or respond to client misconduct. These amendments were usually not based on the Model Rules and in some cases the ABA rejected proposals similar to those adopted in Minnesota. Sometimes the Model Rules were later amended to permit disclosures similar to those permitted in Minnesota. In 2005, Minnesota adopted several variations from Model Rule 1.6. The variations generally permitted more disclosures than the Model Rule. For example, Minnesota Rule 1.6(b) permits eleven types of disclosures, but Model Rule 1.6(b) permits only seven. Even where the Minnesota and Model Rules address the same types of permitted disclosures, the relevant provisions sometimes differ. For example, Minnesota added the words “actual or potential” to “controversy” in Model Rule 1.6(b)(8). Based on this history, the Committee has not found it important to try to conform to ABA Model Rule 1.6(b). Lawyers Board Opinion No. 24 and the OLPR Article On September 30, 2016, the LPRB issued Opinion No. 24. The Board did not follow its customary procedures of seeking comment on a draft of the opinion and including a Board explanatory comment with the opinion. Opinion 24 did not address the meaning of Minnesota’s addition of “actual or potential” to “controversy.” Opinion 24 did not include any explanation of its conclusion that Rule 1.6(b)(8) does not permit disclosure of information covered by rule 1.6(a), “when responding to comments posted on the internet or other public forum. . ..”
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It appears that Opinion 24 takes the position that there are no circumstances in which the “actual or potential controversy” provision of Rule 1.6(b)(8) permits disclosures. Mr. Wernz reported that he inquired of the OLPR and of the LPRB whether they believed there were any such circumstances, but did not receive a reply. The OLPR article appears to take the position that the controversy provision would apply only in public debates, especially on the internet, “that have substantial ramifications for persons other than those engaged in [the debates].” The OLPR article regards such ramifications as “unlikely” in the case of internet ratings of a lawyer. The Committee considered, however, whether such ramifications would include decisions by prospective clients as to retaining lawyers who were the subject of such ratings. A majority of the Committee has concluded that there are circumstances, outside of legal proceedings, in which a lawyer should be permitted to disclose confidential information to respond to a client’s serious, specific allegations of the lawyer’s misconduct. A majority of the Committee does not regard the status quo as satisfactory. The meaning of “actual or potential controversy” is debatable. It is not evident that Opinion 24 states the “plain meaning” of Rule 1.6(b)(8). The OLPR article is not consistent with Opinion 24 as to when disclosures are allowed in public controversies – OLPR would allow some disclosures, but Opinion 24 would allow none. A majority of the Committee regards its proposed rule amendments as not expanding disclosure permissions beyond those allowed under current rules. Electronic Social Media. Electronic social media (ESM) has developed after 2005. ESM has become a major fact of life. ESM provides important resources for information used in making everyday decisions, including selection of providers of various services. Developments include online rating services in which customers and clients rate the services of various providers, including lawyers. The Committee has reviewed online ratings of lawyers. The Committee has the following observations and conclusions. Most online ratings of lawyers by clients express general opinions. Where ratings include allegations of fact, they are often fairly general and do not disclose confidential client information. Most factual allegations do not involve serious misconduct, but instead involve such matters as diligence, adequacy of communications, manners and the like. However, ESM postings can involve serious accusations of misconduct by lawyers. Opinions, Rules and Cases in Other Jurisdictions.
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The Committee reviewed ethics opinions from other jurisdictions, including those that were cited in the OLPR article and were apparently relied on by the LPRB in issuing Opinion 24. The opinions cited in the OLPR article do not address the situation where the client’s accusation includes disclosure of confidential information. Three of the cited opinions expressly state that they assume the client has not disclosed confidential information and the other cited opinions expressly rely on these three opinions.i Opinion 24 in effect takes a position that is not taken by these opinions, viz. that Rule 1.6(b)(8) does not permit disclosure even when the client’s accusation includes disclosures. Insofar as opinions in other jurisdictions take the position that lawyers may not disclose confidential information to respond to critiques outside of legal proceedings when the critiques do not themselves disclose confidential information, the Committee agrees with them. D.C. Ethics Opinion 370, Social Media I: Marketing and Personal Use (Nov. 2016) was issued after LPRB Op. 24 was issued. Op. 370 includes a section, “Attorneys May, With Caution, Respond to Comments or Online Reviews From Clients.” This section applies a Rule of Professional Conduct, unique to the District of Columbia, that allows disclosure or use of otherwise protected client information, “to the extent reasonably necessary to respond to specific allegations by the client concerning the lawyer’s representation of the client.” D.C. Rule 1.6(e). Op. 370 states, “Attorneys may respond to negative online reviews or comments from clients. However, Rule 1.6 does not provide complete safe harbor for the disclosure of client confidences in response to a negative internet review or opinion.” For further explication, Op. 370 cites Comment 25 to D.C. Rule 1.6.ii The committee inquired of D.C. Bar Counsel’s office regarding its experience with D.C. Rule 1.6(e). Bar Counsel indicated that it generally advises lawyers to avoid disclosures in responding to online reviews, but did not provide specific information on rule interpretation issues. Several attorneys in other jurisdictions have been publicly disciplined for disclosing confidential information in response to online reviews.iii Violations of confidentiality rules were clear in these cases. The conduct in these cases would violate both the current Minnesota Rule 1.6 and the rule as proposed for amendment. The Committee believes it will be helpful to the bar and the public to address the situation in which the client has disclosed confidential information or purported information. Proposed Rule 1.6(b)(8) does address this situation. Committee Comments on Drafting. The proposed amendments bifurcate current Rule 1.6(b)(8) into proposed Rules 1.6(b)(8) and (9), to make clear when a lawyer may disclose information in legal proceedings and 6



when disclosure may be made outside legal proceedings. Current Rules 1.6(b)(9), (10), and (11) would be re-numbered 1.6b(10), (11), and (12). Proposed Rule 1.6(b)(8). The proposed amendment does not retain the term “controversy,” because it has proved ambiguous. The OLPR article takes the position that “public controversy” refers to issues outside legal proceedings, that is, “issues that are debated publicly and that have substantial ramifications for persons other than those engaged in it.” A “debate” does not require a “proceeding” and proceedings are not normally called “debates.” The OLPR article cites opinions from other jurisdictions as “consistent.” However, the opinions in other jurisdictions that construe the term “controversy,” conclude that “controversy” requires a legal “proceeding.”iv The proposal uses the term “accusation,” rather than “actual or potential controversy.” The proposal also makes clear that an accusation “made outside a legal proceeding” is covered.v “Accuse” and similar terms were used for many decades before 2005. The term “accuse” was used in Rule 1.6(b)(5) from 1985 to 2005, in DR 4-101(C) of the Code of Professional Responsibility before 1985, and in Canon 37 of the ABA Canons that preceded the Code.vi The proposal uses the terms “specific and public” to modify “accusation.” The term “specific” is borrowed from D.C. Rule 1.6(e). The proposal includes the phrase “a substantial question as to the lawyer’s honesty, trustworthiness, or fitness as a lawyer in other respects.” This phrase has been used for over thirty years in Minnesota and Model Rule 8.3, and has a reasonably well-understood meaning. A client or former client who accuses a lawyer of serious misconduct in a representation will normally disclose confidential information or purported information in making the accusation. If a client made the accusation, “My lawyer stole my settlement proceeds,” the proposed rule would permit the lawyer to make disclosures necessary to show that the lawyer properly distributed the settlement proceeds. In contrast, disclosure would not be permitted if the client made the accusation, “Jane Doe is a terrible lawyer.” Proposed Rule 1.6(b)(9).
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The proposal associates the terms “actual or potential” with “proceeding,” rather than – as in current Rule 1.6(b)(8) - with “controversy.” This revision fits better with an important example of permission to disclose regarding a potential proceeding, viz. a lawyer’s report to a malpractice carrier of a client “claim,” which is not yet an actual lawsuit. Such claims are more accurately characterized as potential proceedings rather than potential controversies. The proposal permits disclosure in relation to proceedings as necessary “to establish a claim or defense.” Current Rule 1.6(b)(8) associates establishment of a claim with a “controversy” only, and associates establishment of a defense with both a “controversy” and a “proceeding.” In Kidwell v. Sybaritic, 784 N.W.2d 220 (Minn. 2010), four justices associated regarded Kidwell’s disclosures to establish a claim as permitted in a proceeding that Kidwell had commenced against his former employer.vii Proposed Comments 8 and 9. The proposed comments make clear that the disclosure permission of proposed Rule 1.6(b)(8) does not apply to such disclosures as a client’s mere expression of opinion, vague critique, and the like. “Specific accusation” is contrasted with “petty or vague critique,” and “general opinion.” “Public accusation” is defined in the proposed comment in a way that is consistent with the law of defamation. Fairness, Attorney-Client Privilege, Client Waiver by Disclosure. Current comment 9 to Rule 1.6 recognizes, as a basis for permission to disclose in connection with a fee dispute, “the principle that the beneficiary of a fiduciary relationship may not exploit it to the detriment of the fiduciary.” Because this principle extends beyond a lawyer’s contested claim to a fee, proposed comment [8] relates this principle to both Rule 1.6(b)(8) and (9), as amended. The Committee took note of another application of a principle of fairness - the fact that a client’s voluntary disclosure of privileged information operates as a waiver of the attorney-client privilege. “The attorney-client privilege is waived if the client, the client’s lawyer, or another authorized agent of the client voluntarily discloses the communication in a non-privileged communication.” Restatement of the Law Governing Lawyers § 79. The policy reason for finding waiver in partial disclosure is that it would be “unfair for the client to invoke the privilege thereafter.” McCormick on Evidence § 93 (7th ed. 2016), citing 8 Wigmore, Evidence (McNaughton rev.) § 2327 and Imwinkelried, The New Wigmore: Evidentiary Privileges § 6.12.4 (2ed. 2010). A waiver of the privilege would occur if a client disclosed privileged information in accusing a lawyer of misconduct.
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Although the law of confidentiality under the Rules of Professional Conduct overlaps with the law of privilege, the two bodies of law are in many ways distinct. Nonetheless, the Committee believes that it would be unfair for a client to disclose, or purport to disclose, confidential information to support serious accusations against a lawyer and thereafter to invoke confidentiality rules to prevent the lawyer’s self-defense either in or outside a proceeding. As noted above, some of the opinions of other jurisdictions on which the OLPR article and Opinion 24 rely expressly state that the opinions do not apply where the client’s allegation involves a waiver of confidentiality or privilege. Balancing Moral and Professional Issues. Issues involving disclosure of confidential information in self-defense give rise to important moral and professional issues. A client’s groundless, public accusation of serious professional misconduct, if apparently supported by disclosure of client information, may permanently damage a lawyer’s reputation and income. A lawyer’s unnecessary disclosure of client information may damage a client. Electronic Court Filing. An issue related to issues considered by the Committee arises with electronic court filings. Electronic filing has become standard in recent years in Minnesota court proceedings. Public access to court filings has been greatly enhanced. Under current Rule 1.6(b)(8) and (9), a lawyer may disclose confidential information as reasonably necessary to “establish a claim or defense.” Lawyers may sue clients and other parties to establish a claim of defamation per se. If, as Opinion 24 concludes, Rule 1.6(b)(8) does not permit a lawyer to disclose information in self-defense outside a legal proceeding, the rule may create an incentive for a lawyer to defend his or her reputation against serious, false accusations by bringing a claim for defamation per se. A lawyer may wish to call attention to filings in a defamation per se or other proceeding. The Committee has not attempted to resolve the issue of whether a lawyer Rule 1.6 permits the lawyer to make further public disclosures of information filed online in litigation. The Committee notes: (1) that such disclosure would apparently be permitted under the Restatement of the Law Governing Lawyers; (2) that a Supreme Court referee concluded that a lawyer’s public disclosure of court records did not violate Rule 1.6 and OLPR did not appeal this conclusion; and (3) that OLPR does not currently take a position on when further disclosure by a lawyer of information available in court records does or does not violate Rule 1.6.viii The Committee believes that amending Rule 1.6(b)(8) to make clear a lawyer’s permission to disclose to respond to serious accusations will reduce the lawyer’s incentive to sue the client. 9



Conclusion. The Committee believes that the proposed amendments will not broaden the circumstances in which a lawyer may disclose confidential information beyond those provided by current Rule 1.6(b)(8). The current permission to disclose “in an actual or potential controversy” can be interpreted in a very broad way. OLPR interprets “controversy” to include a certain type of “debate.” The Committee’s proposal requires, for disclosures outside a litigation “proceeding,” that the client make an accusation that is specific, serious, and public, and that also discloses confidential information. These requirements will result in very few permissions to disclose. The proposed amendments are also clear enough to reduce or eliminate the uncertainty and controversy resulting from the current rule and from Lawyers Board Opinion 24.
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Los Angeles County Bar Ass’n Op. No. 525 addresses a situation “when the former client has not disclosed any confidential information.” San Francisco Bar Ass’n Op. 2014-1 states, “This Opinion assumes the former client’s posting does not disclose any confidential information and does not constitute a waiver of confidentiality or the attorney-client privilege.” New York State Bar Ass’n Op. 1032 addresses response to a client statement that “did not refer to any particular communications with the law firm or any other confidential information.” Texas State Bar Op. No. 662 and Pennsylvania Bar Ass’n Formal Op. 2014-200 both rely on the Los Angeles, San Francisco and New York opinions. ii Comment 25 to D.C. Rule 16 states, “If a lawyer’s client, or former client, has made specific allegations against the lawyer, the lawyer may disclose that client’s confidences and secrets in establishing a defense, without waiting for formal proceedings to be commenced. The requirement of subparagraph (e)(3) that there be “specific” charges of misconduct by the client precludes the lawyer from disclosing confidences or secrets in response to general criticism by a client; an example of such a general criticism would be an assertion by the client that the lawyer “did a poor job” of representing the client. But in this situation, as well as in the defense of formally instituted third-party proceedings, disclosure should be no greater than the lawyer reasonably believes is necessary to vindicate innocence, the disclosure should be made in a manner that limits access to the information to the tribunal or other persons having a need to know it, and appropriate protective orders or other arrangements should be sought by the lawyer to the fullest extent practicable.” iii People v. James C. Underhill Jr., 2015 WL 4944102 (Colo. 2015); In the Matter of Tsamis, Ill. Att’y Registration and Disciplinary Comm’n, Comm’n No. 2013PR00095 (Ill. 2014); In the Matter of Margrett A. Skinner, 295 Ga. 217, 758 S.E.2d 788 (Ga. 2014). iv Texas construes the “controversy” exception to confidentiality as applying, “only in connection with formal actions, proceedings or charges.” Texas Op. 662. Pennsylvania relies for its conclusion on a comment that has no Minnesota counterpart. “Comment [14] makes clear that a lawyer’s disclosure of confidential information to ‘establish a claim or defense’ only arises in the context of a . . . proceeding.” Pa. Op. 2014-200. The other opinions cited by the OLPR article do not construe the term “controversy.” Another cited opinion finds that the term “accusation,” as used the governing rule, “suggests that it does not apply to informal complaints, such as this website posting,” but instead applies only a formal “charge.” NYSBA Ethics Op. 1032. v Definitions chosen from Black’s Law Dictionary tend to have narrow meanings associated with legal usages. Definitions from more general dictionaries tend to have more general meanings.
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To avoid the issue of which dictionary to prefer, proposed Rule 1.6(b)(8) includes its own definition – a covered “accusation” is one made “outside a legal proceeding.” vi Rule 1.6(b)(5) permitted disclosure “to defend the lawyer or employees or associates against an accusation of wrongful conduct.” DR 4-101 similarly permitted disclosure of confidential information by a lawyer “to defend himself or his employees or associates against an accusation of wrongful conduct.” Canon 37 provided, “If a lawyer is accused by his client, he is not precluded from disclosing the truth in respect to the accusation.” vii The remaining three justices based their opinion on employment law and did not find it necessary to reach ethics issues. Kidwell dealt with a whistle-blower claim. vii



Restatement Sec. 59 cmt. d; Findings of Fact, Conclusions of Law, and Memorandum of Honorable John C. Lindstrom at 19, In re Fuller, 621 N.W.2d 460 (May 23, 2000).



viii



Restatement Sec. 59 cmt. d; Findings of Fact, Conclusions of Law, and Memorandum of Honorable John C. Lindstrom at 19, In re Fuller, 621 N.W.2d 460 (May 23, 2000).
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