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Abstract Cloud is a platform where computing and software resources are provided “as a service” to external customers using Internet technologies. Cloud provides us the facility of storing as well as processing data online. Cloud computing has many economic advantages, but sensitive data of clients must be protected from untrusted cloud provider. Cloud provider may misuse sensitive data of client, thus securing data stored on cloud is of utmost importance. This paper proposes a key management scheme where encrypted key shares are given to the authorized users to prevent cloud provider from accessing the sensitive data of client. Android is the most widely used open source mobile operating system recently. This paper proposes a platform of connectivity between android application and cloud to provide easy access of data stored on cloud using android mobile device.
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1. Introduction Cloud computing is an evolutionary latest model for distributed computing consisting of centralized data centers that provide resources for highly scalable units of computing. Cloud computing systems offer unlimited storage and processing for clients. However, we cannot always trust a cloud provider considering that we always have certain data that do not want to be seen by anyone, not even by cloud provider. Many clients are reluctant to implicitly trust a third-party cloud provider. Given that cloud applications are accessed by thousands of mobile device users, an encrypted cloud storage solution requires scalable key management. Current key management practices typically focus on key generation and distribution among a large population of users. The primary concern is that as authorized users join and leave a system, current keys Ujjwala Mhatre,
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must be re-generated and re-distributed to valid users, which is an unrealistic cost for mobile device users. Some approaches suggest performing computationally-intensive key re-generation operations within the cloud to take advantage of its scalability, but these computations may prove too expensive in certain applications where processing overhead is undesirable [1]. This work suggests concentrating on the use of another asset of a cloud system. Its permanent replicated storage, which can scale according to client demand. The key design factors that a cloud-based secure key sharing system has includes : no additional server-side logic is required on the cloud provider end; easy data access; highly scalable key sharing among multiple authorized users; minimal computation efforts required by mobile users; minimal communication is required with the cloud provider; and users do not need to trust existing cloud providers, in terms of the administrator having unrestricted full access to stored user data.



2. Literature Review Various access control techniques have been available for encrypted file storage in the cloud. The cloud provider typically controls key management activities, or the data owner or a trusted proxy does so if the provider is untrusted, requiring additional network communication and components [4]. In some mechanisms where control rests within the domain of the client, such as cloud-based data re-encryption, the ability of the provider to scale for computation has been exploited by performing intensive cryptographic computation in the cloud [3]. This paper is based on guideline provide by NIST (National Institute of Standards and Technology) [5], it recommends secret sharing as a technique to be used to protect long-term credentials in its security definition for a CSP (Cloud Service Provider). Secret key sharing allows a secret such as key information to be divided into multiple shares [2]; these shares may be distributed among key generators using the concept of threshold decryption [6], or portions of a private key are distributed among users [7]. The challenge is that the client must assemble a key from multiple sources, potentially resulting in expensive communication overhead.



3. BASE IDEA Cloud Computing is evolutionary new technology which offers IT to do more with the infrastructure that already exists, as well as adding new ways to expand capacity quickly and economically by using external cloud computing resources. Though Cloud offers unbounded storage and easy access to data it is not practically possible to trust existing cloud providers. Cloud is known to be secure from other users and data on cloud passes through a encrypted medium, but hiding and securing data from other users is of no use if we cannot protect our data from existing cloud providers. The paper mainly deals with securing data from untrusted cloud providers. Paper also resolves the problem of limited key shares available for sharing data on cloud. A key management scheme is proposed where encrypted key shares are stored on cloud and automatically deleted based on passage of time or user activity. Android platform is a new generation of smart mobile phone operating system launched by Google. Android is a most widely used open source operating system used currently. An android application is developed for providing encrypted key shares to authorized users on cloud. Users can also access their data on cloud using this android application once they are authorized. This android application is connected to a private cloud.



4. Proposed Scheme The below diagram gives the overview of the system. A private cloud is created which has an application server and database. This database offers nearly unbounded storage. This is the centralized database which stores all the data. This database of cloud acts as the backend of the whole system. An android application is developed which provides graphical user interface to the user. An android application is developed which provides graphical user interface to the user. It acts as the front end of the system. This android application is connected with cloud server database. Thus any user accessing data through android Ujjwala Mhatre,
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application is verified by checking record in centralized database. The entire scenario can be conveniently express in form of diagram given below:



Fig 2. Three cases at receiver side of the proposed separable scheme.



Fig 2. Flow of execution User- A user is any authorized person who wants to access and/ or upload the data. He has to be registered on database and be authorized by the cloud admin. Ujjwala Mhatre,
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Admin: Admin is a person who possess all the rights to perform all the transactions on cloud. He has the right to authorize the users. Database: Database acts as a backend of the system. It has all data stored that is stored on the cloud. It also has information regarding authorized users on cloud. Cloud Hosting System: This system deals with key generation and sharing techniques. It generates encrypted key shares which will provide a solution to the problem of limited key shares to the data on cloud.



4.1 Main technique Consider a technique based on Shamir’s secret sharing where U is set of users accessing the cloud, ΓU is list of subsets of U such that each subset is trusted, Utr is any trusted subset of parties, where Utr ∈ ΓU, t is threshold value where (t+1) or more parties in U can recover the secret, while any t or less cannot do so, therefore this secret sharing scheme is threshold-based scheme. All symbolic notations are summarized in table I Table no. 1: Symbolic notations Symbol



Description



Utr A,B,C GenKey()



Authorized user set. Users Alice, Bob, and Charlie in Utr. Function to generate a random key of some predetermined length. K Symmetric data key. Share i of key K. Version associated with a key share KS[i]. Encrypted key share i. Metadata header for key share KS[i]. Digest of key share KS[i]. Signed metadata header. Function to generate share i of key K, where n is the total number of shares. Function to encrypt data x using key y. Function to decrypt data x using key y. Compute the digest of message x. Function to reconstruct secret key from shares in array z[]. Function to perform a bitwise comparison of values x and y. Access key to unlock share KS[i]. Plaintext of user data. Unique plaintext record identifier. Ciphertext of user data. The threshold number of key shares KS, above which (at t + 1 or greater), there is a sufficient number to compute K. The total number of key shares KS generated for a particular data record. A description key identifying the set of key shares eligible to decrypt c. Public key of user X. Private (secret) key of user X.



KS[i] v[i] EKS[i] KS[i]hdr KS[i]dig EKS[i]hdr Partition(K, i, n) Encrypty(x) Decrypty(x) Hash(x) Reconstruct([z]) Compare(x, y) AK[i] M Mid C T N L PKX SKX
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4.2 Encryption Refer following algorithm: 1. 2. 3. 4.



Comment: Generate the data and access keys. K ← GenKey() for i ← 1 to n do i.KS[i] ← Partition(K, i, n) ii.AK[i] ← GenKey() iii.EKS[i] = EncryptAK[i](KS[i]) iv.KS[i]dig = Hash(KS[i]) v.EKS[i]hdr ← EncryptSKA(mid i v[i]KS[i]dig) 5. comment: Encrypt the plaintext message 6. c ← EncryptK(m) In the ENCRYPT operation user A, proceeds to generate key shares and encrypt a message m which is stored in the cloud and identified with a unique identifier mid. User A generates a symmetric key K and divides it into multiple shares KS[1] to KS[n], in which n is the current total number of shares, and a minimum t + 1 shares are required for decryption, where t + 1 ≤ n. Parameter t may be decreased or increased in value for a corresponding adjustment in the level of security and parameter n determines the number of users supported and the storage requirements for the shares. After encryption each share KS[i] is become encrypted as EKS[i], using a symmetric encryption key AK[i] of user A, known as an access key; it is also possible for the same access key AK[i] to protect multiple shares. The encrypted shares are stored in a key database in the cloud and cannot be read in plaintext form by the cloud provider, although they remain accessible for download by users for accessing data. Unique record identifier of mid is assigned to the plaintext m, and that message encrypted by A as ciphertext c using K, is uploaded to the provider, and is stored in the cloud. Since the cloud provider cannot unlock any share stored in the key database, it is unable to decrypt c. To the ciphertext is appended a description key L identifying the set of key shares eligible to decrypt the data, of which only the threshold amount is required by any user.



4.3 Decryption User B, wishes to access ciphertext, and so he executes the following DECRYPT operation. For decryption refer following algorithm: Comment: Reconstruct the data key. 1.for i ← 1 to t + 1 2.do i.KS[i] ← DecryptAK[i]EKS[i] ii.KS[i]hdr←DecryptPKAEKS[i]hdr iii.Compare(Hash(KS[i]),KS[i]hdr.KS[i]dig)) 3.K ← Reconstruct(KS[1, .., (t + 1)]) 4.comment: Decrypt the plaintext message. 5.m ← DecryptK(c) Ujjwala Mhatre,
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Suppose that B is an authorized member of Utr obtains symmetric access keys AK[x] to AK[y] from A, where the range of keys is of at least size t + 1, the required threshold. A description key L is required to convert ciphertext to plaintext. Authorized user will get description key for accessing plaintext.



4. GUI Model



Fig.3 GUI model



4. Conclusions In this paper, we have discussed some issues related to security of data stored on cloud. We have also proposed some techniques to secure data on cloud from cloud providers. We have proposed a key management scheme to overcome the drawback of limited key shares to data stored on cloud. Connectivity between android application and cloud is demonstrated for easy access of data stored on cloud through mobile application
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