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We consider a relay channel scenario in a cognitive radio channel with a secondary user source S, a primary user P, a secondary user destination D, an eavesdropper E , and M relays {Rm }M m=1
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Physical layer security has been studied in Gaussian channels, fading channels, multi-anterna and multi-user channels. Collaborative-relay beamforming in perfect CSI and imperfect CSI [G.Zheng et al., 2009]. Secrecy relay beamfoming under total relay power constraint [L.Dong et al., 2008, 2009]. Relay beamforming under individual relay power constraint [J.Zhang et al., 2010]. Secure communication over MISO Cognitive Radio Channels[Y. Pei et al., 2010].
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We investigate the collaborative relay beamforming under secrecy constraints in the cognitive radio network. The secrecy rate of the secure amplify and forward cognitive radio channel is first characterized, which is a quasiconvex optimization problem which can be solved through convex semidefinite program(SDP). We also propose two sub-optimal null space beamforming schemes.



Transmit and Receive Relationship Secure Relay Beamforming over Cognitive Radio Channel Junwei Zhang and Mustafa Cenk Gursoy



Introduction Channel Model Main Results



The received signal at Rm yr ,m = gm xs + ηm The relay output can be written as 1 , xr ,m = wm lm (gm xs + ηm ). ∼ lm = p 2 |gm | Ps + Nm The received signals at the destination D ,eavesdropper E and the primary user P is,
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yd =



M X



hm wm lm (gm xs + ηm ) + n0 ,



m=1



ye =



M X



zm wm lm (gm xs + ηm ) + n1 .



m=1



yp =



M X m=1



km wm lm (gm xs + ηm ) + n2 .
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The secrecy rate is now given by Rs = I(xs ; yd ) − I(xs ; ye ) PM 2 2 2 m=1 |zm | lm |wm | Nm + N0 = log PM × 2 2 2 m=1 |hm | lm |wm | Nm + N0 ! PM PM | m=1 hm gm lm wm |2 Ps + m=1 |hm |2 lm2 |wm |2 Nm + N0 . PM PM | m=1 zm gm lm wm |2 Ps + m=1 |zm |2 lm2 |wm |2 Nm + N0 The interference at the primary user is
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Λ=|



M X m=1



km gm lm wm |2 Ps +



M X



|km |2 lm2 |wm |2 Nm .



m=1



we address the joint optimization of {wm } that maximizes the secrecy rate in and maintain the interference on the primary user under the certain threshold Λ ≤ γ. γ is the interference temperature limit.
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Let us define ∗ ∗ hg = [h1∗ g1∗ l1 , ..., hM gM lM ]T , ∗ ∗ hz = [z1∗ g1∗ l1 , ..., zM gM lM ]T , ∗ ∗ hk = [k1∗ g1∗ l1 , ..., kM gM lM ]T , 2 Dh = Diag(|h1 |2 l12 N1 , ..., |hM |2 lM NM ), 2 Dz = Diag(|z1 |2 l12 N1 , ..., |zM |2 lM NM ), and 2 Dk = Diag(|k1 |2 l12 N1 , ..., |kM |2 lM NM ).
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Denote t1 =



N0 +tr ((Dh +Ps hg hg † )ww† ) , t2 N0 +tr ((Dz +Ps hz hz † )ww† )



=



N0 +tr (Dz ww† ) , N0 +tr (Dh ww† )



and define



X , ww† Using SDR(drop the rank one constraint ), we can express the optimization problem as max



X,t1 ,t2



t1 t2



s.t tr (X (Dz − t2 Dh )) ≥ N0 (t2 − 1)     tr X Dh + Ps hg hg † − t1 Dz + Ps hz hz † ≥ N0 (t1 − 1)    tr X Dk + Ps hk hk † ≤γ and diag(X) ≤ p, (and/or tr (X) ≤ PT ) and



X  0.



Beamforming in the Null Space of Eavesdropper’s channel Secure Relay Beamforming over Cognitive Radio Channel Junwei Zhang and Mustafa Cenk Gursoy



Introduction Channel Model Main Results



Mathematical Formulation Optimal Beamforming Beamforming in the Null Space of Eavedropper’s Channel Beamforming in the Null Space of Eavesdropper’s and Primary User’s channels



Multiple Primary Users and Eavesdrop-



We choose w to lie in the null spaces of hz , With this assumption, we eliminate E ’s capability of eavesdropping on D. this is equivalent to PMathematically, M | m=1 zm gm lm wm |2 = |hz † w|2 = 0, which means w is in the null space of hz † . ⊥ We can write w = H⊥ z v, where Hz denotes the projection † matrix onto the null space of hz . Specifically, the columns of H⊥ z are orthonormal vectors which form the basis of the null space of hz † . In our case, H⊥ z is an M × (M − 1) matrix.



The total power constraint become † ⊥ † w† w = v† H⊥ z Hz v = v v ≤ PT . The individual power ⊥ 2 constraint becomes |Hz v| ≤ p
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With these notations,under null spaces beamforming assumption Γe is zero, we only need to maximize the Γd †



Γd =



† ⊥ Ps v† H⊥ z hg hg Hz v †



⊥ v† H⊥ z Dh Hz v + N0



The interference on primary user is now computed as, †



Introduction



†



† ⊥ † ⊥ ⊥ Λ = Ps v† H⊥ z hk hk Hz v + v Hz Dk Hz v
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and now we define X , vv we can express the optimization problem as max



t    † † ⊥ ⊥† ⊥ s.t tr X Ps H⊥ ≥ N0 t z hg hg Hz − tHz Dh Hz   †  † ⊥ ⊥ ⊥† ≤γ tr X H⊥ z Dk Hz + Ps Hz hk hk Hz X,t



†



⊥ and diag(H⊥ z XHz ) ≤ p, (and/or tr (X) ≤ PT ) and



X  0.
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In this scheme we choose w to lie in the null spaces of hz and hP k , Mathematically, this is equivalent to M | m=1 zm gm lm wm |2 = |hz † w|2 = 0, PM | m=1 km gm lm wm |2 = |hk † w|2 = 0. ⊥ We can write w = H⊥ z,k v, where Hz,k denotes the projection † matrix onto the null space of hz and hk † . Specifically, the columns of H⊥ z are orthonormal vectors which form the basis of the null space. In our case, H⊥ z is an M × (M − 2) matrix. The total power constraint become † ⊥ † w† w = v† H⊥ z,k Hz,k v = v v ≤ PT . The individual power ⊥ constraint becomes |Hz,k v|2 ≤ p.
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Under this assumption, the interference on the primary user is reduced to the gaussian noise at relay passing to primary user.
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Λ=



M X



†



⊥ |km |2 lm2 |wm |2 Nm = v† H⊥ z,k Dk Hz,k v.
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Then the optimization problem becomes
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max



t    † † ⊥ ⊥ ⊥ † ≥ N0 t s.t tr X Ps H⊥ z,k hg hg Hz,k − tHz,k Dh Hz,k    † ⊥ tr X H⊥ ≤γ z,k Dk Hz,k X,t



†



⊥ and diag(H⊥ z,k XHz,k ) ≤ p, (and/or tr (X) ≤ PT ) and



X  0.
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When γ is not very small, as we have only aggregate noise at primary user. Then the interference constraint Λ ≤ γ should be trivially satisfied. When we drop this constraint and assume that the relays operate under the total power constraint expressed as v† v ≤ PT , we can get the close form solution as follows, †



max



† ⊥ Ps v† H⊥ z hg hg Hz v †



⊥ v† H⊥ z Dh Hz v + N0   N0 † ⊥ ⊥† ⊥† ⊥ = Ps λmax Hz hg hg Hz , Hz Dh Hz + I PT



v† v≤Pt



Hence, the maximum secrecy rate is achieved by the optimal beamforming vector vopt = ςu where u is the eigenvector that corresponds to  † † ⊥ N0 ⊥† ⊥ λmax H⊥ h h H , H D H + I and ς is chosen to ensure g g h z z z z PT † vopt vopt = PT .
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The discussion of optimal beamforming can be easily extent to the case of more than one primary user in the network. Since each primary user corresponds to the predefined interference constraint Γi ≤ γi which can be straightforwardly added.
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It cannot be easily extended to the multiple-eavesdropper case. In this case, the secrecy rate for AF relaying is Rs = I(xs ; yd ) − max I(xs ; ye,i ) i



In this scenario, the objective function cannot be expressed in the form given before.
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On the other hand, the null space beamforming schemes can be extended to multiple primary users and eavesdroppers given that the number of relay nodes is greater than the number of eavesdroppers or the total number of eavesdroppers and primary users depending on which null space beamforming is used. The reason of this is to make sure the projection matrix H⊥ is exists. If we want H⊥ in the null space of i channels, the dimension of H⊥ will be M ∗ (M − i).
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Figure: AF secrecy rate vs. PT /Ps . σg = 10, σh =, σz = 1, σk = 1, M = 10, γ = 0dB.
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Figure: AF secrecy rate vs. PT /Ps . σg = 10, σh = 1, σz = 2, σk = 4, M = 10, γ = 10dB.
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Figure: AF secrecy rate vs. interference temperature γ. σg = 10, σh = 2, σz = 2, σk = 4, M = 10, Ps = PT = 0dB.
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