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Roadmap



Background (S2PC via cut-and-choose of garbled-circuits



A new protocol



3. S2PC 4. Motivation 5. Security model 6. Garbled circuits 7. Yao’s protocol 8. Malicious case 9. Cut-and-choose (1) 10. Cut-and-choose (2)



(using BitComs & forge-and-lose)
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S2PC Apps Model



Analysis of the protocol
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Goal: intuition about protocol and its properties.  2011-2014 Luís Brandão



S2PC with reusable BitComs via a C&C with F&L technique
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1-output



Secure Two-party Computation (S2PC) I’d like to evaluate fB (a function) of our combined inputs, but hide my input!



xA (private circuit input)



OK, but other than that I’ll hide my input.



Alice



circuit input)



Bob



xB



xA Private



Index1



xB (private



Private



A



S2PC Apps



B yB = fB (xA, xB)



S2PC Trusted Third Party



Private



Model GCs



How to avoid the Third Party?



p : Transcript



Yao Mal C&C1 C&C2
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(own internal states & messages exchanged)



Correctness: Bob learns fB(xA, xB) Privacy: Alice learns nothing about xB or yB. Bob learns nothing else about xA.



Independence of inputs: xA and xB are independent (during the protocol)  2011-2014 Luís Brandão



S2PC with reusable BitComs via a C&C with F&L technique



Motivation for S2PC 



Alice: Bob:



Find who’s richer [xAxB]?



Alice



Bob



S2PC Apps



Hospital B database



Alice:



Secret key (k)



Bob:



Secret message (m)



Alice



Ability to avoid trusting in third parties.



• Budget restriction – a third party might be expensive. 



“1-output” S2PC can be a starting point for 2-output S2PC.



Alice



C&C1



fA(xA,xB)



C&C2
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 Bob: xA



xB



• Fear of corruption – third party may be bribed;



GCs Mal



Optimal decision tree for triage



• Secrecy requirement – no outside party can be trusted;



Model



Yao







database



Blind encryption / MAC (e.g., [PSSW09])



vs.
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Privacy preserving data mining (e.g., [LP02]) Alice & Bob: Hospital A



Applications. Millionaire’s problem [Yao82]



Index1



(despite the transcript)



 2011-2014 Luís Brandão



xA



TTP



xB



(2-output)



S2PC



S2PC with reusable BitComs via a C&C with F&L technique



Enck(m)



Bob



fB(xA,xB)



Bob



fB(xA,xB) Slide presentation updated on Jan 13, 2014



Adversarial models Honest-but-curious parties



Alice



But later I’ll analyze my transcript



A



Index1



Bob



I will follow the rules of the protocol!



B



S2PC Apps Model



Main challenge: privacy



Malicious parties



GCs Yao Mal



Alice



Bob



I may act maliciously!



C&C1 C&C2
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Main challenges: privacy, correctness … simulatability  2011-2014 Luís Brandão
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Boolean Circuit  Garbled Circuit (GC) Garbling Mechanism



Boolean Circuit PA and PB agree on Boolean circuit C to compute f. C  x, y   f  x, y  , for bit-strings x and y of known size.



IA: PA’s input wires



Index1



S2PC Apps Model GCs Yao Mal



b2



b3



b4



i1



i2



i3



i4



  i5







i7







Example: (garbed) NAND (k9[1], k10[1])  k11[NAND(1,1)]=k11[0] bit {0,1}



k9[0]



: XOR (0110) : OR (0111) : NOT (10) : AND (0001)  : NAND (1110)



i9



 i11



NAND Truth table i9 i10 i11 0 1 0 1



i10



1 1 1 0



i9



i10



k9



k10



c2



k9



[0]



k10[0] k11[NAND(0,0)]



c3



k9[1] k10[1] k11[NAND(1,1)]



c4



k9[0] k10[1] k11[NAND(0,1)]



c1



There are optimizations, e.g.: • Xor-for-free [KS08b] • Point and permute [NPS99] OB: PB’s • Dual-key cipher [BHR12] output wire(s) • Garbled row reduction [PSSW09]  2011-2014 Luís Brandão



key



Underlying bit



i11



[1]



[0]



k11[NAND(1,0)]



b11



C&C2



k10[1]



 (NAND) Cipher



0 0 1 1



k10[0]



k9[1]



i9



i10



 Circuit C



C&C1
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i6



i8



Key values are independent of underlying bits!



IB: PB’s input wires



b1



gates  garbled gates; bits  garbled values (cryptographic keys)



S2PC with reusable BitComs via a C&C with F&L technique



i11 k11[0]



k11[1]
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The basic garbled-circuit approach I will follow the rules of the protocol!



xA



PA



PB



NOT secure if parties are malicious.



fB(xA,xB) Alice’s input wires



2. PA select 2 keys (ki[0], ki[1]) for each wire i.



S2PC Apps



3. PA builds and sends Garbled Circuit 4. PA sends 1 key per input-wire of PA



Underlying bit



GCs



using 1-out-of-2 Oblivious Transfers



Yao



PA: k 0 , k 1



i1



i2



i5 Bob’s output wire ki5[0] ki5[1]



PB: k b



Exceptionally, output keys reveal the respective bits, e.g., LSB(ki5[b])=b.



6. PB evaluates GC , learning only fB(xA,xB).  2011-2014 Luís Brandão



i4



Garbled Circuit (GC)



PB: b



C&C2
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i3



(intermediate wires)



1/2-OT



C&C1



Bob’s input wires



ki1[0] ki1[1] ki2[0] ki2[1] ki3[0] ki3[1] ki4[0] ki4[1]



Model 5. PA sends 1 key per input-wire of PB



Mal



(see [Yao86, LP09] )



(Here simplified to 1-output setting)



xB



1. Agree on a Boolean Circuit.



Index1



Yao’s protocol



S2PC with reusable BitComs via a C&C with F&L technique
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Malicious Parties What can go wrong with the Basic Garbled-Circuit Approach? 



PA could build a wrong Garbled Circuit, without PB noticing it.



Correct Circuit: C=[xAxB]? xA=b1+2 b2



b1



Index1







S2PC Apps



xB=b3+2 b4



b2



  



b3







xA=b1+2 b2



b4 Same topology of gates and wires, but different gate operations.











Yao



yB= [2b1+b02b’1+b’0]



Mal C&C1







b2



=



=



b3



b4







L



L



(gate “L”: returns value of left wire)



xB=b3+2 b4



 yB= b1b2



In a 1-out-of-2-OT, a malicious PA could, for example, invert the order of the 2 input keys of a wire, making PB learn C(x,y’) instead of C(x,y). PA: k 1 , k 0 PB: b



C&C2
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b1



L



Model GCs



Malicious Circuit: C’=xA/2(xA%2)



Instead of   2011-2014 Luís Brandão



1/2-OT PB: k



1b



Instead of k[b]



S2PC with reusable BitComs via a C&C with F&L technique
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S2PC via cut-and-choose of garbled circuits (the traditional high level construction) Optimal attack: b=e/2 bad Circuits .



Here are s garbled circuits



GC1



… GC



GC2



s



Alice



OK. Let me verify that v are OK, and only then evaluate the other e. (s = v + e)



Prcheat  1.26  2 –0.32 s



Index1



Example: 123 GCs for Prerror  2–40



S2PC Apps



v3s/5, b=e/2



Optimal defense [SS11] Verify v  3s/5 Evaluate e  2s/5



Bob



The output is OK only if majority of evaluation GCs is correct



State-of-the-art till early 2013. Then improved by [Lin13], [HKE13], [Bra13]



Model GCs



What is the probability with which Alice can cheat?



Yao



Prcheat(s,v,b)  b  e 2 



Mal C&C1



# partitions allowing error # all partitions:



s! e! v !



Necessary condition



C&C2
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Bin s  b,v  Bin s,v



s = # GCs v = # verification GCs  2011-2014 Luís Brandão



b = # bad GCs e=s–v



(Bin  Binomial coefficient)



S2PC with reusable BitComs via a C&C with F&L technique
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A traditional cut-and-choose of garbled-circuits



(Informal overview)



(i.e., statistical security requires majority of correct evaluation indices) Step 3 – Verification indices (jJV) Primitives used: GCs, 1/2-OTs, PRG,



• For j JV: PA reveals the seed, then PB regenerates the GC and input keys and checks them against their commitments.



commitments, ZKPs (or similar).



Step 1 – Commit • PA obtains several (s) independent random seeds and expands each seed (with the help of a PRG) to a GC and respective input keys. IA PRG



Index1



S2PC Apps Model GCs Yao Mal C&C1 C&C2
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IB



i1 i2 i3 GCj i5



i4



IA Commit



IB



i1 i2 i3 GCj i5



jJV (verify)



If checks fail, then PB aborts. Else, a majority of evaluation indices is likely to have been committed OK. Prob1–2–0.32s (if v3s/5)



Step 4 – Evaluation indices (JE) • For jJE, PA reveals 1 key per input wire of PA, without revealing from which position in the pair of commitments (0 or 1); PA gives a ZKP that across different GCs (jJE) the keys for each wire index of PA (iIA) are consistent with the same position (0 or 1).



i4



• PA commits separately to: each GC; each input key of PA (randomly permuted position in each pair); and each input key of PB (ordered position).



 2011-2014 Luís Brandão



i4



• For jJE: PA reveals the GC, and PB checks it (abort if Fail).



j {1,…,s}



Step 2 – Challenge • PA and PB jointly CUT {1,…,s} in 2 random subsets (JV and JE) and CHOSE one (JV) to verify and the other (JE) to evaluate.



i1 i2 i3 GCj i5



• For iIB: PA and PB engage in a 1-out-of-2 OT, such that PB receives one input key for each evaluation GC. PA gives ZKP that keys used were consistent with commitments (to avoid selective failure attack). • For jJE: PB evaluates the GCs. i1 i2 i3 GCj i5



i4



jJE • For iOB, PB outputs majority bit (evaluate)



across evaluation circuits (jJE). Thus tolerating some evaluation indices (jJE) with malicious circuits.



Input consistency ensured by means of ZKPs (or similar) Many variants, e.g., [Pin03, MF06, GMS08, KS06, Woo07, KS08a, NO09, PSSW09, LP11, SS11]



S2PC with reusable BitComs via a C&C with F&L technique
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Roadmap



Background (S2PC via cut-and-choose of garbled-circuits



A new protocol (using BitComs & forge-and-lose)



Index2



S2PC BCs Toy F&L Conns



OTs InCon OutCon



Prot
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3. S2PC 4. Motivation 5. Security model 6. Garbled circuits 7. Yao’s protocol 8. Malicious case 9. Cut-and-choose (1) 10. Cut-and-choose (2)



12. S2PC with commitments 13. BitComs – two flavors 14. BitComs – toy example 15. Forge-and-lose technique 16. Connectors (high level) 17. Oblivious Transfers 18. Input connectors 19. Output connectors 20. Protocol flow  2011-2014 Luís Brandão



Analysis of the protocol S2PC with reusable BitComs via a C&C with F&L technique
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Secure two-party computation S2PC



S2PC with Commitments



xA (private Initial setting



circuit input)



CB (public



Alice



circuit)



S2PC



S2PC BCs Toy



circuit input)



xB



xA Index2



Bob



xB (private



Final result



with commitments



Conns



xB



xA



(private decommitments)



F&L OTs



yB=CB(xA, xB)



xA



xB



yB



yB (private



decommitments)



(public commitments)



InCon OutCon



(public commitment): like a vault



containing a message inside



(private decommitment): like a key



that opens the vault



Prot
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Bit commitments … in two flavors Unconditionally binding (UB) (each vault has at most one bit inside)



(each vault can be opened in two different ways)



D



D0



f0



C0



Extra property



f1



C1



b (C0 and C1 are indistinguishable)



S2PC



D1



1



0



Index2



Unconditionally hiding (UH)



BCs Toy



(probabilistic encryption) [GM84]



F&L



Commit bit b: SENDER



Conns



Decommit bit b: SENDER



e.g.,



(–1)bx2



e.g., x



OutCon



UB scheme: with a master key (trapdoor), receiver can discover the bit



(Collision resistance between D0 and D1) [Blum83] (coin flipping by telephone)



e.g., x2



RECEIVER



e.g., x



RECEIVER (get b from x)



UH scheme: with a master key (trapdoor), sender can open to any bit



It’s possible to have an UH-Bitcom scheme and an UB-Bitcom scheme that: b' bb’ (i) have the same trapdoor; (ii) are XOR-homomorphic b



Prot
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0 or 1? C



OTs InCon



f



f



0 1
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Another example: 102 (mod 77) = 23, (23 is a square mod 77)



Bit commitments … a toy example Select a “large” Blum integer (e.g., N = 21 = 3  7) 2 11



8 13



10



1



19



5



(Class 1, i.e., Jacobi Symbol –1) Index2



4 17



16 20



(Class 0, i.e., Jacobi Symbol 1)



 Z*N (co-primes with N)  Class h: (Z*N,)({0,1},) (an efficient XOR-homomorphism)  QR = {1,4,16} (squares) (note: all squares have class 0)  NQR (class 0) = {5,17,20}. Note: –120



Intractability assumption (for large N): In class 0, cannot decide QR







cannot factor N



S2PC • Without factors: cannot obtain sqrts; from one sqrt, cannot get another of  class. BCs Toy F&L Conns



OTs InCon OutCon



Prot
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• With factors (trapdoor): can find all 4 square-roots, e.g, sqrts(4) (mod 21) = {2,5,16,19} • With sqrts  class: can find factors, e.g., GCD (2 (sqrt) + 5 (sqrt), 21 (N)) = 7 (factor)



Unconditionally binding (UB) • Commit b: Select rand x; send y = (–1)b x2 • Decommit b: Send (b, x) • Verify: Check that • With factors  2011-2014 Luís Brandão



(–1)b



x2



Unconditionally hiding (UH) b



• Commit b: Select rand x class b; 0 1 send y = x2 • Decommit b: Send (b, x)



=y



• Verify: h(x)=b, x2 = y



: can find bit (QR vs. NQR) • With factors S2PC with reusable BitComs via a C&C with F&L technique



: can decommit any bit Slide presentation updated on Jan 13, 2014



How to distinguish correct from forged output? Use BitComs with trapdoor



The forge-and-lose technique (omitting many details)



Alice: GC constructor Bob: GC evaluator



Evaluation GCs



Bob



output wire i



GC1



Detectably incorrect



*



Alice LOSES privacy



(ignore)



Alice’s Input



Decrypt



Evaluate Boolean circuit



Correct Index2



S2PC



(next slides)



wire key connect for bit 0



GC2 output wire i



BCs Toy F&L Conns



FORGED output wire i



GC3



(next slides)



wire key connect for bit 1



OTs InCon OutCon



Prot
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Encoding of 0 0



(decommitments of same 0 1 UH-BitCom)



Cut-and-choose # GCs: Prerror proportions Pr2–40 Fixed (v=e) 1.25  2 –s + (log2 s)/2 44 –s Variable 2 40  2011-2014 Luís Brandão



Encrypted input of Alice (UB BitComs)



Encoding of 1 1



Bob’s Input



b1



Bob’s output



… b m



(early in protocol)



Compare against 123



Output OK if at least one evaluation GC is correct



S2PC with reusable BitComs via a C&C with F&L technique
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Integrating wire-keys and BitComs Wire keys (in garbled circuits):



BitComs:



- Alice chooses two keys per wire - Only one BitCom per bit (each party - Verification: Bob learns two keys per wire knows/learns respective decommitment) - Evaluation: Bob learns one key per wire - Other party may know trapdoor



Independent of # GCs



Per GC Challenges? - Ensure input consistency - Avoid selective failure - Allow forge-and-lose - Let BitComs be reusable



connector



Input Index2 wires of S2PC Alice



0 1



ki[0] ki[1]



b



BCs Toy



0



1



F&L connector



Conns



OTs InCon



Input wires of Bob



connector



0 1



0 1



0



OutCon



Independent of # GCs



Garbled circuit



1



ki[0] ki[1]



ki[0] ki[1]



0



1



Output wires of Bob



Prot



b
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Without expensive ZKPs S2PC with reusable BitComs via a C&C with F&L technique



b Slide presentation updated on Jan 13, 2014



Oblivious Transfers



Traditional approach (Alice chooses) Key-pair chooser



General functionality Alice



(b,?B)



?A



Bob



1-out-of-2 OT



Decide 2 vs. 1 ((0),(1))



Index2



Bit chooser and b key-learner



((0),(1))



(b)



Needed to distribute keys for input bits of Bob. From two values, Alice needs to know two and Bob only one.



(b)



Alice chooses a pair of keys, and lets Bob learn one at a private position chosen by Bob. • OT basic constructions: Rab81, EGL85, NP01, … • OT extension: Bea96, IKNP03, NNOB12, … • OT variants: CGT95, KS06, LP11, NOB12, KK12, …



S2PC BCs Toy F&L



In this work (Bob chooses) • Logic: Bob chooses one encoding of a chosen bit, uses it to Bit and key chooser



Key-pair learner



b, (b)



Conns



InCon OutCon



Prot
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• Caution: Within a larger protocol, Bob could maliciously use Alice as an oracle verifying the validity of BitComs (e.g., use selective failure to determine quadratic-residuosity). This is avoided if Bob gives a ZKP of valid decommitment of the BitCom.



2-out-of-1 OT



OTs



produce a respective BitCom (e.g., square), and then Alice uses a trapdoor to extract two unequivocal (non-trivially correlated) encodings (of bits 0 and 1) from the BitCom (e.g., sqrts with different Jacobi Symbol and LSB equal to the encoded bit).



((0),(1))



• Note: 2/1-OT and 1/2-OT are equivalent in the sense that one can be built from the other. Nonetheless, the distinction is useful to highlight which party chooses the initial value(s) and which one receives.
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Input Connectors (in more detail) BitCom of random permutation bit



UH BitCom of input bit bA



bA



bA



Homomorphic multiplication



Homomorphic multiplication



  bA







PA commits two wire keys; PA commits permuted bit.



Permuted pair (by ) of committed keys



BitCom of permuted bit



Position 0



Position of correct key, e.g., bA=1



Position 1



PA reveals two wire keys; PA opens permutation bit (); PB verifies keys are correct and permuted by .



7. Evaluation (JE): PA reveals one wire key; PA opens permuted bit; PB verifies correct position.



S2PC BCs Toy



0 bB



OTs



0 1



InCon OutCon



Prot
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GC



UH BitCom 2-outof input bit bB of-1 OT



F&L Conns



Input wire of Alice



 bA



6. Verification (JV):



2. Commit Index2







Inner BitCom
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Outer BitCom



homomorphic multiplication



0



Key for 0



0



Public transf., e.g., hash



1



Input wire of Bob Key for 1



bB



Wire keys Inner (random and independent) BitComs Achievement: Input consistency verified within cut-and-choose (avoiding ZKP)  2011-2014 Luís Brandão



Multipliers



S2PC with reusable BitComs via a C&C with F&L technique



2. Commit 6. Verification 7. Evaluation
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Output Connectors (in more detail) …



1. Produce BitComs



6. Verification indices



PA produces outer BitCom



BCs Toy



Output wire of Bob



F&L



0



0



(e.g., 3072-bit group-elements)



Wire-key for 1



Wire keys



19



0



Inner sqrts



PA knows two PA knows two JV: PB learns two JV: PB learns two JE: PB learns one JE: PB learns one  2011-2014 Luís Brandão



0



Homomorphic combinations



1



1



OTs



Prot



Built by Alice before output bit is known (Alice knows trapdoor)



Outer BitCom



PRG



OutCon



PB applies multiplier, to get outer sqrt



Inner BitComs



PRG



Conns



InCon



PB expand key to inner sqrt PB verifies sqrt vs. inner BitCom



Group elements (e.g., with 3,072 bits)



e.g., bit-strings with 128 bits



Wire-key for 0



S2PC



PA verifies multipliers PB gets one key from GC



PB expands keys to inner sqrts PB verifies sqrts vs. inner BitComs



PA sends inner BitComs



GC



PA sends multipliers



PB gets two keys from GC



2. Commit



Index2



7. Evaluation indices



Protocol stages



Multipliers



Outer sqrts



PA knows two JV: PB learns zero JE: PB learns two



PA knows two JV: PB learns zero JE: PB learns one



S2PC with reusable BitComs via a C&C with F&L technique
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The full protocol S2PC-with-BitComs nA=pA qA 0. Prove correct Blum integers (ZKPoK) 1. Produce initial BitComs UH BitComs of input of PA



Index2



e.g., [vdP88]



xB



UB BitComs of input of PA (& ZKPoK)



xA



BCs Toy



3. Cut-and-choose (decide partition)



F&L



4. Decide (UH) BitCom permutations



Prot
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Bob



xB S2PC



yB



with BitComs xA



xB xA



ZKPoK



xB



yB



yB



(public UH BitComs): like a vault (private decom): like a key



Conns



OutCon



nB



xA



2/1 UH BitComs of input of PB (& ZKPoK) OT UH BitComs of output of PB yB



2. Commit (GCs and connectors)



InCon



nA



Alice



xA



S2PC



OTs



nB=pB qB



5. Respond: Connectors (PB alone)



(random permutations)



6. Verify



7. Evaluate (normal or forge-and-lose path) (each party alone) 8. Final BitComs 9. Output
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GC GC



Alice GC



GC



Verification



S2PC with reusable BitComs via a C&C with F&L technique



GC



Bob



GC GC Evaluation
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Roadmap



Background (S2PC via cut-and-choose of garbled-circuits



22. Benchmarking 23. Two output & linkage 22. The ideal/real model 23. Simulator against PA* 24. Simulator against PB* 25. Notes on security 28. End



A new protocol (using BitComs & forge-and-lose)



Index3



Bench Link Ideal SimA SimB



Notes End
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12. S2PC with commitments 13. BitComs – two flavors 14. BitComs – toy example 15. Forge-and-lose technique 16. Connectors (high level) 17. Oblivious Transfers 18. Input connectors 19. Output connectors 20. Protocol flow  2011-2014 Luís Brandão



Analysis of the protocol S2PC with reusable BitComs via a C&C with F&L technique



Benchmarking communication



Crypto security: 128 bits  3,072-bit Blum integers [NIST-SP800-57]



•



Statistical security: 40 bits (Prerror  2–40)



• •



Garbled gates: 384 bits Symmetric commitments: 256 / 384 bits



Alice



AES-128



SHA-256



|C| [Bri13]



6,800



90,825



lA=lB=l’B



128



256



(lA+lB+l’B)/|C|



5.6%



0.85%



41



123



41



123



Max # evaluation GCs



20



8



20



8



RSC@GCs



no



yes



no



yes



SimA



GCs (Mb)



107



21



1430



279



SimB



Total (Mb)



161



55



1545



345



Notes



Overhead from non-GCs (%)



50%



163%



8%



24%



Bench Link Ideal



End
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(analytic estimation)



•



s (# GCs)



Index3
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m



k



Bob



S2PC AES-128



c=AESk(m) Alice



mA



mB



Bob



S2PC SHA-256 h=SHA(mA||mB)



Random seed checking technique  2011-2014 Luís Brandão
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Use commitments for what more? (actually, XOR-homomorphic BitComs) Example: 2-output S2PC via dual-path A more generic example, CB PB PA CA with reactive linkage (public)



PA xA xA'



(public)



PB gA



gB



xB



Private Input (committed)



xB'



1st S2PC



Private Input (committed)



Index3



Bench Link



S2PC CA



yA yB g'A



g'B



Ideal



2nd S2PC



SimA



yA'



Private output + decommitments



Private output + decommitments



Public Commitments



Public Commitments



yB'



SimB



gA, g’A, gB, g’B are public transformations or verifications End (XOR-homomorphism  efficient ZKPs)



Notes



23



S2PC CB



 2011-2014 Luís Brandão



S2PC with reusable BitComs via a C&C with F&L technique



Slide presentation updated on Jan 13, 2014



The ideal/real simulation paradigm Ideal functionality nA Alice TTP Bob nB xA



xB



Simulatability  real protocol emulates the ideal functionality



1a,1b. (public commitment: like a vault



xA xA xB yB 2. 3. Index3



4.



CONTINUE



xA xB xB yB yB



(private decommitment): like a key to the vault (random permutations)



Bench Link Ideal SimA SimB



Notes End
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Simulator for case of malicious PA* PA* nA



Simulation of Real Protocol



PB



The Simulator



0. ZKPoK correct Blum integers 1. Produce initial BitComs UH BitComs of input of PA



• • • •



xA



UH BitComs of input of PB (& ZKPoK) xB yB



UH BitComs of output of PB



Ideal 4. Decide (UH) BitCom permutations SimA 5. Respond: Connectors SimB



(PB alone)



Notes



6. Verify



xA



xA



xB



yB



• PB induces needed BitCom permutations, so that final BitComs are as decided by TTP • If PA* aborts, then Alice* asks TTP to abort (i.e., to NOT send output to Bob) and Alice* outputs what PA* outputs in real world. Else:



7. Evaluate (normal or forge-and-lose path) yB, and TTP sends output to Bob. BitComs (each party alone) • Alice* outputs what PA* outputs in real world 8. Final BitComs 9. Output



End
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• Alice* receives output from TTP (final BitComs)



2. Commit (GCs and connectors)



Bench 3. Cut-and-choose (decide partition) Link



PB extracts trapdoor of PA (factors of nA) PB fakes ZKPoK for nB PB commits to random input (xB) PB extracts input of PA* • Alice* sends input (xA) to TTP



UB BitComs of input of PA (& ZKPoK) xA Index3



Ideal functionality Alice* TTP Bob nB
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Simulator for case of malicious PB* Simulation of Real Protocol nB nA Ideal functionality PB* PA Alice TTP Bob* 0. ZKPoK correct Blum integers The 1. Produce initial BitComs simulator • UH BitComs of input of PA



• • • • Index3



Bench Link Ideal SimA SimB



PA fakes ZKPoK for nA PA extracts trapdoor of PB* (factors of nB) PA commits to random input (xA) PA extracts input (xB) of PB*



xA



• UH BitComs of input of PB (& ZKPoK) xB • UH BitComs of output of PB



yB



• UB BitComs of input of PA (& ZKPoK)



xA



• If PB* aborts, Bob* emulates Abort. Else proceed: 2. Commit (GCs and connectors)



• Bob* sends input (xB) to TTP (note: TTP sends output first to Alice) • Bob* receives output from TTP (final BitComs) yB



xB



yB



xA



xB



yB



3. Cut-and-choose (decide partition) 4.1 Begin Decide (UH) BitCom perms 4.2 End Decide (UH) BitCom perms 5. Respond: Connectors



• PA induces needed BitCom permutations, (PB* alone) 6. Verify 7. Evaluate so that final BitComs are as decided by TTP 8. Final BitComs 9. Output End • P rewinds so that evaluation GCs output y . A B • Bob* outputs what PB* outputs in real world. 26  2011-2014 S2PC with reusable BitComs via a C&C with F&L technique Slide presentation updated on Jan 13, 2014 Luís Brandão



Notes



Other security notes Proof of security • Simulator extracts trapdoor and input of other party from respective ZKPoKs. • Rewinding/equivocation of GCs can be replaced by rewinding/equivocation of connectors. Implementation, sub-protocols and components • Alice must not find whether Bob followed normal vs. forge-and-lose path (this is specially relevant within larger protocols). Index3



Bench Link Ideal SimA SimB



Notes End
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• BitCom permutations are obtained via fully-simulatable two-party coin-tossing. • There are some necessary (efficient) ZKPs related with BitComs; e.g., prove correctness of BitCom scheme parameters, prove knowledge of decommitments. Nonetheless, input consistency is ensured (and selective failure is avoided) using connectors, instead of adhoc ZKPs of consistency of wire-keys. • Connectors are used somewhat as in a commitment scheme – commit phase commits to 2 wire keys; partial reveal for verification reveals 2 wire keys and demonstrates correct linkage; partial reveal for evaluation reveals 1 wire key consistent with linkage.  2011-2014 Luís Brandão



S2PC with reusable BitComs via a C&C with F&L technique



Main take-away 



New approach based on BitComs  ◦ # GCs reduced by factor 3.1 (via forge-and-lose) ◦ A basis for secure linkage of several S2PCs
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cut-and-chose with forge-and-lose!



Thank you for your attention Contact: ltanbrandao at gmail dot com
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Bench Link



Brandão, L. T. A. N.: Secure Two-Party Computation with Reusable Bit-Commitments, via a Cutand-Choose with Forge-and-Lose Technique. In: Sako, K. and Sarkar, P. (eds.) Advances in Cryptology – ASIACRYPT 2013, LNCS 8270, pp. 441–463, Springer, 2013 • Extended abstract: DOI 10.1007/978-3-642-42045-0_23 • Full version: Cryptology ePrint Archive, Report 2013/577



Ideal The following clip-arts (used in some slides of this presentation) were obtained from clker.com or openclipart.org with the expectation of being part of public-domain and available for free usage:



SimA SimB



Notes End
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