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Abstract—Two Phase geographic Greedy Forwarding (TPGF) is a pure on-demand geographic greedy forwarding protocol for wireless multimedia sensor networks (WMSNs). Unlike positionbased routing protocols, TPGF has explicit route discovery, i.e., a node greedily forwards a routing packet to the neighbor that is the closest one to the destination to build a route. Thus, TPGF is vulnerable to some greedy forwarding attacks, e.g., spoofing or modifying control packets. In this paper, we identify such vulnerabilities and propose corresponding countermeasures for TPGF, e.g., secure neighbor discovery, route discovery. Index Terms—TPGF; Wireless Multimedia Sensor Networks; Security; Geographic Routing; Identity Based Cryptography



I. I NTRODUCTION Efficiently transmitting multimedia streams in wireless multimedia sensor networks (WMSNs) is a significant challenging issue, due to the limited transmission bandwidth and power resource of sensor nodes [1]. Two Phase geographical Greedy Forwarding (TPGF) [2] is one of the first designed routing protocols for WMSNs, and it uses geographic greedy forwarding for exploring one or multiple node-disjoint optimized holebypassing transmission paths in WMSNs. Recently, security in WMSNs has caught considerable attention of the research community [3]. Although the use of stronger codes, watermarking techniques, and encryption algorithms, has resulted in secured wireless communication, there are altogether different considerations in WMSNs. Since the problem of security in WMSNs is so complex, different solutions for providing security in WMSNs are going to be application and environment dependent [3]. Like most network protocols, TPGF is not designed for non adversarial networks and is susceptible to outsider attacks, e.g., data replay, identity theft. Worse, an enemy who is able to compromise an authentic network node, may easily launch more serious insider attacks, by extracting key and security information from the compromised node, and then acts as an authentic network participant [5]. Thus, when TPGF is used in WMSNs for transmitting multimedia streaming data, it should be devised in a way that it is resilient to security attacks, since attacks at the networking layer (specifically those against the routing protocols) can disrupt the whole network operation. Therefore, in this paper, the focus is providing efficient security for TPGF protocol: the SecuTPGF, a modified version of TPGF that applies



Identity-Based Non-Interactive Key Distribution Scheme (IDNIKDS) [4], which provides both node authentication and symmetric key establishment. In SecuTPGF, we mainly secure the neighbor discovery and route discovery. Securing neighbor discovery prevents malicious nodes from joining the WSN and hence nodes establish a neighbor table free of malicious nodes. Securing route discovery authenticates the intermediate nodes involved in the routing path. To the best of our knowledge, SecuTPGF is the first research effort for providing secured routing protocol in WMSNs, which clearly distinguish the novelty of SecuTPGF and its scientific impact in the WMSNs research community. As the more concrete scientific contributions of this research work, the SecuTPGF protocol provides the following functions: 1) Prevent outside adversaries from joining the network; 2) Limit the impact of insider attack in a localized area; 3) Partially detect insider attack and avoided from the network; 4) Authenticate control messages exchanged between nodes. The rest of this paper is organized as follows: Section II briefly review TPGF. Section III presents system assumptions and discussion of TPGF vulnerability to routing attacks. Section IV presents the design of SecuTPGF. Security analysis and simulation based performance evaluations are carried out in section V and VI, and section VII concludes this paper. II. TPGF ROUTING PROTOCOL TPGF route discovery is based on unicast greedy forwarding route finding and returning an Acknowledgment. In TPGF, A route request message contains: 1) the identifiers of the source node and the base station, 2) a record listing of identifiers of every chosen (intermediate) node that forward this particular request message. Each request message also has a path number (request identifier), which, together with the identifier of the source node, uniquely identifies the request. When a source node wants to explore one transmission path, it generates a route request message, which contains a new path number and an empty list of forwarding nodes and forwards it to its chosen neighbor based on the greedy forwarding rule: a forwarding node always chooses the nexthop node that is closest to the based station among all its neighbor nodes, the next-hop node can be further to the base station than itself. The chosen neighbor node appends its
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digressive node number together with its node ID to the list of identifiers in the request packet and greedily forwards the request to next hop. If the chosen node finds that it has no next node available for transmission, it will step back (send a block node message) to its previous-hop node and mark itself as a block node (marking the block node is to forbid the loop). The previous-hop node will attempt to find another available neighbor node as the next-hop node. This procedure is repeated until the request reaches the base station. Whenever a routing path reaches the base station, an Acknowledgement is requested to send back to the source node. The base station generates an Acknowledgment by copying the recorded list of identifiers from the route request into the Acknowledgement message. The Acknowledgement is then unicast back to the source node. During the reverse traveling in the found routing path, the label based optimization is performed in each intermediate node to eliminate the path circles [2] (for any given routing path in a WSNs, if two or more than two sensor nodes in the path are neighbor nodes of another sensor node in the path, we consider that there is a path circle inside the routing path). The intermediate node by seeing the recorded list of identifiers, it only relays the Acknowledgement to its one-hop neighbor node that has the largest node number and then sends a release message to its previous hop that does not get an Acknowledgement. This procedure is repeated until an Acknowledgment reaches to the source node. When the source node receives the successful Acknowledgment, it starts to send out multimedia streaming data to the successful path with the pre-assigned path number. Unlike other geographic routing algorithms, e.g., [6], in TPGF there are route control messages forwarded to 1) discover a route, 2) optimize a found route, 3) avoid block node (step back and mark), and a release control message to free those node that are not receive an Acknowledgment message.



forged routing packets and create route disruption attack, and also can send false location information during neighbors’ discovery. To mitigate attacks in TPGF, we propose securing neighbor discovery and route discovery.



III. NETWORK MODEL, VULNERABILITIES AND ATTACKS



Setup: This stage is to be executed by the WSN manager (Base Station) acting as a trusted authority (TA), using its own facilities for processing in order to minimize the nodes power consumption. To start up an ID-NIKDS scheme, the base station first needs to generate and distribute private keys and public parameters. This procedure can be accomplished as follows: 1) The base station generates two groups G1 and G2 with prime order q satisfying the bilinear pairing e: G1 * G1  G2; 2) Chooses a random generator point P  G1; 3) Generates a master secret key, [s]  Zq* and set the base station’s public key P pub = [s]P ; 4) Compute node’s public key by mapping each node’s identity and bootstrapping time Ti to a point on the elliptic curve, via a hashing-and-mapping function H1; PX = H1(IDX //T i) for Node X; 5) Calculates each node’s private key, SX = [s]PX . It next preloads each node X with values of the node’s identity IDX , the node’s private key SX , a preloaded individual symmetric key KX shared with the base station, the bootstrapping time Ti (a time a node X bootstraps itself to join the sensor network) (IDX , SX , KX , T i) and also equipped with the function H1, so that it can easily compute



A. Network Model In the considered WSNs, all nodes are stationary and the communication links are symmetrical. It is feasible for applying the public key cryptography to WSNs with care [7]. The base station is trustworthy and not resource-constrained, which is a common assumption in WSN security [5]. To determine geographic location, sensor nodes are equipped with GPS, or use some localization algorithms, e.g., [8]. We assume that each node can sustain a certain time interval before it is compromised, which is also assumed by other previous work [9]. Sensor nodes are not trusted, which is also a common assumption in WSNs [8], since it is relatively easy for an adversary to capture and compromise sensor nodes. Finally, we use Identity Base Cryptography (IBC) scheme [10] for our asymmetric cryptographic tool. B. Vulnerabilities and Attacks Like most routing protocols for WSNs, TPGF is vulnerable to a number of security attacks, e.g., the attacker can send



IV. S EC U-TPGF The first problem, we address in SecuTPGF is achieving source authentication and protection of mutable information in routing messages. In our solution, we use message authentication code (MAC) to tackle these problems. The second problem addressed is authentication of node’s identity and calculation of symmetric key between nodes. In SecuTPGF, we use ID-NIKDS Scheme to mitigate these problems, which can avoid the using of certificates for public key authentication and no interaction is required to determine the symmetric key between node’s, only unique IDs are required. A. Identity-Based Non-Interactive Key Distribution Scheme Pairing-based cryptography [4] [11], is an emerging technology that has drawn a great amount of research attention. In the field of Pairing-based cryptography, Sakai, Ohgishi, and Kasahara proposed a non-interactive key Distribution scheme (ID-NIKDS) [4] and that can be implemented using Tate Pairing [11]. In ID-NIKDS, for two nodes A and B that know each other’s IDs wish to decide on a secret key, first, the nodes need to have their own private key [s]PA and [s]PB placed on them by the base station, where ‘s’ is the master secret key of the base station. Then both nodes calculate public keys as, PA = H1 (IDA ) and PB = H1 (IDB ) where PA and PB  G1 and H1 is a mapping function that maps node’s identity to a point in elliptic curve (H1 : 0, 1*  G1). Finally, the symmetric key, kAB , can be calculated by both nodes as kAB = eˆ([s]PA , PB ) = eˆ(PA , PB )[s] = eˆ(PA , [s]PB )



(1)



B. Initialization and Key Setup
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public key of any node knowing the ID of the node. Once initialization stage is completed, all nodes are ready to be deployed into field. The neighbor discovery phase starts right after the network deployment. C. Secure Neighbor Discovery By securing neighbor discovery, outside adversaries are prevented from joining WSNs and only authentic nodes are allowed to join WSNs at the very beginning stage. Moreover, key establishment is also included to help the new node to establish shared keys with its neighbors so that it can perform secure communications with them. To authenticate nodes and establish symmetric key, the ID-NIKDS scheme is applied, which provides a pre-shared secret keys according to Eq. (1). 1) Neighbor Discovery: When it is deployed, node A bootstraps itself at a preset time T iA and tries to discover its neighbors. It broadcasts a HELLO message which contains its ID (IDA ), its geographic location (LA ), bootstrapping time (T iA ), and a random nonce (NA ), and then waits for each neighbor B to respond. a → ∗ : HELLO(IDA , LA , T iA , NA )



(2)



Node B first validate whether the bootstrapping time T iA is within a pre-specified threshold L with its current time t. If the check fails, node B simply discards the request. Otherwise, B transmits to A a challenge message that contains its ID (IDB ), geographic location (LB ), bootstrapping time (T iB ), a random nonce (NB ), and an authenticator (VB ) calculated as H(kBA , LB LA , T iB T iA , NB NA ), where H is a hash function. b → a : (IDB , LB , T iB , NB , VB )



(3)



Upon receiving this challenge, node A proceeds to compute a verifier as VB = H(([s]PA , PB ), LB LA , T iB T iA , NB NA )



(4)



By the bilinearity of the pairing eˆ in Eq. (1), the verification is successful if and only if both A and B have the authentic private keys corresponding to their claimed bootstrapping time. After verifying the equality of VB and VB , node A computes a verifier as VA = H(kAB , LB , T iB , NB ) and sends valid response to node B. Node A also calculates symmetric key and add node B into its neighbor list. a → b : (IDA , VA )



D. Secure Route Discovery 1) Route Request: In our SecuTPGF proposal, the source node initiates and forwards a request message to intermediate node that is the one hop neighbor nearest to the base station among all its neighbor nodes. The request message contains message identifier, the ID of the source node, the geographic location of the base station, a request path number, and a MAC field. The MAC field is computed over all elements with a key shared by the Source (S) and the base station (D) (M ACkSD (rreq, S, Dloc, P no)). The request path number is incremented each time when source node initiates a new route request. The size of the generated MAC is 4 byte. In [12], it claimed that 4 byte MAC is enough to protect the message authenticity and integrity in the context of flat WSNs. When the intermediate node receives a request message for which it has no next-hop node to send, it sends Block Node message to its previous-hop node. The Block Node message is authenticated using a shared key between the intermediate node and the previous-hop node. Otherwise the intermediate node modifies the request by appending its ID in the path list of the request message and replacing the MAC field with a MAC computed on the entire request message using a key shared between the base station and the intermediate node. The intermediate node also checks if the path can be optimized. The path will be optimized, if the source or the farthest node listed in the path list (ID sequence) of the request message is a neighbor of the intermediate node. And, if the path is optimized, the intermediate node appends optimized neighbor ID in the path list before its ID when the request is modified. For example, an intermediate node ‘e’ receives a request message for which the path list contains “a-b-c-d” and nodes ‘b’ and ‘c’ are neighbors of node ‘e’. The intermediate node ‘e’ checks whether the source node is a neighbor, if it is not, then searches the path list from the beginning node (node ‘a’) till it finds a neighbor node in the path list. The searching returns the farthest (the farthest in ID sequence, but not on geographic distance) neighbor node ‘b’, and then the path list in the request message for node ‘e’ will be modified as “a-bc-d-b-e”. Finally, the intermediate node records the address of the neighbor from which it received the request, and then the modified route request is forwarded. This process is repeated until the request message is reached the base station.



(5)



Using a similar approach as node A, node B verifies that whether node A is an authentic neighbor and then establishes a secure link and adds it into its neighbor list. 2) Symmetric Key Establishment: After node A and B achieve mutual authentication, they calculate a symmetric key as ZAB = H(KAB , NA , NB ) = ZBA = H(KBA , NA , NB ) (6)



Fig. 1. The dash line shows the reverse traveling in the found path. Node b and c are not used for transmission, and will be released. The path circle [2] is eliminated, since node d directly sends the acknowledgement to node a



2) Route Acknowledgment: When the base station receives the request message, it verifies the MAC. If this verification
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is successful, the base station continues to search a duplicated node ID in the path list of the request message to get optimized path. If the base station finds a duplicate node ID, it assumes that the next node after the duplicated ID and the duplicated ID nodes are neighbors, so it removes the nodes IDs in between the two neighbor nodes to get the optimized path. In previous example the path list of the request message is path “a-b-c-d-b-e”, in which the path list node ID ‘b’ is duplicated. Therefore, the base station assumes that node ‘b’ and node ‘e’ are neighbors, so it removes the in-between nodes ‘c’ and ‘d’ to get the optimized path list as “a-b-e”. After optimization, the base station constructs an Acknowledgement message containing the ID of the source node, the geographic location of the base station, the request path number, the optimized path list, and the MAC field, and sends it back to the source node via the reverse of the route obtained in the optimized path. The MAC field is computed over all elements with a key shared between the base station and the source node. When an intermediate node receives an Acknowledgment message, it checks whether the previous node ID that sends the request message is in the path list of the Acknowledgment; if not, it sends a release command message to this node. Finally, the source node verifies the Acknowledgment message. We describe SecuTPGF route discovery process in Table I for a topology as shown in Figure 1. A a→b B b→c C c→d D d→D D D→d d→a d→c c→b b→a



: : : : : : : : : : : : : :



M ACa = M ACaD (rreq, a, D, P no) (rreq, a, D, P no, [], [M ACa ]) M ACb = M ACbD (rreq, a, D, P no, [b], [M ACa ]) (rreq, a, D, P no, [b], [M ACb ]) M ACc = M ACcD (rreq, a, D, P no, [b, c], [M ACb ]) (rreq, a, D, P no, [b, c], [M ACc ]) M ACd = M ACdD (rreq, a, D, P no, [b, c, a, d], [M ACc ]) (rreq, a, D, P no, [b, c, a, d], [M ACd ]) M ACa = M ACaD (rreq, a, D, P no, [a, d]) (rreq, a, D, P no, [a, d], [M ACa ]) (rreq, a, D, P no, [a, d], [M ACa ]) (rcom, a, D, P no, [M ACdc ]) a release command (rcom, a, D, P no, [M ACcb ]) a release command (rcom, a, D, P no, [M ACba ]) a release command



TABLE I ROUTE D ISCOVERY EXAMPLE IN S ECU TPGF. T HE INITIATOR NODE A IS ATTEMPTING TO DISCOVER A ROUTE TO THE BASE STATION (D).



V. SECURITY ANALYSIS In this section, we discuss attacks in which an adversary interferes the routing protocol from outside and inside and show how SecuTPGF prevents those attacks. A. Outsider Adversary An outsider adversary uses unauthorized nodes to attack the communications of some nodes, which is made easily by the usage of wireless channels. 1) Impersonation: By securing neighbor discovery, adversaries cannot impersonate malicious nodes into WSNs. Because only legitimate nodes have TA-cleared private keys and are able to achieve mutual authentications. Also, adding



the bootstrapping time in the public key can limit the period of a new node joining the WSN. Only if the node that has private key that corresponds to its ID and bootstrapping time can join the WSN. After that, it becomes an old node. Such mutual authentication also prevents the Sybil attacks, the identity replication attack and the wormhole attack. An adversary in fact could compromise existing nodes to introduce malicious new nodes. But the malicious new nodes do not have proper bootstrapping time and are not allowed to join the network. If an adversary compromising a new node during its bootstrapping phase, it has access to the secret keys of the new node and might introduce malicious nodes to lunch attacks. 2) Fabrication and Modification: In SecuTPGF, fabricated routing messages may include route request, Acknowledgment and step back and mark messages generated by malicious nodes. These messages cannot be injected into the network by unauthorized nodes, because SecuTPGF only receive each routing message from authenticated neighbors that are in its neighbor table. If the attacker also modifies the request or acknowledgment message, such tampering will be detected since MAC checking will be failed. 3) Routing loops and Location spoofing: Routing loop attacks may occur if a malicious node is able to spoof, or impersonate other nodes in the network. In SecuTPGF, each participating node is authenticated therefore impersonation is not feasible. Location spoofing is also avoided because only legitimate node are allowed to join the network. It is possible for a compromised node to lunch location spoofing attack, but this attack affect only the localized part of the network. B. Insider adversary In this section, we focus on insider adversaries, in which a WMSN node is captured and compromised by the attacker. Insider attacks are more difficult to detect and prevent, thus our SecuTPGF proposal cannot avoid but limit the impact of this attack from causing widespread damage in the whole network. Here we discuss insider attacks specific to TPGF and the proposed solution in our paper. 1) Wormhole Attacks: Wormhole attack are used to convince two possibly distant nodes that they are neighbors so that the attacker can place himself on the route between them. We mitigate wormhole attack by using a technique similar to Packet leashes [13]. During neighbor discovery phase, a node checks the maximum allowed distance which is approximately its transmission radius, before adding a neighbor into its neighbor table. 2) Sybil Attacks: In Sybil attack [14], a single node presents multiple (false) identities to neighboring nodes in order to disrupt routing. In SecuTPGF, adversaries cannot join the false IDs into the network as it does not have a TA cleared private key, so it fails to authenticate the false IDs. Thus in our proposal this attack is no longer feasible. However, an adversary can compromise a node and participate in different places of network by using many replicas of control node. This attack is called node replication attack [13].
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3) Node replication Attack: An adversary intentionally puts many replicas of a compromised node at many places [13]. In SecuTPGF, we assume that a sensor node can sustain a certain time interval before it is compromised, which is also assumed by previous work [9]. With this assumption replication attack can be prevented because the replicated node bootstrapping time is out of range, thus it cannot join the WMSN network. However, if an adversary could compromise a sensor node within its bootstrapping time, it may introduce new nodes with the keys of a compromised node and deploys in different parts of the sensor network. These new nodes can then be used to launch other attacks. We limit the impact of this attack by using consistency checking at the base station. Since in TPGF, all the found routing paths are node-disjoint routing paths, and if a node participate in more than one routing path simultaneously, definitely the node is a replicated node and thus its ID will be revoked from the WSN. 4) Selective forwarding: Attackers selectively drop packets instead of faithfully forwarding all received packets or completely dropping all packets [5]. Such selective dropping is hard to detect. We use neighbor monitoring in the promiscuous mode to defend against such attacks. Operating in promiscuous mode permits overhearing wireless transmissions of one-hop neighbors. Let’s assume nodes A, B, and C be successive hops on a routing path. When a node A transmits a data packet to its next-hop neighbor B, node A will overhear the transmission from B to check whether node B has really transmitted the data message to B’s next-hop neighbor which is C. Therefore, A can detect if B fails to forward or may forward the message, but not to the intended node C. By monitoring the behavior of the next-hop neighbor, if the legitimate previous hop node A decides that its next-hop neighbor B is a malicious node, it will send a routing failure back to the source node and blacklist node B’s ID. The source node verifies routing failure message and then initiates another route discovery. In situation both B and C are malicious, B can forward the message correctly to C, and C drop the message. A cannot identify B is malicious, as one solution an end-to-end Acknowledgment message from the base station for every successful message received, but this may incur additional delay for streaming multimedia data. Our proposal cannot defend such kind of colluding attackers. VI. SIMULATION AND EVALUATION Evaluation of SecuTPGF is analyzed in WSNs simulator NetTopo [15], in which the TPGF source code is available. We modified the simulator code to prevent malicious nodes without affecting the TPGF routing principles. In the simulation, the network size is fixed in 800M × 600M and the sensor node transmission radius is 80 M. The objective of this evaluation is to compare the routing performance of insecure TPGF protocol against our proposed SecuTPGF. We select the end-to-end delay (routing path length), and percentage of found path free of malicious node as the indicators of routing performance. The comparative evaluation of the two routing protocols is done for various combinations of node density, and the presence of malicious nodes.



A. Effects of malicious nodes in the found Path Length during Route Discovery In violation TPGF routing, malicious nodes may increase the end-to-end delay of the message by randomly forwarding the request message and avoiding path optimization in the Acknowledgment message. In this attack, if a malicious node is the forwarding node of request message, it chooses the nexthop node randomly or to make it worse, it chooses the farthest node from the base station among all its neighbor nodes and forwards the request message. During the reverse traveling in the found routing path, the malicious node does not perform label based optimization that eliminates the path circles, it simply sends the Acknowledgement to its previous hop. The effect of this attack on TPGF and SecuTPGF is studied by running a NetTopo simulation with 25% of malicious nodes on varying number of stationary sensor nodes. The sensor nodes number is changed from 200 to 1000 with 100 steps. Simulation results are collected by averaging the computed number of paths and path length from 100 runs using 100 different random seeds for network deployment. Figure 2(a) and 2(b) are the simulation result before and after applying optimizations on the average number of path length found. The average path length found by insecure TPGF routing grows as the malicious nodes force the insecure protocol to route in incorrect directions. The average number of hops for SecuTPGF routing with 25% malicious nodes is a little bit higher than that of TPGF in attack free environment. This happens because SecuTPGF avoids malicious nodes for routing. As shown in Figure 2(b), the TPGF average path length is reduced after optimization. This happens because there is a chance to remove malicious nodes when the honest nodes perform path optimization.



B. Percentage of found path with a malicious node We evaluate the chance of an adversary to be selected in one of the path generated by TPGF routing. The percentage is computed as the number of path that contains at least one malicious node to the total number of path generated. The simulation is performed with 500 stationary sensor nodes and varying number of malicious nodes. To increase the probability of an adversary to be in the routing path, we locate the malicious nodes randomly near the direct line between the source node at location 50, 50 and base station at location 750, 550. To further increase the chance of an adversary to be in the path. Each adversary create 3 virtual (Sybil) identities randomly located about itself in a circle with a radius of the radio transmission range. Figure 3(a) is the simulation result for varying number of malicious nodes and Figure 3(b) is the simulation result for varying number of malicious nodes with each of them creates 3 virtual identities. In SecuTPGF, the adversaries and its virtual Sybil Identities fail to authenticate and cannot join the sensor network, hence all the found path is free of malicious node.
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(a) Probability of a path with at least (b) Probability of a path with at least one malicious node without virtual one malicious node with each adveridentities tise 3 virtual identities Fig. 3.



Percentage of found path with a malicious node



(a) Before optimization
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(b) After optimization Fig. 2.



Average number of hops with 25 percent malicious nodes



VII. CONCLUSION Security issues in wireless multimedia sensor networks is still a new and unexplored research field [3]. TPGF, as one of the first routing protocols designed for facilitating the multimedia streaming in WMSNs, should be carefully further extended to enhance its security and reliability. In this paper, the proposed SecuTPGF exactly followed the original TPGF protocol’s routing mechanisms and applied ID-NIKDS scheme to provides both node authentication and symmetric key establishment, which allowed it to secure the neighbor discovery and route discovery. Current SeucTPGF is not a perfectly designed version yet, since some difficult attacks still cannot be handled at this moment. But, we believe that our effort for investigating the first secure routing protocol (SecuTPGF) in WMSNs had already brought a great contribution and impact to existing WSNs research community, in which new discussions and research ideas will appear soon among the researchers from both the industry and the academic world. ACKNOWLEDGMENTS Lei Shu’s research in this paper was supported by Grantin-Aid for Scientific Research (S)(21220002) of the Ministry of Education, Culture, Sports, Science and Technology, Japan,
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