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Abstract Cloud computing is a set of IT services that are provided to a customer over a network on a leased basis and with the ability to scale up or down their service requirements. Usually, cloud computing services are delivered by a third party provider who owns the infrastructure. It advantages to mention but a few include scalability, resilience, flexibility, efficiency and outsourcing non-core activities. Cloud computing offers an innovative business model for organizations to adopt IT services without upfront investment. Despite the potential gains from cloud computing, there are still some challenges which need to be handled. Security is one of the major issues which hamper the growth of cloud. The idea of handing over important data to another company is worrisome; In order to provide better services for cloud customers, cloud providers need services that are in cooperation with other services. Therefore, Cloud Computing semantic interoperability plays a key role in Cloud Computing services. So, interoperability is another challenge in cloud. There are many other challenges in cloud. This paper mainly explains about security and interoperability and their possible solutions.



Key Words: Security, Interoperability, Scalability, resilience 1. Introduction a) Security: For years the Internet has been represented on network diagrams by a cloud symbol until 2008 when a variety of new services started to emerge that permitted computing resources to be accessed over the Internet termed cloud computing. Cloud computing encompasses activities such as the use of social networking sites and other forms of interpersonal computing; however, most of the time cloud computing is concerned with accessing online software applications, data storage and processing power. Cloud computing is a way to increase the E.S.Sudeeshna,IJRIT
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capacity or add capabilities dynamically without investing in new infrastructure, training new personnel, or licensing new software. It extends Information Technology’s (IT) existing capabilities. In the last few years, cloud computing has grown from being a promising business concept to one of the fast growing segments of the IT industry. But as more and more information on individuals and companies are placed in the cloud, concerns are beginning to grow about just how safe an environment it is. Despite of all the hype surrounding the cloud, customers are still reluctant to deploy their business in the cloud. Security issues in cloud computing has played a major role in slowing down its acceptance, in fact security ranked first as the greatest challenge issue of cloud computing as depicted in figure 1



Figure 1: Results of IDC survey ranking security challenges, 2008 [1] From one point of view, security could improve due to centralization of data and increased securityfocused resources. On the other hand concerns persist about loss of control over certain sensitive data, and the lack of security for stored kernels entrusted to cloud providers. If those providers have not done good jobs securing their own environments, the consumers could be in trouble. Measuring the quality of cloud providers’ approach to security is difficult because many cloud providers will not expose their infrastructure to customers.



b) Interoperability: According to (1)Slater Interoperability is defined as Broadly speaking, interoperability can be defined as a measure of the degree to which diverse systems, organizations, and/or individuals are able to work together to achieve a common goal. (2) IEEE The ability of two or more systems or components to exchange information and to use the information that has been exchanged. (3) James O Brain in
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Being able to accomplish end-user applications using different types of computer systems, operating systems, and application software, interconnected by different types of local and wide area networks. (4) Dowel, Cloud interoperability refers to the ease of migration and integration of applications and data between different providers’ clouds. (5) Loutas, The ability to write code that works with more than one Cloud provider simultaneously, regardless of the differences between the providers. (6) Bahman The ability of interaction of a service with other homogeneous or heterogeneous services to improve its service which may be implemented under one domain or different domains. (7) Homogeneous and heterogeneous: As mentioned, Cloud Computing services are implemented in different layers, therefore services in every layer are called homogeneous and services in different layers are called heterogeneous. To clarify these concepts we will mention two examples. When a cloud IaaS provider faces a lack of resources for providing more services to customers, it can provide resource requirements from other cloud IaaS service provider, in this example every two clouds are homogeneous and offers IaaS service. On the other hand, suppose we have a cloud that offers the SaaS service and cloud faces a lack of resource in infrastructure and needs more resource to overcome this situation. Therefore, one of the solutions is to request required resources from a cloud IaaS provider. (8) Domain: Every service that is implemented in a Cloud Computing environment is a member of that. All services that are implemented in a Cloud Computing environment are under one domain and are called internal services. Therefore, every cloud service provider forms a domain and their services are external services for other cloud providers. In this paper, we address interoperability issues in Cloud Computing environments. After a description of Cloud Computing interoperability from different aspects and references, we describe two architectures of cloud service interoperability. Architecturally, we classify existing interoperability challenges and we describe them



2. Security Technology Analysis of Cloud Computing 2.1Cloud Computing Security Model Cloud computing provides service on three layers, IaaS, PaaS, and SaaS. The hardware, software, and data resources are distributed on the basis of user demand. The diversity of combinations of service mode and distribution mode in cloud computing will directly result in the various extents of cloud computing resources monitoring and customization. Thus, a higher requirement is placed on the security model of cloud computing. Reliable security strategies should be deployed for diverse cloud computing modes. Literature proposes a security model of cloud computing, as shown in fig:4 This security model covers IaaS, PaaS, and SaaS platforms. It incorporates the basic equipment security, system security, and network security technologies in infrastructure security; virtual firewall, virtual machine security, virtual machine isolation, flaws in virtual machine, and virtual machine monitoring in virtualization security; encryption and decryption, key management,
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transmission security, and access control technology in data security; security SSO, digital signature, trust model and identity authentication in service security.



Figure 2: A possible cloud computing security model



2.2 Infrastructure Security: The infrastructure of cloud computing includes the storage, computing, and network resources of cloud computing. The security of infrastructure is a guarantee for the upper-layer applications of cloud computing. Infrastructure security is divided into basic equipment security, network security, and system security.



2.3 Virtualization Security The basic unit of cloud computing platform is virtual machine, the security of which is the fundamental requirement of the cloud computing platform. The threat to virtualization security is unique to cloud computing and is the main subject of this study. Virtualization technology refers to the virtualization of the lower-layer hardware ,including the servers, storage, and network equipments. By means of virtualization technology, a demand-based resources sharing, E.S.Sudeeshna,IJRIT
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distribution, and control platform can be constructed. A variety of isolation applications are possible according to the upper-layer data and business patterns. Thus, a service-oriented, extendable infrastructure is built. The cloud computing services such as the lending of IT infrastructure resources are provided to the users. The providers of cloud infrastructure based on virtualization technologies have to make security and isolation guarantees to the users.



Malicious Code Detection Technologies Based on Virtual Machine Intel launched the Intel VT-x, the hardware virtualization technology targeted at personal computer in 2005. The matching processors were released in 2006. It is a hardware virtualization platform for X86-based PC. In 2006, AMD also released AMD-V virtualization technology for hardware, which is based on the development code named Pacifica. In the same year, the matching processors were released . Many software manufacturers developed the software that supports the hardware virtualization. Among them, VMware Workstation 5.5 and the later versions and the processors by VMware are compatible with Intel VT. Microsoft released Hyper-V, the virtualization platform based on Hypervisor, which manages the system’s processor in early 2008. Hyper-V manages and schedules the construction and operation of the virtual machine, in addition to the virtualization of the hardware resources. Currently, many software producers are engaged in the developing the software that supports the hardware virtualization technologies. However, due to the immaturity of hardware virtualization technologies and the involvement of the lower layer of computer system, a proper coordination is needed between hardware virtual machine, lower-layer hardware, and the resources of upper-layer operation system. There are very few mature software in this field. Most of them fulfill only limited functions, which are basically the management and optimization of hardware resources. However, no software has been known to cope with the security issues. Among the applications of virtualization technologies in the analysis and detection of malicious code, the representatives are Paladin, Anubis, Azure and Hyper sight Root kit Detector . Paladin runs on VMW are Workstation, in Linux environment. Its detection principle is that the system calls related to files and processes in the users’ operating system are first intercepted. Then, this relevant information of system calls is queried and compared against the data in trusted database. Anubis is developed based on QEMU virtual machine, with main function of analyzing the malicious code. The precursor is TT Analyze proposed in Ulrich Bayer’s master’s degree thesis. TT Analyze is a tool for analyzing the behaviour of Windows PE-executables. Azure, based on Intel VT, is a malicious code analyzer of transparency using KVM virtual machine monitor. Azure can analyze the Root kit in Linux environment and implement the automatic unpacking of malicious codes, such as Armadillo and Aspack, via decompilation technology. However, it is currently at the stage of theoretical prototype. Hyper sight Root kit Detector, based on hardware virtualization technology, is an experimental program that detects the malicious codes. It is developed by North Security Laboratory of Russia. Monitoring the behaviour of the target operating system, Hyper sight Root kit Detector intercepts any operations that may damage the operating system. With the constant improvement on the hardware virtualization technologies and the support of matching software, the detection of malicious codes based on hardware virtualization technology will become the major trend of computer security research. E.S.Sudeeshna,IJRIT
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Partitioning Technologies of Trusted Virtual Domain : Cloud computing is pushing forward the resources integration, which is associated with the disappearance of the boundaries among the systems. Using the partitioning technology of trusted virtual domain, a system boundary can be delineated for the cloud computing on the virtualization layer. Through the implementation of local security strategies, the virtual machine isolation and security of user data can be realized. Trusted virtual domain is composed of a series of distributed virtual machines. The partitioning of the trusted virtual domain refers to the dividing of the distributed virtual machines into trusted virtual domains in accordance with the security strategies. The trusted virtual domains mark the security boundary of these virtual machines. Within the same virtual domain, the secure communications can be expected between the virtual machines. Meanwhile, they are also isolated from the virtual machines outside this domain (including the virtual machines in other virtual domains). Isolation is defined as the non-communication of information between non trusted virtual machines located in different trusted virtual domains. For the same trusted virtual domain, the virtual machines share one security level. They follow a given security strategy when interacting with the virtual machines outside this trusted virtual domain. Before being included as a member of the trusted virtual domain, the virtual machine has to pass the security authentication. Once admitted, the virtual machines will acquire a unified security configuration of the virtual domain. The security strategies defined by each trusted virtual domain include the access control of the resources and the inter-domain and intra-domain information stream interaction.



Information Stream Control between the Virtual Machines The information stream control between the virtual machines relies on the network control and monitoring of the virtual machines. Any abnormality of information stream between the virtual machines can be detected and reported. Virtual machine monitoring enables the monitoring of the behaviour of virtual machines on the virtualized platform. The virtual machines with their lower layer invaded will be excluded to prevent further damage to the platform on which they are situated. At present, hypervisor technology is available to monitor a diversity of virtual machines.



Virtual Machine Isolation After one physical machine is virtualized into multiple virtual machines, the virtual machine isolation technology will become necessary to prevent the information leak among the virtual machines and the independence of each virtual machine. Besides the virtual machine isolation, isolation also occurs between memories, shared storage space, and shared data.



Other Virtualization Security Technologies The trusted cloud computing environment is built based on trusted computing theory. In virtualization security technologies, the virtual server equipped with TPM security module is used to construct the trusted virtual platform. Virtual firewall is set up between the applications systems of virtual machine for security defense and access control. The flow between the application systems is monitored and regulated, while a centralized management is adopted for users’ firewall. E.S.Sudeeshna,IJRIT



251



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 6, June 2014, Pg: 246-260



2.4 Security Service Cloud computing provides resources to the users through services. Thus, the service security is the most important security issue. In a complex environment such as cloud environment, there arises a need for user authentication due to user diversity, including identity authentication, access control and auditing and tracking of user behavior.



2.5 Data Security On cloud platform, users entrust the cloud service supplier with the management of database. Providing the data storage and query services, the server is no longer the center of trust. More considerations should be given to the security protection of user data. The technologies involved are data encryption technology, cipher text retrieval technology, data integrity authentication



technology, data isolation and database recovery and



backup technology, data protection technology, secure transmission technology and digital authentication technology.



3. Interoperability 3.1 Architecture: To establish service interoperability among all types of services in the Cloud Computing environment we need to define the way of these interactions. Since the cloud services are not entirely separated from web services so we can employ web service architectures with slight changes for Cloud Computing services collaboration. In general, there are two types of architecture, service orchestration and service choreography. In these architectures, services are under the management of one domain or different domains in which domains are private, public and hybrid clouds .



A. Service orchestration In the computing, orchestration describes the automated arrangement, coordination, and management of complex computer systems, middleware, and services. As we see in Fig. 1 In cloud service orchestration, we have a mediator node, which its role is a service management, data transmission, service brokerage and other tasks about service interoperability. NIST also explains that cloud orchestration is “the arrangement, coordination and management of cloud infrastructure to provide services to meet IT and business requirements.” To accomplish cloud orchestration a “cloud broker” serves to intermediate, aggregate, and arbitrage services on behalf of the cloud consumer. In , NIST describes the brokerage function as the following: (1) Intermediate: A cloud broker enhances a given service by improving some specific capability and provides the value-added service to cloud consumers. (2) Aggregate: A cloud broker combines and integrates multiple services into one or more new services. The broker will provide data integration and ensure the secure movement of data among cloud consumer and multiple cloud providers. (3) Arbitrage: Service arbitrage is similar to service aggregation, with the difference being that the services being aggregated are not fixed. Service arbitrage allows flexible and opportunistic choices for the broker. For example, the cloud broker can use a credit scoring service and select the best score from multiple scoring agencies. E.S.Sudeeshna,IJRIT
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To employ orchestration architecture for interoperability among cloud services, customers need to pay attention to another aspect of this type of service collaboration. For example, we require an integrated service catalog, provisioning, monitoring, and billing processes that are standardized across multiple IT services. Security, SLAs and policies in service providing with employment of other services in different enterprises are important aspects of cloud service orchestration that are the responsibilities of common protocols of intermediate node . Therefore, the cloud service orchestra must implement all of the mentioned aspects of above so that customers have a better collaboration among their services.



Figure 3: Cloud Service Orchestration Architecture In fact, cloud service orchestration is a service which provides an environment that customers including internet users and enterprises manage to employ other services to improve their own services. There are some problems in the implementation of this architecture such as single point failure problem, data mediation etc. There are also some solutions for these problems. For instance, if taking advantage of service replication for mediator in this architecture, we can come over the single point failure problem.



B. Service choreography In orchestration architecture, we have an intermediate node, which manages all transactions among services in multiple clouds, and services just use the facilities which intermediate node provided them for communication. Nevertheless, in choreography architecture, we have not an intermediate node, every cloud service must provide all aspects of communication for implementation of interoperability with other services, and there is not an orchestrator for interoperability establishment. As shown in Fig. 4 services in this architecture are in one cloud or in multiple clouds. Establishment of service interoperability in this architecture among cloud services is more complex than orchestration architecture, because every cloud provider must prepare facilities to employ other services in their cloud services. E.S.Sudeeshna,IJRIT
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As shown in Fig. 4 for establishing interoperability among internal or external cloud services it needs to prepare a direct connection for data transmission, process migration, VM migration and other transmissions which are among multiple cloud services for collaboration. So cloud providers must provide all aspects of interaction such as security, policy, billing process, connection handling and resolve all problems in established connection. This challenge mentioned in the previous paragraph is an important reason for complexity in the implementation of a direct connection for collaboration and this is a disadvantage of choreography architecture.



Figure 4: Cloud Service Choreography Architecture This complexity of implementation in the establishing of interoperability among internal services which are under common policy and management is lower than implementation among external services, because external services are under different policies and managing decisions and coordination for interaction in this state require more collaboration for interoperability in highest level management in cloud providers. But in orchestration architecture responsibilities all of this coordination is for mediator node and customers approximately are unaware of these challenges



3.2 Challenges Interoperability establishment among Cloud Computing services is associated with challenges in the implementation. It is not enough to decide about implementation of collaboration among services for better quality in providing services and in this method we have challenges in implementation of interoperability among them. Many of these challenges are in relation with technological tools, which are employed for implementation for services, and other challenges are related to technical aspects and maybe related to management decisions. Therefore, for implementation of interoperability in better state we need to propose solutions for these challenges. In overall, these challenges fall into three types, different Hypervisors, platforms and policies in cloud managements.. Different Hypervisors for Virtualization in cloud environments and platforms for developing applications are technological challenges of interoperability; also, policy and management are non-technological challenges. According to the goals which cloud providers are defined in service definition step for implementation of Cloud Computing services, cloud providers employ different tools and styles, so when cloud providers implement services with different tools in different environments, they have many problems in establishing interoperability E.S.Sudeeshna,IJRIT
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among these services. These differences are even in cloud services that are at the same level of every cloud. For example, different cloud SaaS providers may employ different platforms for the implementation of applications even in their application. These differences are intensified when services are not in the same level of cloud.



C. Hypervisors One of the important parts of every Cloud Computing environment is Virtualization. Virtualization is a technology for resource management in the infrastructure layer of cloud that is put on the hardware and it manages the hardware directly or it is on the operating system. In order to manage the resources in Cloud Computing environments, cloud service providers employ Hypervisors. A Hypervisor or virtual machine monitor (VMM) is a computer software, firmware or hardware that creates and runs virtual machines. As mentioned, Hypervisors operate on the hardware layer directly or indirectly. Therefore, employed Hypervisors for Virtualization are different from each other in operation mechanism The differences between Hypervisors is an obstacle for cooperation with each other cloud provider among IaaS providers that have been employed different Hypervisor for Virtualization on the hardware. For example, in Fig. 5 clouds (A) used KVM Hypervisor for Virtualization and cloud (B) used XEN Hypervisor so suppose when cloud (B) faces resource shortages for running services, it wants to migrate many of VMs to other clouds. In the destination of migration since cloud (A) uses different Hypervisors for Virtualization, migrated VMs from cloud (B) cannot run on cloud (A). This inability for running other Hypervisor VMs relates to the Hypervisors resource allocation, different structures of VMs and employed mechanisms for Virtualization



Figure 5: Interoperability in Infrastructure Layer



(1) Solutions To resolve this challenge there are two solutions, one of them is standard structure for all Hypervisors VMs which is almost impossible for all Hypervisors because Hypervisors’ mechanisms are different, since many of them have direct access to hardware and other have not the same access and other differences. The second solution is restructuring VMs or packing software for running on other Hypervisors. The Distributed Management Task Force (DMTF) has introduced many solutions for establishing interoperability in the Cloud Computing environments. The Open Virtualization Format (OVF) is one of the DMTF solutions that is an open E.S.Sudeeshna,IJRIT
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standard for packaging and distributing virtual appliances or more generally software to be run in multiple virtual machines. This solution prepares an open, secure, efficient, portable, and extensible format for the packaging and distribution of software to be run in virtual machines. As shown in Fig. 6 when a cloud service wants to migrate an application to other clouds, OVF packs the application and adds many script files to that and migrates the package to destination. Therefore, applications can migrate between VMs under different Hypervisors Moreover, a consortium of businesses launched by Intel, called the Open Data Centre Alliance, scopes to specify the future hardware and software requirements that lead to more open and interoperable Cloud and data centre solutions. The Open Cloud Computing Interface (OCCI) from OGF is an example of a standard IaaS resource management interface interfacing IaaS Cloud Computing facilities and allowing users interoperate using the same context .



Figure 6. Open Virtualization Format Mechanism. Similarly, the Storage Networking Industry Association (SNIA) has produced the Cloud Data Management Interface (CDMI), an interface standard that enables interoperation with storage Clouds and provides a standardized way to access all such services.



D. Platform challenges In every Cloud Computing environment, many internal or external applications have been developed in same or different development platforms. These applications have been employed many of application programming interfaces (API) for handling resources in the layers of cloud such as application, platform and infrastructure. For example, API communications, resource allocation and data transmission are not identical in different application development platforms. If we want to establish interoperability in the application or platform layer in the clouds, one of the most important challenges is differently employed APIs in developing applications. Therefore, an application that has been developed in a different platform cannot work on other platforms E.S.Sudeeshna,IJRIT
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For example, in Fig. 7 applications in the cloud (A) are developed in .NET platform and application in the cloud (B) are developed in Java platform. So if developed services in the application layer of cloud (A) wants to cooperate with application services in cloud (B), there is the challenge of employed different platform and they cannot have the cooperation in implemented services in the application layer. Mentioned cooperation in this paragraph is



Figure 7: Application and Platform Interoperability. about running all or a part of an application in remote destination that is a cloud with different employed platform or data transmitted between them Different platforms use different structures for data in the application and these structures cause many problems in data interpretation in cloud applications.



(1) Solutions Challenge solving in different application development platforms is complex, so one of the reasons of these complexities is the millions of APIs in the development environments. However, there are also solutions for resolving this challenge, Cloud Computing Interoperability Forum (CCIF) address the problem of cloud platform interoperability. The purpose of CCIF is to discuss and present common platform interface. Key factors are the standardization of cloud interfaces and the unified description of semantic cloud data models. Unified platforms are trying to unify various cloud APIs For example, in Fig. 5 applications in the cloud (A) are developed in .NET platform and application in the cloud (B) are developed in Java platform. So if developed services in the application layer of cloud (A) wants to cooperate with application services in cloud (B), there is the challenge of employed different platform and they cannot have the cooperation in implemented services in the application layer. Mentioned cooperation in this paragraph is about running all or a part of an application in remote destination that is a cloud with different employed platform or data transmitted between them. Different platforms use different structures for data in the application and these structures cause many problems in data interpretation in cloud applications . E.S.Sudeeshna,IJRIT
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(1) Solutions



Figure 8. Cloud Computing Interoperability Forum (CCIF) Architecture Challenge solving in different application development platforms is complex, so one of the reasons of these complexities is the millions of APIs in the development environments. However, there are also solutions for resolving this challenge, Cloud Computing Interoperability Forum (CCIF) address the problem of cloud platform interoperability. The purpose of CCIF is to discuss and present common platform interface. Key factors are the standardization of cloud interfaces and the unified description of semantic cloud data models. Unified platforms are trying to unify various cloud APIs and make it abstract and prepare for cloud interoperability in platform and application service level. Fig. 8 shows a bird’s eye view about the architecture of this solution, in this architecture there is a cloud broker. The aim of cloud broker is to serve as a common intermediation center for the interaction between platforms, applications, services and data. CCIF will enable a hybrid cloud which consists of different platforms, data structures and APIs that is decentralized, extensible and secure. The UCI interface is a singular abstraction and programmatic point of contact that encompasses the entire infrastructure stack as well as emerging cloud centric technologies through a unified interface. The important parts of Unified Cloud Interface (UCI) or cloud broker are a specification and a schema. The schema provides the actual model descriptions and the details for integration with other management models are defined by the specification. The architecture abstracts the usage of any cloud API and unifies them in one layer. This is done with the help of the semantic web and OWL which has a pool of resources semantically understood and described.



E. Policy and Management. Many of the challenges in establishment of interoperability among Cloud Computing services are not related to technological aspects and are related to policies of cloud providers. These challenges consist of security of customers’ data or applications or other resources in a cloud environment. Cloud providers also for E.S.Sudeeshna,IJRIT
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acquiring more income from customers for service providing do not permit their users to use other services from other clouds. In these two policies, cloud providers lock their customers to use their services and this is an obstacle to the establishment of interoperability in Cloud Computing environments. It should be noted that when data in clouds are of high importance for data owners, these challenges will be more critical and the decision will be more difficult for cloud managers [20]. Security issues are strongly associated with administration of the 22 A Survey on Interoperability in the Cloud Computing Environments cloud, including managing the users, resources and data that are typically addressed via security policies for handling authentication, access control, session management and network communications. Migration from a legacy client-server model to a cloudbased model will mitigate some existing security issues while introducing new security issues. Failure to understand the new security issues or blindly attempting to apply legacy security policies and procedures for an enterprise’s cloud migration will lead to problems. Therefore, solving these types of challenges does not have certain and formalized solution and cloud providers make many contracts for establishing interoperability in their services.



4. CONCLUSION There are many new technologies emerging at a rapid rate, each with technological advancements and with the potential of making human’s lives easier. However, one must be very careful to understand the security risks and challenges posed in utilizing these technologies. Cloud computing is no exception. As a security problem unique to cloud computing, virtualization security can be better dealt with the emerging technologies and research achievements. The relevant security technologies include the malicious code detection technology based on virtual machine, partitioning technology of trusted virtual domain, information stream control technology between the virtual machines and virtual machine isolation technology. According to implemented solutions and researches on interoperability, solving all interoperability challenges in one layer of clouds is not possible. It is better to solve the problem in different layers; otherwise, an additional workload occurs in a particular layer. Another important point is that the main part of interoperability challenges must be resolved in infrastructure since service portability in this layer is more than the other layers and overhead of interoperability in higher layers is more.
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