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Overview 



Motivation 











Reducing the size of public keys in sequential aggregate signature is important since a verifier should retrieve all public keys of signers However, the construction of a sequential aggregate signature scheme with short public keys without random oracles under static assumptions is left as an open problem



Results 











We propose a sequential aggregate signature scheme (SAS) with short public keys in prime order groups We prove the security of our scheme without random oracles under static assumptions We implemented our scheme using the PBC library and measured the performance of the scheme 2



Introduction 



Aggregate Signature 







Aggregate signature is a new type of PKS which enables any user to combine signatures signed by different signers into a short signature The application includes reducing bandwidth of certificate chains in PKI, routing protocols, and sensor networks Public Keys











 



Signers



Verifier
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Introduction 



Types of Aggregate Signature 







The types of aggregate signatures are categorized as full aggregation, synchronized aggregation, and sequential aggregation (1) In full aggregation, any user can freely aggregate different signatures of different signers into a single signature
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 Full aggregation







ROM



Only one scheme exists! 4



Introduction 



Types of Aggregate Signature 



(2) In synchronized aggregation, any user can combine different signatures with the same synchronizing information into a single signature
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 Synchronized aggregation



Synchronizing information should be shared! 5



Introduction 



Types of Aggregate Signature 



(3) In sequential aggregation, each signer can aggregate his signature into a previously aggregated signature in a sequential order
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There are only two schemes without random oracles 6



Introduction 



Motivation 







The known SAS scheme (without random oracles) has the public key of large size or is secure under an interactive assumption Reducing the size of public keys in SAS is very important since the public keys of each signers cannot be aggregated



CA



Public Keys



Public keys cannot be aggregated!!!



  



 Signatures can be aggregated
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Design Principle 



Basic Idea 







First, we can obtain a PKS scheme with short public keys from an IBE scheme by using the transformation of Naor Next, we may convert this PKS scheme to a SAS scheme by using the randomness reuse technique of Lu et al. There is a gap!!!



IBE



PKS The transformation of Naor



PKS



SAS The randomness reuse technique of Lu et al.



A PKS scheme should support (1) multi-users and (2) public re-randomization 8



Public-Key Signature 



Asymmetric Bilinear Groups 







Bilinear groups , , T are multiplicative cyclic groups of prime order p  with the bilinear map e: T of the following properties  







Bilinearity Non-degeneracy







There are no efficiently computable homomorphisms between  and 
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Public-Key Signature 



Lewko-Waters PKS 







A PKS scheme can be derived from LW-IBE scheme (in prime order asymmetric bilinear groups) by using the transformation of Naor However, this PKS scheme does not support multi-users and public rerandomization since g, u, h are not given in the public key PK  [w1  w1 , w2  w2 , w, gˆ , gˆ , gˆ  , uˆ, uˆ , uˆ  , hˆ, hˆ , hˆ ,   e( g , gˆ ) ] SK  [ g  , g , u, h]



These values cannot be moved to the public key



  [W1,1  g  (u M h)r w1c , W1,2  w2c , W1,3  wc , 1



1



1



W2,1  g r w1c2 , W2,2  w2c2 , W2,3  wc2 ]



VF  [V1,1  gˆ t ,V1,2  ( gˆ  )t ,V1,3  ( gˆ  )t , V2,1  (uˆ M hˆ)t , V2,2  ((uˆ ) M hˆ )t , V2,3  ((uˆ  ) M hˆ  )t 3i 1 e(W1,i , V1,i )  3i 1 e(W2,i , V2,i ) 1  t ] 10



Public-Key Signature 



Lewko-Waters PKS 







If g, u, h are given in the public key of LW-PKS scheme, then the security proof of dual system encryption goes wrong That is, the simulator can easily distinguish the changes of the verification algorithm from normal to semi-functional
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Simulator can distinguish these two games 11



Public-Key Signature 



Lewko-Waters PKS 



The simulator can distinguish the type of verification components by using a simple pairing test without the forged signature of an adversary PK has (g, u, h) If it is normal verification components



If it is semi-functional verification components



e(u M h,V1,2 )  e( g ,V2,2 )



e(u M h,V1,2 )  e( g ,V2,2 )



=







Simulator can distinguish these changes without a forged signature! 12



Public-Key Signature 



Our Solution 



To prevent the previous problem, the verification components are randomized by multiplying (cancellable) random values PK has (g, u, h) If it is normal verification components



If it is semi-functional verification components



e(u M h,V1,2 Z1,2 )  e( g ,V2,2 Z2,2 )



e(u M h,V1,2 Z1,2 )  e( g ,V2,2 Z2,2 ) 







Simulator cannot distinguish these changes without a forged signature! 13



Public-Key Signature 



Our PKS Scheme 







First, a PKS scheme is derived from LW-PKS scheme by expanding the number of signature elements and verification components After that, the cancellable random values are added in the scheme PK  [ g , u, h, w1  w1 , w2  w2 , w3  w3 , w, gˆ , gˆ1 , gˆ 2 , gˆ  , uˆ, uˆ1 , uˆ 2 , uˆ  , hˆ, hˆ1 , hˆ 2 hˆ  , vˆ, vˆ 3 , vˆ  ,   e( g , gˆ ) ]



  [W1,1  g  (u M h) r w1c ,W1,2  w2c ,W1,3  w3c ,W1,4  wc , 1



1



1



1



SK  [ g  ] The cancellable random values are added



W2,1  g r w1c2 ,W2,2  w2c2 ,W2,3  w3c2 ,W2,4  wc2 ]



VF  [V1,1  gˆ t ,V1,2  ( gˆ  )t vˆ s1 ,V1,3  ( g v2 )t (vˆ 3 ) s1 ,V1,4  ( gˆ  )t (vˆ  ) s1 , V2,1  (uˆ M hˆ)t , V2,2  ((uˆ ) M hˆ )t vˆ s2 , V2,3  ((uˆ 2 ) M hˆ 2 )t (vˆ 3 ) s2 , V2,4  ((uˆ  ) M hˆ  )t (vˆ  ) s2 , i41 e(W1,i , V1,i )  i41 e(W2,i ,V2,i ) 1  t ] 14



Sequential Aggregate Signature 



Randomness Reuse Technique 







The main difficulty in aggregate signature is to aggregate the randomness of each signers The randomness reuse technique of Lu et al. is a method that a signer reuses the randomness of a previous signer instead of selecting his new randomness PK 2  [u2  g x2 , h2  g y2 , e( g , g )2 ] SK 2  [ g 2 , x2 , y2 ] g 1 (u1M1 h1 )r ,



g 1 (u1M1 h1 )r  g 2 ( g r )( x2 M 2  y2 )   g i ( uiM i hi )r ,
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This aggregate signature should be rerandomized! 15



Sequential Aggregate Signature 



Our SAS Scheme 



Our PKS scheme (in prime order asymmetric bilinear groups) can be converted to a SAS scheme since it supports multi-users and public rerandomization by publishing g, u, h elements



PP  [ g , w1  w1 , w2  w2 , w3  w3 , w, gˆ , gˆ1 , gˆ 2 , gˆ  , vˆ, vˆ 3 , vˆ  ] where   1  12  23 and   2  33 PK  [u, h, uˆ, uˆ1 , uˆ 2 , uˆ  , hˆ, hˆ1 , hˆ 2 hˆ  ,   e( g , gˆ ) ]



The PP is shared among all signers



where u  g x , h  g y



SK  [ , x, y]



The g, u, h are published for rerandomization
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Sequential Aggregate Signature 



Our SAS Scheme 



The aggregate algorithm first uses the randomness reuse technique and then re-randomizes the aggregate signature



aggregate so-far



randomness reuse



public rerandomize



 , S1,2  , AS   [S1,1



 , S2,1  , , S1,4



 ] , S2,4



  g  ( S2,1  ) xM  y , S1,2  S1,2   ( S2,2  ) xM  y , S1,1  S1,1  , S2,1  S2,1



 , S2,4  S2,4



S1,1  (uiM i hi )r w1c1 , S1,2  w2c1 , S2,1  g r w1c2 ,



  ( S2,4  ) xM  y , , S1,4  S1,4



, S1,4  wc1 ,



, S2,4  wc2
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Security Analysis 



Proof of PKS Scheme 







We use the dual system encryption technique of Lewko and Waters in the public-key signature setting The signature and verification algorithm have two forms: normal and semi-functional



normal type



signature







normal signature O



verification



semi-functional type



normal verification



O



semi-functional signature O







X



semi-functional verification
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Security Analysis 



Proof of PKS Scheme In dual system encryption, the proof consists of hybrid games that change normal types to semi-functional types The whole proof is completed by showing the indistinguishability of each hybrid games
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signature verification



Adversary cannot forge a semi-functional signature



The probability of adversary to forge a normal signature does not change



Adversary cannot forge a normal signature 19



Security Analysis 



Proof of SAS Scheme 







We use the security model of Lu et al. that requires an adversary to correctly generate other signers’ key pairs except the target signer To ensure the correct generation of key pairs, the adversary should submit the key pair in this security model Challenge PP, PK



Certification List CL



Certification query



Aggregate signature query



Forgery output challenger



adversary 20



Security Analysis 



Proof of SAS Scheme 



The proof uses two facts that the aggregated signature is independent of the order of aggregation and the simulator possesses the private keys of other signers PK



PP, PK



Certification query



It keeps CL



PKS.Sign







*



challenger (PKS)



Build AS from  since the order does not matter



Extract * from AS* since it has CL simulator



AS



Aggregate signature query



AS*



adversary (SAS) 21



Implementation 



Environments 







We used the Pairing Based Cryptography (PBC) library, and selected a 175-bit MNT curve with embedding degree 6 for 80-bit security We measured the performance on a notebook computer with an Intel Core i5-460M 2.53 GHz CPU
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However, this PKS scheme does not support multi-users and public re- randomization since g, u, h are not given in the public key. 10. 1. 2. 1. 2. Ë† Ë† Ë†. Ë† Ë† Ë† Ë† Ë† Ë† ..... challenger adversary. Certification List. CL. Security Analysis. â–« Proof of SAS Scheme. â—‹. We use the security model of Lu et al. that requires an adversary to. 
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