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initiator: a



Identity Key: Ia = (dIa , QIa ) ← Curve25519() Signed Pre Key: Sa = (dSa , QSa ) ← Curve25519() One-Time Pre Key: Oa = (dOa , QOa ) ← Curve25519()



recipient: b



QIa , QSa , QOa , SigndI (QSa ) a



QIb , QSb , QOb , SigndI (QSb ) b



Identity Key: Ib = (dIb , QIb ) ← Curve25519() Signed Pre Key: Sb = (dSb , QSb ) ← Curve25519() One-Time Pre Key: Ob = (dOb , QOb ) ← Curve25519()



get recipient public keys



QIb , QSb , QOb



Ephemeral Key: Ea = (dEa , QEa ) ← Curve25519()



Exchange K1



Exchange K2



Exchange K3



Exchange K4



QIa , QEa



ECDH(Ia , Sb )



ECDH(Ea , Ib )



ECDH(Ea , Sb )



ECDH(Ea , Ob )



Exchange K1



Exchange K2



Exchange K3



Exchange K4



Kmaster ← K1 kK2 kK3 kK4 Kroot , Kchain = HKDF(Kmaster )



Ephemeral Key: Ea = (dEa , QEa ) ← Curve25519() Kmessage = HMACKchain (1) Kchain = HMACKchain (2) cipher = EncryptKmessage (message)



cipher, signature, QEa



signature = HMACKmessage (cipher)



Kmaster ← K1 kK2 kK3 kK4 Kroot , Kchain = HKDF(Kmaster ) Kmessage = HMACKchain (1) Kchain = HMACKchain (2) message = DecryptKmessage (cipher)



Keep sending new messages until recipient responds. QEb



Exchange Kephemeral Kchain , Kroot = HKDF(Kroot , Kephemeral )



As Kchain and Kroot are rolled, the rest of the protocol follows from above.



Notation: (d, Q) ← Curve25519() is the key generation function that generates d as private key and Q as public key.



ECDH(Ea , Eb )



Ephemeral Key: Eb = (dEb , QEb ) ← Curve25519() Exchange Kephemeral Kchain , Kroot = HKDF(Kroot , Kephemeral )
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